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= |P Commands

TCP Connection Management

Intrusion Detection

Sysplex Management
= Discovery Manager

= DVIPA

Scenarios:
= Packet Trace

= DVIPA
= Sysplex Distributor Favoring a System

= Sysplex Distributor Performance

Backup
= Answers to questions from the session
= Additional scenarios
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IP Commands
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NetView Main Menu: IP Management Option

—
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[ 2 Session A - [24 x 80} EE—

File Edit View Communication Actions Window Help
Byl 2o @ = @ % 2 @

Host: | RALVMRRALEIGH.IBI  Port; | 23 LU Name: |

CNMINETY Tivoli NetView for z/0S5 Version 6 Release 2 Main

5

Operator ID = NETOP1 Application = NTVF902T

Enter a command (shown highlighted or in white) and press Enter.

—) ] P Management Menu NETVIP command
Browse Facility BROWSE command
Command Facility NCCF command
News NEWS command
PF Key Settings DISPFK command
Help Facility HELP command
Index of help topics INDEX command
Help Desk HELPDESK command
Hardware Monitor NPDA command
Session Monitor NLDM command

To log off or disconnect LOGOFF command or DISC command

TO SEE YOUR KEY SETTINGS, ENTER 'DISPFK'
Action===

'_5“ Connected to remote server/host RALVMR.RALEIGH.IBM.COM using port 23

Menu

@
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IP Management Menu =
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24 Session B- [24x80] 1 S X
File Edit View Communication Actions Window Help
B3 %l @ =@ Wl 22 &

Host: | RALVMR.RALEIGH.IEI Port: | 23 LU Name: |

CNMANVIP Netview IP Management Functions Menu
Type the number or move the cursor to a function and press Enter

Ping a device (PING)
Trace the route to a device (TRACERTE)
Check TCP connection status (IPSTAT)
Work with IP traces (IPTRACE)

Far: Sk
Manage IP Active Monitoring (IPMAN)
Issue SNMP commands (NVSNMP)
Manage Sysplex
Manage DVIPA

. Check the status of an IP port (TESTPORT)
0. Show EE information for a VTAM resource (DIS PATH)

Command ===}
Fl=Help B F3=Return F6=Roll
Fl1Z2=Cancel
22!0155@
'_5“ Connected to remote server/host RALVMR.RALEIGH.IBM.COM using port 23 - @
inOrlando Z &
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IP Management Menu: Sysplex Management =
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| 24 Session B - [24 x 80] EE
File Edit View Communication Actions Window Help
By ) 2% @@= w8 % @ ¢

Host: | TVMVS7.TIVLABRAL  Port: LU Name: |

CNMANVSP NetvView Sysplex Management Functions Menu

T & e

Type the number or move the cursor to a function and press Enter

Stack configuration and status (CNMSSTAC)
IP stack interfaces (CNMSIFST)

Netview configuration and status (CNMSNVST)
0SA channel and ports (CNMSOSAF)
HiperSockets adapters (CNMSHIPR)

Telnet servers (CNMSTNST)

Telnet server ports (CNMSTPST)

SO0 WN =

Command ===> _
Fl=Help F3=Return F6=Roll
Fl1Z2=Cancel

22/015

'_5“ Connected to remote server/host TIVMVS7 TIVLAB.RALEIGH IBEM.COM using lu/pool NTC02005 and

(1}
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IP Management Menu: DVIPA
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Bl Session B - [24 x 80]

File Edit View Communication Actions Window Help

B 2% @EE = 't & @
Host: | TIVMVS7.TIVLAB.RAL Port; LU Name: |

CNMANVDV Netview DVIPA Management Functions Menu

Type the number or move the cursor

DVIPA definition and status (CHNMSDVIP)
DVIPA susplex distributors (CNMSPLEX)
DVIPA serwver health (CNMSDVPH)

DVIPA distributed targets (CMNMSTARG)
DVYIPA connection route status (CNMSVPRT)
DV¥IPA connection routing (CNMSDDCR)
DV¥IPA connections (CHMSDVPC)

DVIPA status (CHNMSDVST)

=~ A WNER

Command ===>
Fl1=Help

F3=Return
FlZ2=Cancel

227015

'_-ffj Connected to remote server/host TIVMVS7 TIVLAB.RALEIGH.IBM.COM using lu/pool NTC02005 and

Disconnect

to a function and press Enter

F6=Roll

(L
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IP Commands =

« |IPLOG « SNMP commands (including SNMPv3)

* Ping — get

« Remote Ping — getnext

« Tracerte — set

« TN3270 — walk

« REXEC — trap

« RSH — getbulk (SNMPv2¢c and SNMPv3)

« SOCKET — bulkwalk (SNMPv2c and SNMPv3)

« RMTCMD over IP — inform (SNMPv2c and SNMPv3)

« Any UNIX System Services — the NVSNMP command enables
command panel-driven SNMP requests

« IPXLATE (REXX, PL/I, C)
« EZLEMAIL (send email via SMTP)

SHARE©O
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TCP Connection Management
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TCP/IP Connection Management i
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NetView for z/OS can help manage TCP/IP connections,
especially when combined with OMEGAMON XE for
Mainframe Networks.

Uses z/OS Communications Server network management
interface (NMI) to retrieve connection data for TCP/IP
connections

Active connection data kept in NetView (and Comm Server)
storage

Inactive connection data written to VSAM

Data can be filtered using CNMSTYLE definitions

NetView cross-domain capabilities enable the viewing of
connection data at remote z/OS hosts

Supports IPv4 and IPv6 SHAREO

Complete your session evaluations online at www.SHARE.org/Orlando-Eval R
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Connection Data

* Active Connections

Local IP address and port
Remote IP address and port
TCP/IP stack name

Start date and time

Last activity date/time
Connection ID

Bytes sent/received

Byte rate

Segments retransmitted
Percent segments retransmitted
And more

nnnnnnnnnnnnnnnnnnnnnnnnn

* |nactive Connections

Local IP address and port
Remote IP address and port
TCP/IP stack name

Start date and time

End date and time

Bytes sent and received
Send window size

Logical unit (LU) name

Target application identifier
(APPLID)

Termination code
And more

Issue HELP BNH772 (inactive) or BNH775 (active) for complete details.

Complete your session evaluations online at www.SHARE.org/Orlando-Eval
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Displaying Connection Data =
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Connection data can be viewed from the following places:
» NetView 3270 console
— TCPCONN
» Raw data
» Unformatted
* Intended for programmatic use
— CNMSTCPC
* Formatted
» Customizable
» Intended for human user
— IPSTAT
» Panel-based connection control
« Tivoli Enterprise Portal

SHARE©O
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Intrusion Detection
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TCP/IP Intrusions SHARE.

Enhance network security by combining NetView automation
facilities with the Intrusion Detection Service (IDS) of the z/0OS

Communications Server.
 What is an intrusion?
— Information gathering (scan)
* Network and system information
» Data locations

» Map target of an attack
— Eavesdropping, impersonation, or theft

* On the network, on the host

» Base for further attacks on others
— Denial of Service

 Attack on availability

 Intrusions can occur from Internet or Intranet
— Firewall can provide some level of protection from Internet
— Perimeter security strategy alone may not be enough
— Within a firewall, systems can be vulnerable to attack or misuse, whether accidental or

malcos. SHARE ©
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TCP/IP Intrusions o
« z/OS Communications Server Intrusion Detection Service (IDS)
detects:
— Scans
« Fast
» Slow

« ICMP, TCP UDP

— Attacks
» Malformed packets
 |P option restrictions
» ICMP redirect restrictions
» Qutbound raw socket restrictions
* And more ...

— Floods

SHARE©O

Complete your session evaluations online at www.SHARE.org/Orlando-Eval
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Automated Actions (Intrusion Detection) =
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* Notify
— NetView alert (default)
— Message to designated NetView operators (default)

— email to designated recipient (for example, security
administrator)

« Using INFORM policy
 Issue UNIX, z/OS, or NetView commands
— Gather more data
— Take action, such as close the port
« Update statistics kept on basis of probe |ID

« Collect additional statistics, email to security administrators

SHARE©O
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Sysplex Management
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Dynamic IP Stack Discovery (Discovery Manager) -
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« |P stacks are detected automatically
— When the NetView program initializes
— When a stack starts after the NetView program
« Supports running multiple IP stacks
« Supports IPv6
* No need to define stacks unless you need to:
— Manage a stack on a remote system that is not part of the same sysplex

SHARE©O
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Discovery Manager — Resources Discovered -
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* Information collected:
— Central processor complex (CPC)
— Channel subsystem identifier
—Logical partition (LPAR)
— Sysplex
— Coupling facility
—z/OS image
— TCP/IP stack
— TCP/IP subplex
—IP interfaces
—NetView applications
— Telnet servers and ports
— Open Systems Adapter (OSA) channels and ports
— HiperSockets adapter

 Data available in Tivoli Enterprise Portal, NMC, and 3270

commands
SHARE
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DVIPA Management Capabilities -
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* NetView provides a lot of DVIPA information for use in managing and
diagnosing problems in your sysplex:
— Sampled, real-time, and historical monitoring capabilities
— DVIPA events
— Distributed DVIPA statistics

« DVIPA information can be viewed at the:
— Local NetView domain
— Sysplex master NetView domain
 Displays DVIPA information available from all NetView domains in the
sysplex
— DVIPA connection information is not forwarded to the sysplex
master NetView for performance reasons

« DVIPA information is displayed in the:

— Tivoli Enterprise Portal (TEP) using the NetView for z/OS Enterprise
Management Agent

— NetView 3270 console

SHARE©O
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DVIPA Monitoring £
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« NetView provides the following DVIPA information:
— DVIPA Definition and StatusSysplex Distributors
— Distributed DVIPA (DDVIPA) Targets
— DDVIPA Server Health, including a view for:
— DVIPA Connections
— VIPA Routing
— DDVIPA Connection Routing

« TEP displays sampled (updated by events) and historical data
— Historical data collection must be enabled
— Long term history requires Tivoli Data Warehouse.

* NetView 3270 commands and samples display real-time DVIPA
information

SHARE©O
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DVIPA Events i
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« DVIPA Events can be used to provide a better “real time” view of DVIPA
information. NetView has automation for three types of DVIPA Events:

— Real-time DVIPA changes
« DVIPA status change and DVIPA removed
« DVIPAtarget added and removed
- DVIPA target server started and ended

— DVIPA Configuration Changes

— Sysplex Autonomics messages

« When a DVIPA event is received:

— NetView will bundle the events using configurable delays

— Notify the master that this system needs rediscovering
» The master NetView also has a delay to bundle the event messages

— Send rediscovery commands to all systems in the sysplex impacted by the

event
SHAREO
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Packet Trace with NetView v6.1

 Start / stop a single (“global”) trace

 Display unformatted packets

 View formatted packets and analysis of trace records
« Save traces into NetView data sets

 Control multiple systems from a single point

SHARE©O
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New in NetView for z/OS v6.2 SHARE.

« Support for multiple, concurrent packet traces (“instance” traces)

— Multiple users can trace multiple problems from a given stack at the same
time, each using different trace criteria.

— Operators can define filters for specific issues
— Avoids creation of unneeded trace records
— Requires z/OS Communications Server V2.1

« Save traces in IPCS format
— Traces can be analyzed in IPCS using the IPCS formatter tool
— Traces can be converted to Sniffer format for use in other tools
— Traces from different systems can be merged into a single trace
— Traces can be sent to Comm Server Support for diagnosis

» Navigation / Filter enhancements

SHARE©O
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Scenario: Packet Trace Connectivity shame
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e Scenario:

— Users report an intermittent problem where it takes “a long time” to connect
to an application. Occasionally, the connection attempt fails. They have
noticed the problem occurs almost every day, at somewhat predictable times.

» Resolution Steps:

— Use packet trace to help determine if there is a network problem.

— Tracing the entire network should encompass the problem, but would result
in a lot of packets to review.

— By determining individual users' IP addresses, we can limit the data that has
to be reviewed.

— Multiple traces can help to compare a working connection attempt to a failing
one.

— Further analysis may be desired. The traces are saved in IPCS format,
allowing them to be read by IPCS, where they can be merged or analyzed in

more depth.
SHAREO
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Scenario 1: Packet Trace £
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=3 Session A - [24 x 80] ™ h C=C )|

File Edit View Communication Actions Window Help
B | | % &2 &

Host: | ralvmr.raleighibm.co  Port: | 23 LU Name: |

FKXKZA01 IPTrace Control Center NTVEL

Service Point: MMP217 Stack: LOCAL

Status/0wner Writer
CTRACE SYSTCPIP NONE/MA * NOMNE *
ﬁ s _ PKTTRACE SYSTCPDA NONE/NA
ACTIVE TRACE SESSIONS

SYSTCPOT NOME/NA

Select PKTTRACE and press Enter.
Issue IPTRACE to start

Command ===>
Fl=Help F2=Main Menu F3=Return F5=Refresh F6=Roll
Fl12=Cancel
MA A 11/004
ﬁ Connected to remote server/host ra_lvmr.raleigh.ibm.com_yﬂ_:; port 23 @
Complete your session evaluations online at www.SHARE.org/Orlando-Eval o @
plete y ) in Orlando 2015 €
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Scenario 1: Packet Trace £
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2 Session A - [24 x 80] C="ra
File Edit View ‘C;mmunicatfﬂn Actions Window Help

J @y % -IEII J (% &P @2

I Host: | ra h.ibr Port: | - LU Name: | |_Disconnect_|

FE 01 Packet Trace Control LOoCcAL

fAutotask St s Start Date/Time Description

OPER1/RUTTRA1 Al W /31713 09:24:59 instance
OPERL1L/RAUTTRAZ ACTIV /31713 10:14:06 slow respo

The Packet Trace Control Panel is displayed. In this
example, traces are already running for other problems.
NetView for z/OS and z/OS Communications Server for
z/OS support up to 32 traces running simultaneously.

Press F9 to start a new trace.

Command
Fl=Help F3=R Irn FE=Roll
ard FE=Forward Fa o nstance Fl2=Cancel
04/002

Complete your session evaluations online at www.SHARE.org/Orlando-Eval R &
August 2015 in Orlando 2015 ‘
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Scenario 1: Packet Trace £

SHARE,

4l Session A - [24 x 80] . _ =T X
File Edit View Communication Actions Window Help

| o = e 2 @
i Host: | ralvmr.raleigh.ibm.co Port: | 23 LU Name: |

FKXK2C02 Packet Trace Details LOCAL

Stack: TCPIP Enter a description of the problem to be traced.

Start Time: NA Owrnet™. nH Status: NA

Description: connectiwvity problem working case

Interface Name: =* Port: =

IP Address: 9.27.132.252

Payload: = Protocol:

Enter the IP address of a working client,
which is used as a filter to limit the data collected.
Actions: 1=START
To start the trace, type “1”, and press Enter.
Command ===> 1
Fl=Help F2=Main Menu F3=Return F6=Roll
Fl12=Cancel

MA A 22/015
ﬁ Connected to remote server/host ralvmr.raleigh.ibm.com using_ port 23 @

Complete your session evaluations online at V\;ww.SHARE.org/Orlando-Eval
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Scenario 1: Packet Trace £
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2l Session A - [24 x BO]

File Edit WView Communication Actions Window Help
B B A% B e % % &P &
' jh.ibm Port: | 23 LU Name: | |_Disconnect

Host: | ralv :
. Packet Trace Control

Date/T ime

AUTTRA1

The DSI633I message indicates that the trace started
successfully. Next, start a trace for the failing attempit.
Press F9.

DSIB331 "PKTS START' COMMAND SUCCESSFULLY COMPLETED

Command ===3>

Return

xate Instance

! |Connected to remote server/host ralvmr.raleigh.ibm.com using port 23

ereeel= O

Complete your session evaluations online at www.SHARE.org/Orlando-Eval ,- - ‘
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Scenario 1: Packet Trace =

SHARE.
2 Session A - [24 x 80] - [=] X
File Edit View Communication Actions Window Help
i 2% BB @ (% &2 &
Host: | ralvmr.raleigh.ibm.co Port: | 22 LU Name: |
FKXK2C02 Packet Trace Details LOCAL
Stack: TCPIP Enter a different description for this trace.
Descriptions are optional.
Start Time: NA _.eni=1 = NH Status: NA
Description: connectiwvity problem failing case
Interface Name: * Port: =
IP Address: 9.27.142.109
Payload: = Protocol: All
TCP
Enter the IP address of the user experiencing the i
failing connection attempt. Temp
Number
Actions: 1=START
Command —==> 1 To start the trace, type “1”, and press Enter.
Fl=Help F2=Main Menu F3=Return F6=Rol1l
Fl12=Cancel
MA A 22/015
ﬁ Connected to remote server/host r_’flvmr.raleigh.ibm.com using port 23 @
Complete your session evaluations online at www.SHARE.org/Orlan do-Eva @
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Scenario 1:

Packet Trace

Complete your session evaluations online at www.SHARE.org/Orlando-Eval

August 2015

2l Session A - 2413[}] 1 | — [
File Edit ‘u"lm'-' Cmmmunlcatlon Actions Window Help
=] B A% = J || &P &2
eig T.C4 Port: l__ LU Name:|

Packet Trace Control

HOH'
K2C01

Dhconnecrl

FK X LOCHAL
ODwner/
| 4
OFER1Y

Hutotask Start Date/Time Description

AUTTRAL

trace traffi

OPER1/HUTTRAA4

The trace for the failing scenario was started successfully. With
the traces running, wait for the problem to reoccur. After it
reoccurs, start by examining the working scenario. Tab to the line
with the working trace and press Enter.

DSIB33I
Command
Fl=Help
F7=Backward

START® COMMAND SUCCESSFULLY COMPLETED

"PETS
Return

FE8=Forward ~eate

F12 |:|J|I_!_-|.
ﬂﬁfﬂﬂ?

Instance

sJ? Connected to remote server/host ralvmr.raleighibm.com using port 23

in Orlando 2015 ©
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Scenario 1: Packet Trace

File Edit View Communication Actions Window Help
B 2 =@ = %] 2 &€

Host: | ralvmr.raleigh.ibm.co - | 23 LU Mame: | Disconnect

FKXK2C02 Packet Trace Details LOCAL

Stack: TCPIP Task: AUTTRA3

Start Time: 10/31/13 10:17:24 Owner: OPER1 : ACTIVE
Description: connectivity problem working case

Interface Name: Any Port: Any
IP Address: Any

Payload: B5535 Protocol:

Total Size: 50M Mumber
Records: 1003 In Use: (ojolojojojojojololol 4

Actions: 2=STOP 3=DISPLRY 4=END

ChRmand === 13 To display the trace, type “3” and press Enter.
Fl=Help F2=Main Menu F3=Return F6=Rol1l
Fl12=Cancel

_hr;m Connected to remote server/host ralvmr.raleigh.ibm.com using port 23

Complete your session evaluations online at www.SHARE.org/Orlando-Eval
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Scenario 1: Packet Trace £
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25 Session A - [24 x 80]

File Edit WView Communication Actions Window Help
B | @) r#!hl IIIEII J (%] &2 @2
Host: ] Port: | £ LU Mame: Disconnect I

Display Packet Control
Instance Autotask: AUTTRAS3

Infc Name: ALL

RAddr:

Portnum: LPort: = ~ RPort: = ~ Protocol: ALl (default)

Increase the MaxRecs value to 1000 to ensure
Start Time: = seeing all of the records that are needed.

End Time:
[(Mumber)
MaxRecs: 1 1-Last 1000 Truncate: 55535
2-First

Press F10 to analyze the trace and to determine if there
are any issues to be concerned about.

Data Set MName:

Command ===3
Fl=Help F3=Return F4=View Packets F5=Saves
FE=Extended Opts F10

MA A
'_'j" Connected to remote qpr'.rpr.-"hni'r ralvmr.raleigh.ibm.com using port 23 E
- - B BN AN WA

Complete your session evaluations online at www.SHARE.org/Orlando-Eval
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Scenario 1: Packet Trace £

SHARE.
23| Session A - [24 x 80] I =X
File Edit View Communication Actions Window Help
B o E@ e = %] & " & ¢
Host: | ralvmr.raleigh.ibm.co Port: | 23 LU Mame: |
FKXK2B10 Packet Trace Analysis LOCAL
NMP217
Trace Instance Autotask: AUTTRAS3
I _ TCP Sessions 20 UDP Sessions ICMP Sessions ©
I TCP Sessions with error flags 20
Unacknowledged Syns 0O Window Probes
Retransmissions 0] Reset Flags
Duplicate Acks 20 _ Delayed RAcks
Zero Window Size 0]
There are several duplicate and delayed acknowledgements that could
be investigated. This is the working trace, so keep this in mind when
comparing the failing trace. Press F3 to return to the previous screen.
Command ===>
Fl=Help F3=Return Fd=Sessions F6=Roll
Fl2=Cancel
MA A 05/002
'f_j“ Connected to remote server/host rglvmr.raleigh.ibm.com using port 23 @

Complete your session evaluations online at W\_Nw.SHARE.org/Orlando-Eval
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Scenario 1: Packet Trace

25 Session A - [24 x 80] -

File Edit WView Communication Actions Window HEI[J

2| By ﬂiﬂﬁll -lJ J ‘!‘-ﬁ Ua|

Port: | : LU Mame: .
Display Packet Control
Autotask: RAUTTRA3

RAddr:
Portnum: : ) F N _ RFort: = ‘rotocol:

Start Time:

End Time:

MaxRecs: 1-Last I icate:

Data Set Name:

Command ===3>

Fl=Help F3=Return Fd=View Packets F5=Save

FE=Extended Opts

MH H
=5 li'ﬂ-nnprt-?r‘ to an'_un_I:F q?r'.rpr.-"hnﬁ.'r ral'..rmr raleigh.ibm.com using p-ﬂ-r‘f ?%
Complete your session evaluauons onune at WWW SHAKE. org/urlanao Eval

August 2015

Infc Name:

u

)|

SHARE,

Educate - Network - Influence

e

—

Disconnect J

(default)

(Number)

To learn more about the successful
scenario, press F4 to view the packets.

nce l

02/071

in Orlando 2015 € ‘@
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Scenario 1: Packet Trace £

SHARE,

Educate - Network - Influence

23 Session A - [24 x 80] - X J

File Edit WView Communication Actions Window Help ‘

B [ o . s ] &P @

|| T Port: [ 23 LU Name: | | Disconnect |
K 5 PKTTRACE Summary NTVE1

RUTTRAS More: +

] . c - -
When the application completes a connection, it returns the text
1 “This is a successful connection.” Note the “This is *” above.
You can scroll down to view more packets.
1 L L L
20697320 T T ITOP i t —se t —

. To save the trace, specify a trace data
ki i Al bella, set name and press F2. Press F3 to
T return to the Packet Trace Control panel.
Fl=Help F2=Save Packets F3=Returi F4=Details F5=Refresh F6=Roll

Fa=}I

Fi=Backward

MH H 04/002

| 1 'Connected to remote server/host ralvmr.raleigh.ibm.com using port 23 E @

Complete your session evaluations online at www.SHARE.org/Orlando-Eval R &
August 2015 in Orlando 2015 ‘

ward F9=Commands Fll=Right FlZ2=Cancel
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Scenario 1: Packet Trace £

SHARE,

Educate - Network - Influence

2yl Session A - [24 x 30] = = X [

File Edit "u"lew Cmmmunlcatlon .ﬁ.c.tions- Wlndﬁw Hu.el.:.}
| Dy raﬂ%;l -J_I -lJ % &P @2
Port: LU Name: | Disconnect E

SCO1 Packet Trace Control

Owner/Autotask Status Start Date/Time Description

OPER1/RUTTRA1 ICTIV 10/31/13 09:24: 5¢ instance t
OPER1/RUTTRA o 3 10:14:06

OPER1/AUTTR

OPER1/RAUTTRAA4

Now, we’ll investigate the failing attempt to see what the differences
are between it and the working trace. Tab to the AUTTRA4 row and
press Enter.

Command
Fl=Help

06/002

||
||
= — |
Complete your session evaluations online at www.SHARE.org/Orlando-Eval - e s @

August 2015 in Orlando 2015

=]! |Connected to remote server/host ralvmr.raleighibm.com using port 23
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Scenario 1: Packet Trace £

SHARE,

Educate - Network - Influence

s - F=TETx

25 Session A - [24 x 80]
File Edit View Communication Actions Window Help
B DD /A% B € % &P &L

Haoat | Rivnkialeia) Port: | - LU Name: | _Disconnect |

Packet Trace Details LOCA

TCPIP K ¢: AUTTRA4

Time: Owner: 0OPER] 2tatus: AHCTIVE

cription: connectivity pro faili
Interface Name: A L Port: Any
IP Address:
Protocol:

Payload:

Total Mumber

Records:

In Use: 00000DRDO0O0K

Actions: 2=STOP 3=DISPLAY 4=END
Command ===> To display the trace, type “3” and press Enter.

Fl=Help F2=Main Menu F2=Return

3

2=Cancel

22/015

! |Connected to remote server/host ralvmrraleigh.ibm.com using port 23 E @
A VE m ‘E’

Complete your session evaluations online at www.SHARE.org/Orlando-Eval R &
August 2015 in Orlando 2015 ‘




Scenario 1: Packet Trace

=k Session A - [24 x 80]

File Edit View Communication Actions Window Help

B g 2% 2@ = s 2" @ e

s

3

SHARE,

Educate - Network - Influence

—

Host: | ralvmr.raleigh.ibm.co Part: | 23 LU Name: |
FKXK2R24 Display Packet Control
Trace Instance Autotask: AUTTRA4

Stack: TCPIP

LAddr: =*
RAddr: 9.27.142.108

Portnum: =* LPort: = RPort: =

Increase the MaxRecs value to 1000 to ensure
seeing all of the records that are needed.

Start Time:
End Time: *

1-Last
2-First

MaxRecs: 1 1000_ Truncate:

Data Set Name:

LOCAL
NMP217

Infc HName: ALL

All (default)
TCP

P

~MP

3PF

Protocol:

(Number)

65535

Press F10 for a summary analysis of the trace and to

determine if there are any issues to be concerned about.

Command ===>

Fl=Help F3=Return

F8=Extended Opts

FA=View +_

MA A
bk

Connected to remote server/host ralvmr.raleigh.ibm.com using port 23

Complete your session evaluations online at www.SHARE.org/Orlando-Eval

August 2015

»ts F5=S5Save Packets
Fl10=Analyze

F6=Rol1l
Fl2=Cancel
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Scenario 1: Packet Trace £

SHARE,

Educate - Network - Influence

=k Session A - [24 x 80]

File Edit View Communication Actions Window Help
By | ]| 2| |00 b 'ea[%s| Y|P @&
Host: | ralvmr.raleighibm.co  port: | 23 LU Name: |
FKXK2B10O Packet Trace Analysis LOCAL
NMP217

Trace Instance Autotask: AUTTRA4

- TCP Sessions 20 UDP Sessions ICMP Sessions 0]

TCP Sessions with error flags O
_ Unacknowledged Syns 20 Window Probes 0]

Retransmissions 0] Reset Flags 0}

MNiinlicrats Ackce n Nal=anaed Aclke A

This summary analysis shows Unacknowledged Syns for connections that
were attempted. Analysis of each session could be viewed from this panel
(F4), or the entire trace can be viewed at one time. Press F3 to return to
the Display Packet Control panel.

Command ===>
Fl=Help F3=Return F4=Sessions FE=Rol1l
Fl12=Cancel

MA A 05/002
ﬂ Connected to remote server/host ralvmr.raleigh.ibm.com using port 23 @
Complete your session evaluations online at www.SHARE.org/Orlando-Eval @

August 2015 in Orlando 2015 &




Scenario 1: Packet Trace

File Edit View Communication Actions Window Help
----- | o @
Host: | ralvmr.raleigh.ibm.co Port: IT LU Name: |
FKXK2R24 Display Packet Control LOCAL
Trace Instance Autotask: AUTTRA4 NMP217

Stack: TCPIP Infc HName: ALL
LAddr: =*
RAddr: 9.27.142.109

Portnum: =* LPort: = :o® Protocol: _ All (default)
TCP
UDP
Start Time: * ICHMP
End Time: * 0SPF
(Number)
MaxRecs: 1 1-Last 1000 Truncate:
2-First

Data Set Name: ;
Press F4 to view the packets.

F3=Return FAd=View Packets F5=5ave Packets F6=Roll
F8=Extended Opts Fl10=Analyze Fl12=Cancel

167028

‘_-JS-" Connected to remote server/host ralvmr.raleigh.ibm.com using port 23
—

_

Y

SHARE,

Educate - Network - Influence

—

Complete your session evaluations online at www.SHARE.org/Orlando-Eval o ‘@
inOrlando 2015 €
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Scenario 1: Packet Trace £

SHARE,

Educate - Network - Influence

2 Session A - [24 x 80] gl X

File Edit View Communication Actions Window Help
| o @ = %] 2 @l

Host: | ralvmr.raleigh.ibm.co Port: IT LU Name: |
FKXK2R2B PKTTRACE Summary NTVE1l
Trace Instance Autotask: AUTTRA4 More:+ -
DP Nr hh:mm:ss.mmmmmm IpId Seq_num Ack_num Wndw Flags
IT 48 09:58:40.617674 0F41 4023935469 0 8192 SYN

IT 47 09:58:34.621910 OF3F 4023935469 0 8192 SYN
IT 46 09:58:31.6148974 OF3E 4023935469 0 8192 SYN
IT 45 09:58:19.604512 0F39 3382946599 0 8192 SYN
IT 4. a g . . a3 .
As the summary analysis indicated, traces of the individual connection

T 4 attempts show unacknowledged SYNs. You can scroll down to view
.+ 4 More packets.

IT 41 09:57:52.603882 0F27 2300453671 To save the trace, specify a trace data set
CONN.TRACEB name and press F2. Press F3 twice to return
~— tothe Packet Trace Details panel. Or from

Command ===> here we can take any of several actions: F9
Fl=Help F2=Save Packets F3=Return

F7=Backward F8=Forward F9=Commands F11=Right Fl12=Cancel

MA A 04/002

ﬁ Connected to remote server/host ralvmr.raleigh.ibm.com using port 23
=] 3 A e o

Data Set Mame:

Complete your session evaluations online at www.SHARE.org/Orlando-Eval o @ @
August 2015 in Orlando 2015




Scenario 1: Packet Trace

ER Session A - [24 x 80]

File Edit View Communication Actions Window Help

B B o @ ) s 22 &)

Host: | ralvmrraleighibm.co  Pport: | 23 LU Name: |

FKXK2C02 Packet Trace Det
Stack: TCPIP Task: AUT

Start Time: 10/31/13 10:17:48 Owner: OP
Description: connectivity problem failing ca

Interface Name: Any Port: Any
IP Address: Any

Payload: B5535

Total Size: 50M
Records: 1693 In Use:

Actions: 2=5TOP 3=DISPLRAY 4=END

Command ===> 2

ails

TRA4

ER1
se

Protocol:

(oJojojojololojofofol 4

—

s

)|

SHARE,
noe

Educate - Network - Influe

Disconnect

LOCAL

Status: ACTIVE

A1l
TCP
UbDpP
ICHMP
Mumber

To stop the trace, type “2” and press Enter. Specifying “4” ends

Fi=Help F2=Main Me: tN€ trace and frees the trace records — be sure you're done.

‘f_f" Connected to remote server/host ralvmr.raleigh.ibm.com using port 23
Complete your session evaluations online at www.SHARE.org/Orlando-Eval

August 2015

ris—cancel
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Scenario 1: Packet Trace

2{] Session A - [24 x 80]
E_ile Ed' :uew gmr-ir_a'.:m Actions _Eﬂda-n I_-_|_eip

F"TTFFI['E "UHHH"’.l ['L'JH HANDS NTVE]
LU

EXEEE XA XA ERN XA A X A E N A AN AN E X KA N A X N KX

7_ Command

For the connection we’ve selected,
several actions are available.

Fl12=Cancel

EXEEE XA XA ERN XA E A A X A E N A AN K E X KA N A X N KRR

| _|_,'|'I Curnu:r.‘h:d tn rﬂ'l'lﬂl'.l:' :u:rvl:r.ﬂ“ml R.ﬁL'n.'T\"R FULEGH TBM. CGD"I u:nng purt 23-

Complete your session evaluatlons onllne at www.SHARE. org/Orlando Eval ‘
in Orlando 2015

August 2015
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Scenario 1: Packet Trace £

SHARE
2{ Session A - [24 x 80] mE x|
| Fle Edit View Communication Actions Window Help |
B DD AR BE & % 2 o @
NetWiew VBR2 - NM Tivoli NetView NTVF9 NETOP1 Mo/s/31/13 15%:40:29
Use the LISTTRC command to see what traces you’ve saved.
247008
I-;j'J Connected to remote server host RALVMR .RALEIGH.IBM.COM using port 23 JE @
Complete your session evaluations online at www.SHARE.org/Orlando-Eval ,g @ @
in Orlando 2015

August 2015




Monitoring Sysplex Distributor — Sample
Scenarios SHARE,

eeeeeeeeeeeeeeeeeeeeeeeee

— Sysplex Distributor seems to be favoring one z/0S
System significantly more than others for new TCP
connections? Why is that?

— Help desk is receiving calls indicating performance issues
using an application that is distributed via Sysplex
Distributor. You want to understand how TCP connections
have been distributed for given Distributed DVIPA over the
past 30 minutes.

SHARE©O

Complete your session evaluations online at www.SHARE.org/Orlando-Eval
August 2015 in Orlando 2015 ‘




DVIPA and DDVIPA

VIPADEFINE MOVE IMMED 255.255.255.192 201.2.10.10
VIPADEFINE MOVE IMMED 255.255.255.192 201.2.10.11

VIPADISTRIBUTE DEFINE 201.2.10.10 PORT 23 DESTIP ALL
VIPADISTRIBUTE DEFINE 201.2.10.11 PORT 23 623 DESTIP ALL

TCPA -
IP Addr = 9.67.50.52
XCF Addr = 193.1.1.10 | "~

]
T )
L]
~
L]
~
L]

Telnet 201.2.10.10

2

eeeeeeeeeeeeeeeeeeeeeeeee

TCPB
|IP Addr = 9.67.50.41
XCF Addr = 193.1.1.27

‘Al I[P Addr = 9.67.50.67

TCPC

XCF Addr = 193.1.1.17

User requests a session with IP address of 201.2.10.10.

The request will come into stack TCPA as the active owner of the DVIPA based on
the VIPADEFINE statement. The session will be distributed (routed) to any of
TCPA, TCPC or TCPC, based on the VIPADISTRIBUTE statement.

Complete your session evaluations online at Www.SHARE.org/Orlando-tval

in Orlando 2015




Scenario 2: Sysplex Distributor Favoring a System =3

 The NetView DDVIPA Server Health workspace displays the WLM weight fo

DDVIPA targets. WLM weight is a key metric for DDVIPA connection
distribution.

e« Scenario information:
— DVIPA 9.42.46.85 on port 2023

Complete your session evaluations online at www.SHARE.org/Orlando-Eval

August 2015 in Orlando 2015
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Educate - Network - Influence

Scenario 2: WLM Weight and DDVIPA Server Health snare

»
‘fa Distributed DVIPA Server Health ‘ ‘ ﬁ i = % ~ Page~ Safety~ Tools~ @'

Tivoli Enterprise Portal ~ Wekcome Sysa0in

File Edit View Help

B EERDADEZ| 0¢EJY|QLAEOHEORUEYSINEAORE 3
= Navigator 2 @0 H || lowem weight s 3D BO x
| V\ew|Physica\ B Q @
© @ o - il ] 1 ]
[ [DDVIPA Server Heatn]
L ovIPA Application-Instance
[ DVIPA Connections
[ DVIPA Definition and Status
[ DVIPA Distributor Targets
[ DVIPA Stack-Defined
Q DVIPA Sysplex Distributars i
[ HiperSockets /
[ Netview Audit Log
Q NetView Command Response =
[ Netview Health
QNEW\SWLOQ O D KN RN R N KN N KN N N KN N N KR N R N KN N KN N KN RN KN N KN N KR N KN N KN N N N N N KN N K N
¥ o o o o o o o o o o o o o o o o o o o o o o o o o o o o o o o o o =] =] =] =] =] Q [=3 Q
g B I 3 3 2 3 2 3 2 32 2 a4 a2 3 A 3 a2 ad a a2 a4 a2 a a2 a a4 d a2 A a a a a2 a2 8 & 8 B 6 B & B
08A BN b R R oM oW oMW OR N OR NN RN RN NN WM RN M DN RE MR M NN W RN MRNDOSO O S S D0
o SossionData P RERERER IR IR iiiiiiiigiennnynys
= Stack Confguaion nd ttus
L] TCPIP Connection Data s Ea R a3 Rl R ELEEYEERELLEEEYEEELELEEEEE G S oL dodonn
: - . o W [ W [ W [ W [N I I I 5 I 5 I n n n 0 o a5 a a5
Q;TelﬂetSeNerV‘w figuration and Status: v uow T R B T R
® [P - 588N N BB
5 1N
W [
=& Physical DVIPA and DVIFA Port
[ Distributed DVIPA Server Health Summary /s 20 HAOx
Application Dynamic Port | Abnormal | TargetServer | Target Connectivity | Server Accept | Connection Reaw Raw | Raw | Raw |Proportional | Proportional | Proporional
U_ﬁ[r.inaée Sener DVIPA D:;T XCFIP ina\‘mge Health &v‘\lr\gi‘% Transaction | Responsiveness Success Efficiency | Establishment| Composite| CP | zAF | zlP CP IAAP P [\;\is‘x JULCJ:E”B
LAl AlilEas ZEIENL Eerient Sale Sale St Lt A1 M =T 1 - A -1
ﬂ 08/08/13 1346:02 | TN3270 | 9424685 2023119292351 | TIVLP35 100 7 0 100 100 100 100{30 30 0 0 30 0 0 1 TCPIP &
ﬁ 08/08/13 1346:02 | TN3270 | 9.4246.85 202319292341 | TIVLP34 100 7 0 100 100 100 100(31 H 0 0 30 0 0 1 TCPIP
ﬁ 08/08/13 1346:02 |TN3270 | 9.4246.85 202319292071 | TIVWVST 100 16 0 100 100 100 95|64 64 0 0 64 0 0 1 TCPIP
I L R R A S A A A LT 00 T 1y 00 T gL 00| 02 =0 y ks y T T TCrT
ﬁ 08/08/13 1346:02 |INETD4 | 201.207.1.11 623192.9.2341 | TIVLP34 100 3 0 100 100 100 100) 14 14 0 0 14 0 0 1 TCFPIP
ﬁ 0B/08/13 13:46:02 | INETD4 | 201.207.1.11 623)192.9.2351 | TIVLP35 100 3 ] 100 100 100 100 14 14 ] 0 14 0 0 1 TCFPIP
ﬁ 08/08/13 1346:02 |INETD4 | 201.207.1.12 62319292071 | TIVWVST 100 8 0 100 100 100 10034 34 0 0 34 0 0 1 TCPIP
ﬂ 08/08/13 13:46:02 |INETD4 | 201.207.1.12 62319292341 | TIVLP34 100 3 0 100 100 100 100 14 14 0 0 14 0 0 1 TCPIP
ﬁ 08/08/13 13:46:02 |INETD4 | 201.207.1.12 62319292351 | TIVLP35 100 3 0 100 100 100 10014 14 0 0 14 0 0 1 TCPIP
ﬁ 08/08113 13:46:02 |INETD4 | 201.207.1.14 62319292071 | TIVWVST 100 g 0 100 100 100 10034 3 0 0 34 0 0 1 TCPIP
L4 | namana124602 (INeTng [onto07414 [ 623019999941 [Tvp 100 3 0 100 100 100 100144 14 1o 0 14 0 ] 1 TCPIP D e ’
(‘ ”@HuDTime:Thu,O&ﬂ)&QMBO‘\AﬁPM H@s:zwe:ﬁwaname H Distributed DVIPA Server Health - nc058026.tiviab.raleigh.iom.com - SYSADMIN ‘

@ Intemet | Protected Mode; Off v B10% v
Atfgust 2015 50



Scenario 2: WLM Weight Bar Chart suaRe

[lo wLM Weight
=
=
First 3 bars show §
WLM weight for s
DVIPA 9.42.45.84 and
Port 2023.
s & 2 % B
8 8| § § g
g & = = =
S 8l 3 5 B
5 8§ 8 B SHAREO
Complete your session evaluations online in Orlando 2015
August 2015 >
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SHARE,
Scenario 2: WLM Weight and DDVIPA Server Health =™
Application Dynamic Pot | Abnormal | Target Server | Target Connectivity
Server DVIPA D:'UT XCFIP zOﬁ;mge Health | £ \m‘% Transaction | Responsiveness Success
Name Address Percent g Percent Rate Rate
TN3270 |9.42.46.85 2023|1929.235.1 |TIVLP35 100 7 0 100 100
TN3270 |9.42.46.85 2023|1929.234.1 | TIVLP34 100 7 0 100 100
TN3270 |9.42.46.85 2023 /19292071 | TIVMVS7 100 16 0 100 100
Server Accept| Connection Raw Raw | Raw | Raw | Proporional
Efficiency | Establishment Composite| CP ZAAP zlIP CP
Fraction Rate Weight | Weight | Weight | Weight| Weight
100 100 | 30 30 0 0 30
100 100 | 31 31 0 0 30
100 95|64 64 0 0 64
WLM Weight for TIVMVS7 (z13) is > double that of TIVLP34 (z10) and TIVLP35 (z10).
Complete your session evaluations online at www.SHARE.org/Orlando-Eval R
e a1s in Orlando 2015 -




Monitoring Sysplex Distributor — Sample s ]
Scenarios suARE

eeeeeeeeeeeeeeeeeeeeeeeee

— Sysplex Distributor seems to be favoring one z/OS
System significantly more than others for new TCP
connections? Why is that?

— Help desk is receiving calls indicating performance
issues using an application that is distributed via
Sysplex Distributor. You want to understand how
TCP connections have been distributed for given
Distributed DVIPA over the past 30 minutes.

SHARE©O

Complete your session evaluations online at www.SHARE.org/Orlando-Eval
August 2015 in Orlando 2015 ‘




Scenario 3: Application Performance Issues =

« Distributed DVIPA Statistics will show you how your DDVIPA connections have
been distributed for the application with performance issues for DDVIPA
197.11.211.1 on port 52002.

« Scenario information
—  Your DDVIPA sampling interval is 5 minutes (DVIPA.DVTAD tower)
— DDVIPA Statistics is enabled and started across all systems in your sysplex
« If not started, start it dynamically with the DVIPALOG command and filters,
as desired

— Once the next sampling interval passes, issue NetView sample command:
CNMSDVST
or
wait for 30 minutes and issue:
CNMSDVST DVIPA=197.11.211.1 PORT=52002 and scroll through the
output.

SHARE©O

Complete your session evaluations online at www.SHARE.org/Orlando-Eval R @
Aooust 2015 in Orlando 2015 © o




Scenario 3: CNMSDVST output

B Sesion B- (4 80 ' =&
File Edit View Communication Actions Window Help
BBl AR ElE| & uy 22 @0

4051.,- 3270 Port: | -
NO OUTPUT FROM (MRt

LU Name:

Disconnect

. 19815

' TCPSVT

4 TTALY ' 07.11. 211, ? RUSSIA  TCPSVT2
44 1TALY A TCPSVT

4 TTALY 07, , ) TCPSYT

4 TTALY C 07.11. 211, ' CPSWTT
| 08/11/13 14:59:44 I1TALY g '
' 383 0 13 14 ITALY
0 4 TTALY
4 TTALY
4 [THLY
4 TTALY

CPSYTI
. TCPSUT
1 TTALY ey n e

First interval data for DDVIPA
197.11.211.1 and port 52002.

4 TTALY
44 TTALY
4 ITALY
(S, ENTER 'DIS

BOTSWANA TCPS
IO 3 TEPSU]

19010, £11. &

g ' 24/009
lil== - : . P
%' Connected to remote serverfhost cstn3270.rtp.raleighibm.com using hy/pool Z40LU10S

on Actions Window Help

st cstnd2 M.rtpraleigh.ibm.com wsing lufpool 240LU108

_

Y

SHARE,

Educate - Network - Influence

—

There are approximately
20,000 rows of data! Use

\_filters with CNMSDVST. Discomnet |

717

AUQUDLéUIU



Scenario 3: DDVIPA Sysplex Distribution b
Percentage SHARE

Using the data from DDVIPA Statistics, you can track DDVIPA connection distribution. The
graph below maps the Sysplex Distributor Connection Information provided by DDVIPA

Statistics over 30 minutes.
* NetView for z/OS does not provide this function.

For our scenario, the connections are being distributed consistently across all target stacks.
However, there is a wide disparity in the number of connections per stack.

DDVIPA 197.11.211.11 Port 52002 Sysplex Distribution Percentage

30 —&— Spain:TCPSVT
o5 | —=— RUSSIA:TCPSVT2
A/‘\A—A/‘\A RUSSIA:TCPSVT
20 - TALY:-TCPSVT
on\° .5 —¥— RUSSIA:TCPSVT1
7 —e— BOTSWANA:TCPSVT

o/ = & ¥ —m— FRANGE:TCPSVT
v v v v v ® | — ZORROTCPSVT

——— [TALY:TCPSVT2
0 BOTSWANA:TCPSVT

14:59:44 15:04:44 15:09:44 15:14:44 15:19:44 15:24:44 —a— FRANCE:TCPSVT1

August 2015 TrTTTTTTEE mmm Y 56




Summary =

eeeeeeeeeeeeeeeeeeeeeeeee

= NetView for z/OS provides:

= An extensive set of tools for managing complex networks and
systems from a single point of control

= Advanced automation facilities for network events

= A set of user interfaces to meet your needs and management
functions that work with other products to provide a complete
picture of your networks and systems

SHARE

Complete your session evaluations online at www.SHARE.org/Orlando-Eval R ‘@
in Orlando 2015 €
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Backup

Complete your session evaluations online at www.SHARE.org/Orlando-Eval

August 2015
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Questions and Answers

Complete your session evaluations online at www.SHARE.org/Orlando-Eval

August 2015
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Questions and Answers i

eeeeeeeeeeeeeeeeeeeeeee

« TCP Connections
— Q: What needs to be enabled for this function?

— A: TCPIPCOLLECT tower and TOWER.TCPIPCOLLECT = TCPCONN subtower
« Enabled by default

SHARE©O

Complete your session evaluations online at www.SHARE.org/Orlando-Eval R @
e ars in Orlando 2015 © o
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Questions and Answers cont. =
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 Intrusion Detection (IDS)

— Q: What does NetView do differently than z/OS MF related to this
function?

— A: Confirmed with z/OS Communications Server team that their IDS
policy can be configured using the z/OS MF Configuration

Assistant. There is no monitoring/automation done by z/OS MF.
NetView provides automation support.

« To enable NetView Intrusion Detection Automation Services, configure
the following CNMSTYLE user statements:

TOWER = AON
TOWER.AON = TCP
TOWER.AON.TCP = IDS

Complete your session evaluations online at www.SHARE.org/Orlando-Eval s H AR E ‘
August 2015 in Orlando 2015




Questions and Answers cont. e

eeeeeeeeeeeeeeeeeeeeeeeee

« Packet Trace (including scenario)

- Qf:

What was the root cause of the problem with the “unacknowledged SYNs”?

— A1: The application at the specified IP address had a limited number of connections
it could accept, and that limit had been reached.

- Q2:

What'’s the maximum size of a concurrent trace instance (used in the scenario)?

Where is the trace information stored? Does the stored trace data wrap?

— A2;

— Q3:
— AS3:
- Q4:
— A4

enabled by default) in CNMSTYLE user member

Each concurrent trace instance is backed by a data space.
The default size is 50M — min is 16M - max is 2047M
The default is to wrap (specify a negative amount to not wrap, such as: -50M)

To change the size and wrap specification, see the STORAGE keyword with the
PKTS command or the CNMSTYLE statement:

PKTS.STORAGE.&CNMTCPN = 50M

Note: If you plan to save one or more traces, ensure that you have adequate
space to do this. NetView dynamically allocates a data set to save the trace
data.

Is an “external writer” required?

No.

What needs to be enabled for this function?

TCPIPCOLLECT tower and TOWER.TCPIPCOLLECT = PKTS subtower (both

SHARE©O

Complete your session evaluations online at www.SHARE.org/Orlando-Eval ‘
in Orlando 2015
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Questions and Answers cont. =
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« Discovery Manager
— Q1: What needs to be enabled for this function?
— A1: DISCOVERY tower and any subtowers in CNMSTYLE user member:
TOWER.DISCOVERY = INTERFACES TELNET
TOWER.DISCOVERY.INTERFACES = OSA HIPERSOCKETS

— Q2: How can | get this data programmatically without issuing commands that write
lots of information to the TCPIP job log?

— A2: Use the following NetView commands (samples are in parentheses) and issue
OVERRIDE SLOGCMDR=NO command for pertinent autotasks to not log MVS

command output to SYSLOG :
STACSTAT (CNMSTAC): Configuration and status information about TCP/IP stacks

IFSTAT (CNMSIFST): TCP/IP stack interfaces

TELNSTAT (CNMSTNST): Configuration and status information about Telnet servers
TNPTSTAT (CNMSTPST): Configuration and status information about Telnet server ports
NVSTAT (CNMSNVST): Configuration and status information about the NetView domains

OSAPORT (CNMSOSAP): OSA channel and port information

HIPERSOC (CNMSHIPR): View HiperSockets adapter mformatlos H AR E

Complete your session evaluations online at www.SHARE.org/Orlando-Eval
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Questions and Answers cont. =
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« DVIPA
— Q1: What needs to be enabled for this function?
— A1: DVIPA tower and any subtowers in CNMSTYLE user member:
TOWER.DVIPA = DVTAD DVCONN DVROUT

— Q2: How can | get this data programmatically without issuing commands that write
lots of information to the TCPIP job log?

— A2: Use the following NetView commands (samples are in parentheses) and issue
OVERRIDE SLOGCMDR=NO command for pertinent autotasks to not log MVS
command output to SYSLOG :

DVIPSTAT (CNMSDVIP): Definition and status information about DVIPAs

 DVIPPLEX (CNMSPLEX): Information about DVIPA sysplex distributors

« DVIPCONN (CNMSDVPC): DVIPA connections

 DVIPTARG (CNMSTARG): DVIPA distributed targets

 DVIPHLTH (CNMSDVPH): Distributed DVIPA server health information
 DVIPDDCR (CNMSDDCR): Distributed DVIPA connection routing information
« VIPAROUT (CNMSVPRT): Status information about VIPA routes

SHARE©O
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Questions and Answers cont. =
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- DVIPA Q&A cont.
— Q3: Are there additional metrics to help with DDVIPA problems?
— A3: Yes.

» See the NetView DDVIPA Servers workspace (TEP) or the output of the
DVIPHLTH (sample CNMSDVPH) command (message BNH8141)

* Also see Scenario 6 in this section.

— The root cause for this scenario is that the server’s ability to accept
connections is very low.

SHARE©O
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Additional Scenarios
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Scenario 4: Diagnosing Telnet Server Outage s
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« A user reports that they can no longer establish Telnet
connections to Telnet server TN3270B

* The operator looks at the Telnet Server Configuration and
Status workspace and notices that TN3270B is inactive

« The operator restarts the server and monitors that
connections are once again being established

SHARE©O
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Scenario 4: Telnet Server Inactive S
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ng W |5 Telnet Server Configuration and Status - PANUYKINGA - SYSADNIN M
File Edit View Help
File Edit Tasks View Options Windows Help ¢-9 O EERADE 00844 ERURLOREARADIoEEALE )
@f ” g % “-E' Q Q & Q O@ = m:? [ 4 Havgator 2 [ B | E Telnet Server Summary ¢ % M B B x| [ humber of Ports by Server ¢ DBAx
: E— — i 10 (T View:| Physical Mﬁ Update | Telnet Senver| Address | Configured | ) Active Sener
a° C N &R DOVIFR Server Fieal = Tite Job Name | Space(D|  Ports Parts Status 20
@ Lampany Name B OVIPA Applcsionnstancs 0441309 10:56:18 | TN3270 OX00LF 2 2| ACTIE
o= *3, Business S\fstems B} DVIPA Connections 0413/09 10:55:45 | TN32708 0X0050 1 0/ INACTIVE
5 [ DVIPA Definition and Stats
& B Networking 9] VA Dittor Tarels
. BH DVIPA sk Defined &
ERT
o~ [ Exception Visws B DV Syl Dttt 1 ¥
B
¢ (= Network Views - !
[ Superclusterview TNE270 i |
¢ [ Sysplexview 9 3 o0 ! L
[ B i &
¢ [l nvoPLEX1-MDL =
[ Stack Configuration and Stah 2
¢ [ NMPIPL1 2-MDL =)o oo S——
TELMNETSERY TN3270.PORTS Sill Z
ctve Pors
[ SystemzView P | ‘ ,
[ Telnet Server Port Summary 430D B0xX
oo
Update ;Zuz‘y Address | Resource E\] Server Fot Port TCPIP Active Drapped TS?aPE‘E Sysplex | z05Image | 205 Release|  TCB
THA270E Time i SpacelD| Name Status Status | Job Name | Connettions | Connections iy Mamme Name Level Address
04113009 10:56:19 | TNIZT0 | OXDOLF | TN3Z70 |ACTIVE 2023 |ACTMVE | TCPIP 81440 0 NOME | NVDPLEXT | NMPIPL1Z | VIR 00805820
04/13/08 10:56:19 | TN3270 | OXOOLF | TN3270 | ACTIVE 2023 |ACTVE | TCPIPB 94308 0| NONE | NVDPLEX! | NMPIPL12 |VIR11 00805820
04113003 10:56:19 | TN3270 | OXDOLF| TN3270 |ACTIVE 3 ACTME |TCPIP 54736 0 NONE | NVDPLEX! | NMPIPL1Z |VIR11 00803600
413108 10:56:19 | TN3Z70 0X0OLF | TN3270  |ACTIVE 2 ACTVE | TCPIPB 65506 0] NONE | NVDPLEX! | NMPIPL12 | VIRT1 (DBD5600
04113003 10:55:45 | TNI270B | 0x0050 | TN3270B |INACTIVE ACTMVE | TCPIP 0 0| TCPIP | NVDPLEX! | NMPIPL1Z |VIR11 (06D54E8
TN3ZT0B.PORTS
q] I | [ |
L) 1
L} 1
HiEs!
HieE
L} [
H H
‘| Server: pammykins4 |VH 6 resources - 8M6/2009 03:32:08 PM e i g o
5 i 1 2

CHMKWIND OUTPUT FROM

BMH4961 HUMBER OF TELHET SERVERS: 1

H Telnet Serwver ASID 3tatus Config-ports Active-ports Sustem-name
TH3Z2 70O O01E ACTIVE z z2 MMPIFL1Z
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Scenario 4: Telnet server now active -
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m Telnet Server Configuration and Status - PAMMYKINS4 - SYSADMIN M
File Edit View Help
G- 0 IBHE4AET 00L dd BRUHLESODEEEN ¢TERAE] &
<2 Havigator £ [ B | E Telnet Server Summary 4 % [ B 8 % | [l Humber of Ports by Server ¢ 0 BOx
(XA “iew: | Physical M 5] Update Telnet Server | Address | Configured | Active | Semer | Z0S Ima
N Bl Tirme Job Marme | SpacelD|  Ports Pors | Status Mame 2.0
- BH DVIPA Applicationristance 0413109 10:54:1 4| TN3Z70 DXODLF 2| 2[ACTWE |NMPIPL
DVIFA Connsctions 0411308 105413 TH3ZTOR 0X0050 1 1| ACTIVE | NMPIFL
D¥IP4 Defirition and Status
DI Distributor T argets
DVISA Stack-Defined T
- [Ehy D¥IFS Sysplex Distibutors 0l Gl
- [Eh HiperSockets
B} Netview Audit Log i
- [Eh Wetview Command Response o
- Bk Netiiew Health
[EH Netview Log E 0.0 - =
- [Eh 054 z z
--{Ek Gession Data g g
Stack Configuration and Status i
-{Ek TCPIP Connection Data L CersiEens by
Ej[Telnet Server Configuration and &
ﬁ Physical J .l »
3 Telnet Server Port Summary
Update gzmg Address | Resource | Sewver | oo Port TCFIP Active Dropped -;?;IE Sysplex | 705 Image | 705 Release TCB
Time Job Mame | SPaceID | Name | Status Status | Job Name | Connections | Connections afinity Mame Marme Level Address
04/13i0910:54:14 | TN3Z70 OXDOLF | TN3270 |ACTIVE | 2023 |ACTIWE |TCRIP 81440 0| NOME | MVDPLEXT | NMPIPLTZ |V1R11 00605820
04/13/0910:54:14 | TN3270 OXDOLF | TN3270 |ACTIVE 2023 |ACTIVE |TCFIPB 94308 0 MOME | MVDPLEXT | NMPIPLTZ |W1R11 00605820
0413109 10:54:14 | TN3Z70 0X001F | TN3270 |ACTVE 323 ACTIVE | TCFIP 54736 0 MOMNE | NYDPLEX1 | MMPIPL1Z |V1RT1 00605600
04/13i0910:54:14 | TN3270 OXDOLF | TMN3270 |ACTIVE |23 ACTIWVE | TCPIPB E5596 0| NOME | MVDPLEXT | NMPIPLTZ |W1R11 006DSE00
04/13i0910:54:13 | TN3270B 0X0050 | TN32708 |ACTIVE | 2223 |ACTIWE |TCRIP 5473 0| TCPIF | MVDPLEXT | NMPIPLTZ |W1R11 D0GDS4ES
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Scenario 5: DDVIPA Configuration Changes SHARE

e Scenario:

— All 3 systems in PLEX1 need to
add a Sysplex Distributor. The
changes are all scheduled to
occur at the same time, but 2 of
the new Sysplex Distributor IP
addresses are not working.

* Resolution steps:

— Using the Canzlog remote
browse GROUP function from an
enterprise master NetView, see
why the DDVIPA configuration
changes did not work on all 3
systems in the sysplex.

— Also, take advantage of the
CZFORMAT option (ORIGIN)
and the new relative time filter.

Complete your session evaluations online at www.SHARE.org/Orlando-Eval

August 2015
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(Master — NMPIPL47

[ sysplex NvDPLEX]
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Consolidated Log Browse with NetView V6.2 = e

Netlog Syslog

i Consolidated / i
\ log

Remote . \
CANZLOG CANZLOG ,/ NetView
. ll console

CANZLOG = Consolidated Audit, NetView and z/OS LOG

SHARE©O
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Canzlog GROUP browse 7 AR

« The Canzlog BR command can be used to browse a Canzlog from multiple
domains

Complete your session evaluations online at www.SHARE.org/Orlando-Eval R @
August 2015 in Orlando 2015 ©

The messages from all the domains are consolidated into one log
The messages in the log are sorted by time

Use the new DEFAULTS/OVERRIDE CZFORMAT command to specify
ORIGIN in front of each message

Additional filter options can be specified

A filter name, if used, is resolved on the local side before making the remote
request

SHARE©O
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Scenario 5: GROUP information

NetView stylesheet:

! NMPIPL12 . TIVLAB.RALEIGH.
i. NTVZ/ATSI IP.NTV/A
NTV /4 NMP190.TIVLAB.
NTV/ o1 IP.NTV?74
NTV /0 NMPIPL1O0.TIVLAB.
NTV/ S IP.NTV/Z0
.NTVE®G NMPIPL3O.TIVLAB.
NTVERTS I[P._NTVER

LJPLEX] NTV/ATST NTVZ4TS51

SYN.
|H I A
oYN. 1P
ALIAS.
oYN.IP
ALIAS.
SYN. IP
Al TAS
GROUP

P.NTV/A

‘ RALEIGH. IBM.

RMT !
RMT
RMT
RMI
RMI
RMTf
RMI
RMI
ENT.

RALEIGH.

RALEIGH.

NTVZ/0TSI

NetView VBR2 - NM Tivoli NTVYAF NETOP1
¥ NTVAF QRYGROUP

C NTVAF

CHNM100I The list of groups stored in COMMON

PLEX1

¥ NTVAF
C NTVAF
CHNM1B808I
NTVTATST
NTYTOTST
NTVT4TST

URYGROUP PLEX1

The list of members stored in PLEX1

Comp

August 2015
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—

COM/4022 ON USIBMNT

M/4022 ON USIBMNIT

COM/74022 ON USIBMNI

COM/74022 ON USIBMNI

Issue RESTYLE ENT to
dynamically add a GROUP.

ENT.GROUP.groupname defines a
group of local or remote NetView
instances. You can use a group to
define a logical cluster of NetView
instances; you can then use the
group with the BROWSE command
to see data from all NetView
instances in the cluster. A group can
include specific NetView domains,
sysplexes, and other groups.
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Scenario 5: Relative Time

CNMKCZLG Specify Canzlog Filters

From: To: '03/11/14 23:16:00'

For:

Tag: MSGID: _

ASID: ASType: Sysplex distributors was set to run at

Console: Route Code 23-15:00 on 03/11/14. Immediate
Domain: System ID:

AutoTok: Desc Code. FeSuUlts are the desired display, so only
AuthUser: AuthGroup: 1 minute from 23:15:00 is specified.
Opid: UCHARS:

CHKeuy: WTOKeuy:

Text - case sensitive; faster search:

Text - case insensitive; slower coarch.
The group we

just defined
Target: plexl

Name: Remark:

TO SEE YOUR KEY SETTINGS, ENTER 'DISPFK’

CMMD——

For on this panel specifies the duration of the timespan to be included. Use the For
field if you want to specify the timespan in terms of duration, rather than specifying the
the start and end times.

August 2015




Scenario 5: Filtered Results

Eanzlug Target:PLEHl TO="83/11/14 23:16:88' B3/11/14 23:15:80 -- 23:15:089

Indicates the DVIPA

address is already
defined on the current

stacks.

jald ¢ LAMEsZbS RUIU

nivig HUTUTLFS 23:12:89 LAMSYsLl LAMSUVLLG

CMD== ’
Complete your session evaluations online at www.SHARE.org/Orlando-Eval _- A W e e @
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Scenario 6: Sysplex Distributor Health
Notifications SHARE,
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* NetView provides situations with the NetView Agent.
— Disabled by default
— “Shipped” situations can be customized

— New situations can be created

e Scenario information:

— Operator has 3 open situations on the TEP for Distributed DVIPAs for domain
CNMZO related to DDVIPA Server Health

« Server Accept Efficiency Fraction (SEF) < 70%

— Created for this scenario
« Target Server Responsiveness Rate (TSR) < 80%
«  WLM Weight = 0

— Looking at the Navigator Tree, LPAR ZOR, shows the situation icon, so we'll
start there.

— We also have a DDVIPA Unhealthy Servers workspace

 Let's look at that SH ARE @@

Complete your session evaluations online at www.SHARE.org/Orlando-Eval R
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Sysplex Distributor built-in awareness of abnormal conditions /ﬁ’

SHARE,

Educate - Network - Influence

« TSR —Target Server Responsiveness
— How healthy is the target system and application from an SD perspective? A percentage, 0-100%
— Comprised of several individual health metrics:

« TCSR - Target Connectivity Success Rate
— Are connections being sent to the Target System making it there?
— A Percentage: 100 is good, 0 is bad

/// Target
Client +—p| SD

« CER — Connectivity Establishment Rate
Is connectivity between the target system and the client ok?

By monitoring TCP Connection Establishment state (requires 3 way handshake between client and server) we
can detect whether a connectivity issue exists

A percentage: 100 is good, 0 is bad

Note: CER no longer part of TSR directly but is included in SEF and continues Sﬂncn E)
separatel

Complete your session evalu ¥|ons online at www.SHARE.org/Orlando-Eval ‘
in Orlando 2015

Target




Sysplex Distributor built-in awareness of abnormal conditions

« TSR —Target Server Responsiveness (cont)

« SEF — Server Efficiency Fraction
— Is the target server application server keeping up with new connections in its backlog queue?
Is the new connection arrival rate higher than the application accept rate? (i.e. is backlog
growing over time)

How many connections in the TCP backlog queue? How close to maximum backlog queue
depth? Did we have to drop any new connections because the backlog queue max was

»

»

»

»

exceeded?

Is the server application hung? (i.e. not accepting any connections)

Are the number of half-open connections on the backlog queue growing? (Similar to CER —
One such scenario is when the target system does not have network connectivity to the

client)

— A Percentage: 100 is good, 0 is bad

Client

New TCP
Connections

Complete your session evaluations online at www.SHARE.org/Orlando-Eval
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\ 6: Enterprise Status View

Tivoli Enterprise Portal ~ welcame Sysaoin

File Edit View Help

‘gEnterpriw Status ﬁ v v [ @ v Page v Safety > Toolsv @' ”

I

H@BASBA80WZ| 10480 |QLEEOHEORIIVNELEEE B
4 [ B | |f] situation Event Consale /2 DHOX
X View: Physical 100 @Q & ar ®|E@ @@ ® |Q | [0 eche) TotalEvents: 4 | temFiter: Enterprise
Enterprise Sewerity Status | Owner Marme Display tem Saurce Impact Global Timestamp Age Local Timestamp
5 Windows Systems # | (% Warning Open NAS_DVIPA_Target_Serv_Resp_Rate CHMZO L] DDVIPA Server Health | 0810813 09:26:18 5 Minutes | 08/08113 09:26:18
= B 205 Systems # | &, Waming [ Open NAS_DVIPA_WLH_Weight CHHZO DDVIPA Server Health ~| 08108113 09:25:18 5 Minutes | 08108113 09:25:18
& SVTPLEXVS:SYSPLEX # | (% Warning Open NAS_DVIPA_SrvAccept_Efncy_Frac CNMZO DDVIPA Server Health | 080813 09:26:18 5 Minutes | 08108113 09:26:18
@ LP34 ﬁ '+, Warning Open KM5_No_Sysplex_DASD_Filter_Wamn SVTPLEXMVS:SYSPLEX Shared DASD Groups Data For Sysplex  ¥| 08/07113 15:09:39 | 18 Hours, 22 Minutes | 08/02/13 18:26:40
LP35 il
I0R

LPAR ZOR has a i Open Events. Workspace Name.

situation icon. If event resolves itself, it
disappears from this view.

=2 Physical K| 5

|1 Open Situation Counts - Last 24 Hours / &2 M E B % | ] myAcknowledged Events s 3T D HOx
@ Sevem\f| Status‘ 0wner| Name‘ Display ttem | Suurce‘ Impact‘ Opened‘ Local Timestamp | Type‘ uuD ‘ Mode | Reference 1D
NaE_DVIFA_LM_ieight t
A T B e Open Situations over last 24 hours.
HAS_DVIPA_SroAccept Efncy_Frae
Ma_Oifline t_ TEL Message Log /3D HDOKX
KEY_TERS, Connactnity_Fi Status Mame Display tem Crigin Node Glahal Timestamp | Local Timestamp Made Tie D
[ open  |NAS_DVIPA_Target_Sen_Resp_Rate CNIZO 08/08/13 09:26:13 | 08/08/13 09:26:18 |HUB_NCD58026 | Sampled | NAS_DVIPA_Target Serv_Resp_Rate .
KEY_DB_Connectivity_Fail [ open NAS_DVIPA_WLN_Weight CNKZO 08/08113 09:26:18 | 080813 09:26:18 | HUB_NC058026 | Sampled | NAS_DVIPA_WLM_Weight
KU No_Sysplex,DASD_ Filer Warn [ Open NAS_DVIPA_SrvAccept_Efncy_Frac CHMZO 08/08/13 09:26:18 | 08/0813 09:26:18 |HUB_NC0580268 | Sampled | NAS_DVIPA_SnvAccept_Efncy_Frac
- -7 [ open MS_Offline V511NILPO7:KNIAGENT 08/07112 15:20:00 | 080713 15:20:00 |HUB_NC058026 | Sampled | MS_Offline
KHD_DB_C [ Open M5_Offline TCPIPB.LPOT 08/0713 15:20:00 | 08/07/1315:20.00 |HUB_NC058026 | Sampled |MS_Offline
CRERE R ISR e S S Open MS_Offline TCPIP-LPO7 08/071315:20:00 | 080713 15:20:00 |HUB_NC058026 | Sampled | MS_Offline
[ open M3_Offline SVTPLEXLPO7:V511N3:KOBDRA | 08/07/13 15:20:00 | 08/0713 15:20:00 |HUB_NC058026 | Sampled | MS_Offline
@ Last 24 Hours. Nnon S Afflin, CUTDI CY-| DAT-CARICKD-O0NDH NONTMY 4E-I0-00 | NONTM Y AE-90-A0 1D RICAEOAIE Qamnlad S Offlin, hd
d H @ Hub Time: Thu, 08/08/2013 09:31 AM H 0 Senver Available Enterprise Status - nc058026 tviab.raleigh.ibm.com - SYSADMIN ‘ ’

Done @ Internet | Protected Mode: Off v R120% ~
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Scenario 6: Situation Event Console
] Situation Event Console ¢ 4
004 ¢ B0eA9 ‘ Q ‘ Ul (Active) [Total Events: 4 | fem Fiter Enterprise

Severity | Status | Owner Narme Display tem Source Impact Global Timestamp Age L
15 &Waming Open NAS_DVIPA Target Serv_Resp_Rate CNWZO QDDVIPAServerHeaIih | (8/08/13 09:26:18 5 Minutes | 0€
# | 1 Waming | Open NAS_DVIPA_WLM_Weight CNMZO k| DDVIPA Senver Health v| 0810813 09:26:18 5 Minutes | 0¢
{ﬁ &Waming Open NAS_DVIPA_SrvAccept Efncy_Frac CNWZO QDDVIPAServerHeaIth | (08/08/13 09:26:18 5 Minutes | 0€
& QBWaming Open KM5_No_Sysplex_DASD_Filter_Wam SVTPLEXMVS:SYSPLEX l;] Shared DASD Groups Data For Sysplex ¥|08/07/13 15:09:39 | 18 Hours, 22 Minutes | 0¢

Open Events.

If event resolves
itself, it disappears
from this view.

Complete your session evaluations online at www.SHARE.org/Orlando-Eval
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Scenario 6: Enterprise Status View

]| View: |Physical

[Enterprise]

=) Windows Systems
= &5 20S Systems
) &9 SVTPLEX:MVS:SYSPLEX
= i LP34
il LP3s
ZOR

LPAR ZOR has a situation icon. ]

o< Physical
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Scenario 6: WLM Weight = 0 Suggested Actions ~
) Expert Advice EE—

o P DG anatinn:| htp:ipammykins5: 15200/classes/candle/knalresources/advicelen_USNAS_DVIPA_WLM_Weight htm |

Expert Advice

NAS_DVIPA_WLM_Weight

Situation Description Situation Description
Suggested Actions

The Workload Manager (WLM) weight indicates the value for either the z/OS image on which the target TCP/IP stack is located or the
specific server on the target stack based on the BASEWLM or SERVERWLM group flag.

This value is in the range 0 to 64. The WLM weight is the composite weight; it is the sum of the displayed proportional CP, zAAP, and
zlIP weights for this member.

Suggested Actions

The WLM weight value indicates the available processor capacity of the target system. When the weight value is lower, the capacity is
also lower. This value is normalized so that the lowest value is 1.

If SERVERWLM is being used as the distribution method and a server has a WLM weight of 0, verify that the server is using the
appropriate WLM Policy and that the system is not too overloaded to enable the semwver to meet its policy goals.

Copyright IBM Corp. 2008 All Rights Reserved US Government Users Restricted Rights - Use, duplication or disclosure restricted by G5A ADP Schedule Contract with
I1BM Corp. Contact |BM

— 4 BV a 1A §
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o

& .
NAS_DVIPA_WLM_Weight}

NAS_DVIPA_Target_Serv_Resp_Ratet | ' | ' | ' | '
I I I

NAS_DVIPA_SwAccept_Efncy_Fract I

I
|
MS_Offlinet '

KSY_TEPS_Connectivity_Failt

Ocount

KSY_DB_Connectivity_Failt

KMS_No_Sysplex_DASD_Filter_Warnt

KHD_DB_Connectivityt+
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Scenarlo 6: DDVIPA Server Health Nawgatlon

9 Distributed DVIPA Server Health v [ % v Pagev Safety v Tools v @'

TMJli Enterprise Portal ~ Welcome Syssou

File Edit View Help
B¢EV | QLEARONHEORPISNaAORE 3
o€, avigator 2 0 B |gwem weight ¢ D HDOX
&[4 View: |Physical a7 B Page 1| af 100
Enterprise el E
[ Windows Systems
6 am L]
5 SVTPLEXMVS:SYSPLEX
[ G LP3g
# G LP35 L]
B & zor 5
= &% Netview Agent u %
£ 5] CNVENAG2ZOR KNAAGENT d £
5 Netview £
= & cumzo | e o
DVIFA Applica Workspace Y| B v Distributed DVIFA Senver Health 77 RARARARARAN
oMo g o[ CoPAam o [$ 38§ E 3T ST IE At IR At IRt it i iR g e eiate
L DVIPA Defini > 2333y riryidiEidaiiszzyizizaaozoaos
L) DVIPA StackD (] Launch. R O O O O O T T B S-S - O - - T D)
pr,\sysm -
@ oo e . EERRE ERERE 5385688 %
IPEFSOCKELS] o2 how Navigator List.. DVIPA and DVIPA Pat -
o Physical [0 splitvertically 4 DE|
e e e e sy 1 7 "
(& Print Preview.
Q @ print Page: 1| of 100
Application 5 i Part Abnormal | TargetServer | Target Connectivity | Server Accept| Connection Raw Raw | Raw | Raw |Proportional | Proporional | Propottional
U_ﬁ[r.inaete v Berer Q AL IP zOSa\;nq:ge Health V\\C\é\%t Transaction | Responsiveness Success Efficiency | Establishment| Composite. CP | ZAP | ZlIP CP AP P [J\FQ?T'LT JDLC;;;E
Name Properties... 55 Percent Y Percant Rate Rate Fraction Rate Wieight | Weight | Weight| Weight|  Weight Wieight Weight 8 E
ﬁ 0813113 13:45:40 | UNKNOWN 197.11.2016 523]199.11.81.108 |FRANCE 100 1 0 100 100 100 1002 2 0 0 2 0 0 1 TCP3VT1 e
ﬁ 0813113 13:45:40 | UNKNOWN 197.11.201.4 623 199.11.80.110 | SPAIN 100 10 0 100 100 100 10010 0 0 0 0 0 0 1 TCPSVT
ﬁ 0813113 13:45:40 | UNKNOWN 197.11.201.4 623]199.11.80.106 | BOTSWANA 100 10 0 100 100 100 10010 0 0 0 0 0 0 1 TCPEVT
ﬁ 0813113 13:45:40 | UNKNOWN 197.11.201.4 623]199.11.80.108 | FRANCE 100 10 0 100 100 100 10010 0 0 0 0 0 0 1 TCPSVT
ﬁ 0813113 13:45:40 | UNKNOWN 197.11.201.4 623(199.11.80.105 | GERMANY 100 10 0 100 100 100 10010 0 0 0 0 0 0 1 TCPSVT
ﬂ 0813113 13:45:40 | UNKNOWN 197.11.201.4 623(199.11.81.106 | BOTSWANA 100 10 0 100 100 100 10010 0 0 0 0 0 0 1 TCPSVT1
ﬂ 0813113 13:45:40 | UNKNOWN 197.11.201.4 623]199.11.81.108 | FRANCE 100 10 0 100 100 100 10010 0 0 0 0 0 0 1 TCPSVT1
ﬁ 0813113 13:45:40 | UNKNOWN 197.11.201.2 | 59447 | 199.11.80.104 | RUSSIA 100 0 0 100 100 100 1000 0 0 0 0 0 0 1 TCPSVT
g 0813113 13:45:40 | UNKNOWN 197.11.201.2 | 59447 189.11.82.104 |RUSSIA 100 0 0 100 100 100 1000 0 0 0 0 0 0 1 TCPSVTZ
] ﬁl13{1313145:40 UNKNOWN 197.11.201.2 | 59447 | 199.11.80.110 | SPAIN 100 0 0 100 100 100 1000 0 0 0 0 0 0 1 TCPSVT d
1 M3
(‘ H@mnnmﬂue_o&nmmmmm HOSMMME H Districuted DVIPA Server Health - nc058026 tiviab.raleigh.ibm.com - SYSADMIN "
Done @ Intemnet | Protected Mode: Off vy ®120% «
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Scenario 6: DDVIPA Unhealthy Servers

{9 Distributed DVIPA Unhealthy Servers

B~
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0 BRRO8NEY 0489 QLAEONYOERAYSNALDDE 3
<, Navigator 2 [0 B | [loportHealth Percent <90 # % 0 B O % | [)Target Server ResponsivenessRate <80~ # ¥ [ B [ x |/Ij Abnormal Transaction Percent > 25 v D HDOX
View |Physical Q@
Ve
Enterprise = 1 o 100
[ windaws Systems %
@ £ 208 Systems ®
{5 SVTPLEXMYS:SYSPLEX o 2
G P4 ] &
H b3
£ ] 70r g g
2 & Netview Agent B g @ H i
) (2] CHMEMAGZ ZOR KNAAGENT Jz . 3
B & Netview 3 i E
o -
__DDVP erver He: o 40 L oL oL oL oL o8 8 0 8 & L o8 2
ES e O (i l
DVIPA Application-Instance H L T T - - I B 3
&l 0viP4 Connection O - g
it i S S N SO S < A
2] DVIPA Definition and Status /4 Adiusted WLM \ B 2883 g g § § g 29z
DVIPA Distributor Targets - J - - T T B
£ DVIPA Stack Defined weight is 0 due to 2238 & 8 N
. . oo b G .
EY‘P:SYT(D:“D'W'WS SEF and TSR 3. TSR (4) is low 2. SEF of 4 indicates that the
o= MIPersockels [= = N = = 7 =) . . r
values due to the SEF. ° server’s ability to accept connections
o2 Physical | . DVIPA and DVIPA Part
A\ 7 __——\_is very poor.
[7] vistributed DVIPA Unhealthy Servers Summary \ V / 7 ¥ 0 HB %
Application Dynamic Fort Abnormal Target Server | Target Cannectivity Server Accept | Connection Raw Raw | Raw | Raw | Proportional | Proportional | Proportional
U_g[t.ifée Server DVIPA D:;';A HCFIP zOﬁ;nr;aege Health & \ﬂwm Transaction & Responsiveness Success Efficiency | Establishment| Composite. CP | 28P | zlIP CP ZMAP hll3 [\;\Fe?Tlﬁ JDLCF\T;EHE
Mame Address Percent L Percent Rate Rate Fraction Rate Weight | Wieight| Weight | Weight|  Weight Weight Wieight o
ﬂ 03/08/13 10:34.00 | UNKNOWN | 197.11.201.1 50030 | 199.11.80.105 GERMANY 100 0 0 4 100 4 10015 15 0 45 15 0 0 1 TCPSVT &
ﬂ 08/08/13 10:34.09 | UNKNOWN | 197.11.201.2 50030 199.11.80.105 GERMANY 100 0 0 4 100 4 10012 12 0 24 1 0 0 1 TCPSVT
ﬂ 08/08/13 10:34:00 |UNKNOWN | 197.11.201.4 50030 | 199.11.80.105 GERMANY 100 0 0 4 100 4 100 |10 0 0 0 0 0 0 1 TCPEVT
ﬁ 08/0813 10:34:09 | UNKNOWN | 197.11.201.6 50030 | 189.11.80.105 GERMANY 100 0 0 4 100 4 10015 15 0 45 15 0 0 1 TCPSVT
ﬂ 03/08/13 10:34.00 | UNKNOWN | 197.11.201.11 50030 | 199.11.80.105 GERMANY 100 0 0 4 100 4 10015 15 0 45 15 0 0 1 TCPSVT
ﬂ 08/0813 10:34:09 | UNKNOWN | 197.11.201.12 50030 | 189.11.80.105 GERMANY 100 0 0 4 100 4 10012 12 0 24 1 0 0 1 TCPSVT
ﬂ 03/08/13 10:34:00 |UNKNOWN | 197.11.201.14 50030 | 199.11.80.105 GERMANY 100 0 0 4 100 4 10010 0 0 0 0 0 0 1 TCPSVT
ﬂ 080813 10:34:09 | UNKNOWN | 197.11.202.6 50030 | 199.11.80.105 GERMANY 100 0 0 4 100 4 100 |15 15 0 45 15 0 0 1 TCPSVT
ﬁ 03/08/13 10:34.00 | UNKNOWN | 197.11.202.8 50030 | 199.11.80.105 GERMANY 100 0 0 4 100 4 100110 0 0 0 0 0 0 1 TCPSVT
ﬂ 08/0813 10:34:09 | UNKNOWN | 197.11.202.9 50030 | 189.11.80.105 GERMANY 100 0 0 4 100 4 10015 15 0 45 15 0 0 1 TCPSVT
ﬂ 03/08/13 10:34.00 | UNKNOWN | 2000:197:11:201:0:1:0:1 | 50030 | 2000:199:11:30:105 | GERMANY 100 0 0 4 100 4 10015 15 0 45 15 0 0 1 TCPSVT
ﬂ 08/08/13 10:34:09 | UNKNOWN | 2000:197:11:201:0:220:1 | 50030 | 2000:199:11:802105 | GERMANY 100 0 0 4 100 4 10012 12 0 24 11 0 0 1 TCPSVT -
e—
(5 Hub ime: Thu 080812013 1057 A 4 i o LB sk S8 vt rligh o com - SYSADIN
1. Proportional CP Weight indicates =
Done @ Internet | Protected Mode: Off v ®120% v

\

that GERMANY is healthy.
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Scenario 6: DDVIPA Unhealthy Servers ~  ~ o
Proportional Abnormal Target Server | Target Connectivi Server Accept
zogsnge I:’CP & M Weight | Transaction & Respgonsmﬂess gSuccess i & E\'ﬁt:lem:yrp
Weight Percent Rate Rate Fraction
GERMANY |15 0 0 4 100 4
GERMANY |11 0 0 4 100 4
GERMANY |0 0 0 4 100 4
GERMANY |15 0 0 4 100 4
GERMANY |15 0 0 4 100 4
GERMANY |11 0 0 4 100 4
GERMANY |0 0 0 4 100 4
GERMANY |15 0 0 4 100 4
GERMANY |0 0 0 4 100 4
GERMANY |15 0 0 4 100 4
GERMANY |15 0 0 4 100 4
GERMANY |11 0 0 4 100 4

|

1. Proportional CP Weight indicates 4. Adjusted WLM 3. TSR (4) is low 2. SEF of 4 indicates that the
that GERMANY is healthy. weight is 0 due to due to the SEF. server’s ability to accept connections
line at| SEF and TSR o-Eval Is very poor.

values. in Orlando




More Information -
¢ NetView website = e e’

https://www.ibm.com/developerworks/community/wikis/home?lang=en#!/wiki/Tivoli
System z Monitoring and Application Management/page/IBM NetView for zOS

» Service Management Suite for z/OS

https://www.ibm.com/developerworks/community/wikis/home?lang=en#!/wiki/Wfb861
0d29f30 481 802f 2b8d115202ec

I[P management with NetView for z/OS

https://www.ibm.com/developerworks/mydeveloperworks/wikis/home?lang=en#/wiki/
Tivoli+System+z+Monitoring+and-+Application+Management/page/Tivoli+NetView+f
or+z0OS

* NetView customer forum
http://tech.qgroups.yahoo.com/group/NetView/

* NetView documentation

http://www-
01.ibm.com/support/knowledgecenter/SSZJDU 6.2.1/com.ibm.itnetviewforzos.doc

6.2.1/netv621 welcome kc.htm?cp=SSZJDU 6.2.1%2F0 s HARE @
Complete your session evaluations online at www.SHARE.org/Orlando-Eval in OrlandO 2015 ?

August 2015




Please fill out your session evaluation

eeeeeeeeeeeeeeeeeeeeeeeee

* NetView for z/OS: New Directions
« Session # 17886
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