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Move Fast Without Breaking Things

Kevin Parker

VP of WW Marketing … but don’t be alarmed I’m still a geek at heart
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“…we detected a highly sophisticated and 

targeted attack on our corporate 

infrastructure originating from China that 

resulted in a theft of intellectual property…”

“… at least twenty other large 

companies …”

Source http://googleblog.blogspot.com/2010/01/new-approach-to-china.html Sources WSJ, TechWeb, MarketWatch, FT, Wired and others

Security
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A clear and present danger
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GitHub

Source Forge 

Clear and present and easy to discover
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Sprawl

Love
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Mobility – Then and Now

£32.95

3.5 ounces

9 LEDs

36-byte memory

4 books of applications

No recorded cyber attacks

$699.00

4.5 ounces

1334x750 pixel display

128-gigabyte memory

1.2 million applications

1.6m Google hits for iPhone cyber attack
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Move Fast Without Breaking Things
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Modern Development Practices
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Compliance
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Performance
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Modern Infrastructure

Typical Weaknesses

• Repository proliferation

• Policy enforcement

• Secure access control

• Process control

• Manual workflows

• Segregation of duties

• Traceability/audit support

• Compliance
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Repository

SCCM
Local Sandbox

IDE

AddOn

Tools
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Five Best Practices

5. Use secure system for all app development

1. Adopt developer friendly tools

2. Upgrade process control in the SDLC

3. Automate wherever possible

4. Create centralized hardened SCCM
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Move Fast Without Breaking Things


