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Like many other well-known organizations, we face cyber attacks of+_.«g EL$

degrees on a regular basis. In mid-December, we detectes==~wgnly sophisticated
and targeted attack on our corporate infrastruct«ic onginating from China that
resulted in the theft of intellectual property from Google. However, it soon became
clear that what at first appeared to be solely a security incident--albeit a significant
one--was something quite different.

First, this attack was not just on Google. As part of our inygses v

discovered that at least twenty other large companies from a W|de range of
businesses--including the Internet, finance, technology, media and chemical
sectors--have been similarly targeted. We are currently in the process of notifying
those companies, and we are also working with the relevant U.S. authorities.

News and updates on Google's
products, technology and more

2+ Follow +1

Second, we have evidence to suggest that a primary goal of the attackers was
accessing the Gmail accounts of Chinese human rights activists. Based on our
investigation to date we believe their attack did not achieve that objective. Only two
Gmail accounts appear to have been accessed, and that activity was limited fo
account information (such as the date the account was created) and subject line,
rather than the content of emails themselves.

W Labels

.we detected a highly sophisticated and
targeted attack on our corporate
Infrastructure originating from China that
resulted in a theft of intellectual property...”

at least twenty other large
companies
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Source http://googleblog.blogspot.com/2010/01/new-approach-to-china.html
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Sources WSJ, TechWeb, MarketWatch, FT, Wired and others
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Mobility — Then and Now

£32.95

3.5 ounces

9 LEDs

36-byte memory

4 books of applications
No recorded cyber attacks

$699.00

4.5 ounces

1334x750 pixel display

128-gigabyte memory

1.2 million applications

1.6m Google hits for iPhone cyber attack
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Modern Development Practices

Continuous
Agile Integration Lean

Continuous
Delivery

Parallel DevOps
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Modern Infrastructure

Typical Weaknesses

Repository proliferation
Policy enforcement
Secure access control
Process control

Manual workflows
Segregation of duties
Traceability/audit support
Compliance
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Local Sandbox

Repository
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Five Best Practices

1. Adopt developer friendly tools

4. Create centralized hardened SCCM

5. Use secure system for all app development
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Move Fast Without Breaking Things

White Paper
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