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Abstract =
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> Running traces has been an essential tool in resolving
networking issues on z Systems.

> To reduce the need of running traces, z/OS Communication
Server created the Network Management Interface (NMI) to
give management tools high-speed, low-overhead access
to information needed to isolate networking issues.

> This session will provide examples of how IBM's OMEGAMON
XE for Mainframe Networks leverages the NMI to help
networking experts reduce the need to run traces by as
much as 90%.
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Agenda
« Overview of how OMEGAMON leverages NMI

= Historical baselines
« Finding a resource
s IPSEC

= Integration with IBM Operations Analytics for
z Systems

= Demo of enhanced 3270 user interface

=« Demo of Tivoli Enterprise Portal
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Networking problem indicators =

SHARE

Failures
Response Time

Retransmissions ) )
Out of order -
Duplicate ACKs )
Window resets T
. . -~
Backlog rejections ) )
Microcode
Utilization ) | A

Locating Problems
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Key Points to Reducing the Need for Traces =3

1. Access to z/OS Communications Server data

v High speed, low overhead access to networking data
v Management tools have access through the NMI' AP]

2.0MEGAMON for Mainframe Networks leverages NMI'
v Proactive with Alerting
v Enterprise Network Health Views
v Wildcard FIND connections, TN3270 and FTPs

v History provides trending and eliminates
recreates

SHARE©
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z/OS Communications Server Monitoring Overview
SHARE

TCP Connections
OSA-Express
Buffers

TN3270
Applications

EE/HPR
IPSEC

Resource Awareness

Retries, Timeouts
Rejections, Utilization . . .

z/0S
Communications Server

NMI API
Metrics & Error Counts
SMF Situations OMEGAMON XE for
Mainframe Networks

Traces -

BlEnhanced

T|voI| __ i = _l - 3270
Enterp i i user
PortJ[Fel I Fu - Lu E.II = interface
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OMEGAMON History Overview =
Tivoli Data Warehouse _ i

Persistent

Data Store

uh.tl

Tivoli Common

Reporting
Tivoli Enterprise | = — — = Enhanced 3270
Portal L,__ = _j i user interface
i ©  Near-term history

from PDS (all
data available)

« Short term (last 24 —— K
hours) from PDS iﬂ_ ]_ %h - L- -l' :

« Longterm (> 24 et e
hours) from TDW ot iSeRaNe-—
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OMEGAMON XE for Mainframe Networks v5.3 8

Increased efficiency SHARE
* Understand information related to when the problem began

with near-term history in the enhanced 3270 user interface

File Edit View Tools MNavigate Help 07/20/2015 16:14:50

Display : [FEE1Nld

Command == TCP STC : ICPIPG
KN3TAP1H Historical Summary SMF 1D : SYS

Easily see when an
percent out of order

. Name L OutOfOrder OutOfOrder
for details .,

Z5T10ALA

ZST10ALA

ZST10ALA

Z5T10ALA

Z5T10ALA

" " " " : : ZST10ALA
File Edit Miew JTools Navigate [} . . 23T 10ALA
Command ==> Z5T10ALA

KN3TCLS Application TCP Listeners and Connections (F : : Z5T10ALA
Z5T10ALA
Connections Summary for ZST10ALF . . Z5T10ALA

SUNOARDA LD

% Segs

Retrans : Effortlessly explore data around
when the out of order segments
occurred

ESTABLISHED

Display 15:27 « HISTORY
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Hlstorlcal Basellnes on Demand
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[v| Show data for last |5_E
% weekdays

-History Overlay for same time each day
«See weekly trends
.Create on-demand

(_) calendar days ‘ ® Last 13 | [Hours |+
EEEE El
TCP Segment Retransmission Rate - last 5 days
40
| !
20 ; / \\ 1 ! i
e— ___-—-r-w\/ A / \
i 3 2
re, — /
: e e 7 jﬂk\- = —
- —— = — e L =
{n]
07/£31/14 00:00:00 07£31/14 D2 00:00 07431714 04:00:00 O7/31414 060000 7531/14 02:00:00 0721414 10:00:00 07431714 12:00:00
Thu, 07/24 Fri, 07/25 Mon, 07/28 Tue, 07/29 Wed, 07/30
i.TCP Segment Retransmiz=zion Rate Erce Segment Retransmizzion Rate TCP Segment Retransmission Rate BTce Segment Retransmizsion Rate TCP Segment Retransmission Rate B TCP se egment Retranzmission Rate
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Backlog Connections Rejected History example =
SHARE

1.2IZIIII“ /\Q‘ i
| / \\ With History | can see more details
1,000 "‘I
' N
Q00 / \

| \

800 i/ \

/ \
/

500

Active Connections

MIN (404.0) 9 Active Connections :::ﬁ

= hAK

400

L . Backlog
Fecording Time Local | Application ASID ﬂ Actwg E Connections
FHejected

Fart Marme Connections

12528112 09:00:00 | 3006 | DSMNJDIST | 0007A

1272812 09:05:00 | 3006 | DEMNJDIST | 0X007A

122812 09:10:00 | 3006 | DEMNJDIST | 0X007A
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1272812 09:20:00 | 3006 | DEMNJDIST | 0X007A




Finding a Connection - FAST
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Enterprise Connections FIND

p Remote Application | Remaote
System 1D Y 4 . S Y N IF Address Marme Fort
. Tl [y [9.82.56.109 | CXEGDSST | 35234
Remaote IP Address |Q.BE.EE.* ...... g:i::gg E;Eggggl 22:;
Local IP Address [ 0.8256.124 | TWCE 24907
Local Port |* l
Application Mame |* D'agnose R § I

S il i 1liﬂ-lh_'ln!-'.' Sl i NEMEI DI AN RN SE T

Connection State  |* T - 2 '.;"":"" B camaBa

B i b vl Pl

Enterprise FINDS FIND By - Examples: =~ == | ‘"1

«Connections eWild Card "™ i |

«TN3270 o|P Addresses = NANNARRINARARS,

«FTP Sessions oPorts =T e R

<FTP Transfers ®Applications B -
o Connection States B e e e o i
©TN3270 LOGMODEs ? e e e
oTELNET Names A ————— ’.'; —— 55'
oFTP DSN e
®USERIDs
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OMEGAMON XE for Mainframe Networks v5.3 8
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Decreased problem resolution time and effort
KN3FNDC Enterprise Connection

u QL“CkIy FIND network KN3FNDM Enterprise Find Workspaces
Press ENTER to continue

Application Name

resources Select one of the following, then press
c o_ C Enterprise Find Connections g t 1D

_ . . S Enterprise Find FTP Sessions ystem *

Command ==> find . F Enterprise Find FTP Transfers TCPIP STC Mame W
N Enterprise Find TN3270 Sessions

or Remote IP Address: 9

Local IP Address *

Command ==> find conn Local Port *

*

W

Connection State

= | ocate TCP connections,

FTP sessions, FTP __ File Edit View Iools Navigate Help 07/21/2015 07:14:12
—————————————————————————— fAuto Update : Off
transfers or TN3270 command ==> _  TCP STC : x

. . KN3TCPF Enterprise Connections Find SMF ID DX
Sessions in your

enterprise

TCP Connections Summary

Columns

* Then navigate in context Blocal [BRemote
or issue Take ACtIOh YID YName YPort [[VIP Address

commands against a
selected network resource

ESTABLISHE
ESTABLISHE
ESTABLISHE
ESTABLISHE
ESTABLISHE
ESTABLISHE
ESTABLISHE
ESTABLISHE
ESTABLISHE
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IP Security (IPSec) =
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Overview o

p-d O AELSREDNE 00 8 D wee Ol OEE BT IlElJ'n. i

vNetwork layer Security | =5 =2 5
@ Driven by filters A aj—ﬁ 4 = &
# Difficult to debug | g 8 | e b
v'|P Filter Statistics 2= B
€ HPR Maps to UDP f o
v'Tunnel Details q E:I
€ High Retransmissions : — t — 3
_ t of Sequence oo e 22
_ B0T il DB S LUEUE- DA S _llf?f": e s "'""!I_I:': _".-EE“ -:E: e ':.::.'.'-E_..‘_
ﬁhj o - B Rk e
L) ;jj - .Results

e — Diagnose IPSEC tunnels
~ and IP filters

Ll ;]_I":-_r-" L —unique t%?.IiIIE%M

- - Al | L] Su n‘-ﬂllllu CERA AT el Il“‘l‘]u\--l 100E bt el '-th.ldi
".'i.‘\_"' - Srabi| Cyabien s | Bavien | S | [himen Tubies | Sptli Ties | QLSCEM VM | UMt | D 'In r an ﬂ
Tl | i | ok Pt | Pt | B | i | b | baiages | baigas | et | P
H [N 7] 1] ] [




Integration with IBM Operations Analytics i =}
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OMEGAMON + IBM Operations Analytics — Launch in Context from TEP

The One Two — Punch: Combine two very powerful tools to ensure performance and
high availability of your enterprise.

* Perform log analysis in context of OMEGAMON workspaces — This approach
enables OMEGAMON users to perform in-context log analysis while doing problem
determination

* From your OMEGAMON workspace, use the I0A search bar to search logs (using LPAR or
Sysplex as the default context)

« Easy to implement - Configure TEP to display the IOA search bar

EiEi]

H EBS080E| 0+/EY GWEESCLIDURNSPEAAORE
™ cna

fycru e

Launch IOA from
OMEGAMON performance
monitoring workspaces to
search logs in context

[11/18/14 22:47:48:040 +0000)
datasource: SP

14-SYSLOG, datasourceHostname: sp14 tiviab raleigh.ibm.com, Systemhame:SP14, ASID:0005, il
RouteCod a IEA, MessagelD.IEATI9I, _writetime: 11/18/14 22.47:4.669
+0000, UserExitFlags: 00000090, MessageType|, Message Text|EAT99 AUTOMATIC ALLOCATION OF SVC DUMP DATASET =

FAILED
DUMPID=032 REQUESTED BY JOB (NONAME )
DYNALLOC FALED RETURN CODE=04 ERROR RSN CODE=4714 INFO RSN CODE=041D

VOLUME ALLOCATION FAILED

Complete your session evaluations online at www. SHARE.org / Orlando-Eval _
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Summary o
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v'z/OS Comm Server NMI provides alternative to tracing

v High speed, low overhead access to networking data
v OMEGAMON exploits this interface

v History eliminates recreates

v Flexible ways to FIND resources, really fast
v Enterprise views of networking resources
Applications, listeners, connections
FTP, TN3270

OSA and interfaces

TCP/IP, VTAM, buffers, and storage

v IPSec and IP Filters

v Integration with IBM Operations Analytics for z Systems
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YouTube videos of problem solving scenarios- =
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http://www.youtube.com/playlist?list=PLiD3 RDV00Jcpfl2GCf2mPagprba2KZCsP

o What's New with OMEGAMON XE for Mainframe Networks?

« Diagnosing Slow Response Times to a Business Partner's Applications
. Troubleshooting Applications with Poor FTP Performance

« Troubleshooting Backlogged Connections with TEP

« Diagnosing Connection Problems using a FIND Workspace

« Spotting Trends in an Abnormal Connection Count

« Backlog Connection Count Exceeds a Defined Threshold

. Balancing Workloads Between OSA Adapters

« Troubleshooting Problems with TN3270 Connectivity

« Determining Stack Health Using Throughput

« Running a NetView z/OS IP Packet Trace from OMEGAMON Mainframe
Networks

« Understanding Spikes in CSM Storage Usage

« More videos are under development...
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How IBM Can Identify z/OS Networking suase
Issues without tracing

Session 17536

Ernie Gilman, IBM (egilman@us.ibm.com)
Dean Butler, IBM (butlerde@us.ibm.com)
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OMEGAMON XE for Mainframe Networks v5.3 8

Increased efficiency SHARE
* Understand information related to when the problem began

with near-term history in the enhanced 3270 user interface

File Edit View Tools MNavigate Help 07/20/2015 16:14:50

Display : [FEE1Nld

Command == TCP STC : ICPIPG
KN3TAP1H Historical Summary SMF 1D : SYS

Easily see when an
percent out of order

. Name L OutOfOrder OutOfOrder
for details .,

Z5T10ALA

ZST10ALA

ZST10ALA

Z5T10ALA

Z5T10ALA

" " " " : : ZST10ALA
File Edit Miew JTools Navigate [} . . 23T 10ALA
Command ==> Z5T10ALA

KN3TCLS Application TCP Listeners and Connections (F : : Z5T10ALA
Z5T10ALA
Connections Summary for ZST10ALF . . Z5T10ALA

SUNOARDA LD

% Segs

Retrans : Effortlessly explore data around
when the out of order segments
occurred

ESTABLISHED

Display 15:27 « HISTORY
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OMEGAMON XE for Mainframe Networks v5.3 8
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Decreased problem resolution time and effort
File Edit View Tools MNavigate Help 07/20/2015 16:34:04
= View TCP connections and z/OS  [Se=—G—Gumum Mot ipas
. KN3TCLS2 TCP Listener Connections for OMD2HUB SMF ID . Sp22?
address space details together to —
understand when network

performance IS ImpaCted by Z/OS ¢Remote EENsconnection N| Tot SegsN|+% Segs
resource COﬂStraIntS IP Address [¥state Retrans Retrans OutOfOrde

]

[ ESTABLISHED
[ ESTABLISHED
[ ESTABLISHED
[
1

ESTABLISHED
ESTABLISHED

= Zoom into OMEGAMON on z/OS
workspaces 10 iNVestigate fU e | S
Into bOttleneCkS, Storage usage’ JESTOBI D . . . e e e e e e e e e e e e e e e e e e

Step NHame. . . . e

and WLM SerVice Classes cPU Perce':,'i: ......................................................

IFA Percent. . ... e e e
SRB Percent . . ... e e
TCB Percent. . .. .. e e
ZIIP Percent. .. ... e e e
KMSN3ASZ Mavigation Options for Address Space OMD2HUB ox01 | CPU Percent Excluding Home SRB Time. .. ...........................
IFA Percent With Enclave Home SRB Time................ .. ... ......
Select an action and then press ENTER zIIP Percent With Enclave Home SRB Time............... .. .. ...,
IFA on CP Percent. . ... . . e
! Take Action on Address Space zIIP on CP Percent. ... . .. . e
- Cancel Address Space Job CPU Percent . .. ... e e e e e e
Address Space Bottlenecks Summary
Bottleneck Analysis for Address Space
Storage Usage by Address Space Percent
Storage Usage by all Address Spaces Percent
Address Space Overview
TCB Storage and LSQA for Address Space
WLM Serwvice Class Resources

z/0S Address Space Details for OMD2HUB 0x0118

TAME . . e e

DO PARWN =
THoIZIO0O@D O —

Monday July 20 2015
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OMEGAMON XE for Mainframe Networks v5.3 8
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Decreased problem resolution time and effort

= View TCP connections and TCP
listeners for a queue manager’s
channel initiator address space to
understand if network
performance is impacting the
processing of messages.

= Navigate to OMEGAMON XE for
Mainframe Networks workspaces
to investigate further into any
potential network performance
issues

Complete your session evaluations online at www, SHARE.org

File
Command ==>
KMQAPPHND

¢eConn ID Suffix
(CONN)

CE126D8700BFDDD1
CE127F9700760001
CE12fEYS8EIEDDDD1
CE127A0030A50001
CE1216BCSECDDOO1
CE1216BCS5EC90001
CE1216BCSEY7D0OD1
CE1216BCS6ESDO01

Columns _3

Alocal
YIP Address

Edit

Channel Initiator Application

1171772014 20:06: 46
Auto Update . Off
HostMame : S¥S

OmgrName

View TJTools MNavigate Help

: 0764

Details

Application QYG4CHIN

Connection
HName

+Asynch
State

Channel
HName

L TTf1:9.42.46.17

¢Local [AConnection
Port [Vstate

A% Segs Tot Segs |&% S
VRetrans Retrans Vout

Aldle
YTime

ATot Backlog
VYRejected

fLocal [aConn in
YPort [[¥Backlog
I

ABacklog
VYRejected

Monday November 17 2014 ]
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OMEGAMON XE for Mainframe Networks v5.3 8
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Decreased problem resolution time and effort
KN3FNDC Enterprise Connection

u QL“CkIy FIND network KN3FNDM Enterprise Find Workspaces
Press ENTER to continue

Application Name

resources Select one of the following, then press
c o_ C Enterprise Find Connections g t 1D

_ . . S Enterprise Find FTP Sessions ystem *

Command ==> find . F Enterprise Find FTP Transfers TCPIP STC Mame W
N Enterprise Find TN3270 Sessions

or Remote IP Address: 9

Local IP Address *

Command ==> find conn Local Port *

*

W

Connection State

= | ocate TCP connections,

FTP sessions, FTP __ File Edit View Iools Navigate Help 07/21/2015 07:14:12
—————————————————————————— fAuto Update : Off
transfers or TN3270 command ==> _  TCP STC : x

. . KN3TCPF Enterprise Connections Find SMF ID DX
Sessions in your

enterprise

TCP Connections Summary

Columns

* Then navigate in context Blocal [BRemote
or issue Take ACtIOh YID YName YPort [[VIP Address

commands against a
selected network resource

ESTABLISHE
ESTABLISHE
ESTABLISHE
ESTABLISHE
ESTABLISHE
ESTABLISHE
ESTABLISHE
ESTABLISHE
ESTABLISHE
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OMEGAMON XE for Mainframe Networks v5.3 8
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Decreased problem resolution time and effort

File Edit Miew Tools MNavigate Help 07/21/2015 12:11:18

= Debug network problems fas e o £ St 1573

Command ==
= |ssue PING, NSLOOKUP and
TRACERTE commands while

1 4 1 to T
viewing any workspace in the — ———
enhanced 3270 user Interface Timestamp Code

Columns 1

Command and Response Log SMF ID . SP22

Command

KN3ACTP Ping IP Address
Press ENTER to continue

Issue command from:
SMFID: sP22  TCPIP STC: TCPIP22 07/21/15 : : CS V2R1: Pinging host
- 07721715 : : Ping response took
ggﬁﬁggmiélzdzggEESSE 9.48.145.96______ | g7ys/21/15 (11 Ping response took
R E— N O W% I 151 Ping response took

Interface: TCP sStack: . i : . .
Count: 10 Packet Size: 256 Timeout: 10 07/21/15 . ' Ping response took

Addrtype PMTU Enter "/" to select o| 07/21/15 : : P@ng response took
1. IPv4 I N UT-1= _ MNoMName 07/21/15 : : Ping response took

2. IPwb 2. ignore _ Verbose 07721715 : : Ping response took
07721715 : : Ping response took 0.039 seconds.

07/21/15 : : Ping response took 0.039 seconds.

07/21/15 : : Ping H10 response took 0.042 seconds.

.48.145.96

.038 seconds.
.038 seconds.
.039 seconds.
.040 seconds.
.038 seconds.
.038 seconds.
.038 seconds.

lcficloBolooNoloNoiis)

= The command is issued from the
selected system and the output is

displayed in the C d and
F{I;;_?oyneselrljo f\{y:gzr)l;;ggaacne o SHARE ﬁe
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Select one of the following,
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Decreased problem resolution time and effort
Improved navigation:

= Enterprise Network Workspaces menu

OO~ AWN

A
L
C
N
F
G
I
0
K
P
B
T
M
E
z

— Access using the E action or the

NETWORK or NETMENU commands

KN3ENTHMHN Enterprise Network Workspaces

Enterprise
Enterprise
Enterprise
Enterprise
Enterprise
Enterprise
Enterprise
Enterprise
Enterprise
Enterprise
Enterprise
Enterprise
Enterprise
Enterprise

then press ENTER
Application Health

TCP Listeners Overview
Connections Health

TN3270 Servers Overview

FTP Sessions Overview

FTP Transfers Overview
Interfaces Overview

0SA Interfaces Overview
HiperSockets Interfaces Overview
0SA Express Ports Overview

0SA Express Channels Overview
TCPIP Stack Performance Overview
Memory and CSM Storage Overview
TCPIP and VTAM Overview

More actions
KN3ENTM2 More Enterprise Network Workspaces

Select one of the following,
Enterprise Mainframe Network Health

Command and Response Log

and HPR Health

then press ENTER

Enterprise Extender Connections Overview
Enterprise HPR Connections Overview

]
R
A Enterprise Extender
B
C

1do-Eval

= Investigate interfaces and OSA issues with
the OSA command

KHN3ENTOM Enterprise 0SA & Interfaces Workspaces

Select one of the following, then press ENTER
Enterprise Interfaces Overview

Enterprise 0SA Interfaces Overview
Enterprise HiperSockets Interfaces Overview
Enterprise 0SA Express Ports Overview
Enterprise 0SA Express Channels Overview

. Investlgate issues with TCP/IP resources
with the TCPIP or TCPIPMENU commands

KMN3ENTTM Enterprise TCP/IP Workspaces

Select one of the following, then press ENTER
Enterprise Application Health

Enterprise TCP Listeners Overview
Enterprise Connections Health

Enterprise TH3270 Serwvers Overview
Enterprise FTP Sessions Overview

Enterprise FTP Transfers Overview
Enterprise Interfaces Overview

Enterprise 0SA Interfaces Overview
Enterprise HiperSockets Interfaces Overview
Enterprise 0SA Express Ports Overview
Enterprise 0SA Express Channels Overview
Enterprise TCPIP Stack Performance Overview
Enterprise Memory and CSM Storage Overview
Enterprise TCPIP and VYTAM Overview

Command and Response Log

. Investlgate issues with VTAM resources
with the VTAM or VTAMMENU commands

EO
015 @

A
. L
. C
. N
. F
. G
I
. 0
K
P
B
T
M
E
R

KHN3ENTYT Enterprise VTAM Workspaces

Select one of the following, then press ENTER

1. Enterprise TCPIP and YTAM Overview
Enterprise Memory and CSM Storage Overview
Enterprise Extender and HPR Health
Enterprise Extender Connections Overview

HPR Connections Overview

Enterprise
Command and Response Log



OMEGAMON XE for Mainframe Networks v5.3 8
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Decreased problem resolution time and effort

EDIT MFHEYT ., H3530EAS. HE3R4RES . UKOBEDATF (USERZY - @1.02
Command ===:

Customize filters and queries by
setting site or user profile variables

= When you navigate to a
workspace or invoke a command,
there are default values for query
and workspace filters

= Set site or user profile variables in FlTEkCoGRET orER=" >

rtename.UKOBDATF dataset to 9115 < Pl IO tipEe!
override the defaults 9121 I

File Edit VMiew JTools HMNavigate H 07/21/2015 17:16: 36
Auto Update . Off
Command ==> * -
KN3TCLO Filter(s)

Job Name......... ... ... .coiiiiin.. : _|01x]:
Local Port...................... i

Conn in Backlog................. 90
Tot Backlog Rejected............

Idle Time........ ... ... .........

Conn Rate.......... ... . ... ...,

Sysplex Name....................

R

Columns

oSystem |A
1D Y

~- AW

BPXOINIT
BPXOINIT
BPXOINIT
BPXOINIT
VH30N3
VH30N3
V530N3

ARE Og
lando 2015 .
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OMEGAMON XE for Mainframe Networks v5.3 =3
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Decreased problem resolution time and effort

File Edit VMiew Tools MNavigate Help 07/21/2015 17:41:32

—————————————————————————————————————— fAuto Update - Off
" VIeW UDP endeIntS data In Eﬁg?—:‘ggg*::) EE Connection Summary for EX000003 ng“I:?MID EIQT
context of an Enterprise Extender EE Commection Detfails
connection 5 to 7 KENEEIEE  Rous
= The UDP endpoints data displays |f3eistis E@éi?ﬁigg TRaceived
the byte rates, datagrams Signal
. Network
discarded, and queued bytes for High
all the EE connections on this Low
LPAR
_2
" VIeW addltlonal |nf0rmat|on by AlLocal RTP A% Pkts AUnacknowledged |AQutOfSequence |ASmo
SeleCtlng one Of the UDP YPU Name VRetrans VBuffers VBuffers VYRou
endpoints and navigating to the CHRooood L Sreen ; P
UDP Connection Details CaRoo000 1 oreen

workspace

_2 _7 4 0

lATransmit AQueued ATot
[¥Byte Rate VBytes VSent

f 5
0 ok K
0 91K
0 13M
0 56
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OMEGAMON XE for Mainframe Networks v5.3 8
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Decreased problem resolution time and effort

File Edit View Tools HMNavigate Help 07/21/2015 17:46:34

fAiuto Update : Off

" Identlfy Overa” TCP/IP and VTAM Eﬁg?ggg*:: Enterprise TCPIP and WTAM Overview ;ﬁIF-') ?EC :
address space issues TCP/IP Summary
— Discards or retransmits 3 12 KNENEEEE Rws  1to  6of 6
- CPU percent ATCPIP laInput Ea(mtput Bn“/., TCP
. ¥STC Name [[VDiscards |YDiscards YDiscards |VYDiscards VRetrans
— Paging rate I
— CSA and private storage
usage

= Navigate to VTAM Buffer Pools
summary and details workspaces

ATCPIP APaging
command ==> 0000000000000 o VTAM 5TC Name JRate
KN3BPDS YTAM Buffer Pools Summary

Buffer Pools Summary
Columns _2 i 1

ABuffer laTotal
YPool Name [[VBuffers

YTAM Address Space

KENENENEE Rows  1to 4 of

_3 ____ 4
ASystem |AVTAM las1o ACPU APaging ACSA Usage |ACSA %
VIiD ¥STC Name [VUtil 4 VRate V16MB V16MB
I

Tuesday July 21 2015 E MOREY
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OMEGAMON XE for Mainframe Networks v5.3 8

SHARE

Decreased problem resolution time and effort

File Edit Miew Tools MNavigate Help D7/21/2015 17:53:57
Auto Update f

|dentify gaps in monitoring and e e iornrice Mainframe Networke Health — amiip L

Enterprise Mainframe Networks Health

issues with your monitoring agents agent & Subnode

TCPIP:4084
TCPIP:4085

with the Enterprise Mainframe fgent & Subnode Status
Networks Health workspace 2 to 5of o [CHENEEEEN rouws
fStatus
» Invoke HEALTH command from BEvSt tus &
any OMEGAMON XE fOI’ CANJN3:4085: KN3AGENT [| ip.pipe:#9.42.32.8
. N3DON3Y:SP22: KN3AGEN [l ip.pipe:#9.42.46.1
Mainframe Networks workspace TCPCS5: 0061 I
TCPCS8:0061 |
Command ==> health LRSS !
TCPIP:0016 Il
. \ ) TCPIP:0023 1
= Verify monitoring agents are TepIb-o110 !
online TCPIP. 3093 H
I
I

Verify that data collection is active
and configured correctly

SNA Collector and TCP Collector |/ Syrry pes
. g . . [¥Collect Vinterval |VStarted |VStarted
tabs provide additional information I

EE;iiii ‘IEEIIIIIIIII
Yes Ye

Complete your session evaluations online at www. SHARE. orf- Agent Configuration | 1IU
Tuesday July 21 2015 <« MOR

Columns _2 to _7¥ 1 to 4 of 4q
S

Yes
Yes
Yes

[ S s | I

%
%




OMEGAMON XE for Mainframe Networks v5.3 8

SHARE

Decreased problem resolution time and effort

File Edit View Tools HNavigate Help 07/21/2015 13:58:53

Auto Update . Off

Monitor your OSA-Express5S e ——Enternrice OSA-Bxoress Poris Overvien — air abl

Enterprise 0SA-Express Ports Overview

adapters in the enhanced 3270
user |nterface 0SA-Express5S Ports Errors Summary

- Enterprise OSA'EXpreSS Ports Columns _4 to _7 of 13 |EGNIIERIIEHIIEE Rous 1 to 1 of 1
. ASyst ACH N|arort FGHIENIANC Fr ATot No Fr ANo Fr ATot No F
Overview i AT T
= OSA-Express Ports for Channel ! | o] of o

0SA-ExpressbS Ports Statistics Summary

= OSA-Express Ports for Interface [|ESEPEEEEEE -0 -1 11 of 1

to
. aAsystem |Achan |APort ICHIEMIAPackets APackets APackets Recvd [ATot Pkts
u OSA-EXpI’eSS5S POI’tS Deta”S VID YNum VYName [¥YRecvd V¥mitd Yor Xmitd YRecvd
0
I ]

0SA-Express Ports for Channel D5 SMF 1D : 5096

Command == TCP STC . TCPIP
KN35STD 0SA-Expressb5S Details for Port 0SAZ2 SMF 1D : 5096

0SA-Express5S Ports Errors Summary

2 10 [EH/ENKESEIEN Rous

epPort [EHIEEI No Free Tot No Free | No Free
Name [ Buffer NIC Buffer NIC Desc NIC

Channel Number............ Port Name.................
Port Mumber............... Port Type................. osaexpbs
Active MAC Address........ 6CAE8B48 Active Speed Mode......... tenGigab

Burned In MAC Address..... G6CAESB48 Configuration Speed Mode.. tenGigab
eport  ICHIEED Packets Packets Packets Recvd Exclusive Usage ID........ Exclusive Usage MAC....... 00000000

fame I Recvd Hmitd or Xmitd IPv4 Layer 3 YMAC......... 00000000 IPv6 Layer 3 UMAC......... 00000000

0
1] Configuration Name........ IBM Defa Interface Index........... 11




Enterprise Network Health

Enterprise Network Health

|
ASystem |Alob DA% Segs ATot Segs AConn in Backlog |ATot Backlog |A% Segs ATot Segs
VName OVOutQfOrder |VOutOfOrder |VBacklog lejected |VRejected VRetrans |VRetrans

BODEV | WSD3BOS 8
BDEV | WSDBHT?

BLEY WaldB05S5
Applications that may be impacted by networking issues
« Out of order segments
- Backlog connections rejected
« Segments retransmitted
« Datagrams Discarded
« Number of connections and Idle Time

SHARE@

Complete your session evaluations online at www. SHARE.org / Orlando-Eval
in Orlando 2015 €




Backlog Connection Rejections 5

- ll..i.l_ RE
.Overview B 5209 connactions (b Connections | Rejected
. — ™ | Relected | Rejected | Time Stamp
v'Connection Rejections 3 0| Bl e 145640
€ Exceeds Backlog Limit 10 0 0 . _
v 2] o8 50.3K | 081611141103 |
Need to retry logon 10 0 7 08/2011 10.05.35
¢ Excessive overhead i 2 0 81 081811 14:35:27
v'Backl limi | Enhanced 3270 user interface or TEP:
dCKIOg liImit 100 IOW
& Application can override Network Health for Applications

— i
. 1

-Results: I |
Most common unidentified issue
Applications are not be notified
No Message from z/OS Comm Server

SHARE 9¢

Complete your session evaluations online at www. SHARE.org / Orlando-Eval _
in Orlando 2015 @




Enterprise Connections Health

T - -

(oo Nol Sl ol ]

B B 1~ 00 L0

IT1 1 M m w1 m m

ITIITIIIIT

™1 M M M mmomm
,

L ILIN |

Imbound or Outbound Byt

We see three windows with potential connection issues

« Connections with no activity in longer than 10 minutes.

« Connections not in Established state.

. Con”r]ectlons w;th bytgs l?elgl]% bgfgeredbln CSM storage. s H ARE @
o IFIE'E.-.LII.-SSIZ'I'I-E'.-:L ons oniine W i anoo-cy Inﬂrlandn 2015 .




TCP/IP Bytes Backing Up 3

- l'lﬂ RE
Overview
v'Backup in CSM storage | —_————

® LPAR can run out of storage O ‘Br. (@ Esginenisn (@ sagmons @ Di%'ﬁ?m. :

: Buffered Retransmitted | Retransmitted | s

v’ Outbound backup e 17—

& Endpoint slow or Network issues ‘ g: I ; %I :I:
v'Inbound backup TEP: Inbound & Outbound Bytes Buffered

¢ High Application CPU

ﬂ\Local l&Remeote AIn Bytes |AQut Bytes
YName VPort VIP Address YBuffered |VBuffered
«Results |

CDCONN 1364 [ 9.39.6B8.147

Can Prevent LPAR crash [ raEi i aa

. . . ADHCDSNB 10141 [| 9.39.68.70

@ Situation to drop connection ADHCDSNE | 10152 [ 9.39.68.70
AUVSTAPY 33864 [ 9.39.68.70

BB0SA62S | 53094 [ 9.39.68.147

BB0SA62S | B1611 | 9.39.68.147

[ el e R R e i R ]

Enhanced 3270 user interface:
Enterprise Connections Health

SHARE@

Complete your session evaluations online at www. SHARE.org / Orlando-Eval
in Orlando 2015 €




Zombie Connections

-Overview
\/Connectlons Connectlion State Mot Equal to Esztablizhed

& Not in established State 1 K3 EX KN KN

v'Can prevent new connections FRIEE

& Exceed maximum socket limit ort [VDuration

VI 7704 [ 18d A0h

v'No activity for days 176l |18d oo
oReSUItS 1779 . 18d 00hR

Prevent Major outage Enhanced 3270 user interface or TEP:
& Drop zombie connections Enterprise Connection Health

Connections in CLOSE WAIT for hours or days can eventually prevent new connections
from starting. This can be caused by applications failing to cleanup connections correctly.
You can drop these “zombie” connections by issuing Drop command right from here.

SHARE@

Complete your session evaluations online at www. SHARE.org / Orlando-Eval
i, in Orlando 2015 €
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u u
FTP Monitoring =

SHARE

suim - Braes .=
O L] [T] FTP Login Failures Summary A T O H O =

([ verVIeW Laogin . : Llser D .
Remote s Sessian Session Client F
. IF Address Reasuia[')'gr;crimm Start End on el UseriD| T
\/ FTP SGSSlonS # | (2041462725 |User ID_is_unknown | 11/04113 06:25:47 | 11/0413 06:2547 | FTP Se
# | 2041462725 |User ID_is_unknown | 111043 06:25:47 | 110413 06:25:47 | FTP Se
: # | 2041462725 |User_ID_is_unknown | 11/04M3 06:10:34 | 11/04/13 06:10:34 | ANONYMOU Se
‘SeSSIOn Errors # | 2041462725 |User_D_is_unknown | 11/04M3 06:07:05 | 11/04/13 06:07:05 | ANONYMOU Se
@ Drill down to TCP/IP

¢ Monitor performance o ;

3T M H O %

:ssion Failures Summary

L
v Enterprise FINDS
. Tgfép Application Remate §, _ SessionEnd Eﬁ‘eas' g\i
‘ IP Address’ Marme MNarme P Address Reason Description Transferred | Trans
sE TCPIP | M5519 24 161.86.175 Client_closed_control_connection_unexpectedly 2 48 =~
¢ USER'D DSN 3E TCPIP [PLS 99 156 166 184 | Socket_or_network_error 0
’ 3E TCPIP | PLS 99.156.166.184 | Socket_or_network_error 0
SE TCPIP | PLS 99 156.166.184 | Socket_or_network_error 0 —

-Results
Access History immediately
-No need to wait for Report

Available in TEP and
enhanced 3270 user
interface

SHAREO
in Orlando 2015
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OSA-Express and Hypersockets

Overview

v'Utilization, Discards,
v'"Microcode, MTU Size
v'Outbound Queue Priorities
v'View non-z/0OS OSAs (snmp
v'Alert if OSA is down

Enterprise HiperSockets Interfaces Overview

NllaBandwidth Butes Recv |a% Packets In Pkts Out Pkts % Packets N| In Pkts Out Pkts ATot In Pkts
i til or Xmitd ¥in Error or Discarded Discarded Di ded |9¥Disc in Err
0%
0%
1 to

Device or sActual Duplicate Actual Routing TCP Seg Checksum Config d [+Interface ID

Datapath IMTU Addr Count Perf Type MTU Size Offload Offlead Pe Tupe

Active 8192 o 8192 . .

— - vallapie In an

HiperSockets Interface Write Queue Statistics
1 8 ____ &

St [Pt [t 01 enhanced 3270 user
IvPriority YQueue Depth USBALs SIGA Count
o L[]
interface

HiperSockets Interface Status

BMax Active

AAvg Active |ASBALs
vSBALs vSBALs

AfAvg SBALs
VPer SIGA SIG

l
!I
ll
!
u
ll
!I

HiperSockets Interface Read Queue Statistics

. 1 to 2

L _1 JEE—

AReads ARead Tot Read AUsed % Packets % Bytes % Real PCI % Virt PCI % Threshold
VExhausted |¥Defe 1= Deferrals |VSBALs Accelerated Accelerated Interrupts Interrupts PCI Interrupts
0% 0% 0% 0% 0%
0% 0% 0% 0% 0%

in Orlando 2015




