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17442: z/OS Log Analysis Product Shoot-Out:
CorreLog, Syncsort/Splunk and IBM

CorreLog SIEM Agent for z/0OS
Charles Mills

Director of Advanced Projects
CorreLog, Inc.

Agenda

* SIEM You Already Own + CorreLog SIEM
Agent = Improved z/0S and Enterprise
Security

* Above + CorrelLog Visualizer = Improved
Security + “Log Analysis”
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What's a SIEM?

* Security Information and Event Management
e 73 Vendors!
— HP ArcSight u
IBM Security QRadar
Intel Security (McAfee Nitro) ESM
LogRhythm
CorreLog Correlation Server
— Splunk
* SIEM in the Cloud: MSSP (Managed Security Service Provider)

— Dell SecureWorks
— NTT Solutionary
— HP, IBM, Verizon, AT&T, Symantec, ...

* You probably already spent or are spending $$$,$$$ on a SIEM

— Why? Security and/or Compliance: PCI DSS, HIPAA, GLBA, SOX, IRS
Pub. 1075
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What do SIEMs do?

* Sophisticated correlation
* |P Location

* Real-time Text alerts

* Service desk integration
* Query and Search

* Reports

* Compliance

* Forensic archive

Web Server |, F“?‘

Routers

Firewalls
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Why Integrate z/OS into your SIEM?

* Compliance: PCI DSS, HIPAA, GLBA, SOX,

IRS Pub. 1075
— Need to include the box with 70% of the data
— CISOs and Auditors discovering the mainframe

e 7z/0S is not invulnerable

— You already paid for a SIEM - why not use it to
help protect z/0S?

— Add z/0S to the correlation mix

o
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What z/OS Events?

Everything RACF, ACF2 or Top Secret
— Failures only, or audit successes too
File integrity: who modified SYS1.PARMLIB?
— PDS, QSAM, VSAM and UNIX files written
— Renames and Scratches
Start and end of TSO sessions
— Optionally started tasks, batch jobs, ABENDs, etc.
TCP/IP, TN3270 and FTP sessions and failures
New! IND$FILE Transfers
Everything needed from DB2 for PCI DSS
Audited CICS Transactions
Partner events: NewEra, Vanguard, ...
Console messages, IMS, ...
All real-time - no periodic FTP

o
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SIEM/MSSP Agnostic

* HP ArcSight CEF Certified

* |IBM Security QRadar “Ready for Security Intelligence”
* Intel Security (McAfee Nitro) Partner

* RSA (EMC) Security Analytics (enVision) Certified

* NTT Solutionary Partner

* Dell SecureWorks

* LogRhythm
* Splunk

Paner e v ( intel. Security @

Security Intelligence

B Log Rhyth m SOLUTIONARY Splunk> SecureWorks
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-
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UDP, TCP/IP or ICSF-
encrypted TCP/IP

Correlog
SIEM
Agent for
z/0S

Any SIEM
or MSSP

No intermediate
“formatting box”
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https://community.emc.com/docs/DOC-45618

RACF Events in ArcSight
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412 events (before 12¢20/13 6:29:24.000 AM ) [ Job [ compiete | (2] ®][8 veore mose~ |

J Events (412) | Statistics | Visualization

Format Timeline ~ @ Zoom Out

KHide Fields

Selected Fields
a host2

# ifcid 1

a source 2

a sourcetype

a termnm 21

Interesting Fields
@ allows

a auh2

# date_hour 11
# date_mday 5

# date_minute 42
a date_month 2
# date_second 43
a date_wday 5

©Zoom 10 Selection

st Formatw

Time

1211313
5:18:00.000 PM

1211313
5:05:10.000 PM

121313
4:20:53.000 PM

12113013
4:20:53.000 PM

12113113
419:41.000 PM
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20Per Page Prev 1 2 3 4 5 6 7 8 9

Event

<35>Dec 13 17:18:00 mvssysb RACF eventdesc="INIT/LOGON: Invalid Password"
severity=Error userid-CUSFTW group=LSCONVS auth-None reas="VERTFY failure"
Termnm=TCPPOGO3 name="FRED WRIGHT" poe=TCPPO693

host=mvssysb | source = tcpr1d68 | sourcetype=syslog | termnm = TCPPO693

<383Dec 13 17:05:10 mussysb RACF eventdesc="INIT/LOGON: Successful Racinit
severity=Informational userid=DV2318 group=TSCHOLD auth=None reas=Nene
Termnm-DV231B jobrm-NVPTTC24 name="DAVID BROOKS" poe-DV2318

host=myssysb | source = cp:1468 | sourcetype=syslog | termnm =DV231B

<38>Dec 13 16:20:53 mussysb RACF eventdesc="INIT/LOGON: Successful Racinit
severity=Informational userid=DVWGD £roup=TSOHOLD aut
termnm=NYPTDO02 jobnm-NVPTMVB name="BILL DICKEY" po
host=mvssysb | source = 16p:1468 | sourcetype =syslog | termnm = NVPTDO0Z
<38>Dec 13 16:20:53 mussysh RACF eventdes
verity=Informational userid=
Termnm=NYPTDOOZ jobnm=NVPTMVE nam

"INIT/LOGON: Successful Racinit
zro th=None re:
BILL DICKEY" poe=NVPTDO0Z
host=mvssysb | source = cp:1468 | sourcelype=syslog | termnm = NVPTDO0Z

<38>Dec 13 16:19:41 mussysb RACF eventdesc="INIT/LOGON: Successful Racinit
severity=Informational userid=DVWGD group=TSOHOLD auth=None reas=None
ILL DICKEY" PTD002

#

7 day per column

Next»

Init"

Delete”

Init"

Delete”
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RACF Events in Splunk Dashboard

Count of Events by Severity (Today) e | Tolal Ermors by Action Type (Today)
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System Programming

* DASD Requirements: 150 tracks
— Load, parm and sample libraries - that’s it
* Maintenance requirements: none
* Single started task - easy to automate
* No “hooks” - all supported interfaces
e Stability: last disruptive problem at a customer was July, 2012

* CPU:onaz196 about 10;00 of a CPU second per event forwarded

— Proportionally less on a faster box

— “Which events” easy to configure
e Installation

— SMP/E or non-SMP/E

— No IPL

— Ships pre-configured

nge
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Installation a “No-Brainer”
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0 U e % 395 Cormelog Agent Feedback - Message (HTML) BT
Message 2
5 e » - @ o €
s x i D) (R Mecting |23 RC 3 (& Rules @ Mark Unread a& @ Find »{
= i £ To Manager + = WloneNote [ Categorize - [y Related ~
- Delete  Reply Reply Forward E, More - Move Translate Zoom
& Junk oY Ean. 2 More™ |33 ComelogTeam |+ =% |83 Actions ~ | ¥ Follow Up ~ S Iy seleat - I
Delete Respond Quick Steps £} Move Tags » Editing Zoom
© You forwarded this message on 7/9/2014 9:03 AM. |
From: Steve. . Sent: Wed7/9/2014 8:50 AM
To: ‘Charles Milk'
Cc
Subject: Correlog Agent Feedback
//STEPLIB DD DSN=SP3MVS1.CZAGENT.LOAD,DISP=SHR &

//CZAPARMS DD DSN=SP3MVS1.CZAGENT.CNTL, DISP=SHR
//CZADIAG DD SYSOUT=*

//CZAPRINT DD SYSOUT=*

//SYSUDUMP DD SYSOUT=*

//CEEOPTS DD *

ENVAR( 'TZ=CST6CDT ")

// PEND

So far, | have to say that the installation was a no-brainer. It took me less than an hour, and came up
mtne 1st time. We tweaked SMF settings later, but it was easy.

That's all | have so far, Vinay will have more Teedback from a user perspective.

Thanks,

4 [ >

CorreLog Visualizer for z/OS

z/0S Group

z/0S Departmental SIEM

Security Operations Center
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Cormelog Server
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g sory % | I | = | User admis
u CORRELOG
[ Home [EEEITRN Messages+ || Comelstions || Aleriss  |[ Tickets+ || Reports+ || Systems | < Back | Help @
ZACF2 [ Z D82 [ ZDFSMS | ZFile Integaty | Z Jobs And Ssmms} Z RACF || ZTCPIP ] ‘Select Tabs
#1: 2105 Wamings and Errors “p [ #2 All 205 Messages & [ #:RACF @
2/0S Wamings and Errors _Z All Messages RAGF Errors and Wamings
Sort[Count * | Span: | Hour4 v || Apply T Sort:[Count | Span | Hour-d
Value: Count Graph % e Value: Count
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#4: Top DB2 Events b [ #5 CZAGENT Status Messages. < [E #: Top File Events +E
Top DBZ Events ZCZAGENT Z Fie [nfeanty =
Sort: [Count ¥ Span: [Houd + | | Apply Sort: [Count » | Span: [1:Day [ Apgly Sort: Count v | Span: [Hourd | Apply
Count Graph Severities Count Graph User Names: Count Graph
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€ & € |D localhost/s-cgi/web.exe?//QPNVGQAQR2RKNHIJSEFNLOLEPSMGMZ1Y 1NSLF6T7TGSPGQBYN7URXRSHCWPBAFCBVLGL5ZFCSMBOBRWTPTWGSSCVZIRDIMNWX 12| @
Apps (1 Imported FromIE (] MSON (] MFC " Comelog Server I Bing [ CNN | Finance W Giants [§ Lookat & NYTimes [T Mapquest W Wikipedia (2% Google Maps (@) craigshist »

-C.ORRELOG Advisory | Search | Query | More v | User: admin.

[ Fome IRl Messages+ [ Comelatons Alerts+ Tickets+ Repors+ | Systems | < Back | Help @

List [Max£0 v | Match [+

Time: Address: Facility: Matched Message:
5102111 12:37:23 102851 security (emor): Feb 11 15 37- 49 MVSSYSA RACF: Cat: RACF - Event: 1. 2
2min, & sec ago MVSSYSA LOGON: Invad Group - UsedD. RUD18A - Group: FOOBAR - Auth: None

D. RU cas.
{VERIFY failure} - TermNm: TCPB2933 - Name: CHARLES MILLS - POE: TCPB2933 -
DEclass: Torminal
by

Total: 1 matched messages displayed
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Real-Time Text Alerts

| " Comelog Server

€« @ [ [ localhost/s-cgi/web.exe?//RHERY2D7 QXQINVIQSDGXIKIGNKNNKPXXZH
7 Apps (] Imported From [E (CJ MSDN (] MFC +; Correlog Server I3 Bing [ CNN Finance

RN 5.l o

charlesm@mcn.org

[ comer: | T

Custom H Config+ \

< Cancel

System Counter Name:

Pin This Alert To Top:
User Preference.

Compare Function:

Match Alert Time:
Time WWhen Alert Is Enabled.

When Threshold Is
Triggered...

Send Alert Message:
Max 256 chars.

Insert Alert Variable:
Py

Thread/ Z FTP RACF Emors v

GoTo Thread Definion Screen

Yes v

(GE) Greater Than Or Equal

(CorreLog Ticket) ASSIGNEE: admin -
MESSAGE: notice Unauthorized FTP
transfer attempted on MVSSYSA -

Production V2R1 - by Ru018b

1| Counts Per Interval

20 | seconds

Midnight MBS
CorreLog, Inc,

Unauthorized FTP transfer attenptel
$T_RELATED_DEVNAME - $T_RELATED_DE
by $T_RELATED_USERNAME

83 characters availabie

None

In conclusion

* SIEM You Already Own + CorreLog SIEM Agent = Improved z/0S

and Enterprise Security

* Your SIEM + CorreLog SIEM Agent + CorrelLog Visualizer =
Improved Security + “Log Analysis”

e Differentiators

— Easy to install and maintain

— SIEM/MSSP agnostic: leverages the SIEM you already own

— Mature, stable product; installed around the world

— Exclusive z/0S Visualizer - no charge by data volume, unlike

competitors

— Economical. Lightweight;

designed to complement the SIEM you

already own; no use of mainframe resources for what your SIEM

already does

* CorrelLog also publishes a z/0S DB2 Agent for McAfee DAM

© 2015 CorrelLog, Inc.
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For more information

* www.correlog.com

e charles.mills@correlog.com

 SHARE Technology Exchange booth 411
(Back wall - left aisle)

« 17369: Bridge the Gap: How to Use an
Enterprise Product You Already Own to
Enhance z/0S Security - Monday -
Download the handouts

e
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Thank you

T

Grazic Toda
O e ANANKS
Gracias
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Legal

* Trademarks

CorreLog® is a registered trademark, and dbDefender is a trademark, of CorrelLog, Inc.

The following terms are trademarks of the IBM Corporation in the United States or other
countries or both: DB2®, IBM®, MVS, Q1®, QRadar®, RACF, System z, Tivoli®, z/0S®,
zSecure®, zSeries®

ACF2® and Top Secret® are registered trademarks of CA Inc.

ArcSight is a trademark of Hewlett-Packard Development Company, L.P.

Gartner® is a registered trademark of Gartner, Inc.

LogRhythm is a trademark of LogRhythm, Inc.

McAfee® is a registered trademark of McAfee, Inc.

PCI Security Standards Council is a trademark of The PCI Security Standards Council LLC.
Splunk® is a registered trademark of Splunk, Inc.

UNIX® is a registered trademark of The Open Group.

Vanguard Integrity Professionals is a trademark of Vanguard Integrity Professionals
Windows® is a registered trademark of Microsoft Corporation.

Other company, product, or service names may be trademarks or service marks of others.
No association with CorreLog, Inc. is implied.

* We acknowledge the PCI DSS Requirements and Security Assessment
Procedures, Version 2.0, Copyright 2010 PCI Security Standards Council LLC.
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