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IBM z Systems Hardware Management Console (HMC) Top Ten

Setting up the HMC for Remote Use
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IBM z Systems Hardware Management Console (HMC) Top Ten
Setting up HMC for Remote Use

* Enables access from anywhere on the Local Area Network

* Work with your Network Administrator to allow port 443 (HTTPS) and port
9960 (Applets)

* Could also allow remote access using an existing business VPN
* Allows the HMC to be physically secured

* Lock it in a restricted area and ask people to login remotely

* Multiple users can access the HMC at the same time

* HMC is design to handle concurrent users

* Read more information on “IBM z Systems HMC Security”
* http://www.share.org/p/do/sd/topic=64&sid=9171
* https://www.ibm.com/servers/resourcelink/lib03011.nsf/pages/zHmcSecurity/$file/zHMCSecurity. pdf

4 SHARE in Orlando — Session 17436 © 2015 IBM Corporation


https://www.ibm.com/servers/resourcelink/lib03011.nsf/pages/zHmcSecurity/$file/zHMCSecurity.pdf

IBM z Systems Hardware Management Console (HMC) Top Ten

Setting up HMC for Remote Use (cont.)

* Enable locally through the Customize Console Services task

d

= Customize Console Services
B8 Customize the enablement of varicus console services

@ HMCCEC104: Customize Console... T
|| https://9.60.15.104/hmc/content?taskld=128&ref

| QET' Customi i i
Remote operation Enabled j >
T Remote-restart— e |
LIC change Enabled
Optical error analysis Enabled
Console messenger Enabled
Fibre channel analysis Enabled

Large retrieves from RETAIN |Enabled
OK | Cancel | Help |
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IBM z Systems Hardware Management Console (HMC) Top Ten

Setting up HMC for Remote Use (cont.)
* Enable specific users

6

* ACSADMIN log on

User management task

Select Users

Select User to enable

Select Details to edit
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@ HMCDAILY02: User Management - Mozilla Firefox: IBM Edition E‘@u

»
.

& https://9.60.15.64/hmc/content?taskld=8&refresh=20
Qg User Management
& Users
& il P Summary for bdvalent
Users ,_ v
:_; ACSADMIN General
& & ADVANCED Description: Brian Valentine
n < | .
Last logon:
Roles g e Disab?fd- No
& ENSADMIN :
[
i<l - ENSOPERATOR Authentication
L &) OPERATOR Authentication type: Local
Patterns &) SERVICE Password rule: Basic
f
L) SYSPROG Roles
L 23 Defined System Managed Objects
Templates System Programmer Tasks
ZVM Virtual Machine Objects
[SEL S Gmups
Passwords
Tasks
Eaa Access Removable Media
:G Activate
LDAP -
Close | Help |

[ [»

1
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IBM z Systems Hardware Management Console (HMC) Top Ten

Setting up HMC for Remote Use (cont.)

General
Session
Authentication
Roles

@ HMCDAILY02: User Details - Mozilla Firefox: IBM Edition
e s e e

@ https://9.60.15.64/hmc/content?taskid=9&refresh=21

Qg User Details - bdvalent

Ei‘ General

Name: bdvalent
Description: Brian Valentine
Object id: f08441ec-a97c-11e4-b991-5ef3fcfl626d

Default group: No default group

[ Disable r
a4
< A Allow remote access to the console

Allow access to Web Services management interfaces
Maximum web services API sessions (0-9999):

Idle web services API session timeout (1-360 minutes):

EE Session

Session timeout (minutes): 0
4 Verify timeout (minutes): |15

Idle timeout (minutes): 0
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1,000

360
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-

>| Apply | | Cancel | | Help |
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IBM z Systems Hardware Management Console (HMC) Top Ten

Setting up HMC for Remote Use (cont.)

@ HMCDAILY02: User Details - Moxzilla Firefox: IBM Edition - ) E=E™x™
e e e oo
& https:;//9.60.15.64/hmc/content?taskld=9&refresh=21
User Details - bdvalent P
General TR
Session
Authentication
Roles Name bdvalent
Description Brian Valentine
[
i ) Validation X
Object id
N Faul
Default group: 1
) @ User 'bdvalent’ has been successfully updated. L
Disable usg 3
Allow remo
Allow acces
Maximum v
Idle web sg
|' Close |
Sessiol —
Session timeout (minutes)
Verify timeout (minutes) 15
Idle timeout (minutes) <
oK Apply Cancel Help i
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Securing User IDs
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IBM z Systems Hardware Management Console (HMC) Top Ten

Securing User IDs

* Best Practices
* Do not share HMC user IDs among multiple people

* Make sure each user is permitted only access to the tasks and managed
resources needed to perform job responsibilities (see slides)

* Define password rules that adhere to the guidelines for the customer
enterprise and make sure each user is configured to use these password
rules (see slides)

* Use data replication to ensure that User Profile information (users, roles,
password rules, etc) are automatically synchronized among all HMCs
installed in the enterprise (see slides)

* Disable the default user IDs
* Even better DELETE them

* At a minimum change the default passwords for these users
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Securing User Ids (cont.)

* Use the User Management task to create custom users

QQ User Management

£ U Create a custom user
s Users

2 -~ based on OPERATOR

\ Users - - E.,; New User

£ ACSADMIN
B g :::::me Mame User

8—.- r‘l ADVANCED + futhenticatian Enter & nams and & description far the new

Rolgs ‘;j ENSADMIN ;‘jﬂgmaw Create Option
& ENSOPERATOR :
B Hew based on: | OPERATOR

o] &) OPERATOR User Detals

s & SERVICE - ipwapes

Drescriptian:
Patterns B, svsproc

Back | | Mext | Fiis cancel | | Help | 8
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Securing User Ids (cont.)

* Use the User Management task to modify existing default users

;g User Management Details icon

5 Users
2) "=
Users, -
& ACSADMIN
8 & ADVANCED
| J &
& ENSADMIN
Roles B
&) ENSOPERATOR
9] LJ IBMOperator
o &) OPERATOR
Patterns LJ SERVICE
& sYsPROG
Templates

SHARE in Orlando — Session 17436

12

4y User Details - OPERATOR

General
Session
Authentication
Roles

s

EE General

m

Name: OPERATOR

Description: |Operator level user

Check the

Disable user field

Object id: d5ef6360-2ed4a-11g #/331d5994
Default No default g
group:

«“| Disable user
Allow remote access to the console

Allow access to Web Services management
interfaces

< | 1] | p

|- oK | | Apply | | Cancel | | Help |

11
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Securing User Ids (cont.)

* Or use the User Management task to delete existing users

Delete icon

Q2
ﬁld User Management

& Users
& ,
Users -
& ACSADMIN
,Q_ &5 ADVANCED
"5 g
&5 ENSADMIN
Roles 5
&) ENSOPERATOR
O & IBMOperator
&) OPERATOR
Patterns & sepvice
& SYSPROG
Templates

1 3 SHARE in Orlando — Session 17436

o Delete Item Verification

You selected to delete the following user. User identification:

OPERATOR.

Warning: Deleting the user will remove it permanently from the list of

available users.

_Yes | No |

ACT03028
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Create Custom Users and Roles
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Create Custom Users and Roles

* Creating a custom user definition for each person that uses the
HMC allows for the following benefits:

* Specific access to the required objects for each user
* Specific access to the required tasks for each user

* More granularity in the audit logs, know exactly which person performed
specific actions

* No more sharing of user credentials and passwords

* Each user will have unique saved sessions on disconnects
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IBM z Systems Hardware Management Console (HMC) Top Ten

* User Management task — convenient dashboard to manage all aspects
of system users that log on to the HMC

* User Settings

16
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(]
AA Users

U;ers A user object defines the user's authentication, roles which determine access permissions,
and a default group to which any objects created by the user will be added.
(]
-~ Roles
Roles A role defines permissions to tasks, type of objects or specific objects, groups, and task lists.
i User Patterns
o A user pattern is used to automatically create users on this system based on
Patterns . .
successful authentication of user IDs that conform to a defined string pattern.
User Templates
= A user template defines the settings and permissions for users authenticated with a
Templates  ser pattern. The template requires an LDAP server definition.
(]
T Password Rules

—

Passwords A password rule defines a set of rules to be used when creating a user password.

== LDAP Server Definitions
=Y An LDAP server definition specifies host connection and directory entry location
LDAP information to be used for authentication.

iﬁ User Settings
Customize the appearance of the workplace

© 2015 IBM Corporation



IBM z Systems Hardware Management Console (HMC) Top Ten

* User Management wizards provide a guided step-by-step process
for each new definition

:::::::::::::::::

Aithentication

o+ MNew User

Select Roles

[
uuuuuuu

......

Eack Frsh | | cascdl || maip
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Create Custom Users and Roles (cont.

* Limit access to specific tasks and objects

* Create a role with specific task(s) a user should have access to

|33 New Role : Use the filter to narrow
- :::: Envter & Name aNd & GESCrpLon far the new role | d Own th e | iSt Of tas kS

Objerts by Type

(= ke Ot
Spadific DBJCES rent Option

Groups Hew:
Objects by Graup
Summary Hew based an _
Ruobe Details 4 Aa
a nn MNew Rale
+ Mame: Chvate images
Descriptian: Activate all images 2 Wekome Select Tasks
A Name
Tasks Selact T TASKS 10 De inchided in the role
Objects by Type -
Spedfic Chpects acthiate -
Groups
Mame & Fermitted Dhpsct Types  System Defined Rale=s Descriptian

A - Objects by Graup
Assooiated system Operator Tasks | by
sefinad Lser role Summary

BisdeCentsr, DataPower - m
XIS02, Defined CPE, B
Defined zBX Naode, LPAR &

Representative Tasks,
Image, POWER Blade, System Programmer
e NEL LA Tasks, Virtual Server
System  Blade, SYSIEM X 4 qouio o T

Yirtual Server, /WM - ~
Vitud Mo, L

Select the desired task(s) T — T —T R
pokcy ATminiETrEta et the active avalabilty policy for the

. . y Pt
f O m the I ISt Of taS kS Activate Avalabilty Palcy  Warkkoad Resource Graug I::E: Folicy Operatar vearkland

PORCY AGMINESTIAT0T
:\A;:?:I b= Warkkoad Rescurce Growp  Tasks, Policy Opsratar

Mk selscted ohjects aperational

Set the active performance policy for
the workload

Tasks
:;;?; A;(Té‘:lrd"—"?ar__h Set the active performance and
Activate Polices wiarklaad Resource Graup oo 't-'urkluarl:? h avalabilty policies Tor the workiosd
i resource graup
Administrator Tasks Ly
Back | | Next | Foisn | Cancel || H BladeCenter, DataPower

xS0z, Defined CPC, Advanced Operatoe Tasics,

Qperator Tasks, Service
i R PA
- = %‘;:': ’?WERJCBIE:: 2 Representative Tasks,
2 1 [— .
Deactivate POWER Virtual Server,  SFolem MODTRMMEY
System x Blsde, System x . =
) i 2 :;Jrr::ssl::':'g' D::raltn'
Wirtual Machine, Tacke

Shutdown selected objects

Tatal: 7 Selected: 1

Back HNext Finesh Cancel Heln
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Create Custom Users and Roles (cont.

* Limit access to types of objects and/or specific objects

* Add to the custom role the object type(s) and specific object(s) a user should
have access to

a

;U New Role
Wekome
# Name
Tasks
Dilsjechs Ly Type
Spedfic Dhpects
Groups
Obfects by Groun
Summary

& & &

Select Objects by Type l
Saject the types of abject= to indude in the role. The ralke wil include al abjects of the sdected type.
-
-7
d A8
Nama - Desuipton iy New Role
A Hanfware Managemsent Consok (HMC) pained vith the primany HMC to -
Altemate Hardwars Management Consak o o ioe redundancy in an ensembie = Wekome
o — BladeCenter chemsis which contains bisdes {DataPower X150z, POWER, A * Rame
Bge entar andpar System ) 2 Tasks
. . 2 Objects by Type
1BM WehSphere DataFower ln'_bgratlun Applance X150 for zEnterprse
DataP IS0,
i [DataPerwer ¥I502) blde used to optimize XML and Web services processing e pperific rjects
Default Waorkload Resournce Graup System defined workdosd resounce group wsed &5 a defaull in an ensemble | g;::: by Group
3 01
Defined CAC CRC defined to the cansale via Add Object Definition

Sumamany
Defired zBX Node

ECKD Storage Aesounce

B Select the desired

e object type(s)

LPAR Image e
Pattern Match Group ‘Group cantaining abjects whose name matches a specified pattern
POWER Blage Select [BM POWER Dlade munming ALY appications in an ensemble
POWER Virtusl Server \:":db:' server defining resources (processar, memory, and L) on @ RIWER
System Manual Definition ;if::gmfgggwalv define a system abject to the Hardware ]
Total: 35 Salected: 1
Back | | Next | Finis Cancel | | He

Select Specific Objects

Select the phjects ta Include in the rake.

hame

POLXSMOG
POLXNSM1L
POLXSM1Z
POLXSM1Z
POLKSM14
POLNSM2O0
POLNSM2Z
POLXSME0
POLXSM3E
POLXSMOZ

L5

P2R60057

POLXSMIE
R3Z

515

S3W

E32
S3Z:AFTVM1
SITIARTVIMZ
FINCA0L

Total, 69 Selected: 1

=~ Type
Undefined CPC
Undefined CFC
undefined CPC
Undefined CPC
wnoefined CPC
wndefined CPC
Undefined CFC
wnefined

Descripticn Hypervisor
Central Processing Comples (CPC)
Central Frocessing Complex (CPC)
Central Frocessing Complex (CPC)
Ceniral Processing Complex (CPC)
‘Central Prodessing Complex (CPC)
Central Frocessing Complex (CPC)
Central Frocessing Complex (CPC)

System
POLXSMOG
POLXNSM1L
POLXSM1Z
POLXSM1Z
POLKSM14
POLNSM2O0
POLNSM2Z
MI0

Select the desired
specific object(s)

Dafine
Uindedined CPC
Defined CAC
LPARL Image
LPAR, Imags
LPAR [mage

Central Processing Comples (CPC)

Central Frocessing Complex (CPC)

LPAR [mage =32

LPAR [mage 532

LPAR [mags 532
Back | | Next

Cancel | | Help '
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Create Custom Users and Roles (cont.)

* Assign custom roles to users

* The user permissions are limited to the specific objects and tasks specified in
the roles assigned to that user

Select the custom role(s)
g B Seer that the user should

e Wekome Name User
© N ) .
+ Authentkcation Enter a name and & descriptian far the new wser h
hoes e ot . ave accCess permission
v
Saumnary | Wy MNew User
New:
New based an: = Wekome Select Roles
¢ Name
User Daeladls * v
RN [ Salect ane oF Mare Fokes Delow 1o defing 8 Shns far this Lses
+ Mame Jahn Roles .
Sumenary 4‘?
CeesCriphion;

& Descripticn

Secuity administratos tasks used to condigune and controd atcess to machine *
resowrces and tasks

i} activate mapes Activate al images
Aduanced Ogerater Tasks Qpsrator Tasks 7ok plus agdmonal capabilties such a5 manage interal code
change levels and chanmel configuration
all Resoarces All defined and undefined managed chyscts (ncudes al abjects of all typesy |~

All defined and undefined system managed ohjects (nchdes systems, LPAR

@ e mages, and groups)
BlageCenter Objects Managed BladeCenter chassis chjects
A i Tasks supported through the Comamon Infoamation Mode (CIM) interfaie
AFls
T e sy all defined system managsd abjects (indudes systems, LFAR images, and
Qrops)
DPXIS0E Blade O 18M WiehSphere DataPower Intsgratian Applance 3150 for zEnterprse
{DataPower ¥]50z2) blade objects
e ministrato: T; Administratos tasks that provide power and thermal monitoring capabilities
Ensemble Administrator Taskcs Administratoe tasks used to coeate and manage an ensemible
U " Maraged chyscts related to the erssmble abject (induding the alt=mate sMC
Sl e and Members graup)
1{0 Afapter Objects 10 Adapter Objects
f LD Administratar Tasks 1/ Administratar Tasks
— BH Blade Qbjects Customer soquined select blage obpects (POWER and System x)
— — Tatal: 34 Ssectad: 1
Back HNext Finesh Cancel Heln ]
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Create Custom Users and Roles (cont.)

* User Management dashboard shows the newly created user
Summary I|;‘é User Management .

& Users i
8 CAE ] Summary for John
Usars . y
Newly created 8 scsaom Seneral
u & ADVANCED Descnption: John hmted o all LPAR Images and one CPC
_— & EnsaDmm Last logon:

user

E

£ ENSOPERATOR Disabled.  No

& IBMOperator Authentication
il
(=] John Authentication type: Local

ot
—
Patterns & oPERATOR Fassward rule: Standard

Specifies the role(s)
assigned to John
é“‘}i‘ Tasks

Passwords Activate

ES Obiect ypes Indicates the resultant tasks,
onjects object types, and all objects
Po0EDCDA AP that John is granted permission

POOESEBS: GOLVMBLN .
PODESERS X1 b th d I

COOROERE L2 Yy tne assigned role(s
FOOESEBSMCEIM
FOOESEBSMCEIMTST
POOESEBS WIALT 1
POOESEBS WIALT2
POOEQERS Z0S
POOESEBS 2051
POLXEMOZ
F3Z:APIVMA L

I:. SERVICE

B Roles
& SYSPROG

Activate Images

Tefnplﬂtes
Groups

Close Help
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Custom Authentication Settings
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Custom Authentication Settings

* Users can be configured for either local authentication or LDAP
* Local Authentication

* Governed by Password Rules

* Allows HMC users to meet corporate password rules

* Lightweight Directory Access Protocol (LDAP)

* Provided by many enterprise directory servers
* |IBM Security Directory Server
* Microsoft Active Directory
* Apple Workgroup Manager
* Allows HMC users to hook into existing corporate authentication

* Single password across all HMCs and corporate network
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Custom Authentication Settings — Password Rules
* Use the Password Rules navigation icon in the User Management task, then

select the New icon to create a new password rule

/Q Password Rules

£
Passl_wlords A password rule defines a set of rules to be used when creating a user password.

53 UserMansgemen Details icon

& Password Rules

| -

[ Summary for Basic
Users ry
2 .
— Basic General
-
8 &% Standard Description: Basic password rule definition
is) a2 N
& Strict
Roles Password Rules
- Expiration (days): ]
EeR Minimum length: 4
== Maximum length: 8
Patterns Consecutive characters: 0
Similarity count: 0
History count: 0
LY Case sensitive: No
Character Rules
/Q Minimum Length Maximum Length Alphabetic Numeric Special Custom 1 Custom 2
| 4 8 Allowed  Allowed ot allowed
Passwords

Close Help
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Custom Authentication Settings — Password Rules (cont.)

* Custom password rules are defined and managed through the
New Password Rule wizard and Password Rule Details

! 4 New Password Rule

| —= Specify settings for password

R —— Uze this wizard ta create a new case-sensitive passward rule.

S expiration, length, etc

& Creating 2 the passwond ruke
» Setting the passward rides
& Satting t ward character rues

Charscter Rules
SUMTETY

This wizard quides you throu

' 4o New Password Rule

e New Password Rule Define rules for specific
+ password Rules Defirse the settings and restrictions Ta which the pasd W,
Character Rul ot wheTier T o Stk Expar r e of day Password Chara
S fragments of the password

Expiration {days) ao0
Enter the minemum and maximum numbess of characters for the pessword.

Minimue length & Edit Character Rule
Madmum kngth: 3z

Enter the number of tmes 3 charscter can be repested conseouthvely.
COnEecutive Charscters a Sekect the numbser of characters that can b define by this fragment of the password

Minimum kengih 7

Enter the numbes of charactens that can match the préedous passwond when o .

Mzimuam lengthi 31

Simikarity count: a

Identify what types of charactens can be inchided i this fragment of the password
Enter the numbes of previous passwonds Thal & saved Defong 8 passward can

Alphabetic characters Raguined

History cawnt: a
Humeric characters Reguined

d Show this welcam|

Special characters: Alcwed
Dptianalty define custam character sets that define the characters can ar cannot be induded in this fragment af the pesswond.
Custam charactes sef 1 Mot alwed

Custam character set 2: Not alowwed

QK | | Cancel | | Help
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Custom Authentication Settings — Password Rules (cont.)

* New Password Rule wizard summary

»

l;g New Password Rule I

»

Welcome

& Summary I
¥ * Name
) * Password Rules Verify the information and then click Finish to create the password rule.
& * Character Rules Name: IBM Password Rules
* Summary Description:

Password Rules

Expiration (days): 90 =
Minimum length: 8

Maximum length: 32 3
Consecutive characters: 0

Similarity count: 0

History count: 8

Character Rules Click Finish to create

Minimum Maximum  Alphabetic Numeric Special the password rU|e
Length Length Characters Characters Characters

1 1 Required Not allowed Not allowed

7 31 Required Required Allowed

4 LI

| Back | Next \ Finish \ | Cancel | \ Help |

26 SHARE in Orlando — Session 17436 © 2015 IBM Corporation



IBM z Systems Hardware Management Console (HMC) Top Ten

Custom Authentication Settings — Password Rules (cont.)

* The new password rule is added to the list of password rules and the summary
is shown in the User Management dashboard

|

Newly created
password rule

27 SHARE in Orlando — Session 17436

Closs

&
-8
Pallams

L)

Templates

&
Fasswords

=

‘ l;'; User Management

i+ Password Rules

Password rule summary

@ K

g BN Passunrd Rules
& Standard

8
& Shricl

Help
———

Summary for IBM Password Rules

Genaral
Cescnphon

Password Rules

ETpIretion (days): 80
Minimum ngtn: E
Manmum lengih a2
Consetutive characiers. 0
Similanty count o
History count: B
Case sensilive Yes

Character Rules

MInImum LEngth Madmum Length  Alphaietc Numerk Special

1 Required  Rof aliowed  Hot alowed
T a1 Required  Requred  Allowed

Custom 1 Custom 2

© 2015 IBM Corporation
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* LDAP servers are configured through the LDAP Server Definitions navigation

28

icon in the User Management task

=T LDAP Server Definitions

© An LDAP server definition specifies host connection and directory entry location
LDAP information to be used for authentication.
| ‘ ' User Management i |

| LOAP Server Definitions

USEi’S
Nao LDAP server definflions
dafined

Rales
Patterms

Tomplates

=

Close Help

T —————

SHARE in Orlando — Session 17436 © 2015 IBM Corporation
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Custom Authentication Settings - LDAP Server Definitions (cont.)

* LDAP server definitions are created through the New LDAP Server Definition
wizard

33 Naw LOAR Sarver Dafinition Specify host name and
) e other connection properties

q

Enter a distinguished
name (DN) pattern

to match (as shown)

Q3
wn MNew LDAP Server Definition 23
4y New LDAP Server Definition
D Wekome Host Connection Information
)+ Mame N i 2 Weoome Directory Entry Location Information
+ Hoat Commection Defife: the COMMECTion SeTngs for the LDAR server A+ Name
* Bind Infoematian i & * Host Connectian Sat & Dastinguished Nams patienn OF seanth ree,
Frimary host name: dapseryl.im.com )
Dirgctory Lecation & * Bind Infarmation 3
Sumenary Backup haost name: « Directory Location Select how to locate a user's direcbory entry
Connecton port: 636 Sy wse M pattenn
P 2 SeCure Socests Layer {SSL1) cannecton 1 attern: | WO= {00, 0=, Cu=adinedt oy, 0=iD M. Com ;_
. |
q Alow sell-sigreed or untrusted server certificates Search DN tree |_
N . E
! h scope I
| N
L] Bt H
! i
' |
L |
N |
i
N
|
|
|
| ]
| .
| |
| Alternately, search a directory entry
u
{ on a DN tree through a property filter
]
|
Back N
Bk o, inish Cancel telp
I - - = S—
_
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Custom Authentication Settings - LDAP Server Definitions (cont.)

* New LDAP Server Definition wizard summary

i 44 New LDAP Server Definition

A Welcome Summar'_.r
i+ Mame
[+ Hast Connection werify the information and then dick Finish to create the server definitian.
&+ Bind Information Mama: LDAP-Server-1
e e et in Descrption: Sample LDAP server definition
Summary
Host Connection Information
Primary host mame: Idapservl.ibm.com
Backup host name:
Connection port: 636
Usg 2 Secure Sockers Layer [S5L0) connection: Enabled
Allow self-signed or untrusted server certificates: Disahbled
Initial Bind Information
Distinguished Name (DN):
Directory Entry Lecation Information
Distinguished name pattern: wid={0},c=us,ou=edirectory,c=ibm.com
Click Finish to create the
LDAP definiti
server aetinition.
| Back | Next | Fnish | | Cancel | | Help |
L]
[ W W —_
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Custom Authentication Settings - LDAP Server Definitions (cont.)

* The new LDAP server definition is added to the list and the summary is shown

in the User Management dashboard
LDAP server definition

gl; User Management summa ry

"' LDAP Server Definitions

g Summary for LDAP-Server-1

T
Newly created B— 1 server General
é’l- ; Descriplion Samgle LDAP server definiion
o onc i
LDAP server definition Roles Host Connection Informaton
. Primary host name ldapsend ibm.com
p=3 Bac kup hast name
L Connection port B35
Patterns Use a Secure Sockets Layer (S5L) connection:.  Enabled
Allow SET-Sined or UNirusted server certmoates: Disamiad
2 Initial Bind Information
Templates Distinguished name (D)
i Directory Entry Location
(5 Howr 1o locate a user's direciory entry: Use a DN patien
Passwords DEtnguished nams patem =[O} £=us, cu=edirectony, o= |tm.com
=
=0
LDAP
Close Help

|
Ml & = =
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Custom Authentication Settings - Users
* Use the Users navigation icon in the User Management task, then select the
Details icon to modify the user properties

32

Users
¢ E ) A wuser object defines the user's authentication, roles which determine access permissions,

Users and a default group to which any objects created by the user will be added.

i |UI.E| User Management

Details icon

ke
Templates

2

e
Passwards

=
= kel

LDAP

Close | | Help

O
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Summary for Terry

General
Description
Last logon
Disabled:  Ho

Authentication
Authentcation type: Local
Pazsword rle: Standard

Roles
Advanced Operator Tasks

Groups

Tasks
Activate
Activity
Change Consale Infemal Code
Change Imtemal Code
Configwe Backup Seiings
Configure Crannel Paih Cn/CHl
Consoke Messenger
Custornize Activity Profiies
Customize Console DateTime

Customize Supgart Element DataTime

Deactivabe

Environmental Eficiency Siafishcs

Fibre Channel Analyzer
File Dialog

Fodmal Media

Handvare Messages
Image Detalls

Integrated 3270 Consme
Infegraled ASCI Console
Load
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Custom Authentication Settings — Users (cont.)

* Configure the authentication type for the user

Qg User Details - Terry

Gene.ral IElE| Authentication Set LDAP Server

Session

Authentication
Roles LDAP authentication
L Server: LDAP-Server-1

User ID: |Idapuser

Local authentication

Password rule: IEM Password Rules

Set Authentication Type

+ Password:

+ Confirm Password

Force user to change the password at next logon

E 4| Delay login after failed attempts

Mumber of failed attempts befgicsss

Delay (minutes): Alternately, select Local authentication
Disable for inactivity (days): [=]{e M e1gleJek]=] your password rule

Minimum time between password changes (minutes):
4| Require password for disruptive actions

Require text input for disruptive actions
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Communicating with Other Users
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Communicating With Other Users

* Console Messenger task allows sending broadcast messages or
start one-on-one chat sessions with other users

Conscle Messenger

==|| Start an instant messaging dialog with ancther console

* Must be enabled on the console and for the user

P32ZHMC1: Customize Console Services - Mozilla Fire...

= localhost

@ET@ Customize Console Services

Remote operation Enabled j

Remote restart Enabled j

LIC change Enabled |

Optical error analysis Dis 5
@ole messenger

Enabled

Fibre channel analysis
Large retrieves from RETAIN

Disabled

Check held LIC changes during install Disabled j

OK | | Cancel | | Helo |

javascriptCSBUpdatelnputFromOption('Wieaf opt 0, Wieaf');
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P32ZHMC1: User Settings - Mozilla Firefox o x

™ localhost

'ﬂ User Settings

Tree U1
Style | Confirmations || Controls || Style

Single _I::hject selection

Wﬁiima YOou Togom
Accept Console Messenger messages

faults |

< ¥Bring Chat Window to foreground on new message >

——
/

[ OK | | Cancel | | Help |
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Console Messenger

All HMCs with console messenger enabled and with the same security domain are listed.

@ HMCCEC104: Console Messenger - Mozilla Firefox: IBM Edition @@ﬂ
& https://9.60.15.104/hmc/content?taskid=678&refresh=156

P Console Messenger

— Reachable Consoles - Message Type

& Current Console -
adam(At console) H Broadcast

bdvalent (9.60.89.133)
ellen (9.60.15.36) — || Send a broadcast message to all the logged on users of the
harry (9.60.15.72) selected console.

ALTZBX51

CHERNBOTT

CHERNTOP

D12HMC4MCLS

D20BUSE

D86HMC1

D86HMC2

DEVHMC22

ED1UHMC

Frack il

e e o o g

OK | Cancel | Help |
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Broadcast message to all users of same console

@ HMCCEC104: Console Messenger - Mozilla Fir... @M
& https://9.60.15.104/hmc/content?taskid=818&refresh=199

@ HMCCEC104: Console Messenger - Mozilla Firefox: IBM ... E@ﬂ
& https://9.60.15.104/hmc/content?taskid=728&refresh=183

P Send Broadcast Message
. P Broadcast Message Sent
Recipient
Current Console The broadcast was successfully sent to the following consoles.
Message N
Pizza is here. We'll be in 3T014 conference room. Console Name Sessions Received
HMCCEC104 3
N
Close
Send | Cancel | Help \
Broadcast Message Received

From
bdvalent on HMCCEC104

view more info

Message 02/15/1502:33.25 PMEST
FPizza is here. We'll be in 3T014 conference room.

Initiate Chat | Close ‘ Help |
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Users and Tasks

38

Can also be initiated from
the User and Tasks task

Users and Tasks
View the logged on users and the tasks they are running

@ HMCCEC104: Users and Tasks - Mozilla Firefox: IBM Edition

& https://9.60.15.104/hmc/content?taskid=69&refresh=158

@ Users and Tasks

=

The following is the list of users currently logged on. The table below lists all tasks running in the system.

— Users Logged On
Select Session Id User Name Logon Time

Running Tasks Access Location Notes

Switch To | | Terminate |

0o 19 adam 2/15/15 1:51 PM 0 At console
| 20 <_harry __»15/15 1:54 PM 09.60.15.72

0o |21 ellen 2/15/15 1:56 PM 0 9.60.15.36

O 23 bdvalent  2/15/15 2:03 PM 19.60.89.133 This is your session
|

— Running Tasks
Select Task Id | Task Name Targets Session Id Start Time
69 Users and Tasks 23 2/15/15 2:07 PM

Close | Help |

SHARE in Orlando — Session 17436
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Two-Way Communication

39
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@ HMCCEC104: Console Messenger - Mozilla Firefox: IBM Edition'@@g

| a https://9.60.15.104/hmc/content?taskld=70&refresh=165

P Console Messenger Chat

Chat Partner

harry on HMCCEC104
Status : Logged on
view more info

History

02/15/15 02:12:46 PM EST
Me (02:12:57 PM): Hi Harry
Partner (02:13:29 PM): Hi Brian
Me (02:16:45 PM): Are you almost done with your testing on LP017 |
would like to get switch in the production image.
Partner (02:17:09 PM): Yes. Go ahead.
Me (02:17:49 PM): thanks

Message

¥|Bring chat window to foreground on message arrival.
Send | Close | Help |
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HMC Data Replication
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HMC Data Replication

* An HMC task and underlying communication framework

* Allows the exchange of configuration data between linked
machines:

* Acceptable Status Settings * Monitor System Events Data
* Associated Activation Profiles Object Locking Data

* Customer Information Data Outbound Connectivity Data
* Group Data User Profile Data

* A convenient way to keep multiple HMC synchronized
* Can be disabled to prevent this exchange
* Exchanges of data (inbound and outbound) are logged
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Configure Data Replication

¢ Enabled Via Configure Data Replication taSk @% Configure the Data Replication settings for the HMC
* Occurs from the slave machine
* Master must be runnable/reachable

* Master need not be enabled for slave configuration, but it does
need to be enabled for actual data exchange

P32HMC1: Configure Data Replication - Mozilla Firefox -

=] localhost

“Seve=+—Tush to Slaves | | Status | [ Cancel | [ Help |
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HMC Data Replication (cont.)

* Configuration task allows you to
* Search for/select masters
* Select which data types to replicate

* Establish 'local' modification warnings

* Warns task user, on the slave, that their changes may interfere with data that is
being replicated

* It may cause a data item to become 'ahead' of the master
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HMC Data Replication (cont.)

P32ZHMC1: Configure Data Replication - Mozilla Firefox

Requested Data

Types From The
gié Configure Data Replication Master

— Customizable Data Replication
@ Enable " Disable

& https://localhostB443/hmc/content?taskld=96&refresh=57"

— Data Source(s) ———  Customizable Data Types
P32HMC?2 Select| Data Types
~| Customer Information Data

New ~ Group Data
Delete | Remote Service Data
¥ |User Profile Data Warn Users When

Monitor System Events Data

— Local Customizable Data Change Warnings They Change SeleCted

Select the customizable data types that should generate warnjg Data on Local Machine
type of data is manually changed on this Hardware Maps
and are also configured to be replicated from oneg

Select | Data Warning Types
I Customer Information Data

Uala sources.

Used to Force Updates

~ Group Data
' Remote Service Data If Slave Gets 'Ahead'
w | User Profile Data Of Master

Monitor System Events Data

Save | | Push to Slaves | Sync from Master 1 Status | | Cancel | | Help |
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HMC Data Replication (cont.)

mjhl: Configure Data Replication

45

0 Data Replication Status

Data Sources

Name Status IP addresses

mjh2 & Communicating 10.0.0.2
fe80:0:0:0.c0:fffe01:51ff
0.0.0.0
fe80:0.0:0:c1 ffed1:51ff

Data Types
Bound to a Updated Since

Name Local Level Master Consocle Start  Status
Customer Information Data 1 Yes No W oK
Group Data 0No No @ oK [
Remote Service Data 0 No No E oK
User Profile Data 0 No No @ oK
Monitor System Events Data 0 No No W oK
Acceptable Status Settings 0 No No B oK
QOutbound Connectivity Data 0No No E oK il
Piiamt |l inn Mats N Rl N (=Nl dhd

ACTO5012
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Local Level
Information
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HMC Data Replication (cont.)

Typical Master/Slave

Master HMC

A

Slave HMC Slave HMC Slave HMC
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HMC Data Replication (cont.)

Redundant Masters

Master HMC < Master HMC

Slave HMC Slave HMC Slave HMC

Changes made on either master:
* Propagate to all slaves
* And the peer master
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HMC Data Replication (cont.)

Redundant Masters (Outage)

IR

Slave HMC Slave HMC Slave HMC
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HMC Certificate Management
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* Self-signed certificate created at the time of HMC installation

* Not used until remote communications enabled

* Recommend replacing the self-signed certificate with one signed
by a Certificate Authority (CA)

* If the remote users using a network which potentially isn't secure

* If the self-signed certificate is not replaced and a user adds the
certificate as an exception, there is a risk of the HMC being
“spoofed” and capturing HMC credentials

* If your company does not have its own CA, you can purchase a
certificate from a commercial CA that is already in your browser

* Check your browser for a list of CA certificates already installed and trusted
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HMC Certificate Management (cont.)

* Use the New Certificate action in the Certificate Management
taSk to Change the CU rrent Certificate = Efgariﬁgm;yrgdiﬂgr;nd import certificates used on the HMC, and view certificate

= signing information

P32HMC1: Certificate Management - Mozilla Firefox o x
a8 localhost
Eﬂ Certificate Management
M Advanced »
C | )
Certificate for this console:

Select | Property Value

©  Version 3

©  Serial Number 78745020305661003580885907565053457269

©  |Issuer CN=P32HMC1 endicottibm.com

©  Valid From Jan 14, 2014 10:19:48 AM

©  Valid Until Jun 26, 2022 11:19:48 AM

' Subject CN=P32HMC1 endicottibm.com

©  Subject Altemative Names DNS: P32HMC?2 endicott.ibm.com, DNS: P32HMC1 endicottibm.com, IP: 9.60.14 53, IP: 960 14 54, IP: 9.60.15.53, IP- 9601554

Apply | | Cancel |  Help |
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HMC Certificate Management (cont.)
* Select Signed by a Certificate Authority

P32HMC1: Certificate Management - Mozilla Firefox c x
("] localhost
L - . .
Certificate Signing

Will the new certificate be self-signed or signed by a Certificate Authority?

@ Signed by a Certificate Authority

0 et
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* Fill in the specifics for the
HMC (e.g. your organization
and company)

* The IP address (v4 and/or v6)
and the TCP/IP host name of
the HMC is included
automatically in the certificate

* You will be guided to write the
Certificate Signing Request
(CSR) to the USB Flash Drive
(UFD)
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P32HMC1: Certificate Management - Mozilla Firefox

=] localhost

Ex New Certificate

Enter the following information for the certificate signing request to be created:

Organization (eg.  [IBM
IBM)

Organization unit (€.g. Development
Hardware

Development)

Two letter counlry or |5 _United States (of America) |
region code (e.g. US)

State or Province New York j

g CA) ew Yor

Locality (e.g. Los [Endicott

Angeles)

Number of days until +[3553

expiration (e.g. 365)
Email address (e g. |
XXXX(@ibm.com)

OK | Cancel | | Help |
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* After generating a new certificate using the CSR, use Import
Server Cetrtificate to load the new certificate

P32HMC1: Certificate Management - Mozilla Firefox o x

& localhost

Eﬂ Certificate Management

Create=r  Selected~»  Advanced~
Delete and Archive Certificate

dicgte Certificate for this console:
Select | Property ( i
< Version

Serial Number Manage Trusted Signing Certificates  D885907565053457269

-
© Issuer View Issuer Certificate bm.com

©  Valid From Configure SSL Cipher Suites M

< Valid Until Jun 26, 2022 1T 1948 A

©  Subject CN=P32HMC1 endicott.ibm.com

C Subject Alternative Names DNS: P32HMC2 endicott.ibm.com, DNS: P32HMC1 endicott.ibm.com, IP: 9.60.14 .53, IP: 9.60.14 54, IP: 9.60.15.53, IP: 9.60.15.54

Aoolv | | Cancel | | Helo |
javascriptmenultemLaunchAction();

* Load the new certificate using removable media
* The new certificate will now be used for new HMC connections
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Monitor System Events
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Monitor System Events

* Allows you to receive an email when a particular event happens for
objects that you're interested in
* Supported event types
* State Changes
* Hardware Message
* Operating System Messages
* Security Log
* Performance Index

* Availability Status
e Uses an SMTP server to send out emaiil

* It's recommended that you use a private SMTP server designated just for the
HMCs use
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Monitor System Events (cont.)

¢ La u n Ch M o n ito r SySte m Eve nts tas k :::15;,“:;fi:i,n‘e:;;:zisable, or delete system event monitors

* Configure SMTP settings

localhost

P32HMC1: Monitor System Events - Mozilla Firefox

Event Monitor Summary
,

SMTP Server:
SMTP Port
Minimum time between emails:4 (300

— MONTOT S —

[p.56.214.105

#(25

(in seconds, minimum of 60)

ll
Select Name Description Last Event Enabled
@  Availability Status Example Example availability status monitor
© HW Msg Example Example hardware message monitor.
© OS Msg Example Example operating system message monitor
©  Security Log Example Example security log monitor.
©  Service Class PIExample  Example service class Pl monitor
C State Change Example This is example of a state change monitor.
© Virtual Server CPU Example Example virtual server CPU utilization monitor
C  hdwmsg2 Jan 31, 2013 2:43:06 PM
€ hdwmsg3
Add... | | Edit.. | | Delete |
OK | | Help |
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Monitor System Events (cont.)

* Manage existing monitors or click the Add button to create a new

monitor

localhost

P32HMC1: Monitor System Events - Mozilla Firefox

Event Monitor Summary

r Setfings
SMTP Server:
SMTP Port *[25

Minimum time between emails:4 (300

[p56.214.105

(in seconds, minimum of 60)

®

allslisllislislilalle

~ Monitors
Select Name

Availability Status Example
HW Msg Example

0S Msg Example

Securnty Log Example
Service Class Pl Example
State Change Example

Description Last Event Enabled
Example availability status monitor

Example hardware message monitor.

Example operating system message monitor.

Example security log monitor.

Example service class Pl monitor

This is example of a state change monitor.

Virtual Server CPU Example Example virtual server CPU utilization monitor

hdwmsg2

wmsg3
Add... | | Bdit... | | Delete |
V4

Jan 31, 2013 2:43:06 PM

OK |

|_Help |

58 SHARE in Orlando — Session 17436

© 2015 IBM Corporation



IBM z Systems Hardware Management Console (HMC) Top Ten

 Enter in a name for the monitor
* Choose the event type

] localhost
* Select event targets 57 Eventontor et
d d t . I Name: [zVM Gets Deactivate
a n e a I S Description: z\M Partition is no longer operating
° Event type- @ State Changes
Select/Enter Event Pattern
ecurity Log

CPU Utilization
Performance Index (PI)

for matching events

POOESEB6:MCSIMTST
POOESEBG:VMALT1

* Limit to a particular " Poicacsesos

schedule -
Event pattemn: +|.*~>Not Operating # From any state to Not Operating i

Event schedule: Limit to times: art Time End Time
9:47-:49 AM (2[11:59:59 PM

* Enteriin one or more -
I 5 [Rana SR &)
emall addresses to be Notification list +[jstapeis@us.ibm.com L‘_‘
notified when the monitor ———

IS triggered

59 SHARE in Orlando — Session 17436 © 2015 IBM Corporation



IBM z Systems Hardware Management Console (HMC) Top Ten

* Email contains events summary since last email

& Who Subject Date Size ®
P32HMCA_EventM  Monitor System Events, Message Count: 1 077242014 10:46 AM 6K @

- Monitor System Events, Message Count: 1
y P32HMC1_EventMonitor to: Jason Stapels

}IES‘SEEE Numbel': 1 60 28 20 2 28 i 8 2R 2 28 3R e 280 2R o 28 28 o 28 28 e 28 28 e 28 38 e 8 28 e 8 28 2R R 28 2 R 28 2 R R 0k i R 0k

Event: 'State Change'
Source: 'POOESEBS VMALTZ'
Text: 'Operating-->MNot Operating'
Time: "Jul 24, 2014 10:46:24 AM EDT
Monitor:
Name: 'z'VM Gets Deactivate'
Description: 'z’VM Partition is no longer operating’
Enabled: 'true'
Regular Expression ' ¥-->Not Operating # From any state to Not Operating’
Start Time: 'unspecified'
End Time: ‘unspecified'
Start Date: 'unspecified
End Date: 'unspecified’
Active Days: '[ Sun, Mon, Tue, Wed, Thu, Fr, Sat ]
Email Addresses: 'jstapels@us.ibm com'
Locale: 'en US
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Absolute Capping
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Absolute Capping

* Existing ways to cap the utilization of a partition
* Dedicated processors
* Active manipulation of LPAR weights (i.e. WLM)
* capping via LPAR weights

* Limit number of shared logical processors to physical capping requirement
(may actually cause LPAR to have under-defined logical processors as
compared to the partition's weight)
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Absolute Capping (cont.)

* Potential drawbacks with methods mentioned

* Dedicated processors
* Not very granular, may want to cap less than one processor's worth of capacity
* May not be possible if there aren't enough engines

* Loses processor utilization efficiency of shared processors

* Existing shared processor capping is based off of the weight of all active
partitions

* Customers may fail to compute the capacity correctly

* Configuration change (processors add) may lead to more capacity being allocated
than desired

* If partitions are deactivated, other active partitions capping increases

* If only one shared active partition left, result => no capping (100 % of shared pool)
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Absolute Capping (cont.)

* Absolute Capping

* Additional method introduced to ensure software licensing Terms and
Conditions related to capacity are always met (ie. Software Pricing)

* A method to define an absolute cap for a given partition
* If specified, always works independently of any other capping
* Defines an absolute number of processors to cap the partition's activity to

* Specified to hundredths of a processor (eg. 4.56 processors) worth of
capacity

* Value not tied to the LICCC processors maximum
* A value from 0.01 to 255 valid

* Activation profiles more portable as you migrate to higher machine capacity or
newer systems

* If you specify a value above current machine maximum or number of processors
defined for an LPAR (Image), absolute capping will be ignored but other capping

means will still be honored
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Absolute Capping (cont.)
* Absolute Capping Controls:

* Activation Profiles

* Customize Activation Profiles
* Classic editor

* Profile wizard

* Change LPAR Controls Task

* Change LPAR Weights Scheduled Operation
* APls

* SNMP APlIs

* CIMMOM APIs

* WebServices APls
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Absolute Capping (cont.)

66

P32HMC1: Customize/Delete Activation Profiles — Mozilla Firefox - x
& https://localhost:8443/hmc/content?taskld=100&refresh=588
Customize Image Profiles: POOESEB6:VMALT1 : VMALT1 : Processor
- POOESEB6:VMALT1  |Group Name [.Not Assigned> 7|
= VMALT1

- Logical Processor Assignments

General

"'Dedicated processors
Processor

Security Select Processor Type Iniial | Reserved
Storage ¥  Central processors (CPs) ‘ 8 | 1
¥  System z application assist processors (zAAPS) ‘ 0 | 1
May be combined with ¥  System z integrated information processors (zlIPs) | 0| 1

LPAR Weight
Potential Max
Cap: 8

— Not Dedicated Processor Details for :

traditional capping or

WLM, but not both @CPs “zAAPs " zlIPs
— CP Details
Initial processing weight 10 110999 Initial capping

“'Enable workload manager
Minimum processing weight |0

Maxisssrprocessing weightio

—

>Abso|ute Cap: 5.5

Absolute Capping ~'None
© Number of processors (0.01 to 255.0) |5.5
S — /
O —— —

Cancel | Save | | Help |
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Absolute Capping (cont.)

P32HMC1: Change LPAR Controls - Mozilla Firefox - x
@ https://localhost:8443/hmc/wcl/T3893
Oom o - -
= Change Logical Partition Controls - POOESEB6

Last reset profile attempted:
Input/output configuration data set (IOCDS):a0 P32VMIOC
Processor

Running
CPs || zAAPs || zIIPs || Time

~ Logical Partitions with Central Processors
##* | |— Select Action — ~
. " Number of | Number of
'I;‘;Er't'i‘;z'n Active g‘:ﬁ';i‘i’ _ _ ) 'c':‘:'a'in ’ézs"'i':l‘e Dedicated Not dedicated
e C||Ck on ||nk to make pping pping Processors | Processors
APIVM1 Yes 2
Changes to the Absolute
APIVM2 No . . 1
GDLVMBUV No Capping setting y
LX1 Yes 4
LX2 Yes 0 4
MCSIM Yes 10 8
MCSIMTST No 10 4
VMALT1 Yes 10 2
VMALTZ2 Yes [0 10 2
Z0S No 0 O |0 10 No - None 0 6
Z0S1 No 0 N |0 10 No - None 0 1

Save to Profiles | Change Running System | Save and Change | Reset | Cancel | Help |

67 SHARE in Orlando — Session 17436 © 2015 IBM Corporation



IBM z Systems Hardware Management Console (HMC) Top Ten

Custom Groups
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* A custom group is a set of objects that have been grouped based
on a specific set of criteria:

* Group based on a name pattern
* Group based on an object type

* Group based on a specific selection of objects
* A convenient way to work with only the objects that you care about
* Set your group up based on a location or a environment type
* Easily run tasks against the custom group
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Custom Groups

* Quickly access from the Tree Navigation pane

E Welcome

= [ﬁ Systems Management
= Systems
B pooEoess

LI Custom Groups
L4 HMC N P and X blades moved
LA HMC P P and X blades moved

rh,

L& HMC PP and X VR
=8
L2 Powervst

granaged Resources
IEi='EI Ensemble Management
...E..'._ HMC Management
Eﬁ Service Management

Tasks Index

Tasks: POOEJEBG

CPC Details
Toggle Lock
E Daily

Recovery

Service
Change Management
Remote Customization

Operational Customization

Accessed from the
Daily Tasks

* Use the Grouping task to configure

70

SHARE in Orlando — Session 17436

Object Definition
Configuration
Energy Management
Monitor
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Custom Groups (cont.)

* Creating a new custom group based on name filters

* Be sure to use the FULL object name

a localhost

1. POOE9EB6:VMALTA De@ POOE9EB6:VMALT1 )

Instance
Information || Status

P32ZHMC1: Grouping - Mozilla Firefox o X -
Instance Information
a localhost Group: CPC Image ating system: PVMALT1
Activation profile:VMALT ) LPAR cluster name:
Last used profile: VMALZ trating system type:  z/VM
Create Pattern Match Group VMSSI name: erating system level: 62.0- 1201

Specify the type of group to be created, the group name, and the pattern
to be used when determining if an object should be part of the group.
Group type:

Defined CPC

Use the Object's Full

Director Timer Console l Name When Creating Help
IBM Fiber Saver i2029i A Resource Pattern
New group name: Jason's zZVM LPARSs
New group description: Development zZVM
Systems

Managed Resource Pattemn:[ *\/\ALT "
OK | | Cancel | | Help |
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Custom Groups (cont.)

* Or create a group from a selection of objects

T T R T 2B P32HMC1: Grouping - Mozilla Firefox - ox
Images zNM Virtual Machines Topolegy
= B | 2 |7 2 8 F (]Fiter | | [ Tasks v |[ views¥ @ https:/localhost3443/hmc/content?taskld=90&refresh=568

e | o Y | . |Actvaton , [LastUsed , |OS ~195 ~losieve ~

M as APVM1E] € Not Operating m1 - - " Manage Groups

v &% A2l & Not actvated APIVI2 Selected ltem(s):

O & GDLVMBUY & not activated GDLVMBUV

O a8 x4 & Not Operating LX1 Lx1 l

] {E‘.‘. Lx2 9 Exceptions LX2

O & mCsim [ — MCSIM MCSIM Select the type of group action to perform.

O a6 MCSIMTST & not activated MCSIMTST - Group Action

v & vmATEl & operating VMALT1 VMALT1 PUMALT1  |2/VM 62.0- 1201 @ Create a new group

T4 a5 a2l € Not activated VMALT2 “1Add to an existing group

0 & 705 @ 1ot sctivated zos ~'Remove from an existing group

O & 7051 & not activate 2051 - RE.”}DV.E group

Msax Page SzefS00 | | Total: 11 Filered: 11 Selected: 4 2 Edit existing group
Create a new pattern match group

Tasks: APIVMI.. w New group name:  [All Jason's ZVM LPARs

Tosge Lok e o -

o et peten s New group description:
View Activation Profiles
Reset Normal B

& Recovery Group name:

e e e Select Objects Then

Integrated ASCIl Conscle

Il:gggframﬂemvﬂblerdediﬂarSe LaunCh Grouping TaSk

Pennd Slone

From Daily Actions
OK | | Cancel | | Help |
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Setting up HMCs for Redundancy

73 SHARE in Orlando — Session 17436 © 2015 IBM Corporation



IBM z Systems Hardware Management Console (HMC) Top Ten

Multiple Sysplex Network Topology

Client
/ Eirewall

Site A |

\
¢ Dedicated LAN\
\\‘\JJ

. Y

A1 | A2

z Systems
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IBM
Firewall

ite B

Y\
J Compa }
rant )

Remote
Browser
Workstations

" HMC

B1

\
Dedicated LA
& )
‘JJ

|

z Systems

B2

SYS

SPLEXB

RSF IBM
Servers
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Setting up HMCs for Redundancy

* Enable 2 HMCs as Problem Call Home Servers
* Execute Customize Outbound Connectivity task on each HMC to enable
* Ensure that 2" HMC Outward Intranet LAN to RSF Servers has
outward firewall ports opened for port of multiple RSF servers
* See HMC 2.13.0 SHARE presentation for list of RSF ips/ports to open

* Could be two different outward subnets
e HMC A1 2" ethernet => subnet intr1, HMC A2 2™ ethernet => subnet intr2

* Have HMCs on different subnet connections to CPCs/SEs

e Each SE has two network connections

* Ensure each network connection goes to a different HMC
° Primary SE em3 => HMC A1 subnet ded1,
* Primary SE em4 => HMC A2 subnet ded2

* Alternate SE configured same
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Thank you for your time and consideration....

Brian Valentine
HMC/SE Team

Contact for any Questions:
Brian Valentine, (607) 429-4382, bdvalent@us.ibm.com
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 August 10", 1:45 — 2:45 PM
* 17416: IBM z Systems Hardware Management Console (HMC) 2.13.0
 August 11", 11:15 AM — 12:15 AM

* 17434: The New IBM z13 Part 1: Processor Design, Server Structure,
Z/Architecture Enhancements, and Operating System Support

« August 11" 1:45 — 2:45 PM

* 17435: The New IBM z13 Part 2: Crypto, I/O Design, Features, and Functions,
Parallel Sysplex and Implementation Planning

 August 11", 3:15 - 4:15 PM

* 17705: Connect the Dots: a z13 and z/OS Dispatching Update
 August 13", 3:15 - 4:15 PM

* 17414: How to Make the Most out of BCPii with zZ/OS 2.2 updates
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Please see
http://www.ibm.com/legal/copytrade.shtml
for copyright and trademark information.
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