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The use of mobile devices for all business is soaring — as

evidenced by Cyber Monday retail sales over the past two years

2014: “Cyber Monday
Becomes Mobile Monday:
Cyber Monday mobile traffic
accounted for >40%

of all online traffic, up 30.1%
over 2013. Mobile sales were
also strong, reaching 22% of
total Cyber Monday online sales,
an increase of 27.6% year-over-
year.”™

Cyber Monday

U.5. Redall, Perdomance by Device/Pladonm

% of Traffic

% of Sales

Department Stores
Cyber Monday

Transaction Metrics

ltems per Order

Average Order Value

Conversion Rate

New Visitor Conversion Rate
Shopping Cart Sessions

Shopping Cart Conversion Rate
Shopping Cart Abandonment Rate

* http://www-01.ibm.com/software/marketing-solutions/benchmark-reports/benchmark-2014-cyber-monday. pdf

** http://www-01.ibm.com/software/marketing-solutions/benchmark-reports/benchmark-2013-cyber-monday.pdf

Order value down by almost 10% in 2014 but overall sales up from more orders
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Smartphone ®Tablet = Desktop

IBM Digital Analytics Benchmark

Sales A 17.92%

Cyber Monday Cyber Monday

2014 2014 vs. 2013
3.25 2.20%
£146.07 -9.74%
5.05% 3.48%
3.91% 3.17%
16.41% 0.86%
30.51% 3.895%
69.49% -1.64%
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Mobile is changing the way customers interact — far more possibilities

When a large payment has
been requested then...

@ Request When a customer's card is not
biometric returned by the ATM then...
authentication
Online / Mobile Teller
[ | = @ Send SMS with location
i of nearest branch
Personal B"Q ATM
e =
% . . .
)6 When a pending transaction will cause
60 an account to be overdrawn then...
%
o,
e
4 Promote overdraft
protection offer
Customer Customer Service

Manager
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Four key mobile development & delivery challenges

Accelerated time to market Delivering high quality apps
requirements

» Consumers demand a high quality user
experience where quality is influenced as
much by design as it is by function

« Higher frequency of new
releases puts added pressure
on teams to deliver on time
and with high quality

Customer Ratings
Average rating for the current version: % % 18 Raings

Average ratingfor all versions: % 1902 Aatings
ttttt — 2
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Connecting apps with existing Fragmentation and developing for multiple
enterprise systems mobile platforms

» Apps typically need to leverage
existing enterprise services, which
must be made mobile-
consumable

» Highly fragmented set of devices,
platforms, languages, and tools
complicates development, test, and
operations

» Enterprise wireless networks are
running out of bandwidth to
accommodate employee devices
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Mobile continues to explode in the enterprise

(2014) 60% of large h b ¢
companies used e number of custom The number of
3 or fewer mobile apps? mobile apps will double enterprise mobile apps
compared to 20142 is expected to
quadruple3
85% of companies Mobile app More thgn half of b2e
have a mobile backlog development will out apps will be created
of up to 20 apps* number PC projects by the enterprise®
4:15

2014 2016 > 2018
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A mobile strategy is critically important to business today

Enables premium customer service

Br ns market r h
oadens market reac Mobile/Wireless/Cloud

Increases revenue

Increases operational efficiency

me
Web/Desktop pr : '

Mobile is a significant component
In the evolution of computing
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IBM MobileFirst Portfolio serves a diverse set of client needs

Transform
the value chain to drive

® growth and ROI
o=\ =00

T

Protect
and manage the
mobile infrastructure ©§€
to optimize N Engaqge
performance q 999

customers in context by
leveraging mobile insights

Build

and deploy mobile
applications efficiently

© 2015 IBM Corporation
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The IBM MobileFirst Reference Architecture offers
comprehensive guidance on designing mobile applications

Has Models + Pictures (arch diagrams) + Information

= To accelerate mobile solutions development and deployment
= Contains architectural patterns for integration of cloud, enterprise and mobile systems

= Supports requirements from many industries: retail, banking, telecommunications &

government
= Allows accelerated project delivery by customizing pre-populated assets
= Provides the framework for your Mobile Center of Excellence
= Provides templates for your own Mobile Reference Architecture

= Can be used for training

8 Connecting mobile to back-end systems © 2015 IBM Corporation
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IBM MobileFirst Platform is flexible, based on your needs

Enhanced Solution-
Platform API Quality Secure Mobile Advanced specific Powerful Systems of
SDK Managfment Assurance Datastore Mobile Access Components  Record for the Enterprise

Enterprize SOR

MobileFirst Platform

iOS device P2ZP Inlagraton (FTR
B2BIAP1 Push)

Solution-Specific
Components

API Standard Services
Management

Push through APNS IBM DataPower
Gateway
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IBM MobileFirst Reference Architecture contents

Business Competitive Architecture Functional Non Functional

Direction

Architecture
Overview

Governance

Operational
Topologies

Positioning

Use Cases

Application
Development

Lifecycle
DevOps

Technology
Briefs

Overview

Architecture
Decisions

Integration
Architecture

Maturity Models

* Mobile Security
* Mobile DevOps

Connecting mobile to back-end systems

Requirements

Glossary

API
Management

Security

Appendices

* US Federal
* SAP Integration

Requirements

Best
Practices

Smarter
Process
& Decision
Management

Monitoring &
Management

Engagement
Models
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How to get the IBM MobileFirst Reference Architecture?

Contact your IBM representative to download PDFs
of the IBM MobileFirst Reference Architecture

ofr,
If you are actively using IBM MobileFirst tools you

can get the source of the MobileFirst architecture to
adopt and customize as your own

11 Connecting mobile to back-end systems © 2015 IBM Corporation
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The Reference Architecture describes solutions for connecting
“Systems of Engagement” to “Systems of Record”

Systems of Engagement
are introduced to handle:

N

Mobile = Agile and social connection
N p— to mobile users
gD% = Interface to a vast array

of device types

System o
| ofEngagement | = Very frequent revisions of apps
\,
@r » Easy-to-use, standards-based
app development tools
Systems of Record / . Y P
must be able to handle: Systemofiraaa
= Huge increase in system load ( J
. . IR |
» Inconsistent, unpredictable @ o
peaks | Data ,
= New security and privacy N

requirements
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But first, some definitions

= REST web service (RESTful web service)
— Representational State Transfer, a simpler alternative to SOAP (XML) web services
— Usually carries operation name and parameter data in the URL itself
— Uses HTTP verbs (GET, POST, PUT, DELETE...) to indicate the type of operation
— E.g. http://myserver.com/apis/phonebook/lastnames/smith with GET returns a phone
number for customer "smith"

= Node.|s
— An open source, server-side JavaScript runtime based on Google's V8 JavaScript engine
— Used for server-side application logic and runs on a variety of platforms

= Cloudant
— A scalable, distributed, cloud-based NoSQL database that stores data in JSON format

= WebSphere Cast Iron
— A cloud-based integration and orchestration service

= SoftLayer
— High performance, global cloud infrastructure

= Bluemix
— Cloud platform providing many services and components for easily building and running
web or mobile systems of engagement
— Runs on Softlayer

13 Connecting mobile to back-end systems © 2015 IBM Corporation
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JavaScript Object Notation—JSON—Is an industry-standard,
text-based data format

» Widely adopted by the industry—the mobile data format of choice

« Simple structure — an alternative to XML—ideal for mobile transfers
* Lightweight—uses less metadata

 Easily processed from JavaScript

 Typically carried in a RESTful web service request or response

« And mobile devices connect to the System of Engagement using JSSON

var personObject = { PR Name-value
"name" : "John Johnson", pair structure,
"street":"Oslo West 555”7, grouped as an object
"age'" :33,

Y phone" :"555 1234567 */////, simple data

) access
var personAge = personObject.age;

14 Connecting mobile to back-end systems © 2015 IBM Corporation
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IBM MobileFirst is a System of Engagement for mobile
computing on z Systems

IBM MobileFirst —

A foundation

for exceptional mobile
experiences with z
Systems

z Systems delivers

[ Highest ] unmatched
Performance performance
for mobile
Complete applications
Integration

Ultimate Security

Low Cost
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Characteristics of mobile workloads

16

Increased web traffic. Mobile applications drive an increase in overall transaction rates.
When a user can check their bank balance anytime, they tend to do it more often

Think Sensors and Actuators. Mobile is more than smartphones. Think of any device
relaying information to a server

Mobile applications could cause huge spikes in transactions. With the increase in mobile
traffic, there is not simply a concern in the growing average transaction volumes but with the
magnitude of peak transaction volumes as well

(Lack of) Speed kills. User experience is the dominant force in mobile interactions. They
must be intuitive. They must be fast. They must work. They must show current data

New mobile applications are often first deployed rapidly to cloud-based servers.
According to Intel -- A new cloud server is required for every 600 smart phones (or 120 tablets)
sold

= This leads to over a million new servers required in 2013, not the case when the server is
a zEnterprise System

New class of users. Mobile is exposing IT resources to an even broader set of untrusted
users at an even greater scale than the growth of web applications and e-commerce

Connecting mobile to back-end systems © 2015 IBM Corporation



IBM Competitive Project Office

z Systems delivers the capacity and performance to securely
and reliably support scalable and secure “Systems of Record”

= Support for huge transaction rates
— Asingle IMS Fast Path has been benchmarked
at over 100,000 TPS, sustained*

Perfect workload management
— z/OS Workload Manager insures that high
priority jobs meet their service levels

Massive scalability
— Parallel sysplex and data sharing provide
clustering and load balancing

Capacity on demand
— Add physical processors as needed to handle
unexpected peaks

%)
=
(o)
D)
D
>

@D
N

Unparalleled qualities of service
— Least amount of downtime of any commercially
available server; built-in redundancy for
highest availability

» Tough security

17 Connecting mobile to back-end systems © 2015 IBM Corporation
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IBM MobileFirst is a System of Engagement for mobile
computing on z Systems

IBM MobileFirst —

A foundation

for exceptional mobile
experiences with z
Systems

_ Systems of
Highest Engagement
Performance connect to z

Systems based on
security and
performance
requirements

Complete
Integration

Ultimate Security

Low Cost
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There are a lot of options for a System of Engagement to
Integrate with a mainframe System of Record

IMS Connect CICS Transaction Gateway

\

z/OS Connect

~

XML -

— DB2 Connect

«———— JSON

COMMAREA/containers——

\ WebSphere MQ

CICS Web services \

]

HTTP IMS Web services

JDBC
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The IBM MobileFirst Platform offers two deployment models:
on-premises or in the cloud with Bluemix

BLUEOMIX

Analytics

1}ere

DB2 ,,

Analytics run on SoR
system for optimal
performance

Vs
z/OS Connect <
s
el
)]
©

Systems of Engagement ‘

Systems of Insight ] ] ] ]
« This example shows MobileFirst on-premises or off-

premises integration with the mainframe
« z/OS Connect provides a common RESTful interface

Systems of Record
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IBM MobileFirst Platform on-premises offers a variety of
connectivity options

» The on-premises version of IBM MobileFirst Platform Foundation uses adapters to manage
connectivity to back-end systems

= Adapters are written in JavaScript (or Java in IMF Platform Foundation V7.0)

» The HTTP adapter can be used for RESTful connectivity with a JSON payload

Servers
Cast Iron —

z/OS Connect

21 Connecting mobile to back-end systems © 2015 IBM Corporation
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MobileFirst Platform Foundation Server, running on Linux on z
Systems, provides centralized connectivity to z/OS applications

Mobile protocol connectivity with
core z Systems applications including
CICS, IMS, TPF, MQ, WMB and DB2

JSON

IBM MobileFirst
Platform

Simple to maintain
Secure | z/0S |
Standards-based

Easier and faster to develop apps

Android

Blackberry

= The MobileFirst Server adapters provide secure
connectivity to back-end systems

Windows

22 Connecting mobile to back-end systems © 2015 IBM Corporation
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Legacy business applications can be mobile-enabled using
MobileFirst and JSON web services

Existing SOAP web services remain
o _ _ unaffected by the introduction of new
Expose an existing CICS application mobile based clients

as a JSON-callable service:

T emmm—

. JSON R CICS 4.2 Existing SOAP
A et Web Service

k... : New JSON Web

Linux :

; Service
, > Y P zIVM

N
Use a stored procedure to generate a JSON v \\W /

schema corresponding to the language
structure of the existing CICS application WSBIND z/0S

.

23 Connecting mobile to back-end systems © 2015 IBM Corporation

CICS Pipeline processing converts the
request into the correct format

WSBIND maps JSON format data to CICS (generated)
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®

Co-locating MobileFirst Platform Foundation Server on z Systems
drives more throughput and yields lower cost per workload

Mobile Insurance
workload

: 7

= 400 concurrent connections

= 60% Login, 30% Add or Delete,
10% Update

Estimated performance, sizing and cost for z13 based on
tests conducted on zEC12. Competitor x85 System — Intel
E5-2697v2 2.7 GHz 6co used

* 3 yr. TCA (Prod + Dev/QA + DR)

24

-

MobileFirst
Platform
Foundation €—»
Server
(WAS ND DB?2)

x86 Hyp

x86 System 713-409

z13-409 + 5 IFLs

Connecting mobile to back-end systems

2,145 trans/sec (tps)
205 ms response time

$2,490 per tps*

3,446 trans/sec (tps)
131 ms response time

$2,070 per tps*

M
6 1% th?(;ﬁghput

1 7 % :;g\rl\/teprSCOSt

© 2015 IBM Corporation
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Easily and quickly extend mainframe-based business
applications to mobile users

IBM MobileFirst Platform Foundation Studio

Develop Test

-w e

» MobileFirst Platform Foundation Studio
includes tools for mobile application development,
with programming models and web support

= Fully integrated into the Rational Developer for System z
(RDz) Eclipse-based platform

25 Connecting mobile to back-end systems
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DEMO: Use MobhileFirst Platform Foundation Studio to mobile-
enable a COBOL application

COBOL
application

1. Wrap COBOL as a Web service (using RDz)

2. Develop a mobile app front end using MobileFirst
Platform Foundation Studio (in RDz)

3. Deploy it to the MobileFirst Platform Foundation Server

4. Test with Mobile Browser Simulator

26 Connecting mobile to back-end systems © 2015 IBM Corporation
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A centralized interface simplifies connectivity to business
applications from the MobileFirst Platform

JSON

Android

Blackberry

Windows

27

REST

Linux

» 7z/OS Connect is a single gateway

JSON
REST

WOLA

z/0S
Connect

z/0S

_— CICS

— IMS

Batch

for mobile connectivity that provides

protocol conversion

= Ships with WebSphere on z/OS, CICS

and IMS — at no additional charge

» Integrated into z/OS services (e.g., WLM, SMF, etc.)

Connecting mobile to back-end systems

© 2015 IBM Corporation
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Interceptors enhance and protect access to business
applications

)
/" zos
Connect o des
Interceptors
\_________/
o Data Binding 4 N
200 o Conversion WoLA IMS
REST
o Routing
Linux o Security
A o Auditing
k o Metering / Batch
z/OS

= 7/OS Connect is a feature of
WebSphere Liberty Profile

— Afast, lightweight, composable and dynamic server runtime
= L ow cost option—Java-based, runs on zlIPs

» Also includes additional logging, security and metering services, plus an API

28 Connecting mobile to back-end systems © 2015 IBM Corporation
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MobileFirst Platform on Bluemix uses Cloud Integration Secure
Connectors to connect to a System of Record

= Can also use IBM DataPower Gateway and optionally APl Management

e

JSON >
Secure Connection
BLUEOMIX /
CICS
3

8 IMS g
= WebSphere || &
@) <
O DB2
%)
©  Analytics run on SoR
N

system for optimal
performance
and security

» The Secure Connector sets up a secure tunnel between a Bluemix service and the System
of Record. The Connector is physically installed on the target on-premises SoR

» The service exposes a RESTful API in Bluemix for apps to access the SoR

29 Connecting mobile to back-end systems © 2015 IBM Corporation



IBM Competitive Project Office

There are 3 types of Bluemix Secure Connectors that create a
secure tunnel between Bluemix and the SoR

There are three connector options with Bluemix

The Basic (Software) Secure Connector

— Simple software-based connector

— Establishes a tunnel between Bluemix applications and the network on which the
Connector is installed

— Leverages secure (SSH) access that eliminates the need for a firewall port

The Standard (Cast Iron) Secure Connector
— Simple software-based connector
— Establishes a tunnel between Bluemix applications and the network on which the
Connector is installed
— Leverages secure (HTTPS) access that eliminates the need for a firewall port

The DataPower Secure Connector
— Leverages an on-premises DataPower deployment as a secure gateway connection
between backend resources (behind the enterprise firewall) and Bluemix applications
— Ensures high availability/fail-over and load-balancing requirements

Using IBM DataPower Gateway in the DMZ between Bluemix and the SoR without a
Connector is a 4" option

30 Connecting mobile to back-end systems © 2015 IBM Corporation
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The Basic Secure Connector is the simplest connection to the

mainframe
Premises
\
[ |
Appl. Secure Connection -
- API
' | < Basic APl | Mainframe
Appl. | = | & Connector
A API
Appl. ‘Endpoints
|
t BLUEOMIX i i
x86 Endpoints can be
SoftLayer system z/0S Connect or back

31

Connecting mobile to back-end systems

end-specific JSON-
based, e.g. CICS Web
services
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Simple connection to the mainframe with the Standard Secure
Connector for Cast Iron

32

Cloud with |
Cast Iron Premises
\
[ |
/ Orchestration \ Should be SSL
| API
Ny /( \ Cast |
O ast lron :
— e | Connector Mainframe
/ b Secure Connection
Endpoints
BLUEOMI I I
x86 Endpoints can be
SoftLayer system z/0S Connect or back

Connecting mobile to back-end systems

end-specific JSON-
based, e.g. CICS Web
services
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®

The DataPower Secure Connector uses IBM DataPower Gateway
running on-premises

33

Premises
\
[ |
Secure Connection -
API
™ @ IBM _
— X DataPower APl | Mainframe
(D]
/ %) Gateway AP
‘Endpoints
BLUEOMIX i i
On-premises  Endpoints can be
SoftLayer z/0OS Connect or back

Connecting mobile to back-end systems

end-specific JSON-
based, e.g. CICS Web
services
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4™ option when IBM DataPower Gateway is used from Bluemix
without a connector

34

[ Application ]:

JSON

4

A

BLUEOMIX

SoftLayer

REST

/’

IDG

DMz

IBM DataPower Gateway

Connecting mobile to back-end systems

API
Vit z Systems
' CICS
)
JSON E IMS
S
N WebSphere
O
N
DB2

APIM layer is responsible for making
the services available through z/OS
Connect more consumable

© 2015 IBM Corporation
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IBM MobileFirst embodies a System of Engagement
for mobile computing on z Systems

<|II

IBM MobileFirst —
A foundation

for exceptional mobile
experiences with z
Systems

MobileFirst and

Highest z Systems have

Performance end-to-end, strong,
coordinated security

Complete

Integration

[ Ultimate Security ]

Low Cost
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Failure to secure mobile apps can cost millions and damage
business credibility

Mobile malware grew

1550/0 @ﬂ in 2011

SMS messages, each

6-' 40/0 & % @ & & @ { generating around $10 USD

from March 2012 to March 2013 in immediate profit

73% of all malware exploit
holes in mobile payments by
sending fraudulent premium

...a significant threat given more than

Android is responsible for 'I B I L LI O N

92% of all known mobile

malware. An increase from Android-based smart phones are estimated
47% in 2012... to be shipped in 2017*

There are more than 77% of Android threats

5 O O could be largely eliminated
today if all Android devices

thwd-par’[y app stores had the latest OS.

containing malicious apps Currently only 4% do

Source: Juniper Mobile Threat Report, 2013; * Canalys Smart Phone Report, June 2013
36 Connecting mobile to back-end systems © 2015 IBM Corporation
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A comprehensive security stack protects the device, content,

app and transaction

The IBM
MobileFirst
security stack

= |BM provides best
of breed security
layering on top of IBM
enterprise hardware
and software security

= |OS and Android 5 are
examples of a secure
mobile OS when not
jail-broken or rooted

37

‘— Protects

User, Device,
App, Content

User, App,
Transaction

App

App

App,
Transaction

User, Device,
App, Content

User, Device,
App, Content

MobileFirst

Platform
Foundation

ISAM
for Mobile

Trusteer

MobileFirst
Protect
MaaS360

Device
Ecosystem

Connecting mobile to back-end systems

App-, user- and data-level
end-to-end encryption

SSO, session mgt., access
policies, HOTP, RSA SecurlD

White box app code scanning,
black box server

Tamper protection, self-repair,
app flow obfuscation

Malware protection, fraud prevention,
jailbreak/root detection, anomaly and
real-time fraud detection

EMM, app security, management,
containment, enterprise gateway

Device and OS security

© 2015 IBM Corporation
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Use the MobileFirst Platform Foundation to address enterprise
security requirements

[MobiIeFirst Platform
Foundation Console
lets the admin disable
an app version and
Q‘orce an update

~

J

JSONStore encrypts \

local data with strong
AES encryption

38

\_

(Enable app authenticity\
and digitally sign app to
ensure it is not
tampered

J

-

\d

Built-in security
framework for
authenticating users,
evice and application

J

M

obileFirst Platform

Application Scanning
can be used during
development to identify

Gecurity threats

~

J

Connecting mobile to back-end systems

= @

© 2015 IBM Corporation
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QRadar adds actionable and comprehensive security
Intelligence across the entire data center

. Security
Security Stack Intelligence

o e e e e e e e e e e e e e e e e e e e = = -

MobileFirst AppScan
Platforr_n Web and desktop apps
Foundation = Event correlation
= Activity baselining zSecure
ISAM_ = Anomaly detection 2]/0S z/0S, CICS
for Mobile . Offense . RACE
identification m Access Control
" [ow

Cryptography
cards

Trusteer * Centralized
view of all network Other servers
] ] security incidents,
MobileFirst activities and trends
Protect = Better real-time threat Guardium (
identification and DB2
Device prioritization VIgIASM \ Databases
Ecosystem = Increased accuracy and

simplified compliance
reporting

39 Connécting mobile to back-end systems © 2015 IBM Corporation
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IBM MobileFirst embodies a System of Engagement
for mobile computing on z Systems

A founda

for except
experienc 17079: The Economics of Mobiles
Systems and Mainframe

David Rhoderick, IBM
Hig hest Thursday, March 5, 2015: 3:15 PM-4:15 PM
Perform et

ASHAREory
000@

SHARE is an independent volunteer-run Information technology assoclation
thal provides education, professionsl networking and industry influence.

Copysaht ki 3074 by At e B D D O o e o reomaasoy s

Complet
Integrati %=

Ultimate Security

[

Low Cost J
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Connecting mobile to back-end systems

The cost impact
of increased
transaction rates
from mobile activity
Is greatly reduced
with Mobile
Workload Pricing

© 2015 IBM Corporation
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Mobile Workload Pricing for z/OS helps alleviate spikes
caused by increased mobile usage — and lowers costs!

M_easure LPAR peak Adjust LPAR peak
with standard methodology with new reporting tool

Measure CICS usage
1,500 MSUs in new IBM reporting tool

--» 1,380 MSUs

(©)

Adjusted LPAR
peak for month

300

Capture CICS transaction
details and filter by

) . - Pricing &
transaction type, mobile or not

billing BAU
based on peak

Transaction
definitions

Subtract 60% of mobile usage:

200 v -60% * 200 30
Mobile S I
- _________ >

Other Other .
100 J 100

* Figures are for illustrative purposes only. Tracking process and records will vary by customer
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For mobile on the mainframe IBM visit a MobileFirst

Center of Competency for z Systems

2K O v"n n Fie
2

- ¢k

l\'/lontpélﬂfi‘er

End-to-end reference architecture z Systems end-to-end
from MobileFirst Platform to CICS Mobile Security
and IMS architecture

Connecting mobile to back-end systems

Sample MobileFirst
apps for CICS, IMS and
z/OS Connect

© 2015 IBM Corporation
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IBM MobileFirst is a System of Engagement for mobile
computing on z Systems

<|II

IBM MobileFirst —

A foundation

for exceptional mobile
experiences with z
Systems

_ z Systems delivers
Highest

unmatched

Performance performance
for mobile

Complete System of Record applications

Integration y
Ultimate Security Lﬁ
Data |

Low Cost
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