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16933: z/OS Log Analysis Product Shoot-Out:
CorreLog, Syncsort/Splunk and IBM

CorreLog SIEM Agent for z/0OS
Charles Mills

Director of Advanced Projects
CorreLog, Inc.

Agenda

» Software You Already Own + CorreLog SIEM
Agent = Improved z/0S and Enterprise
Security

* Above + CorrelLog Visualizer = Improved
Security + “Log Analysis”
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What's a SIEM?

* Security Information and Event Management
e 73 Vendors!
— HP ArcSight u
IBM Security QRadar
Intel Security (McAfee Nitro) ESM
LogRhythm
CorreLog Correlation Server
— Splunk
* SIEM in the Cloud: MSSP (Managed Security Service Provider)

— Dell SecureWorks
— NTT Solutionary
— HP, IBM, Verizon, AT&T, Symantec, ...

* You probably already spent or are spending $$$,$$$ on a SIEM

— Why? Security and/or Compliance: PCI DSS, HIPAA, GLBA, SOX, IRS
Pub. 1075
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What do SIEMs do?

* Sophisticated correlation
* |P Location

* Real-time Text alerts

* Service desk integration
* Query and Search

* Reports

* Compliance

* Forensic archive
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Why Integrate z/OS into your SIEM?

* Compliance: PCI DSS, HIPAA, GLBA, SOX,

IRS Pub. 1075
— Need to include the box with 70% of the data
— CISOs and Auditors discovering the mainframe

e 7z/0S is not invulnerable

— You already paid for a SIEM - why not use it to
help protect z/0S?

— Add z/0S to the correlation mix

o
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What z/OS Events?

Everything RACF, ACF2 and Top Secret

— Failures only, or audit successes too

File integrity: who modified SYS1.PARMLIB?

— PDS, QSAM, VSAM and UNIX files written

— Renames and Scratches
Start and end of TSO sessions

— Optionally started tasks, batch jobs, ABENDs, etc.
TCP/IP, TN3270 and FTP sessions and failures
Everything required of DB2 for PCI DSS
Audited CICS Transactions

Partner events: NewEra, Vanguard, ...
Console messages, IMS events, ...
All real-time - no periodic FTP

o
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SIEM/MSSP Agnostic

* HP ArcSight CEF Certified

* IBM Security QRadar “Ready for Security Intelligence”
* Intel Security (McAfee Nitro) Partner

* NTT Solutionary Partner

* Dell SecureWorks

* LogRhythm

* Splunk

P T RNl (intel) securityw

Certified

Security Intelligence

:E:Log Rhythm SOLUTIONARY Splunk> SecureWorks
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UDP, TCP/IP or ICSF-
encrypted TCP/IP

Correlog
SIEM
Agent for
z/0S

Any SIEM
or MSSP

No intermediate
“formatting box”
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z/OS RACF Events in ArcSight
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412 events (before 12/20/13 6:29:24.000 AM ) [ Job > | Complete nE : # |5 verbose Mode - |
J Events (412) | Statistics | Visualization
FormatTimeline * ~ ©ZoomOut ~ ©Zoom 10 Selection  © Deselect. 1 dy per column
= | -l- |
Lists  Formate  20PerPage~ ey 1 2 03 4 5 6 7 8 9 - Nem
OHideFields i AllFields Jime | Evemt
» 121313 <35»Dec 13 17:18:00 mvssysb RACF eventdesc="INIT/LOGON: Invalid Password”
Selected Fields 51800000PM  severity=Error userid=CUSFIN group=LSCONVS auth-None reas="VERIFY failure”
4 host2 Termnn=TCPPO6G3 name="FRED WRIGHT" poe=TCPPOGO3
1 itcign host=mussysb | source = 1cp:1468 | sourceiype=syslog | termnm =TCPPOG93
a source 2 » 120313 <38>Dec 13 17:05:10 mussysb RACF eventdesc="INIT/LOGON: Successful Racinit Init"
a sourcepe? 50510000PM  severity=Informational userid-DV2318 group=TSOHOLD auth-None reas-None
P termnm=DV231B jobnm-NVPTTC24 name="DAVID BROOKS® poe=DV2318
@ lamam 21 host=mvssysb | source - tcp:1468 | sourcetype=sysiog | termnm = DV2318
nteresting Felds » 120313 <38>Dec 13 16:20:53 mussysb RACF eventdesc="INIT/LOGON: Successful Racinit Delete”
 alon 420:53000PM  severity=Informational userid=DVWGD group=TSOHOLD aut e
termnm=NVPTDO02 jobnm=NVPTWVE name="EILL DICKEY" po
@ ahz host=mvssysb | source - tcp:1468 | sourcetype =syslog | termnm = NVPTDO0Z
# date_hour 11
» 121913 <38>Dec 13 16:20:53 mussysb RACF eventdesc="INLT/LOGON: Successful Racinit Init"
it date_mday 5 4:2053000PM  severity=Informational userid=l gro th=None reas=]
# date_minute 42 Termnn=NVPTDO0Z Jobnm=NVPTMVE name="BILL DICKEY" poe-NYPTDOO02
a date_month 2 host=mussysb | source = 1cp:1468 | sourcetype=syslog | termnm = NVPTDOOZ
# date_second 43 » 12303 <38>Dec 13 16:19:41 mussysb RACF eventdesc="INIT/LOGON: Successful Racinit Delete”
419:41000PM  severity=Informational userid=DVWGD group=TSOHOLD auth=None reas=None v

a date_wday 5

ILL DICKEY" PTD002
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System Programming

DASD Requirements: 150 tracks
— Load, parm and sample libraries - that’s it
Maintenance requirements: none
Single started task - easy to automate
No “hooks” - all supported interfaces
Stability: last disruptive problem at a customer was July, 2012

CPU: on a z196 about 10;00 of a CPU second per event forwarded

— Proportionally less on a faster box
— “Which events” easy to configure
Installation

— SMP/E or non-SMP/E

— No IPL

— Ships pre-configured

ngiz
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Installation a “No-Brainer”

=
So far, | have to say that the installation was a no-brainer. It took me less than an hour, and came up
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il 0 0 % » 355" T Conelog Agent Feedback - Message (HTML) E=EsY
u:En Message ~@
= 2 N3 les 3 Mark M Fi 3
@ylgnore x y i ” Bl Meeting | & CRE ll (& Rules @ wark Unread a& #Find (‘z
4 i £ To Manager + = WloneNote [ Categorize - [y Related ~
~ Delete Reply Reply Forward - Move Translate Zoom
& Junk oY Ean. w2 More ™ | /43 CorrelogTeam ¥/ | 2 5] Adtions + | ¥ Follow Up ~ S Iy seleat -
Delete Respond Quick Steps 3 Move Tags 5 Editing Zoom
© You forwarded this message on 7/9/2014 9:03 AM.
From: Steve. H . o Sent: Wed 7/9/2014 8:50 AM

To: ‘Charles Mills'
(<3
Subject: Correlog Agent Feedback

//STEPLIB DD DSN=SP3MVS1l.CZAGENT.LOAD,DISP=SHR
//CZAPARMS DD DSN=SP3MVS1.CZAGENT.CNTL, DISP=SHR
//CZADIAG DD SYSOUT=*

//CZAPRINT DD SYSOUT=*

//SYSUDUMP DD SYSOUT=*

//CEEOPTS DD *

ENVAR('TZ=CST6CDT ')

// PEND

» &1

. ;he 1st time. We tweaked SMF settings later, but it was easy.

That's all | have so far, Vinay will have more Teedback from a user perspective.

Thanks,
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CorreLog Visualizer for z/OS

z/0S Group

z/0S Departmental SIEM

Security Operations Center
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CorreLog Serves
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.::ORRELOG Advisory © | Search | Query | More v | User admin

Home Messages+ Corelation+ Alerts+ Tickets+ Reports+ System+ <Back | Help @

Dashboard/ INIT/LOGON: Invalid Group Messages

List [Max£0 v Match - e

Time: Address: Facility: Matched Message:

2015102111 12:37:23 secunity (ermor): Feb 1115 37- 49 MVSSYSA RACF: Cat: RACF - Event: 1. 2- EventDesc: INIT/
2 Ri

LOGON: Invaiid Group - UsedD. RUO18A - Group: FOOBAR - Auth: N

jone - Reas.
{VERIFY failure} - TermNm: TCPB2933 - Name: CHARLES MILLS - POE: TCPB2933 -
POEclass: Terminal

Detata

Total: 1 matched messages displayed

Copyright © 2008 - 2015, Comelog. Ing. Al rights reserved.
Screen Generation Time: 0.983 Seconds. - Go To Top _ | Site Info
CoreLog Inc - For Intemal Use Only - Expires: 2016/01/15

Real-Time Text Alerts
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In conclusion

* SIEM You Already Own + CorreLog SIEM Agent = Improved z/0S
and Enterprise Security

* Your SIEM + CorreLog SIEM Agent + CorrelLog Visualizer =
Improved Security + “Log Analysis”
» Differentiators
— Easy to install and maintain
— SIEM/MSSP agnostic; certified with top SIEMs
— Mature, stable product; installed around the world

— Exclusive z/0S Visualizer - no charge by data volume, unlike
competitors

— Economical. Lightweight; designed to complement the SIEM you
already own; no use of mainframe resources for what your SIEM
already does

* CorrelLog also publishes a z/0S DB2 Agent for McAfee DAM

o
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For more information

e www.correlog.com

e charles.mills@correlog.com

* “16529: Mainframe Security - Should You
Worry? Call the Doctor, Not the Undertaker!”
Thursday, March 5, 2015: 1:45 PM-2:45 PM
Issaquah A

* SHARE Technology Exchange booth 609

o
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http://www.correlog.com/
mailto:charles.mills@correlog.com
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Legal

*  Trademarks

CorreLog® is a registered trademark, and dbDefender is a trademark, of CorrelLog, Inc.

The following terms are trademarks of the IBM Corporation in the United States or other
countries or both: DB2®, IBM®, MVS, Q1®, QRadar®, RACF, System z, Tivoli®, z/0S®,
zSecure®, zSeries®

ACF2® and Top Secret® are registered trademarks of CA Inc.

ArcSight is a trademark of Hewlett-Packard Development Company, L.P.

Gartner® is a registered trademark of Gartner, Inc.

LogRhythm is a trademark of LogRhythm, Inc.

McAfee® is a registered trademark of McAfee, Inc.

PCI Security Standards Council is a trademark of The PCI Security Standards Council LLC.
Splunk® is a registered trademark of Splunk, Inc.

UNIX® is a registered trademark of The Open Group.

Vanguard Integrity Professionals is a trademark of Vanguard Integrity Professionals
Windows® is a registered trademark of Microsoft Corporation.

Other company, product, or service names may be trademarks or service marks of others.
No association with CorreLog, Inc. is implied.

* We acknowledge the PCI DSS Requirements and Security Assessment
Procedures, Version 2.0, Copyright 2010 PCI Security Standards Council LLC.
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