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Analysis — The Problem Y
Find the right needle in one of many haystacks — QUICKLY! SHARE
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IBM focused on managing end-to-end analytics for

a

Improved performance and workload management b
H E.
Predict:
*  Pro-Active Outage Avoidance
*  Predict problems before they occur
Search:
*  Quickly search large volumes of log data from a single search bar
«  Perform log analysis while searching
+ Correlate messages from multiple logs for end-to-end problem diagnosis
Optimize:
* Improve performance across IT Infrastructure
/ IBM Analytics solutions for System z \
Proactive Outage Avoidance Optimized Performance
. Predict | i Search | Optimize
; * OMEGAMON & NetView :| | IBMSmartCloud Analytics- | |BM Capacity Management
:  w/IBM zAware Log Analysis Analytics (CMA)
\ .............................................................. H R lE
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Search for and rapidly analyze unstructured data to assist in

and accelerate problem identification, isolation and repair u A:E

SmartCloud Analytics — Log Analysis
Differentiating Capab

Locate component error messages from system, configuration, ’A

software and event logs via rapid indexed search —_— l
« Search logs and events across multiple platforms (distributed e e
and mainframe), LPARs, CECs, applications, middleware,
subsystems

Isolate issues and provide insights across various domains e e e e e e
including WebSphere, DB2, CICS, IMS, MQ, OS, etc

Link support documentation and operations notes
dynamically to log messages and events to
resolve problems quickly

Visualize search results with analytic tools to rapldly perform ..

root cause analysis . SHARE
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Search for and rapidly analyze unstructured data to assist in_s

SmartCloud Analytics — Log Analysis

£€
** Delivering Busin

Reduce mean time to repair by identifying and
isolating service impacting issues quickly

Resolve problems more efficiently with faster
access to all pertinent information

Reduce effort by consolidating, analyzing information
in real-time

Improve service availability by leveraging expert
knowledge of applications and infrastructure

eeeeeeeeeeeeeeeeeeeeeeeee

Built on IBM’s leading Big
Data platform

IBM expertise built-in

Download and install in
minutes for quick time-to-
value
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e SHARE
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Customer Experiences g

Educate - Network - Influence

Large Insurance Company

Experienced an application outage that resulted in the team working around the clock
for 29 hours pouring through logs and traces to determine the root cause of the issue.
After the issue was resolved, the logs were captured and sent to IBM lab for analysis
using SCA-LA. Within minutes, the IBM team was able to see the scope of the issues,
and find the relevant PTF to resolve the issue through the integrated expert advice.

State Agency

Were able to download, install, configure and use SCA-LA to search their logs in 2.5
hours.

Numerous Customers

Errors lurking in logs that are never examined because they don’t necessarily cause

SLA or performance problems. For example, SCA-LA found over 4,000 invalid login

attempts in a three day period that had otherwise gone unnoticed. ®
@
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IBM SmartCloud Analytics — Log Analysis z/OS

Insight Packs & SCA-LA Server gl
z/OS Systems  w- v

& Arrows show flow of data from
T ?J o logs to SCA-LA user interface

SCA-L A (Linux on z, x)

z/OS
SYSLOG
Insight Pack

z/OS Log
Forwarder

A

WAS for z/OS |
Insight Pack |

» 7/OS Log Forwarder is installed on each z/OS LPAR to enable
Log Search

= The SCA-LA server is installed on z Systems (or System x)
running Linux (64 bit)

» Z/OS Insight Packs for WebSphere and SYSLOG are installed on

z/OS Log

o
@
2e
T
=
(S
L

the SCA-LA server ...




SCA-LA: Search syntax — Tailor Your Queries =

Simple free form searches can be performed o i o
Search for “error”’ for example

OR is the default operator

AND or + is the AND operator:
+MessageType:"E" + MessagelD:"CSQX599E"
MessageType:"E" AND MessagelD:"CSQX599E"

Exclude terms with the NOT or — operator:
+MessagePrefix:;"CSQ" NOT MessageType:"I"
+MessagePrefix:;"CSQ" — MessageType:"I

Quotes can be used for phrases containing spaces:
“‘ended abnormally”

Parentheses for grouping:
(+MessagePrefix:"CSQ" +MessageType:"E") OR
(+MessagePrefix:"CNZ"+MessageType:"E")

Field designator to restrict search to a particular field:

MessagePrefix:"CSQ" | ..S=ARE
‘ °®
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Easily create and
save your own
search string and




SCA-LA: Search syntax ... r‘f

* wildcard for multiple characters: G i b
test* might return test, tests or tester.

? wildcard for any single character:
te?t might return text or test

Easily create simple or advanced queries.
Online Help available from the Learn More — Search Bar — Search query syntax

menu.:

IBEM SmartCloud Analytics Log Analysis dministrative Settings Learn More - unityadmin
: ing log files { Search Bar .

» Saved Searches . Getting Started Mew Search + Add Search Search query syntax Displaying search results »
» Search Dashboards Filtering searches [
- Tour
- Search Patterns
P - Guided Demo B - B
- Discovered Patterns Online Help

Getting Started

A
9 s> SHARE
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Integration with Performance Monitoring B
" OMEGAMON + SCA-LA — Launch in Context from TEP suaR E.

") - Educate - Network - Influence
‘ The One Two — Punch: Combine two very powerful tools to ensure performance and
|

high availability of your enterprise.

*Perform log analysis in context of OMEGAMON workspaces — This approach enables
OMEGAMON users to perform in-context log analysis while doing problem determination
* From your OMEGAMON workspace, use the SCA-LA search bar to search logs (using LPAR or Sysplex
as the default context)
» Easy to implement - Configure TEP to display the SCA-LA search bar

Launch SCA-LA from OMEGAMON
performance monitoring workspaces
to search logs in context

BB R e
-

ol [l

Pu M M PM PM P
| . .
4, 1D:0005, 7
e 1814 22.47.49.880
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Integration with Event Management -y
Network Operations Insight + SCA-LA — Search and Analyze Events SHARE

Event Analytics — for Seasonal Event Identification (New)

Provides opportunities for
event reduction thus
improving operational
efficiency.

« Easily identify ‘related’ Events that may be candidates for suppression

+ Identify “difficult to spot” seasonal events that often result in regular periodic problems

» Leverage visualizations that help you quickly isolate more sever and significant
problems.

Also, SCA-LA can generate notifications based on data (logs messages, data, etc) g o®

9 s> SHARE
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« Influence

+ Network

SHARE

Educate

+ Add Search

SMF30 for ZZOS Dashboard

New Search x

Analyze your SMF data AND your log data for a complete view of the enterprise.

Getting Started

In Beta Now
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zSCA- LA v Next Early Access and Beta Program N

The IBM SmartCloud Analytics - Log Analysis for z/OS V.next Early Access and Beta Program was
announced on January 29, 2015.

In 2015, we will build on the strong foundation established over the past months by providing insights into
additional domains, as well as by enhancing existing insights through integration of performance metrics.

We are looking for customers and business partners worldwide who would like to test the new capabilities
and help shape the content of the release under development.

To see the full program announcement, and to learn how to sign up, please visit us in our developerWorks
community at:

https://ibm.biz/BdEKZV

o SHARE
" in Seattle 2015
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https://ibm.biz/BdEkZV

Additional SCA-LA Reference Material B

Analytics Overview Video sk aigbodadgrm
https://www.youtube.com/watch?v=0QJapWIQECs

SCA-LA z/OS Insight Packs videos:
http://www.youtube.com/watch?v=20DgX_Ydrl18
There are several YouTube videos — search for ‘SmartCloud Analytics — Log Analysis’)

SCA-LA z/OS Insight Pack Documentation
Knowledge Centers
SYSLOG: http://www.ibm.com/support/knowledgecenter/SSOM7K
IBM WAS: http://www.ibm.com/support/knowledgecenter/SSO9MBD

SCA-LA Product Documentation
Service Management Connect
http://mww.ibm.com/developerworks/servicemanagement/ioa/log/index.html
Knowledge Center  o®

http://www.ibm.com/support/knowledgecenter/SSPFMY .. SHARE
16 '._in Seattle 2015



http://www.ibm.com/support/knowledgecenter/SS9M7K
http://www.ibm.com/support/knowledgecenter/SS9MBD
http://www.ibm.com/developerworks/servicemanagement/ioa/log/index.html
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Send us your logs! -

—

* Request a product demo using logs from your own test, development or sHARE
production environments

« IBM will load your logs into a SCALA server, then demo the results back to
you

— A secure, dedicated drop box will be assigned to you
— You will be sent detail upload instructions via email

— Any file uploaded will be automatically moved to a dedicated SCALA
environment within 24 hours

— All log data will be purged from the SCALA environment within 48 hours
after the demo event

To request your hosted demo, visit:
http://services-useast.skytap.com:18280/WebDemo/ 0@

o SHARE
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http://services-useast.skytap.com:18280/WebDemo/
http://services-useast.skytap.com:18280/WebDemo/
http://services-useast.skytap.com:18280/WebDemo/
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Demo

eeeeeeeeeeeeeeeeeeeeeeee
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Backup slides in case you can’t do the demo

eeeeeeeeeeeeeeeeeeeeeeeee
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Launch SCA-LA (in context of LPAR) from OMEGAMON Workspace -

LPAR Scenario - OMEGAMON user searches for the Sl A s b
word ‘error’ in the LPAR’s logs

now available in TEP
SN O R s 2.1 - R V) - S aptun o Specify search

Eile Edit Miew Help

e = Search will be done in =@ o time frame ——— [Olus

2 |

= Hawigator Context Of LPAR # [ E O x |[ll;cCentral Storage Frame Count \ s M B O % |

wiaw: [P — Page:| 1]orz

mainframe N:NV [=]
WS Operating Stem

OHPMPLEX.SP14.MYEEYS

L [address Space Dverview]

Channel Path Activity

Commaon Storage

Cryptographic Coprocessors

DASD MVE

DASD MWE Devices -
Enclave Information

Engueus, Reserve, and Lock Surmmary
Health Check Status

Health Checks

LPAR Clusters

Q Operator Alerts EI WWhere usage greater than 0% EI Where frame counts are greater than O
== Physical | E K3

Page:[_1]ors |

B Tce Percent
B sre Farcent
BiFs Fercent
CliFs on GF Percent
CJzup Percent
WziP on CP Percent

Ccentral Frame Count
Wl Fixed Frame Count

=
=
=

DEDDDDDDDDD

[[] Address Space Counts s T O B B = I@Fixedﬁtnrage s M B 0O =
Address Space | Started Task | Batch Job | TSO User | wop e o0 g | Total Enclave | Active Enclave | Inactive Enclave = FPage: 1| of

g
Count Count Count Count Count Count Count
= z74 154 118 [} 2 a0 3 27 E

7o

s0

[ Address Space CPU Utilization Summany s M B 0O = @
) Page 1| of3
a0
CPU Percent
Job Step Froc SucClass CPU TCE SRE IFA | IFAaor O Lows Fice dcMbD
MName MName Step Upis, Shtlzes Period =D SIESOETD Percent | Percent | Percent Excéuﬁ?én%ﬂneme Percent| Perr, — 30 [ Extendad FixadMb)
# |win WLM IEFPROC | STC | SYSTEM 1| oxoooe 0.4 0.4 0.0 0.4 0.0 N o B Large Fixedhin)
# | pMFoAT EMFGAT IEFPROC | STC | SYSSTC 1| o0x02EE |3TCczolse 0.4 0.4 0.0 0.4 0.0
# | *MASTER* STC | 35¥YsTEM 1| oxoool|sTcisars 0.0 0.0 0.0 0.0 0.0 10
# | pcavTH PCAUTH STC [ sYsTEM 1| oxoooz 0.0 0.0 0.0 0.0 0.0
# |rasr BAZP STC | s¥sTEM 1| oxooos 0.0 0.0 0.0 0.0 0.0 iy -
=1
#7 | TRACE TRACE STC [ s¥sTEM 1| oxoooa 0.0 0.0 0.0 0.0 0.0 = g 2
# |pumrsev DIUMP SRV DUMPSRY | STC | SYSTEM 1| oxooos 0.0 0.0 0.0 0.0 0.0 £ ERE ]
ES &
# | xcras HCFAS IEFPROC |STC | SYSTEM 1| oxooos 0.0 0.0 0.0 0.0 0.0 = = = =
i | ] =l O )
| ”C“)Huleme Tue, 1111872014 0542 Pl ”G Server Available ” Address Space Overviesy - MC9042052049 - SYSADMIN =ADMIN MODE® | l
21 | # outpur | ] Systemout - EVEryt...I R Administrator: Com. .. || Address Space ... < Tivoli Directory Inte.. . | L2 Filesesk v3.3 CITMConnectar|E. .. | {2 I8M Endpoint Mana.. . | « (D =R 5:44Pm ]15
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Launch SCA-LA (in context of LPAR) from OMEGAMON Workspace =

—

Search results displayed in SCA-LA SHARE

EA Log Analysis for OHPMPLEX:SP 1 4:MYSSYS
i & = Q

Administrative Settings Learn More - unityadmin -

IBM SmartCloud Analytics [ og Analysis

+ Saved Searches [ Getting Started New Search + Add Search
+ Search Dashboards
- error AND (datasourceHostname:sp1 - m Custom - -
-S h Patt
earc erms Log Events Granularity : minute D014, 21:48:35 - 11/18/2014, 22:48:38 (UTC)
13 datasourceHostname (1
Search string provided from

»  SystemMNam 173

o ASID(2)

OMEGAMON workspace

»  MessagePrefic( 3
ConsoleMame 1 i M 10:00 10:03 10:08 10:09 10012 1015 10018 10:21 10:24 10:27 10:30 10:33 10:36 10:39 10
b MessagelD (4) NOtlce there IS Only 1 Fn Fm F'r\.l1'3 Fm Fn F'MD Fn Fm Fn F'er Fn Fm F'r\.l1'3 Fm P
Task SystemName (LPAR) : 2
_ Search results with search
» _datasource (1) T . . .
Component StrlngS hlgh“ghted ) q
AppliD 1t0 5 of 5 res)

»  MessageType (1)

Commandprefix Insights surfaced 0]
» Discowvered Patter . , datasourceHostname:sp 14 tivisTaleigh.ibm.com, SystemMame: SP 14, ASID: 0005,
during search D0000000000000000000, MessagePrefic [EA, MessagelD:IEATISI, writetime: 11/18/14 22:47:49:669
DooT—orsEre T =—ooood090, Message Type:l, Message Text IEATIS AUTOMATIC ALLOCATION OF SYC DUMP DATASET
FAILED

DUMFID=032 REQUESTED BY JOB (NOMNAME )
DYMNALLOC FAILED RETURN CODE=04 ERROR RSN CODE=4714 INFO RSN CODE=041D

WOLUME ALLOCATION FAILED
SF14

15
@ Vi JTalus &l
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Simple Search Interface — Easy to Customize

{ IBM SmartCloud Analyti
Eile Edit ¥iew History Bookmarks Tools Help

i _1IBM SmartCloud Analytics Log Analysis | + | _ I

é ) & https://unity2.rtp.raleigh.ibm.com:9987/ Unity/

IBM SmartCloud Analytics Log Analysis

~ Quick Searches New Search

= Getting Started
- Custom Apps o)
» [ Expertddvice
- Configured Patterns

+ Discovered Patterns

Administrative Settings Learn More -

+ Add Search

-
is - Mogzilla Firefox: W
SHARE,
Yy e B 2 B N I B N - - Educate - Network - Infiuence
c '.'.\"’Goog:'e PRI R

Timeframe

Enter search string

]

Search specific
logs or ALL logs

23
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WebSphere Application Server Search — java Exception pattern -

Example of search capabilities plus insights SHARE

Educate - Network - Influence

oud Analytics Log Analysis

24

Getting Started Mew Search VVAS_TVT7008 + AUU Scaroe

~ Quick Searches =]
ER oo Search WAS lo
B 7002_SYSLOG g
javaException:=="org.apache openjpa.persistence PersistenceException” - (18
» Custom Apps _—
Log Events Granularity : minute Time Range : 01/19/2014, 03:00:00 - 01/19/2014, 04:00:00 (UTC)
- Configured Patterns
» exceptionPackageMame (4 ) 300
» msgClassifier (32 ) 200 -
»masourcs (25 100 . Tmeframe of
v threadaddress (12 ) 323 AM 324 AM 325 AM 3:26 AM 2
~ javaException (5) roblem
org.apache.openjpa.persistence. PersistenceException ( 71 ) ,EL p
javax.ejp.EJBTransactionRolledbackException { 18 ) =
iavax.serviet. ServietException ( § ) a— -
o = 1to 100 of 638 > ‘B-J I}
javax.ejb. EJBException ( 2 ) _ —
apache.openjpa.persistence PersistenceExceptioy )]
exceptionPackageName msgClassifier _datasource threadlD
hostname
»  excepltionClassMame (4 ) BBOOO2221 TVT7008_SYSOUT 0x00000023
» datasourceHostname (1)
. 4 BBOOO2221 TVT7008_SYSPRT 4
»  exceptionMethodMName (4 )
« Discovered Patterns org.apache.openjpa.kernel BBOOOZZ0E TVT7008_S¥SOUT 0X00000030
BBOO0222I TWTTO08_S¥SPRT
FFDC10031 TVT7008_S¥SOoUT 0X00000015
BBOJO011I TWTTO08_S SPRT
org.apache.openjpa.kernel BBOO0ZZ0E TVT7008_S¥SOoUT 0X00000020
Log an alySIS dlsplays o TR
BBOOO2221 VT7008_SYSOoUT Search
number of exceptions s e results
d . th- t- f org.apache.openjpa.kernel BBOOO0220E TVT7008_SYSOUT 0x000
urlng IS II I Ie ral I le BBOJOOTTI TVT7008_SYSPRT
org.apache.openjpa_kernel BBOOOZ20E TVT7008_S¥SOUT 0X00000030
BBOJOOTTI TVT7008_SYSPRT ‘R E
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Quickly and easily access IBM Support Portal o

based Expert Advice from Log Analysis

Search for expert advice with the click of a button

SHARE,

Educate - Network - Influence

p
All IBM support site documents that

~ Quick Searches =
~ Custom Apps =

-~ [= ExpertAdvice
» O lib

2] Google-Based-E

[Z] 1IBMSupportPorta

- Configured Patterns

- Discovered Patterns

reference messages from search results

Getting Started Mew Search IBM SupportPortal-Expertadvice

VWebSphere Application Server V8: Administration and Configuration Guide
- Administration and Configuration Guide Learn about Websphere Application Server Vi
W& Adrministration and Configuration Guide 4 2.4 Installing the WebSphere... fredbogy

inister _ Application Server
Technical Support ...

IZ05682: ADMINTASK RECONFIGURETAM PORT CONFLICT
CEST] 0000000a S8 Component! | CWPKIOOO1I: S5 service is initializirn e configuration [10/1/07 20:25:26:271 CEST] 0000000a
WSkKeyStore W CWEPKTIOOL 1V . corm ibmows ssil_core. SSLDiagnosticModule registered successfully: true. [10/1/07 202526 479 CEST]

CWPKIOD41VW warnings in VWebSphere Application Server V7.0 log files
ir version 7.0, wigor warning occurs in the log files of the corresponding server: [4/15/0% 8:56.... Cause One or more keystores in
g WebSphe Application Server profile is having. . of these steps, restart all the I1BAM WebSphere

duct service levels fd_ \oening problem records (FA1776)

PM49548: BBOO02221: CWLRB15
the following error: Message:
Java.lang. ClassNotFoundExcd

— ~ message is found in the SystemOut.log file
VW SKeyStore CWPKIOO41W warn| A4« = s a3

Server, the following warnning Add 3 1eg et this page

- P Technote {troubleshooting)
password in production. The P — pelloilo 2o
. ProblemAtatract) — =
Redpaper - WebSphere Applicati 220 = e Raas pri DR fuad commeats +
SibMessage | [] CWSILIO0OO) 3 SR -
_Kkll6582Nodel 1. servert-Tesl srofes ars usisg she defwel: Docurrmrs isformaton

PMO04318: BBOO0O2221: WTRHNO10)|
RELEASE THE DB2 LOCKS.
lock irnn DB2. The following err
cleans up the hung transactio

NMSV0OB02E: Naming Service ung
component=Application Serd
[6/1/07 11:55:14:693 CDT...=,

25
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ample dashboard — Out-of-the-Box or Build your Own! -

1BM SmartCloud Analytics Log Analysis

» Saved Searches

= Getting Started New Search IM3_for_z0s_Troublesnootng ~ Agd ssarch
~ Searcn Dasnboards. = P o =
R — IMS Message Counts - Top 5 per hour over Last Day Sy e IMS Message Type Counts - Top 5 per hour over Last Day Sy e

+ = DE2ADpINEIgRIPECK
+ = Expertadiics Moe.. Moe Wloc. Woc. Wl Wl H -
- = SYSLOGHEOSMEgNEack V1200
[E] SISS_for_z05_infamnation_Links
[] CIos_tor_z0S_Troutssshoating 2
[F,©82_tar_z05_Information_Links 1
[} MG_for_20S_imfommation_Links ) -
[l ME_for_z05_Troubiesnoating -
[} S¥SLOG_tor_20S_Troutiesncating -
b o WASAppInSghPack_vi 102 .
+ = WASTEOSIRsIgntRatk
+ o WebAooassLoginslghtPack_vi1.0.1
*oo WIRdeREC SEVEIEINEIgRias_vT 1 08-31 13:00 05-01 17:00 08-02 20:00 03-03 12:00 08-31 13:00 08-01 17:0 08-02 20:00 03-03 12:00
~ Searcn Patterns 08-02 08:00 09-04 13:00 0502 08:00 09-04 13:00
®
~ Discovarsa pattsrns
Total IMS Message Counts per hour over Last Day 2P B M3 Messages by Hostname - Top 5 per hour over Last Day P &
aaen cor14z
2500 auen
2000
1
E
3 1500
A 1000 i
500 -
= = = 08-31 13:00 08-01 17:00 08-02 20:00 9-03 12:00
Z S 2 09-01 02:00 03-03 08:00 09-04 13:00
Timestanmy
| IMS Message Types by Hostname - Top 5 per hour over Last Day 2P & Total IMS Messages by Hostname per hour over Last Day 2P &
cor14z
e 2000
2500
1
2000
% 1500 '
1000 - S
500 - )
08-31 13:00 0801 17:00 09-02 20:00 09-02 12:00 08311300 0001 1700 -0z 20:00 0803 1200
03-01 02:00 03-02 08:00 09-04 13:00 o0 az00 ae-02 o700 ©9-03 Da:00 o34 13:00
’ Tmsstamp

, e SHARE
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