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Maybe you have better security...... SHARE,

eeeeeeeeeeeeeeeeeeeeeee

The web became significantly more malicious, both
as an attack vector and as the primary support

element of other trajectories (i.e. social, mobile, e-
mail, etc.).
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VANGUARD
The cyber spies typically enter targeted S
computer networks through “spearfishing”
attaches, in which company official receives a
creatively disguised email and it tricked into
clicking on a link or attachment that then opens
a secret door for hackers.
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They can’t get to me, I’'m secure. SHARE

Hackers go after suppliers to get into larger ===
companies.

Smaller companies tend not to have the funding,
staff, or knowledge need to formalize — let alone
maintain — more secure policies and procedures
all combining to make them the path of least
resistance....and the bad guys have discovered
this.
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Black Hat 2013
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While most IT security teams tend to lump mainframe systems into the
category of legacy systems unnecessary or impossible to scrutinize during
regular audits, that couldn't be farther from the truth, says a researcher at
Black Hat USA

On Mainframes.. | see them described as legacy all the time: 'Oh, we don't
need to implement this policy because it's a legacy system.' Calling a
mainframe legacy is like calling Windows 2012 Server legacy because parts
of the Window NT kernel are still in the code. Or it's like calling my car legacy
because it's still got tires," said Philip "Soldier of Fortran" Young, explaining

that most enterprise mainframes today run off the IBM z/OS platform

As part of the Black Hat presentation on Mainframe Vulnerabilities to being
breached, a website with a number of tools to aid with the hacking of a
mainframe was released including VERY SPECIFIC mainframe
vulnerabilities (ACEE zapper, USS elevated permission code, TN3270
sniffers)

https://github.com/mainframed
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In Response to Black Hat 2013 Mainframe Y

“Hackable” Presentation sHARE
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Home News Commentary Slideshows Video Events

SECURITY
How To Cushion The d k READING
Impact Of A Data Breach

Protect The Business Enable Access

N  ———————————————————— Excerpt from his response:
Advanced Threats Applications Attacks & Breaches Compliance Database En

Monitoring Perimeter Risk  Security Analytics Services SMB  Threat Intel The person responsible for
mainframe database security,
IBM X-Force® 2012 Annual Trend and Risk Report dont have a ot to worry about.

And if you were worried about
these attacks, you can disable
n'a FTP to thwart malicious code
uploads. Or firewall off the
mainframe from Web access,

COMMENTARY as seems common.

Mainframes Hackable, But Do You Care?

<+ Download and read about emerging security threats and trends.

Adrian Lane Any one want to guess
why Adrian Lane is
See more from Adrian Connect directly with Adrian: Bio | Contact J UST WRONG’)’)’)

Adrian Lane is an analyst/CTO with Securosis LLC
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In Response to Black Hat 2013 SHARE.
) . . VANGUARD
Adrian Lane states in the article: T roraL?

 The reason we don’t hear about DB2 hacks is that, “Because Nobody
uses it".
— Wow

* Mainframes come with “a Supplementary UNIX environment”. - How
many of us run a z/OS system without UNIX? Does this negate or
even mitigate the vulnerability?

« About the mainframe: “Mainframes do not attract attackers.” - | guess
security by obscurity is alive and well.

» |f you are worried about security, you need only wall off the mainframe
from all internet access.
- | guess all those applications (Airline Reservations, ACH transfers,
Inventory Management Systems, Banking, Financial and Government
applications) DO NOT NEED to run with connectivity to the world.
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Pirate Bay co-founder charged with hacking IBM
mainframes, stealing money
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Lessons Learned Ry
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Bill for date breachwas  Fwewww
expensive...Investigations aren't cheap!

Findings:

» Pirate Bay co-founder Gottfrid Svartholm Warg was charged
with hacking the IBM mainframe of Logica, a Swedish IT firm
that provided tax services to the Swedish government, and
the IBM mainframe of the Swedish Nordea Bank, according
to the Swedish public prosecutor.

« “This is the biggest investigation into data intrusion ever
performed in Sweden”, said the public prosecutor Henrik
Olin.

» Itis not really clear why Logica was hacked said Olin. But
the intruders stole expensive personal and vehicle data,
Including security numbers.

« They attempted to steal over $900K from Nordea customer
accounts.
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But Wait!!! SHARE
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In September of 2013, Gottfrid Svartholm was cleared of
hacking into the Swedish bank Nordea because it was
Impossible to prove that he had illegally gained access to their
mainframe even though $990,000 was stolen and even though
his conviction for hacking into the Banks IT provider Logica was
upheld.
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So what now??? AR,
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| have SMF running.
| track my privileged users right?
| don’t have unnecessary libraries in APF list.

| follow the NIST security guidelines for
securing my system.

| pass all of my audits.

| must be securell!ll
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So what now???
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Are you sure???

8100
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So what now??? ey
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Of course not, but you can be more sure.
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With Vanguard Offline and Correlog.
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What is Vanguard Offline? SHARE
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Vanguard Offline is a product that captures all access
reguests passed to RACF, saves each unigue access
In a VSAM file, which then allows customers to
execute RACF commands against a test copy of the
RACF database and thereby evaluate the impact of
those commands given historical authorization
iInformation.
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What is Vanguard Offline? ‘.
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Vanguard Offline also provides reporting
against all of the historical data and allows
you to essentially data mine the access
requests to RACF database

Reporting can be done against the raw
access records, OR can be replayed against
a copy of the racf database for real time
(batch or online) reporting of changes to
access

Data capture Is achieved through the use of
RACF exits
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ICHRCXO02 (AUTH)
VANGUARD
A RACROUTE REQUEST=AUTH determines
whether a user is authorized to obtain use of a
resource
.00
o SHARE
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ICHRFX02 and ICHRFX04 (FASTAUTH) SHARE
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RACROUTE REQUEST=FASTAUTH examines the
auditing and global options in effect for the resource
while determining the access authority of the caller.
There are two types of these exits: ICHRFX02 and

ICHRFX04
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ICHRIX02 (VERIFY(X))
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A RACROUTE REQUEST=VERIFY or RACROUTE
REQUEST=VERIFYX request is used to determine
whether a user ID is defined to RACF® and whether

the user has supplied a valid password or password
phrase and group namelCHRIX02
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So what can we get from these exits? SHARE.
VANGUARD
Who — Userid

What — resource
Where — Terminal ID
When — Date and Time of access

How — Covering Profile (or other method that allowed
access)

Access Requested
Access Allowed

KL
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Access History Reports

Access History reports are available
organized in several ways:

Access Summary by Access
Access Summary by User
Access Summary by Group
Access Summary by Class
Access Summary by System
Access Detail by Masking
Access Detail (Complete List)
Access Detail (Denied Access)

Complete your session evaluations online at www.SHARE.org/Seattle-Eval
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Access History Reports SHARE

EEEEEEEEEEEEEEEEEEEE

Summarize all access data in the VOF history
master file

“Drill down” to view specific access records
Direct mode — from VOF history master file

Extract mode — from flat file created with the VOF
history master file
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What is the value? ey
VANGUARD

INTEGRITY PROFESSIONALS
EEEEEEEEEEEEEEEEEEEE

Provides a safe offline environment for testing
changes in access

Lowers the risk of making changes to access to
production systems

Provides reports to view details of individual access
records

Allows for complete reporting of who accessed what
or attempted to access what, w/o having to peruse
days/weeks/months or years of SMF data

Can be used as a forensic tool or as a method to
ensure that access is/is not granted any longer.
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How It Works e

Educate - Network - Influence

VANGUARD
INTEGRITY PROFESSIONALS
CYBERSECURITY EXPERTS

Started Task

ICHRIX02

ICHRFX02

Vanguard

Vanguard Offline |
History Master File |

ICHRCX02

User—lﬂe’hner.l SIEM Correlog
Filter
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CorreLog Agent for z/OS

Bridging the z/OS Gap in Your SIEM
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Mainframe in the Network Securlty
World

eeeeeeeeeeeeeeeeeeeeeeeeee

| e
%

Routers

N /

Firewalls

Web Server

Security Operations
Center
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SIEM Integration LLL

¥ CorreLoG
Flexible enough to integrate with any SIEM or MSSP
Customers running with LogRhythm, ArcSight, IBM
QRadar, Dell SecureWorks, CorreLog SIEM, NTT
Solutionary, Splunk and more
SIEMs provide correlation, forensic archive, real-time
alerts, reporting, etc.

Very flexible configuration — out
of the box compatibility

Business

Partner

Ready for
Security Intelligence
yes o0
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z/OS Events in ArcSight ESM
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z/OS Events in Splunk

[E=N IR =)

e°| @ http://localhost:8000/en-US/app/search/search?q=search%20 0 = & || @ Search | Splunk

<] | xict

Q. New Search

| Save As v Close | ~

' racf]|

412 events (before 12/20/13 6:29:24.000 AM )

J Events (412) || Statistics || Visualization |

Job = | Complete

| |ﬁ|i |ﬁ | | B verbose Mode ~ |

1 day per column

Format Timeline = ©ZoomOut  ©Zoom 10 Selection € Deselect
List = Format = 20 Per Page ~ «Prev 1 2 3 4 5 6 7 8 9 Next»
DHide Fields  i= All Fields UL | 22
P 12/1313 <35»Dec 13 17:18:00 mvssysb RACF eventdesc="INIT/LOGON: Invalid Password”

Selected Fields 5:18:00.000 PM severity=Error userid=CUSFIW group=LSCOMVS auth=None reas="VERIFY fTailure”
@ host2 termnm=TCPP0693 name="FRED WRIGHT" poe=TCPP0693
# ifcid 1 host=mvssysh | source = tcp:1468 = sourcetype = syslog | termnm = TCPP0G93
@ source 2 » 1213713 <38>Dec 13 17:05:10 mvssysb RACF eventdesc="INIT/LOGON: Successful Racinit Init"

sourcetype 2 50510000 PM severity=Informational userid=DV231B group=TSOHOLD auth=None reas=None
¢ ype < termnm=DV231B jobnm=NVPTTC24 name="DAVID BROOKS" poe=DV231B

2

@ temam 21 host=mvssysh | source = tcp:1468 | sourcetype = syslog © termnm = DV231B
Interesting Fields » 121313 <38>Dec 13 16:20:53 mvssysb RACF eventdesc="INIT/LOGON: Successful Racinit Delete”

allow 4 4:20:53.000 PM  severity=Informational userid=DVWGD group=TS50HOLD auth=None reas=None
“ termnm=NVPTD002 jobnm=NVPTMVB name="BILL DICKEY" poe=NVPTD00Z

7
@ mthZ host=mvssysh | source = tcp:1468 = sourcetype = syslog = termnm = NVPTD0O2
# date_hour 11 s -
- » 121313 <38>Dec 13 16:20:53 mvssysb RACF eventdesc="INIT/LOGOM: Successful Racinit Init"

# date_mday 5 4:20:53.000 PM  severity=Informational userid=DVWGD group=TSOHOLD auth=None reas=None
i date_minute 42 termnm=NVYPTD002 jobnm=NYPTMVE name="BILL DICKEY" poe=NVPTD0OZ
a date_month 2 host=mvssysh | source =tcp:1468 | sourcetype = syslog | termnm = NVPTD0O2
# date_second 48 b 1213713 <38>Dec 12 16:19:41 mvssysb RACF eventdesc="INIT/LOGON: Successful Racinit Delete”

a@ date_wday 5

4:19:41.000 PM

severity=Informational userid=DVWGD group=TS0HOLD auth=None reas=None
termnm=NVPTD002 jobnm=NVPTMVB name="BILL DICKEY" poe=NVPTDO0Z

€
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Thank You

Vanguard Integrity
Professionals

A Company History of Innovation & Success

Stop by and visit us at Booth 607!
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