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Linux on IBM z13 (z13)

= Data center simplicity inside one server

» Trusted operations

= Unrivaled economics "
LPAR | Logical Partition = subset of hardware
resources, virtualized as a separate
computer; ‘ |
up to 85 LPARs can be configured Linux | || Linux <
est uesty
IFL Integrated Facility for Linux = core; o -
o Virtualized
up to 141 cores (IFLs) on IBM z13™ (z13) oS e
Virtual. | Hypervisor providing efficiency at scale V|rtual|zat|on
Mgmt. | and virtualization management for easy 'V'anageme”t Linuix] ([ Linu | |
administration, provisioning, automation _(PAR| LPAR| LPAR| LPAR| LPAR| LPAR
Linux | virtual Linux guests running workloads /O and Network |
Guest | such as mobile, analytics, databases, re':gﬂceas' l OdFLs OOO0 AEEER
Java™ apps, etc. —in a cloud; 0
PPS, €% ~ 500HEEENEHHORE0000
up to thousands Linux guests can be
hosted on a single z13
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z13 System Design Changes
= 22nm Processor with SIMD, SMT

» Integrated I/O with PCle Direct
Attach

= Single Chip Modules

= New Memory Controller
Crypto Express5S
FICON Expressl16S

1U Support Element

= Drawer-Based CPC Design
= Cable-Based SMP Fabric
= Oscillator Backplane

Standalone zBX Node Hybrid Computing
2.7M lines of firmware changed
» Flexible Service Processor (FSP2) Radiator Design improvements

Expanded operating environment (Rear

» |ntegrated Sparing Doors)

= On-chip power/thermal monitor /
control
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= 713 Linux testing

* |IBM tested platforms

= Distribution certifications

= Outlook and recommendations

© 2015 IBM Corporation



Linux on z Systems

Distribution support timeline (Red Hat)

Production 2

Production 1 (approx. 51/2 years) (?pprm;. Production 3 (approx. 3 1/2 years) Extended Life Phase (approx. 3 years)
year

Year! Year 2 Year 3 Year 4 Year 5 Year 6 Year7 Year 8 Year 9 Year10 Year 11 Year 12 Year13

* The life cycle time spans and dates are subject to adjustment.

RHELS 3/15/2007 3/31/2017
RHELG6 10/11/2010 11/30/2020
RHELY 6/10/2014 6/30/2024

General policy is that customers need to upgrade with the release of a new minor version

Red Hat offers Extended Update Support for certain distributions:
5.9 (ends March 31, 2015)

* 6.5 (ends November 30, 2015)

* 6.6 (ends October 31, 2016)

« 7.0 (N/A)

http://www.redhat.com/security/updates/errata/
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» SLES 10 — general suppport end 31 Jul 2013

Service Pack Release

SUSE Linux Enterprise Server 10
SUSE Linux Enterprise Server 10 SP1
SUSE Linux Enterprise Server 10 SP2
SUSE Linux Enterprise Server 10 SP3
SUSE Linux Enterprise Server 10 SP4

FCS Date
17 Jul 2006
18 Jun 2007
19 May 2008
12 Oct 2009

12 Apr 2011

» SLES 11 — general suppport end 31 Mar 2019

Service Pack Release

SUSE Linux Enterprise Server 11
SUSE Linux Enterprise Server 11 SP1
SUSE Linux Enterprise Server 11 SP2
SUSE Linux Enterprise Server 11 SP3

FCS Date
24 Mar 2009
02 Jun 2010
29 Feb 2012
01 Jul 2013

» SLES 12 — general suppport end 31 Oct 2024

General Ends

31 Dec 2007
31 Nov 2008
11 Apr 2010
11 Oct 2011
31 Jul 2013

General Ends
31 Dec 2010
31 Aug 2012
31 Jan 2014
TBD

sSuse
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» Goal: find bugs that are being introduced with the new hardware
» Side effect: find additional distribution bugs
= Manual installation tests

» Regression tests including error injects for
—Kernel
—Memory
—Crypto
—ECKD
—FCP
—Networking

= Stress test
= | imit test

= Certification support
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Test Challenges

= 713 hardware is all new

= 5 distros (at defined kernel levels): RHEL 5.11, RHEL 6.6, RHEL 7.1,
SLES 11.3, SLES 12.0

» Many Regression and manual tests

= z/VM and LPAR

* moving microcode

= interrupts for updates, repros etc

= fixing cycles

. -> Testing everything is impossible

- Need automation (home grown)

and intelligent testing (IBM Functional Coverage Unified Solution)
http://researcher.watson.ibm.com/researcher/view group.php?id=1871
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» Hardware bugs (usually in early stages)
—none known left ©

» Firmware bugs
—pay close attention to the first set of MCL bundles after GA
—mostly in the areas not widely covered by z/OS

» Limits of Linux code exposed with the larger machine

» Race conditions in Linux code due to new timing

= Toleration enablement needed to even access the hardware
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= toleration code needed
—RHEL 5.11: next zStream update
—RHEL 6.6: next zStream update
—RHEL 7.1: next zStream update
—SLES 11 SP3: next maintenance update
—SLES12: 3.12.36-38.1

» if needed earlier please contact your distribution partner

13
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Limit Example

» /proc/sysinfo used only one page. With more CPUs (IFL, CP, ZIIP, ZAAP, ...) in the system
this is no longer enough.

All systems with 4 drawers are exposed (it somewhat depends on the naming and if z/VM is
in the picture or not)

Reading /proc/sysinfo on exposed systems leads to a memory overwrite

Fix is already released and included in the following kernel levels:
— RHEL 5.11: 2.6.18-400.el5 (https://rhn.redhat.com/errata/RHSA-2014-1959.html)
— RHEL 6.6: GA level
— RHEL 7.0: System z GA level
— SLES 11.3: 3.0.101-0.40.1
— SLES 12.0: GA level

It is mandatory to apply the patches before upgrading the hardware!

= |f you have a LTS contract for an older version, then please contact your service
provider
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= |PL / reboot failure with a kernel panic due to failure in module loading
= a few percent of reboot fail, for small guests some say it can be neglected
= with larger the #of CPU the probability increases and it's definitely a real problem

= Implication:
—HA failover / restart may falil

» For me it always failed when | could tolerate it the least
» RHEL 7.1 and SLES12 problem

» Fix available upstream:

= Fix coming for distributions asap
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Example — common code problems

XFS

» Stress test was targeted at 3 different file systems
—XFS
—btrfs
—ext3/4

* The file systems are in various stages of support
in the distributions under test

» Only ext3/4 survived all

» Opened distro bugs for the others, where
supported

16
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» 213 (Linux) overview

= Distribution support timelines
= 713 Linux testing

* |IBM tested platforms

= Distribution certifications

= Outlook and recommendations
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IBM tested platform web page (1)

» |BM information is spublished on

— http://lwww.ibm.com/systems/z/os/linux/resources/testedplatforms.html

» Watch for Updates there

18

Distribution 13 zEnterprise - zEnterprise - z114  Systemz10 and
zBC12 and zEC12 and 2196 System z9
RHEL 7 v 12 v 4 v 4 x
RHEL & v (1.3 v B v v
RHEL 5 v (1.3 v v v
RHEL 4 x X v & v
SLES 12 v 123 v v X
SLES 11 w123 v (7 v v
SLES 10T X v (8 v v
SLES 9! x x v (10) v
snapshot as of 2/3/2015
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IBM tested platform web page (2) — foot notes

v  Indicates that the distribution (version) has been tested by IBM on the hardware platform, will run on the system,
and is an IBM supported environment. Updates or zervice packs applied to the dizstribution are also supported.
Pleaze check with vour zervice provider which kernel-levels are currently in support.

() ped Hat Hardware Certification statements are available for RHEL 7.0, RHEL 6.6, and RHEL5.11 at:
hitps://hardware. redhat. com/Squicksearch=z13 c»

following kernel-lev

EHEL 7.0: 3.10.0-123.4.2.el7

RHEL 6.6: 2.6.32-504.8.1.2l6

EHEL 5.11: 2.6.18-400.el5

currently known required minimmm-levels for zi3:

do not inclnde Crypto ExpresssS (CEX5S) toleration support
() SUUSE YES CERTIFIED Bulletins are available for SLES 12 and SLES 11 5P3 at:
hitps./fwwawiesuse. comiye ssearch/SResults. jsp?bulletinNumber=&keywords=z13 c»

currently known required minimmm-levels for z13:

SLES 12: 3.12.28-4.6

SLES i1 SP3: 3.0.101-0.40.1
inimum requj 7elz do not inclnde Crypto ExpresssS (CEX5E) toleration support

(3} When the Crypto ExpresssS toleration support is tested, the recommended kernel-levels will be published on

thiz page.

snapshot as of 2/3/2015
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» 213 (Linux) overview

= Distribution support timelines
= 713 Linux testing

* |IBM tested platforms

» Distribution certifications

= Outlook and recommendations
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Hardware Certifications (Red Hat)

» Red Hat has a new portal for searching supported hardware:
— https://access.redhat.com/ecosystem/search/#/cateqgory/Server
—enter z13 or zEC12 there and you find the certs for all Red Hat distributions
» z13: https://access.redhat.com/ecosystem/hardware/1350433
« ZEC12: https://access.redhat.com/ecosystem/hardware/952163

v, redhat Eg :TT(Z :_A 25 Products & Services -S Security Community

Products & Services » Ecosystem ) Certified Hardware ) IBM -IBM z Systems - IBM z13 (2964)

IBM - IBM z Systems - %
IBM z13 (2964)

Vendor: IBMIBM z Systems

IBM z13
54
CERTIFICATIONS e
Product Versions Level
Red Hat Enterprise Linux (s390x) 6.6-6x
Red Hat Enterprise Linux (s390x) 7.0-7x
21 Red Hat Enterprise Linux (s390x) 511-5x m yoration


https://access.redhat.com/ecosystem/search/#/category/Server
https://access.redhat.com/ecosystem/search/#/category/Server
https://access.redhat.com/ecosystem/search/#/category/Server
https://access.redhat.com/ecosystem/hardware/1350433
https://access.redhat.com/ecosystem/hardware/1350433
https://access.redhat.com/ecosystem/hardware/952163
https://access.redhat.com/ecosystem/hardware/952163
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Hardware certification (SUSE)

» SUSE portal:
— https://www.suse.com/yessearch/Search.jsp
— search for z13 or zZEC12
* z13
« ZEC12

YES CERTIFIED Bulletin Search

-8

SLEE LR

ENTERFRIEE
Keywords: Company: Product: Hardware/Software:
z13 Any Any Any
search result hits: 2
Bulletin|C ompany| Product Category 05 Date
142729 IBM IBM z Systems z13 Metwork SUSE® Linux Enterprise Server for System z 12 2015-02-10
(2964) Server
142728 |IBM IBM z Systems z13 Metwork SUSE® Linux Enterprise Server 11 for IBM zSeries® Service Pack 3 for SUSER SLES 2015-02-10
(2964) Server 1

22
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» Update your z/VM to the required level
—install all released service as well

 |f not already done
— Update your Linux guests to something that's supported and covers what you
need

» Update the hardware to z13
—upgrade the firmware before bringing up the system

= |f anything doesn‘t work — don‘t be shy to open a PMH / PMR

» Plan for another update cycle (firmware, z/VM, Linux) later this year
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= So far we only worked on toleration i.e. making sure upgrades are running
smoothly

= Next is exploitation of all the nice new features, offloads etc

= Focus for exploitation will be on the new distributions (SLES12 and
RHEL?7)

» See SHARE session from Matin Schwidefsky
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Toleration is required to ensure that existing JVMs in the field
can exploit z9, z10, z196, zEC12 optimizations

Java SR or FP Aavailability
Release

Javab SR16 FP3 Jan 2015
Java7 SR8 FP3 Jan 2015
Java7.l SR2 FP10 Jan 2015

Ensure that you update all the
middleware that comes with an
embedded Java version

zEC12 6core Java 6 zEC12 6core Java 7.1 z13 6core Java b z13 6core Java 7.1
SR10 SR2 SR10 SR2
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Dr. Eberhard Pasch
epasch@de.ibm.com

Linux on System z — Tuning hints and tips:
http://www.ibm.com/developerworks/linux/linux390/perf/index.html

Mainframe Linux blog: hitp:/linuxmain.blogspot.com
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