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Wireshark Lab Demo Y
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Starting wireshark: Start — Programs — wireshark
Updating wireshark ? No thanks, not now!

- Software Update @

4 A new version of Wireshark is available!
Wireshark 1.12.4 is now available fyou have 1.12.3), Would you like to download it now?

Release notes:

m e

Wireshark 1.12.4 Release Notes !

Table of Contents
1. What s Wreshark?

2. What's New
2.1 BugFmxes
2.2. New and Updated Features il
Skip this wersion Rermind me later ] ’ Install update

.0.
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Wireshark Lab - Layout £
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3 areas in wireshark: Packet List, Packet Details, Hexview

M SHARE16752.pcapng [Wireshark 1123 (w1.12.3-0-ghb3edal from master-1.12)] (o= | =]
File Edit Miew Go Capture Analyze Statistics Telephnni Tools  Internals  Help

o4l L BERE AePDTL QRAQA [ @ PW % B

Filter: IZI Expression..  Clear Apply Save up_dowrn =
Mo, Tirne Source TTL Destination Info -
1 0. QRO 172.29.6.1 123 172.20.0.16 1706-0623 [ACK] Seq=""
2 0.002342000 172.20.0.18 g4 10.188.27.213 Telnet Data ...[Pack
3 0, 002345000 172.20.0.18 g 12,168, 27.2135 Telnet Data
4 0. 003751000 10, 1568.27.213 124 172.20.0.168 4921523 [ACK] Seqg=1 l
e, T Lt e e i i e T e R e T oo
1 | ] | b
Frame 1: 54 bytes on wire (432 bits), 54 bytes captured (432 bits) on interface O -

# Ethernet II, Src: IbmCorp 14:00:10 (08:00:5a:14:00:10), Dst: IbmCorp_1d:06:01 (02:00:53:1d:06:0 =)

# Internet Protocol Wersion 4, Src: 172.20.6.1 (172.29.5.1), Dst: 172.20.0.16 (172.20.0.15)

= Transmission Control Protocol, Src Port: 1706 (1706), Dst Port: 9923 (9023), Seq: 1, Ack: 1, Le
Source Port: 1706 [1708) i

ac 1ld 98 o
a5 02

@ &7 | Frarme (frarne), 54 bytes | Packets: 81350 . Displayed: 81350 {100,... | Profile: Default

®
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Wireshark Lab - Statistics — Summary

Overall

Information about the trace file

! Wireshark: Summary EI@
File
MName: WEMBHOET shared_mburkhar, 2015\ SHARE
' YSeattlet THI2T0NEHARELG 752 . poapng
Length: 11768794 brytes
Format: Wireshark/.. - pcapng
Encapsulation: Ethernet
e Display
First packet: 2014-04-04 16:05:02 Display filter: none
Last packet: 2014-04-04 16:07:02 Ignored packets: 0 (0,000%)
Elzpse) s Traffic 4 Captured 4 Displayed 4 Displayed % 4 Marked 4 Marked % 4
Packets 81350 81350 100.000% 0
Capture ]
st 2 st Editcap 112.1 Between first and last packet 119,994 sec
Sug, packets/sec 677,952
Capture file comments .
Bupg, packet size 351 brytes
BEytes 28522860 28522866 100.000% 0
Interface Dropped Packets Capture Filter Link type Packet size li Aug, bytesfsec 237702,885
unknowen unknown unknowm Ethernet 27974 bytes Auvg. MEBitfsec 1,902

e

N
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0,000%

0.000%

ey
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Wireshark Lab - Display Filter s

eeeeeeeeeeeeeeeeeeeeeeee

Syntax check in filter: green, yellow, red
Looking for unencrypted TN3270 traffic?
Filtering on DO TN3270E command sent by server
Always 3 bytes only: FFFD28

File Edit Miew Go Capture  Analy

Filter: | tcpulen==3 and tcp contains ]
Mo, Tirne Source

1 0, 2000000000 172,24

2 0, 002342000 172.2

3 0, 002345000 172.2

4 0, 003751000 1o, 154

e T e T

! SHARELGTSZ. poapng  [Wireshark 1,123 (v1.12.3-0-gbb3e%al from rmaster-1.12)]

[= ==
M iireshark: Display Filter - Profile: Default EI@
e T g i3/
DO THIZTOE 9 up_down =

I ey Ethernet type 00806 (ARP) - J
Ethernet broadcast B [ACK] Seg=""
Mo ARP H ... [Packs
H ...
IP anl
! k] Seg=1
IP address 192,168.0.1 i b
TN m A mrs ren ™ ANT AR N1 A vimn - Fme kil i 5
Properties
Filter narne:| DO TH32TOE
Filter string: tcpden==3 and tcp contains f:fd: 24
o I amw JLow ]| o
e SHARE
.. in Seattle 2015
...
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Wireshark Lab - Statistics — Endpoints = )

uuuuuuuuuuuuuuuuuuuuuuuuu

Find out how many TCP ports the TN3270 Server is using
Check the Limit to display filter
4 TCP ports are found sending DO TN3270E commands
23,9923, 8923, 8723

M Endpoints: SHAREL6T52.pcapng = =R

| Ethernet: 8| Fibre Channel | FoD1 | 1pwa: 8| 1pus | | pera | wep | rsve | scTp| TP 169 | Token Ring [ upe | wse [ wian

TCP Endpoints - Filter: tcplen==3 and tcp contains fi:fd:28

Address 4 Port 4 Packets * Bytes 4 TwPackets 4 TxBytes 4 P Packets
172.20.0.16 23 3 £ CCT - F 5o

172.20.0,16 9823 26 1578 26 1578 0

A4 Pyl o=

172.20.0.16 8943 25 1425 25 1425 1]
172.20.0.16 arda 2 114 2 114 1] "
1 | [} | 3

Marne resolution Lirnit to display filter

.00
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Wireshark Lab - Statistics — Endpoints = )

uuuuuuuuuuuuuuuuuuuuuuuuu

Find out how many TCP ports the TN3270 Server is using
Check the Limit to display filter
4 TCP ports are found sending DO TN3270E commands
23,9923, 8923, 8723

M Endpoints: SHAREL6T52.pcapng = =R

| Ethernet: 8| Fibre Channel | FoD1 | 1pwa: 8| 1pus | | pera | wep | rsve | scTp| TP 169 | Token Ring [ upe | wse [ wian

TCP Endpoints - Filter: tcplen==3 and tcp contains fi:fd:28

Address 4 Port 4 Packets * Bytes 4 TwPackets 4 TxBytes 4 P Packets
172.20.0.16 23 3 £ CCT - F 5o

172.20.0,16 9823 26 1578 26 1578 0

A4 Pyl o=

172.20.0.16 8943 25 1425 25 1425 1]
172.20.0.16 arda 2 114 2 114 1] "
1 | [} | 3

Marne resolution Lirnit to display filter

.00

e SHARE
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Wireshark Lab - Filter multiple ports

Filters can combine multiple checks
Use the 'or' operator to filter on all telnet ports
4 TCP ports are found sending DO TN3270E commands

Notice the number of packets that passed the filter at the
bottom of the screen

uuuuuuuuuuuuuuuuuuuuuuuu

M,

Tirme Source

M SHARE16TS2.pcapng [Wireshark 1123 (w1.12.3-0-gbb3e9al from master-1,12)]
File Edit Miew Go Capture Analyze Statistics Telephuni Tools  Internals Help

e dAB i Bl B2 Ao T L QAQaP &P x%| B

Filter:  tcp.port==23 or tcp.port==9923 or tcp.port==8923 || tcp.port==3723 IEI Expression..  Clear

Destination

TTL

3028 0. 874854000 172.20.0.18
300 0. 8975245000 172.20.87.145
210 . 875386000 172.20.0.1a

54 172.20.97, 145

128 172.20.0.18
g4 172.20.97. 145

a0 ]

Spply Sawe

Info

Telnet Data ...
Telnet Data ...
Telnet Data ...

4|

olalalo]
aloNRo]
0lo)=0]
oo30

0g oD S 14 51 82 02 oo
0o 2b 27 b 00 00 40 05
5l 92 a0 17 f2 12 e5 1c
7t fd dd es oo 0o ff fd

e M File: "\\EMBHO ST shared_mburkhar...

T

Sa 14 0o 10 02 00 45 00 LAl

oo J7 ac 14 0o 10 gc 14 AL IE Wl

fo 25 31 77 f2 37 =0 18
e {

Packets: 81350 - Displayed: 42087 (51,725 - ... | Profile: Default

Complete your session evaluations online at www.SHARE.org/Seattle-Eval
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Wireshark Lab - Save filtered packets s
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File — Export specified packets
Creates a new trace file with a subset of packets
Use a name that you recognize what the contents is

“w
File name:

Metwiork

- Save

Save as type: Wireshark/... - pecapng [ poapng;”. poaphg. gz;” ntar;” nkar.gz) v] [ Cancel ]

Pl Hance ) ) [ Compresz with gzip
() Captured @) Digplayed
i@ All packets 42087
(71 Selected packet 1
bl arked packets

First to lazt marked

(71 Range: | 1]

FRemove lgnored packets

.0.

e SHARE
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Wireshark Lab - Comment the trace file

Allows to pass 'Meta Information' in the tracefile
Don't forget to save the commentary: File —» Save

M *SHARE167524n3270.prapng [Wireshark 1.12.3 (w1.12.3-0-gbb3edal from master-1.12)] = Ech ==
File Edit Miew Go Capture Analyze Statistics Telephony Toals  Internals  Help
COAMEIBNRS I AE >DT L QAR DB % B
At port==23 or tcp.port==9923 or tcp.port==8923 || tcp.port==3723 IEI Expression..  Clear Bpply Sawe up_dowrn =
Mo, Tirne Source TTL Destination Info »
1 0. 0OE0DD0CC0 172.29.68.1 123 172.20.0.16 1706-0623 [ACK] Seq=""
2 0.002342000 172.20.0.18 g4 10,188, 27.213 Telnet Data ...[PRack:
3 0, 002345000 172.20.0.18 g4 102,168, 27.213 Telnet Data ...
4 0. 008751000 10, 158.27.213 124 172.20.0.168 49216-23 [ACK] Seg=1
3 0. 009047000 172.21.25.77 127 172.20.0.168 Telnet Data ...
_E; EE ! Edit or Add Capture Comments EI@ If}?ff E?E? e — &
4 I
| SYETCPDA Packet trace corverted using IPCE
Frame 1: § Filtered on all TM3270 ports using | rface o -

Ethernet |
Internet §

tcpoport==23 or tcp.port==9923 or tcp.port==8923 || tcp.port==3723

101 (02:00:5a:1d:06:00
& (172.20.0.185)

Y

B

SHARE,

Educate - Network - Influence

HARE
n Seattle 2015

= Transmiss) i, Seq: 1, Ack: 1, Le
Snirea | =
4| I
OO0 Help oK ] [ Cancel
il
OIOEORT 10 05 33 X5 c3 41 ebh 16 a3 44 a5 0g 34 50 1
O30 F £ e be oo ool . . . . . .
e|ﬁ'|’ Frarme (frarme), 54 bytes Packets: 42087 - Displayed: 42087 (100,0%2) ... | Profile: Default
03/06/15
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Wireshark Lab - Statistics — Flow Graph

Show all Packets over a vertical time line
Can use filters to draw different colored graphs

L2

-

Y

SHARE

®
uence
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M FSHARE16752.4tn3270. prapng [Wireshark 1.12.3 (1.12.3-0-gbb3e%al fram master-1,12)] = || B ER
File Edit Miew Go Capture Analyze Statistics Telephunz Tools  Internals  Help
©© B AesaTL (EF QD #HBK% 3
Filter: | tcp[l3]&7 IEI Expression..  Clear Spply Save up_down =
Ma. Time [ - ] Destination Info *
YWifireshark: Flow Graph -IEI
SO @, 315 J i El-@ 127 172.20.0.15 52102-23 [SrM] Seq=0
=1 G, 319 Choose packetj gl 172,21, 25, 200 2352108 [S'\I{N, .&CK] ]
53 . 3514 All packets 127 172.20.0.14 52133+23 [5YN] Seq=0
S @, 514 E —— e g4 172.21.25. 188 2282122 [8YM, ACK] !
@l g
56 0. 32] YRR RANIETE 128 172.20.0.16 53507+23 [SYN] Seg=0
o 0, 321 g 172, 20,87, 145 2353507 [5YN, ACK] !
e = e B | ChDDSE leWt}IIpE T OTTTTY WY 1= Fe=tan T M b I, b | rl_'l'hl I'll‘_"I/-I 1 -
@ General flow x
+# Frame S0: § TCP flow captured (523 bits) on interface 0 .
+ Ethernet I }:00:10), Dst: IbmCorp _15:19:c2 (02:00:5a:15:10:c
+ Internet P Choose node addresst}fpe (1?2.21.25.2(3"3:', Dst: 172.20.0.18 (l??.?@.@.lﬁj
- Transmlssiq Standard source/destination addresses (62102), Dst Part: 23 (23), Seq: ©, Len: o
Sriireca P - i
@ Metnork sourcefdestination addresses b
Qa0 o8 G0 g 45 G A Zo.... E. -
a1l oo 34 QK | | Cancel ac 14 (- [
OO20 0D 10 A O oo, I '.
Q30 20 00 dto—s —rr o] 01 ..., ... =
0040 64 0P ->HARE

6 |_/r File: "W SMBHOST \shared_mburkhar.. | Packets: 42087 . Displayed: 4419 (10,5%) . L...

Profile: Default

Complete your session evaluations online at www.SHARE.org/Seattle-Eval
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Wireshark Lab - Follow TCP Stream

Creates a filter on tcp.stream

r1/

.
Rightclick on any packet of the TCP session
Follow TCP stream opens a view of all data
M Follow TCP Stream (tep.stream eq 10) Ii“ﬂl[é] -‘

M SHAREI67524n3270.poapng  [Wireshark 1.1
Eile Edit Wiew Go

e ® 4 8

Capture  Analyze

BILI B &

tcp.stream eq 19

Filter:

Mo, Tirme Source

52 0, OO0ETE0C0
78 0, 031532000
80 0, 001223000
21 0. 001490000
G4 @, DER021 000

172.21.25. 3
172.21.25. 3
172.20.0.149
172.21.25. 3
172.20.0.14

1 |

B Telnet

H LSEQFACK analysis]

-Strearn Content {incomplete)

Entire corversation (579 bytes)

Y - U e locooooooooc M. .S=...%...K..LP..{0..%1..... mé b

F0 ocoococooooocoocooooooosooc S5 cooo00c -

.............. E T T o F o i
* H. .

............... CS T I Sy | - 2w [N IR - S SN I PR

T =T s T U SN o1 e~ X =31 LS o S

(L@w...u.p.s|. . At%. .. .%.IT...... i

[~]

| Eind || Seveds || Prnt |© ASCI  © EBCDIC  © HexDump  ©) CAnays  © Raw
Filter Ciut This Stream ] [ Close ]

[Packet size limited during capTturer PRP TrUncated]

< |

I

olatal0]
ol

IS
FITTF

0030 Ff df 2a 22 00 00

Complete your session evaluations online at www.SHARE.org fSeattle-Eval
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Wireshark Lab - Decode AS s

SHARE
If the protocol is not what wireshark thinks it is
160301 looks like a TLS Negotiation packet
Rightclick on any packet — Decode as “SSL”
M SHAREI67524n3270.poapng  [Wireshark 1123 (w1.12.3-0-gbb3edal from master-1.12)] o | B3
Eile  Edit Miew Go Capture  Snalyze gtatiSti':"Wireshark:Decnde.ﬂ«s Ii“ﬂl[é]
e dB B 2| XA
@ Decode Linkl Metnork| Transport
Filter: | ftcp.stream eq 19 ©) Do not decode - "
Mo, Time Source T 3PDY
- 2l 0.000087000 172.20.0.16 | Spice
52 0. 000676000 172.21.25. 200 SPLOC
79 0.031382000 172.21.25.200
80 0.001223000 172.20.0.16 S5H
81 0.001400000 172.21.25. 200 TCP |both (23~62108) |v| portis) as [
o4 0.0685021000 172.20.0.16 STAMAG 5066 DTS
e STAMAG 5066 SIS
[SEQ/ACK analysis] ’ Clear ] STUMN -

o Telnet
[Packet size limited during capturg
4 | m

QO30 '|: df 2a 22 00 00 jEENEE [ 2 ] I 2pply ] [ Elais ]

SYMCHROPHASOR

’ Show Current ]

ok
alal=o] : B 3 ik : 05 : T O A 4 = '
QoEn  EEl B c ac 15 o o 0 o L LH ARE

m

AT . ey T = o tar . ..in Seatt[e 2015
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Wireshark Lab - Decode AS

Now all port 23 traffic is mapped to SSL Protocol
Sessions terminate after an Encrypted Alert

—

-

Y

SHARE,

Educate - Network - Influence

pr

M SHARE16752.4n3270.peapng [Wireshark 1123 (w1.12.3-0-gbb3e%a0 from master-1.12)] = EEh <=
File Edit Miew Go Capture Analyze  Statistics Telephunz Tools  Internals  Help
© © B AesTEI((EE QQAQAD #BDM % O
Filter: | tcp.strearn eq 19 IEI Expression..  Clear Apply Save up_down 3
Mo, Tirme Source TTL Destination Info >
S0 0, 000000000 172.21.25. 200 127 172.20.0.15 6210823 [SYM] Seq=0 Win=2192 Len=0 MSS
51 0, 000087000 172.20.0.185 54 172.21.25,200 2352108 [SYM, ACK] Seq=0 Ack=1 Win=327
52 0, 000575000 172.21.25. 200 127 172.20.0.15 G62108-23 [ACk] Seq=1 Ack=1 Win=56792 Le
79 0,031382000 172.21.25. 200 127 172.20.0.15 Client Hello
O 0, 001223000 172,20.0,16 B4 172.21. 25, 200 [Packet size limited during capturel [Pa
21 0. 001400000 172,21, 25, 200 127 172.20.0.15 [Packet size limited during capture][Pa|
o4 0, 055021000 172.20,0.156 54 172.21.25,200 Change Cipher Spec r
85 0.000131000 172.20.0.16 64 172.21.25.200 Encrypted Handshake Message
o7 0, 0002989000 172.21.25. 200 127 172.20.0.15 G2108-23 [ACK] Seq=352 Ack=1043 Win=G57
oo 0, 000521000 172.20.0.15 54 172.21.25,200 Application Data
100 @, 000512000 172.21.25. 200 127 172.20.0.15 Application Data
101 @, 000233000 172,20,0.15 54 172.21.25,200 Application Data
102 0, 000532000 172.21.25. 200 127 172.20.0.15 Application Data
102 0. 000851000 172,.20.0.15 54 172.21.25,200 Application Data
104 0, 008131000 172.21.25. 200 127 172.20.0.15 Encrypted Alert
105 @, 00048000 172, 21,25, 200 127 172.20,0.15 G2108-23 [FIN, ACK] Seq=4563 Ack=1146 Wi ~

6 |_|/g File: "\ SMBHOST shared_mburkhar.,., | Packets: 42087 . Displayed: 19 (0,055 - Loa..,

I

k

-
<,

Profile: Default

—_—

Complete your session evaluations online at www.SHARE.org/Seattle-Eval
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Wireshark Lab - Conversation Filter - IP

Following a single client's traffic
Sessions terminate after an Encrypted Alert
And restart after 2 seconds

0.065021000
0.000131000
0.000233000
0.000621000
0.000512000
0.000233000
0.000532000
0.000&51000
0.009131000
0.000045000
0.000036000
0.000145000
0.000384000
2001685000
0.000091000
0.000476000
0.003126000
0.001052000
0.001235000

¥a2 L) (P
6210823 [ACK]

10eEh ] ] 123
Lpplication Data

] ] (P
Application Datg,

] ] 123
Doplication Data

- 23

Application Data,
] ] 125

Spplication Data
iy = 23

a2 L)
a2 106}

a2 L0rE)

2 L0k =3
6210823 [FIM, A

2 L0 i)
43—62108 [PSH, ...

Locky =3

GFEncrypted Alert
L) 123

K2 L) =3
6211123 [SVM] g
L1y S1En

Pe—

Ericrypted Hands,.,

Encrypted Alert,

6210823 [RST, .,

Kzl
43—+ 062117 [SYM, ...
111

K 125
6211123 [ACK] o
Kzl 123
Client Hello
TR
[Packet size limit...
123
Packet size limity,
110 (R

K2l
K21l

I

hange Cipher 5., -
e 123

k

Change Cipher Spec

Encrypted Handshake Mez=ge

GE10E—-23 [ACK] Seq=3E2 Ack=1042 Win=_55748 Len=0

Application Ca@

Application Daa

Application Ca@

Application Cata

Application Ca@

Encrypted Alert

G210E—23 [FIM, ACK] Seq=403 Ack=1146'Win=>0564 Len=0

2362108 [PSH, ACK] S2q=1146 Ack=4% Win=3ZT22 Len=0

Encrypted Alert

G210~ 23 [RET, ACK] Seq=45 Ack=1175 Win=0 Len=0

G2111—-232 [SYM] S2q=0Win=5152 Len=0 M55=1400 Wi=4 SACK_PERM=1
2362111 [S9M, ACK] Seq=0 Ack=1 Win=32T58 Len=0 M55=1452 W5=1
6211123 [ACK] S=q=1 Ack=1 Win=60722 Len=0

Cliznt Helio

[Facket size limited during captuns]

[Facket size limited during captuns]

4 i I

Complete your session evaluations online at www.SHARE.org/Seattle-Eval
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Wireshark Lab - Profile TN3270

r“’

SHARE,

Educate - Network - Influence

Download the files to your Personal Configuration Folder

Help — About wireshark — Folders

! About Wireshark

Personal configuration ©Users\ B SOMIMN' S ppDatahRoarmingiiilire shark,

Global configuration  ChPrograrm Files\ireshark

Systemn ChProgram Files\Wireshark

Wireshark Profile for SHARE wireshark Lab

Download to - Chlsers\smanSourcetAppDataiRoamingtyiresharkiprofiles T3 270

Display Filters: dfilters
iZoloring Rules: colorilters
Preferences: preferences

Disabled Protos: disabled protos

Complete your session evaluations online at www.SHARE.org/Seattle-Eval

"ethers", "ipxnets"
prograrn files

arningiireshatk\plugins  dissector plugins

diszector plugins

03/06/15

"dfilters”, "preferences”, "e

"dfilters", "preferences"”, "r

= @] =]
| "-.I'l.-"iresharkl Suthaors| Folders F'Iuginsl License|
Marne 1 Folder 1 Typical Files
"File" dialogs WEMBHOSE shared mburkhar 20154 HAREY Seattled THIZTOY capture files
Ternp CyUsers\IBM AD~T\AppDatatl ocalhTemp untitled capture files

o SHARE

...in Seattle 2015
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Wireshark Lab - TN3270 Negotiation fails

Filter on TN3270 Negotiation

Fe

Complete your session evaluations online at www.SHARE.org fSeattle-Eval

Help

B SO, Clear Py
HARE_SEATTLE_2015:Session
TCP_SYN
ICP

DET Wini+

1-)

:-) Bl

P

[CP
ICP
[CP
ICP
[CP
ICP

D

]
Profile: TH32T0

K1
e SHARE

...in Seattle 2015
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Ml SHAREI67524n3270. poapng  [Wireshark 1,123 (w1.12.3-0-gbh3edal from master-1.12)]
File Edit Miew Go Capture Analyze Statistics Telephunz Tools  Internals
00 AE i B Aee2DTE R
M \Wireshark: Display Filker - Profile: TN3270 = - |3
Mo.| -Edit Display Filter
TH3I2T0 Megotiation starting =
TMIZT0 Megotiation failing
M e TMI2TD Megotiation
TM32TOE BIND
IP anly :
IP address 192,168.0.1
IP address isn't 192,168.0.1, dan't use = far this!
IFX anly |
TCP anly
LDP anly
Maon-0OME il
Properties
1 [ Filter narne: TH3I270 Megotiztion
— Filter string: | (tcp[20,22]==FF28||tcp[20,22]==FF2E||tcp[32,24]==FF 22
@

03/06/15
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Wireshark Lab - TN3270 Negotiation fails £

SHARE,
M SHARE167524n3270..pcapng [Wireshark 1.12.3 (41.12.3-0-gbb3elal from master-1.12)] o 2|3
File  Edit Miews Go Capture  Snalyze  Statistics Telephnnz Tools  Internals  Help
©© 4 B2 Aa++»9TLEEQaaabl @#@8m%x B
Filter: l{tu:p[2I],EE]::FF28||tu:p[2[l,22]::FF2E||tu:p[32,34]::FF28||t|:p[32,34]::FF|Z| Expression... Clear Spply Save TLE hidden

Mo, TTL Tirme SHARE_SEATTLE_201%:5ession 16752 #5HARKatSHARE dPort Data i |

M Follow TCP Stream (hopstrearm eq 46)

Stream Cantent

........ el b DL VIBMS32YE-2-Elbx. LD

Entire corversation (52 bytes) |Z|

| Eind || Saveds || Print |© ascn © EscpIC Hex Dump C Arrays @ Raw

Help Filter Cut This Strearn | [ Close l 372d3

6 |_*9r File: "WSMBHOST shared_mburkhar., | Packets: 42087« Displayed: 1101 (2,6%) « Load tirme: 0:01.421 Profile: TR3I2T0

Filter string: | (tcp[20,22]==FF28||tcp[20,22]==FF2E||tcp[32,24]==FF 22 Egpressinn...| ..
@ Profile: TH3270 ®
| | | - | e SHARE

...in Seattle 2015
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Wireshark Lab - Filter on LUName .

SHARE,
Filter on any ASCII string using the contains operator
M SHARE167524n3270.pcapng [Wireshark 112.3 (w1.12.3-0-gbb3e%al fram master-112)] o @ |3
File Edit Miew Go Capture Analyze  Statistics Telephunz Tools  Internals  Help
OO MM BERS Ae»DTL QAP WEM%| B
Filter: top contains oo IZI Expression... Clear Spply Sawe TLE hidden
Mo, TTL Tirne dPort  SHARE_SEATTLE_2015:Session 16752 #SHARKatSHARE Data ip.id Info -
8?5??[3[3![3[3!

23 TNBE?BE <--- 5B Device- T},fpe Req SE |fffa?8@2@?@x3¢df [1':635[316

e |j9 Data (data), 24 bytes Packets: 42087 . Displayed: 59 (0,1%) . Load time: 0:01.234 Prafile: TH3I2T0

...in Seattle 2015
03/06/15 19

Complete your session evaluations online at www.SHARE.org/Seattle-Eval
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Wireshark Lab - Filter on single Client £

SHARE,

Very short lived TCP connections
Closing after TN3270E negotiation fails

M SHARE167524n3270..pcapng [Wireshark 1.12.3 (w1.12.3-0-gbb3edal from master-1.12)] = =R

Eile Edit “iew Go Capture Snalyze  Statistics Telephunz Toaols  Internals  Help

CNCIVE A= X2 Ae*TLEFaaal $@8M% B

Filter: ip.addr eq 172.20.97.146 and (tcp.len gt 0 or top.flags &7 IEI Expressian... Clear Lpply Save TLE hidden
Mo, TTL Tirne dPort  SHARE_SEATTLE_2015:Session 16752 #5SHARKatSHARE Data i -
56 128 0.322649000 23 =--- 5S¥N Win/ [Fingerprint: 819Z:1%

57 64 B 322?@6@@@ 635@? ZDS 16K 32768:64:0:48 1 M*,w0 ¢

0748424d2d333237 1

538 64 1 6523?1@@@ 63508 TCP_SYM -]
: G3507 TCP

280 128 0.881413000 23 <--- FIN ¢
281 64 0.882536000 63506 z05 FIN --= (
537 128 1.652246000 23 paf win/+ :-) B8192:128:1:52,M1460,N, WS, N ¢
¢
|

@ .._fr File: "WSMBHO ST shared_rmburkhar,., | Packets: 42087 . Displayed: 970 (2,3%) « Load time: 0:01.234 Profile: TH3270

Lomplete your session evaluations online at www.SHARKE.org/ Seatile-Eval




Wireshark Lab Reference

s 5

Educate - Network - Influence

What the TCP payload looks like

Telnet Negotiation
FFFD2E DO TLS
FFFC2E WONT TLS
FFFD28 DO TN3270E
FFFB28 WILL TN3270E
FFFA28 SB TN3270E

8055
14 —-—-
1403vv
15 ---
1603vv
(0]0)
16 ---
1603vv
(0]0)
01
02
03

Keepalive Probes

FFFBO6
FFFCO06
FFFDO6

WILL TIMEMARK
WONT TIMEMARK
DO TIMEMARK

17 —---
1703vv

Complete your session evaluations online at www.SHARE.org fSeattle-Eval

0301

SSLV2 v31
Change Cipher Spec ---

0001

XXXX
SSL3.0

Handshake Protocol ---
XXXX

SSL3.

TLS1.

TLS1.

TLS1.

K1
e SHARE

...in Seattle 2015
21

Application Data ---
XXXX

03/06/15
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