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Wireshark Lab Part |. General Questions —

eeeeeeeeeeeeeeeeeeeeeeee

How long was the trace running?

The trace captured a timeframe of  seconds
What is the average packet rate?
The average packetrateis  packets/s
What are the 3 top talker |IP addresses in the trace?
IPaddress1: . . . - packets
IPaddress2: . . . - packets
IPaddress3: . . . -  packets

Save number_1's traffic under a new filename

Filter: ip.addr eq aa.bb.cc.dd
File — Export specified packets — wireshark pcapng format!

Filename: SHARE16752.TopTalker.pcapng .00
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Wireshark Lab Part ll. TCP Questions —
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How many TCP sessions start in this trace

The trace contains new TCP connections
How many TCP sessions terminate in this trace
The trace contains terminating TCP connections
What are the top 3 clients connecting in the trace?
IPaddress1: . . . -  new sessions
IPaddress2: . . . - newsessions
IP address 3: . . . - new sessions

Save number_1's traffic under a new filename
Filter: ip.addr eq aa.bb.cc.dd - File — Export specified packets
Filename: SHARE16752.TopTalker.client1.pcapng

Save number_2's and number_3's traffic also K1
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Wireshark Lab Part lll. TN3270 Questions B =
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How many TN3270 sessions are started in the trace?
Thereare _ new TN3270 sessions starting in the trace

How many TCP ports is the TN3270 Server listening on?
The TN3270 Server listens on ports

What are the top 3 clients connecting to the TN3270 server?

IP address 1: . . . - new sessions
IP address 2: . . . - new sessions
IP address 3: . . . - new sessions

What is the percentage of all TN3270 traffic in the trace?
Filter: tcp.port==23 or tcp.port==nnnn || tcp.port= nnnn ...
Filename: SHARE16752.TopTalker.client1.pcapng

Save all TN3270 traffic under a new file o®

o
File — Export ... SHARE16752.TN3270.pcapng % oioRE

02/24/15 4

Complete your session evaluations online at www.SHARE.org/Seattle-Eval




Wireshark Lab Part lll. TLS Questions B =
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How many active TLS sessions are in the trace?
There are sessions that carry TLS application data.

What other server ports besides TN3270 support TLS?
Following servers sent a ServerHello: Ports

What are the top clients connecting via SSL to the TN32707?

IPaddress1: . . . - ClientHello packets
IPaddress2: . . . - ClientHello packets
IPaddress3: . . . - ClientHello packets
IPaddress4: . . . - ClientHello packets
IPaddress5: . . . - ClientHello packets

Save all traffic of the IP subnet of #4 and #5 under a new file

File — Export ... SHARE16752.IPSubnet.pcapng o®
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Wireshark Lab Part Background e )
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What the TCP payload looks like

Telnet Negotiation
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Change Cipher Spec ---
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SSL3.0
Handshake Protocol ---
XXXX

SSL3.

TLS1.

TLS1.

TLS1.

Application Data --- ..

®
XXXX o SHARE

...in Seattle 2015
02/24/15 o 6




Successful TN3270 Negotiation g =
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SEATTLE.PCOMM.VTAMP.pcapng [Wireshark 1.12.1 (Git Rev Unknown from unknown)]

File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help

® ® 2 X2 M A3 EE QA @#EE® b
Filter: |.tcp_streameq2 ¥ | Expression... Clear Save
MNo. Time Source SHARE SEATTLE 2015:5ession 16752 #5SHARKatSHARE Data

13 0.800 Win7.Client <--- SYN Win7 [Fingerprint: 8192:128:1:M*

15 0.800 Win7.Client <--- 3-way-HS completed ESTABLISHED :-)

THN32760.Server DO TN3270E ---> =]
Win7.Client e -
TN3270.S5erver

14d4943TTfe

14d4 40

)

TN3270E --> BID (ContRes)
LE I

30 0.000 Win7.Client <--- ACK (Win)
31 ©.820 Win7.Client TN3270E <
32 9.000 TN3270.5erver ---> ACK z05

.00
e SHARE

...in Seattle 2015

Complete your session evaluations online at www.SHARE.org/Seattle-Eval




(«m‘/

Successful TLS Negotiation . =

File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help
m = [ 1f 1 I.-'-.I I.-Iél-.. I.-'-.I
© ©® 2 X g A+ ¥ EE el @EE -
Filter: [tcp_stream eq 1559 hd | Expression... Clear Save pOf IwayHS b
Source Coloring Rule Mame data tcp_ws tcp.relative ip.l
| 172.20.0.16 Z05 16K 32768:64:*:48:M* N,Wo 32768 0.0D0D65000
' 172.21.25.200 3-way HS complete ! ESTABLISHED 66792 0.000489000
172.21.25.200 5S5Lv2 Client Hello 801TD1030100060000001 66792 D.0D6965000
172.20.0.16 TLS Server Hello 16030103da0200004d030 32735 0.008024000 1
.25.200 TLS Client Key exchange 160301010610000102010 65800 0.009955000
I 172.20.0.16 TLS Change Cipher Spec l140301e00101 32450 0.013136000
| 172.20.0.16 TLS AppData Es 17030100182a0768ad5b8 32450 0.013493000
' 172.21.25.200 65748 0.013794000
'172.21.25.200 TLS AppData 170301001881fc02911af 65720 0.015390000
I 172.20.0.16 TLS AppData 1703010020e6ad97ed1d3 32739 0.0815570008
'172.21.25.200 TLS AppData 1703010030bdodd205086 65684 0.016326000
I 172.20.0.16 TLS AppData 170301002Pad4aab9622af 32715 0.016894000
'172.21.25.200 TLS Close Notify 15030100180ac8720d0ae 65644 0.024988000
I 172.20.0.16 TLS Close Notify 150301001864e35020407 32739 0.825175000
'172.21.25.200 FIN 65644 0.025296000
|I| | i | E|
==
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