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Agenda

• z/OS Tools 

– What are the z/OS Tools

• COBOL Explorer in Fault Analyzer

• API

– Why are z/OS Tools providing APIs

• Code Coverage Eclipse plugin Tech Preview

• Load Module Analyzer plugin Tech Preview
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z/OS Tools Introduction

Not more PD Tools but z/OS Tools
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WebSphere on z Portfolio enables Systems of Engagement

z/OS Tools help you do what 
you need to 

do more efficiently & affordably

What is z/OS Tools? 

CICS Tools 

� CICS Configuration Manager for z/OS
� CICS Deployment Assistant for z/OS
� CICS Interdependency Analyzer for z/OS
� CICS Performance Analyzer for z/OS
� CICS VSAM Recovery for z/OS
� CICS VSAM Transparency for z/OS
� CICS Modernization Solution Pack for z/OS
� CICS Optimization Solution Pack for z/OS

Problem Determination Tools for z/OS

� Application Performance Analyzer for z/OS
� Debug Tool for z/OS
� Fault Analyzer for z/OS
� File Manager for z/OS
� Workload Simulator for z/OS and OS/390
� Data Set Commander for z/OS
� Hourglass
� Problem Determination Modernization Solution Pack
� Problem Determination Solution Pack
� Problem Determination Testing Solution Pack
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z/OS Tools Key Usage Scenarios

Understand the potential 
saving for free

Make adjustments for 
improved performance

Enhance applications to 
reduce resource 

consumption

Implement Automated 
Problem Diagnostic

Simplify management of 
infrastructure, application 

and data

Improve efficiency of 
development and quality 

of applications

Prepare Enterprise Data 
for Open World

Discover and exploit 
existing assets to realise 

additional value

Understand the potential 
impact of new mobile 

workload
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� From 10% to 25% CPU savings for applications that were converted to threadsafe.

� Upwards of 80% time savings to identify, code and test applications when converting to 

threadsafe.

� Upwards of 90% time savings to identify and validate typical performance issue related 

changes.

� An average of 66% less time to administer CICS Service Definition Changes, which 

happen on monthly, weekly and daily basis.

� A reduction from weeks to hours for the discovery and documentation of existing CICS 

topologies.

� A 50% reduction in the time it takes to identify application code and files that are no 

longer used and can be decommissioned. 

� A 75% reduction in time to recover from a major issue related outage from days to hours.
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IBM Fault Analyzer

COBOL Explorer

z/OS Problem Determination Tools

(an interactive post-mortem debugger)
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End-to-End Architecture for Mobile and Cloud 
Application invoking z Services using APIs
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Service Enablement:
• Enables invocation of z 
applications by remote 
applications using standard 
protocols (REST) 

API Enablement:
• Consumability by internal and 
external developers (creation and 
look up)
• Entitlement Management 
(securing, workload 
enforcement) 
• Usage monitoring & Analytics

Cloud Integration 
Enablement:
• Enabling integration with APIs 
as well as technical services 

Mobile Application 
Development
• Invokes services and APIs
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Connect
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Approaches for Problem Diagnosis

1. Analysing what went wrong based 
on the information available in the 
environment where the error 
occurred. 

2. Create a replica of failing 
environment in a development 
environment and continue with 
further analysis. 
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Failure 
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What can be understood from the failing environment?

1. Abend analysis – what caused a program to fail at the 

source line level?

2. Data error – Identifying records containing erroneous data

3. Performance – resource consumption is too high or 

response time is not satisfactory
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CICS
IMS
WAS

Failure 

Occurred!

Complex system built on decades 
of incremental development



Simple S0CB in COBOL program analysis 
Steps without FA:
1. Capture CEEDUMP or MVS dump

2. Determine abend offset into program from 
dump traceback

3. Obtain a matching compiler listing – need 
to make sure it really matches!

4. Using the listing, identify the matching 
source line for the abend offset

5. Identify data fields involved and their 
offsets into working storage

6. Validate the content of each data field in 
the dump to determine the one(s) in error

7. Fix the problem Do I really want to do this?

Application is abending. What do I do?

Abend Analysis Basics – Analysis and source line mapping

1. Abend Analysis



Solution provided by Fault Analyzer report

Gives you an explanation of 

failure and pinpoint erroneous 

source line #

Displays source information 

involving in the error

Showing you precisely what 

data needing the fix

Abend Analysis Basics – Analysis and source line mapping 
(continue)

1. Abend Analysis
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z/OS Problem Determination Tools

� COBOL Explorer takes debugging your (abended) COBOL program to the next level by 
allowing you to work with a summary view of the program which starts by revealing only 
source lines you need to know about. You can then 'expand' sections of the program to 
investigate further, or create another summary view to pursue something different.  

� Query your program to see all lines where a variable is used, all places a procedure is 
called, or the value of variables on any executable source line.

� IBM Fault Analyzer V13, PTF UI18641 introduced this new feature, documented in the 
latest User’s Guide and Reference SC19-4116-04 

Replaces the traditional source (editor style) viewer with a collapse/expand interface.   

What is COBOL Explorer?
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COBOL Explorer: Post-mortem debugger

• Want to better understand the execution path which led to a failure from a dump?

• Want to see how value of a variable changed which contributed to a failure?

• COBOL Explorer is a new feature of Fault Analyzer which allows you to navigate your 

application’s execution path from a point of failure interactively. It allows examination of a 

variable and how the value changed which led to failure.

15

….
MOVE 0 AVALUE.
MOVE 100 ATOTAL.

CALL CALC USING AVALUE ATOTAL.

…
….
LINKAGE SECTION. 
01 X PIC 9(4).
01 Y PIC 9(4).

….
DIVIDE Y BY X GIVING Z.

…

Start

Subprogram CALC

Main program

Point of Failure

Statement you need to fix!!!

153/1/2015



3/1/2015 16

Watch the video @ 

http://www.youtube.com/watch?v=ZXwsaBnfk2Q

IBM Fault Analyzer
COBOL Explorer Video
(an interactive post-mortem debugger)
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Why do I care about APIs?

• Our tools come with user interfaces.  ISPF,  Eclipse,  WebPages

• Tools divide into two categories

• Dev/Ops tools – chat directly with live systems

– Debug Tool, File Management, Configuration Management, 

Deployment Assistant

• Collect Data and store for analysis

– Tools are configured what to collect/how often to collect, Data captured 

by tool is analyzed for issue/trend

– Fault Analyzer, Application Performance Analyzer

– Interdependency Analyzer, Performance Analyzer

– Debug Tool Code Coverage

3/1/2015
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APIs allow me to integrate dev/ops tools

• Dev ops tools with user interface can mean replacing existing 

interface with disruption/adoption

• Existing process can have bespoke steps

• Help you build continuous testing environments

• Build continuous monitoring applications that provides you with 

data and metrics to operations, QA, development and other 

stake holders during the different stages of the delivery cycle.

• What if we could drive the tools from the existing process

3/1/2015
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Dev ops APIs

• Debug Tool 

• Managing debug configurations

• Code Coverage reports

• Extracting source from debug files

• Authenticating credentials

• Fault Analyzer – retrieving abend reports occurred during test runs

• Configuration Manager

• moving change packages as part of source code promotion

• Powertools for CSD and BAS.

• (what makes good demo here)

• Deployment Assistant – cloning and provisioning CICS regions and 
systems
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Extracting the expanded source from a COBOL
SYSDEBUG File  using APIs

• COBOL SYSDEBUG files are created by the compiler when the 

TEST(SEPARATE) compile option is specified
• The SYSDEBUG file contains the debug data needed for a debug
Session as well as the expanded source used during compilation

• The contents are encrypted
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CICS Explorer: Opening a SYSDEBUG file
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To demonstrate the potential of these APIs running on a 
Liberty Profile server, we will build a Java application that 
can filter existing code coverage data and build a report that 

includes annotated source code.

CICS Explorer: Showing Encripted SYSDEBUG file

3/1/2015



243/1/2015



253/1/2015



Components
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Creating an extension in CICS Explorer
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Creating an extension in CICS Explorer
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Selecting new option: Extract Cobol Source
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Extracted source from SYSDEBUG file
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Code updates ….

313/1/2015



Code updates ….
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Code Coverage and Load Module Analyzer

Tech Preview

http://www-01.ibm.com/support/docview.wss?uid=swg24039125
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Code Coverage Facilities in Debug Tool
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Code Coverage Facility

– Uses Debug Tool backend 

• Plus

– Can be driven by RDz

– Highly customizable using XML 

– Allow parallel debug and code coverage session

– Can be run in batch fully separated from UI or 3270 

– Perform better

– Results presented in XML

– APIs for extraction of results

– ISPF, Eclipse and Web facility for setup and report creation

– Rollup support

• Minus

– Not integrated with RD/z testing facilities yet
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Code Coverage Facility Design Goals

• Use the same setup needed for a debug session

• Allow the developer to have a CC data gathering 
session in parallel with a debug session.

– When use in this mode if the logical flow of the program is 
altered by using command like GOTO, or JUMPTO, or 
modifying the contents of a variable the report will contain 
and indicator.

• Enhance quality by proper unit test validation.

– Help the developer with making sure that the proper unit 
test has been performed by showing whether new or 
modified code have been executed.

– Validation of proper unit test before checking code into 
source library
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Code Coverage Facility Design Goal

• Allow for the code coverage data gathering to be run 
unattended in batch

• Allow for the code coverage data gathering to be 
launched in several modes 

– Debug Tool MFI (3270) , RD/z, or IBM Problem 

Determination Tools Studio.

• Provides an ISPF and Eclipse interface for the selection 
and creation of reports
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Code Coverage Facility Design Goal

• Provide different medium for the reports. 

– Online reports using ISPF

– Reports in PDF format

– Reports in XML for further transformation if required

– Online reports using a Web or mobile app.

• Provide APIs to retrieve the reports for home grown 
tooling.

• Support all environments supported by Debug Tool

• Support for applications written in COBOL, PL/1, and C
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Steps to capture and display the Code Coverage 

● Create Options File 

● Define new EQAOPTS with location of CC 

output data and location of Option file.

● Specify new environment variable 

EQA_STARTUP_KEY in TEST runtime option

● Launch Debug Tool 

● Provide Selection Criteria

● Create Code Coverage Report

● View Code Coverage Report

● Export Report (.xml, .pdf)



Installing Code Coverage Plug-in into RD/z

• You can download the Code Coverage Plug-in from the 
IBM PD Tools Website: http://www-

01.ibm.com/software/awdtools/deployment/pdtplugins/

• The package is: 
– IBM Debug Tool Utilities (DTSP, Code Coverage, Load Module Analyzer, and JCL 

Wizard) 13.5.0.0

• You need to use Installation Manager to install this 
package into RD/z

• If you have previously installed the DTSP plug-in you need 
to un-install it first and then install this new package which 
includes DTSP as well.
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Connecting: Opening Host Connection view
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The host connection view allow you to connect

To PDTOOLS Common Server



Establishing a connection 
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After expanding Problem Determination Tools for z/OS select a 
Problem Determination Tools Connection type and press Add 



Configure your connection for your z/OS system
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In this example we are choosing

Save and Connect which will
take us to a pane where you 

can specify your credentials



Specifying credentials
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The connection and 
Credentials are valid for 

All PD Tools Plug-ins



Connected to PD Tools Common Server
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Now that we are connected we can then set up the code coverage session using
the new Debug Tool Code Coverage Plug-in.



Opening Code Coverage view
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After opening Debug folder, select 

Debug Tool Code Coverage and press OK



Code Coverage View
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The Code Coverage view has two components:

• Debug Tool Coverage Option Files

• Where you indicate the options to be use for capturing code coverage 
Observations

• Code Coverage Report Generation 

• Where you customize and create your reports

Double click on selection indicated

with arrow. It will bring the Options Pane



Code Coverage Option File Pane

48
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What is the CC Options file?

• Where you specify the programs that the analyst is 
interested in capturing CC observations: 
– An ‘*” => all programs in a transaction or batch job

– A groups of programs with a wild card => ABCD*
– Specific programs => MYPGM1, MYPGM2

• You can have more than one Options file but only one is 
use in each run.

• Facilities are available for creating the option file
• You can specify a group if you are interested in 

grouping results when creating a report
• You can create the Option file and specify the programs 

manually. It uses an XML like syntax. See below



Specifying the option file
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You don’t need to type
entire name, you could

just click on Select 



Expanded file selection list
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Specifying the option file
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Next step is to specify the 

program(s) :
• An * indicates all  

programs in the job or 

transaction

• You can use the * as 
part of a name

• BAC*

• ABCDE*

• Or you can specify the 
full name

• BAC007

• ABCD08



Specifying the program name.
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Click on Add to specify
the program name



Specifying the program name.
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For this example we specify *, meaning all executing programs in the job 



Specifying a Group(s)
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What are groups? Groups are optional but they can be use to collect observations

from several runs with the same group. 

For example, you can have a Group named PAYROLL and a Group named TAXES

You can run TRAN1, TRAN2, TRAN3 for example as part of group PAYROLL then

you can create a consolidated report of the code coverage for all three transactions

by specifying when creating a report the group name. In this example PAYROLL 

You can run TRAN4, TRAN5 with group PAYROLL and TAXES and when creating

a report if you specify PAYROLL and TAXES as groups then only Code Coverage 
observations for TRAN4 and TRAN5 are included in the report. 

If instead you specify group PAYROLL when creating a report then all transactions 

are included: TRAN1, TRAN2, TRAN3, TRAN4, and TRAN5



Specifying a Groups PAYROLL and TAXES
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You can now Create or update the file by clicking on

Groups



The option file

57

You can edit the option file and

see the contents after it has
been updated by the CC plug-in.

You can also modify the contents

manually or programmatically by
adding additional program names

For example:

Note: You can only 

have two groups.



Setting up Debug Tool to capture code 
coverage for your application
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Customizing Debug Tool for code coverage capture

The customization required to have Debug Tool capture 
Code Coverage data is not much different than the one 
for debugging the same application. Here are the 
customization steps:

• Define new EQAOPTS commands

– CCOUTPUTDSN

– CCOUTPUTDSNALLOC

– CCPROGSELECTDSN

• Provide location of output file 

• Modify TEST runtime option by specifying CC 
environment variable

– EQA_STARTUP_KEY

59
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New EQAOPTS

• CCOUTPUTDSN
– Use to specify location of the output file

• CCOUTPUTDSNALLOC
– Use to specify the file attributes of the output file. This is optional if you 

have already allocated the output file. 

– Debug Tool will try to open the output file specified in CCOUTPUTDSN 
and if it fails it will then use CCOUTPUTDSNALLOC to create the 
output file.

• CCPROGSELECTDSN
– Use to specify the location of the option file.

– The option file is where you specify the program(s) or groups(s) for 
which Debug Tool need to provide CC observations.

These EQAUOPTS commands are documented in:
IBM Debug Tool Reference and Messages. 
Chapter 6. EQAUOPTS command. 
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The CC output file

• Central repository for CC observations created 
using:
– MFI mode

– RD/z

– PD Tools Studio

– WEB/Mobile Facility

• Repository can be by user or global. It is a PDS or 
a PDSE
– By user. For example: “&&USERID.DBGTOOL.CCOUT”

– Global. For example: “ACCOUNT.DBGTOOL.CCOUT”

• You can indicate what repository to use when 
viewing observations
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Modifying the TEST runtime option in your JCL

In order to tell Debug Tool to gather CC observations the EQA_STARTUP_KEY 

Environment variable is used. Here is an example of specifying the TEST runtime 
option together with the environment variable using CEEOPTS DD

You can specify the following values in the environment variable:

• CC: The debug session runs in unattended mode
• DCC: The debug session runs in interactive mode

Running un-attended mode for better performance: 

//CEEOPTS   DD *                                                        

TEST(ALL,*,PROMPT,),ENVAR("EQA_STARTUP_KEY=CC")                    

Running a RD/z debug session in parallel with a code coverage gathering session

//CEEOPTS   DD *                                                        

TEST(ALL,*,PROMPT,TCPIP&9.80.20.3:*),ENVAR("EQA_STARTUP_KEY=DCC")
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Modifying your JCL

Below is an example of defining EQAOPTS and EQA_STARTUP_KEY 

environment variable in your JCL

You should be ready now to launch Debug Tool so it can collect CC observations 
in unattended mode. RMC and select submit to start the job



Submit job
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Contents of the Output file generated by Debug Tool

65

• Uses XML . Documented
In Debug Tool Users Guide
Appendix D, XML Tags for 

Code Coverage.

• It is a repository so more 

than one run is stored in
the same file.

• Example shows the CC

Observations for COB01
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Non-Batch Environments 

• You can gather CC observations in all 
environments supported by Debug Tool
– CICS

– IMS

– DB2

– USS

– TSO

• The setup for above environments is basically 
the same as for batch and the only differences 
are those required for debugging an 
application with Debug Tool.
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CICS  

Below is an example of using DTCN to define a debug 
profile where Debug Tool gathers CC observations :

Contents of file: 

GYOUNG.CC.CICS.GOCMD

Contents of file: 
GYOUNG.CC.EQAOPTS

You need to specify a GO command

in a commands file and 

you need to provide the new

EQAOPTS as well



Viewing the Code Coverage Observations
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Go back to the Code Coverage Main View

69

Select Code Coverage Report 
Generation and the provide
location of CC repository (Output

file). 



Code Coverage Report
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The Code Coverage report view provide all selectable fields in the repository for

the creation of the report.  It is here that you customize your report to fit your needs.



Code Coverage Report

3/1/2015 71



Code Coverage Reports Repository
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Viewing Code Coverage Reports
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