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Have you talked to a ‘mainframe’ today? 
 
 Did you withdraw cash out of a bank’s ATM? 

 Did you make a purchase at a major retail 
store? 

 Did you make a bank to bank transfer locally 
or internationally? 

 Did you make an airline ticket reservation? 

 Did you apply for a credit card? 

 

 
  

… at some point in these daily transactions, you likely touched a mainframe. 
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The Mainframe (System z) is The Platform 
Choice Of … 
 25 of the Top 25 Global Banks 

 
 110 of the Top WW 120 banks ranked by asset size  

 
 23 of the Top 25 U.S. Retailers 

 
 21 out of the Top 25 Insurance Organizations  

 
 9 Of The Top 10 Global Life/Health Insurance Providers   
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Have you been subject to a not so good audit 
result… 
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Policy enforcement solution that 
helps enforce compliance to 

company and regulatory policies by 
preventing erroneous commands 

Enables more efficient and 
effective RACF administration, 

using significantly fewer resources 

Helps reduce the need for 
scarce, RACF-trained expertise 
through a Microsoft Windows–

based GUI for RACF 
administration 

Provides access RACF 
command & APIs from a CICS 

environment, allowing  additional 
administrative flexibility 

*  Supports RACF, CA ACF2 and CA Top Secret 
** Supports RACFand CA ACF2 
ACF2 and Top Secret are either registered trademarks or trademarks of CA, Inc. or one of its subsidiaries. 

IBM Security zSecure helps address mainframe security challenges  

Real-time mainframe threat 
monitoring permits you to monitor 

intruders and identify 
misconfigurations that could 

hamper your compliance efforts 

Combined audit and 
administration for RACF in the VM 

environment including auditing 
Linux on System z 

Collects, formats and sends enriched 
mainframe System Management 

Facility (SMF) audit records to IBM 
Security QRadar SIEM 

Vulnerability analysis for the 
mainframe infrastructure.  

Automatically analyze and report on 
security events & detect security 

exposures 
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Enhanced compliance reporting 
 Features 
 Extend automation and coverage for PCI-DSS*, STIG**, GSD331*** and 

other regulatory requirements 

New reports specific to PCI-DSS, STIG 

More flexible reporting 

Ability to combine report types 

Allow for exceptions 

Target percentage reporting 

Improved UI 

Enhanced zoom in UI reporting 

Benefits 
 Helps customers comply with latest iterations of regulations 

 Helps customers identify, document, and remediate security breaches 

** STIG: Security Technical Implementation 
Guide; Guidelines from US Defense 
Information Systems Agency (DISA) 

* PCI DSS: Payment Card Industry Data 
Security Standard for retail payments 

*** GSD331: IBM's primary information 
security controls documentation for 
Strategic Outsourcing customers 
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Available as option AU.R 

Compliance reporting – Simple user interface 

 1 - run all available STIG rules/tests 
 2 - run all available GSD331 rules/tests 
 3 - run individual rule 
 Choose results to include in report (none=all) 
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Example Output: 

Compliance reporting – Sample report 

Zoom in 

We're good at access, but not so good at auditing 
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Compliance reporting – Sample output RACF 

RULE and RULE_SET names indicate compliant state 
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Compliance reporting – Zoom in to test level 

Test names contain clear test numbers 
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Compliance reporting – Zoom in to detail level 
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Audit priority derived from severity 

Extra SEVERITY keyword on the RULE and RULE_SET 
statement:   [SEVERITY({1 | 2 | 3 | HIGH | MEDIUM | LOW})] 
New SITE_SEVERITY statement for RULE (SET) and 

COMPLEX 
Non-compliant rules receive an AUDITPRIORITY, based on 
−Default value 20 
−RULE or RULE_SET severity 
−SITE_SEVERITY for RULE or RULE_SET 
− Increase/Decrease 10 using SITE_SEVERITY for 

COMPLEX 
Declare a rule not applicable for your environment or complex 
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AU.R – STDETAIL Zoomable 
compliance test details 

Priority 

Work! 

Narrow captions 



© 2014 IBM Corporation 
14 

AU.R – STDRULES Rule set overview by 
security DB 

Percentage 
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Rule set display – PCI-DSS example 
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How about if you could transform this . . .   
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Into this . . .   
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Security intelligence automated offense 
identification for System z  

Guardium 
DB2 
IMS 
VSAM 

 zSecure 
z/OS 
RACF 
ACF2, TSS 
CICS 

Extensive Data Sources Deep  
Intelligence 

Exceptionally Accurate and  
Actionable Insight + = 
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Scenario # 1 – Inappropriate access to sensitive 
data on z/OS   System Programmer 

accesses a Payroll file on 
System z 
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Scenario # 1 – Monitoring inappropriate access 
to sensitive data   

Who accessed the 
sensitive resource 

What they accessed Resource is sensitive 
for read access 
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Scenario # 1 – Monitoring inappropriate access 
to sensitive data   

Drill down into 
event detail 

zSecure has enriched event data – assists the 
Security Officer to understand the user involved 

and what they accessed 
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Scenario # 2 – Privileged User Activities 
occurring on System z   Assigning 

powerful RACF 
attributes 

Modifying the 
Trusted 

Computing Base Logon with 
powerful 

emergency user 
IDs 



© 2014 IBM Corporation 
23 

 

Scenario # 2 – Monitoring Privileged User activities 
in QRadar  

Events sent to 
QRadar, seconds 

later 

Collected and 
sent to QRadar 

by zSecure Alert 
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Scenario # 2 – Monitoring Privileged User 
activities in QRadar  Drill down into 

event detail 

Detailed information alerts us to the fact that an 
emergency user ID has been used – big problem 

for mainframe customers! 
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Scenario # 3 – Security Administrator activities occurring on 
System z  

Executing RACF 
Commands  

Security Administrator is 
creating new security 

definitions on the mainframe 



© 2014 IBM Corporation 
26 

 

Scenario # 3 – Monitoring Security Administrator activities   

A view of the RACF commands that have been 
executed over a 24 hour period – mainframe customers 

typically run this type of report on a daily basis! 
Event data 
collected by 

zSecure Audit 
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Scenario # 4 – Monitoring your System Programmers   

Highly sensitive 
resource – keys to the 

kingdom! 

Could be used to 
circumvent system 

security 
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Daily (scheduled) reporting   Customers 
typically run 
scheduled 
monitoring 

reports 
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QRadar/zSecure – RACF – Access Violations by Resource 
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RACF Commands Issued 
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Real Time Alerts from zSecure Alert 
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Policy enforcement solution that 
helps enforce compliance to 

company and regulatory policies by 
preventing erroneous commands 

Enables more efficient and 
effective RACF administration, 

using significantly fewer resources 

Helps reduce the need for 
scarce, RACF-trained expertise 
through a Microsoft Windows–

based GUI for RACF 
administration 

Provides access RACF 
command & APIs from a CICS 

environment, allowing  additional 
administrative flexibility 

*  Supports RACF, CA ACF2 and CA Top Secret 
** Supports RACFand CA ACF2 
ACF2 and Top Secret are either registered trademarks or trademarks of CA, Inc. or one of its subsidiaries. 

IBM Security zSecure helps address mainframe security 
challenges  

Real-time mainframe threat 
monitoring permits you to monitor 

intruders and identify 
misconfigurations that could 

hamper your compliance efforts 

Combined audit and 
administration for RACF in the VM 

environment including auditing 
Linux on System z 

Collects, formats and sends enriched 
mainframe System Management 

Facility (SMF) audit records to IBM 
Security QRadar SIEM 

Vulnerability analysis for the 
mainframe infrastructure.  

Automatically analyze and report on 
security events & detect security 

exposures 
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What’s new in zSecure suite 2.1.1 

IBM security solution 
• IBM Security zSecure Suite 2.1.1 

 
 

 Compliance, auditing and monitoring – extending 
compliance framework for automation and coverage for 
compliance verification 

• PCI DSS requirements  
• STIG RACF and STIG ACF2 – increase our 

coverage of STIG auditing controls to increase 
automation  

• Add STIGplus (commercial version of STIG with 
additional subsystem alternatives) 
 

 Integrated mainframe security intelligence 
• MQ Series – compliance requirements plus assign 

sensitivity levels to sensitive data sets and 
resources 

• Enhanced Guardium - Pass remaining object types 
to Guardium plus new object types for DB2 11   

• DB2 objects (i.e. complete SAF protected object 
set)  

 
 IBM security software integration  

• QRadar SIEM – custom reporting for information 
from zSecure Audit, Add event mapping and 
custom fields for additional SMF records for 
example for MQ Series 

 
 zSecure Adapters for Qradar SIEM  - new product 
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System z Certifications 

35 

The Common Criteria 
program establishes 
an organizational and 
technical framework 
to evaluate the 
trustworthiness of IT 
Products and 
protection profiles  

z/OS z/VM 
Linux Linux Linux 

        Virtualization with partitions        

                                             Cryptography   

• Common Criteria EAL4+  
• with CAPP and LSPP 
• z/OS 1.7  1.10  + RACF 
• z/OS 1.11 + RACF (OSPP) 
• z/OS 1.12 , z/OS 1.13 (OSPP) 

• Common Criteria EAL5+ 
 RACF V1R12 (OSPP) 
RACF V1R13 (OSPP) 
• z/OS 1.10 IPv6 Certification  by 

JITC 
• IdenTrust™ certification for z/OS 

PKI Services 
• FIPS 140-2 

• System SSL z/OS 1.10 1.13   
• z/OS ICSF PKCS#11 Services 

– z/OS 1.11  z/OS 1.13 
• Statement of Integrity 

z/OS 

• zEnterprise 196 & zEnterprise 114 
• Common Criteria EAL5+  with specific target of 

Evaluation – LPAR: Logical partitions   
 

• System zEC12  
• Common Criteria EAL5+ with specific target of 

evaluation -- LPAR: Logical partitions 
 

• Crypto Express2 Coprocessor,  Crypto Express3 & 
Crypto Express4s 

   - FIPS 140-2 level 4 Hardware Evaluation 
   - Approved by German ZKA 

• CP Assist 
   - FIPS 197 (AES)  
   - FIPS 46-3 (TDES) 
   - FIPS 180-3 (Secure Hash)  

 Common Criteria  
 z/VM 6.1 is EAL 4+ for OSPP 
 z/VM 6.1 System SSL is FIPS 

140-2 certified.    
 

• System Integrity Statement 

z/VM 

 Common Criteria  
 SUSE SLES11 SP2 certified 

at EAL4+  with OSPP 
 
 Red Hat EL6.2 EAL4+ with 

CAPP and LSPP 
 

 OpenSSL - FIPS 140-2 Level 1 
Validated 

 
 CP Assist - SHA-1 validated for 

FIPS 180-1 - DES & TDES 
validated for FIPS 46-3 

Linux on System z 
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How do you 
know your 

private 
customer 

data is 
encrypted 
with key 
mgmt? 

 

Is your 
mainframe 

security 
configured 
properly? 

Can your 
DB2 or IMS 

auditors 
get at the 

information 
they need? 

Do you know if 
administrators are 

abusing privileges?    

How do you 
know only 
authorized 

users are given 
user accounts? 

How did you 
protect your 

Web services 
applications? 

Can you  
prove that  
all critical  

data  
is backed  

up and  
recoverable?  

How do you prevent 
unauthorized access? 

RACF z/OS 
Communications   

Server  
IBM Security NIPS 

Federated 
Identity 

Mgr 
AppScan 

 Identity 
Manager 
Access 

Manager 

Platform  
Infrastructure 

Compliance  
and Audit 

Data Privacy Extended Enterprise 

QRadar  SIEM 
zSecure 

Compliance 
and Auditing 

Security 
zSecure 

suite 

Guardium for 
DB2 and IMS  

on z/OS 

*It is the customer's responsibility to identify, interpret and comply with any laws or regulatory requirements that affect its business.  
 IBM does not represent that its products or services will ensure that the customer is in compliance with the law. 

Do you know if 
anyone 

attempted an 
attack on the 
mainframe? 

Guardium and 
Optim Solutions 
IBM Security Key 
Lifecycle Manager  

Tivoli 
Storage 
Manager 

 

IBM Solutions Help to Address Potential Security and Audit 
Concerns for the Mainframe 



© 2014 IBM Corporation 
37 

Questions any one? 
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