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Abstract

* NetView for z/OS provides TCP/IP management support
to address the needs of today's complex networks. This
session uses problem-solving scenarios to illustrate the
use of some new as well as existing capabilities. One
common set of problems requires running and reading an
IP packet trace. This session gives an example of the use
of packet traces for solving some types of problems.
Another common set of problems requires browsing and
searching records from multiple logs. The NetView for
z/OS consolidated log facility (CANZLOG) combines
disparate logs into one.
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Packet Trace with NetView V6.1 -
- Start / stop a single (“global”) trace
* Display unformatted packets
+ View formatted packets and analysis of trace records
« Save traces into NetView data sets
 Control multiple systems from a single point
e®
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New in NetView for z/OS V6.2

« Support for multiple, concurrent packet traces (“instance” traces)

— Multiple users can trace multiple problems from a given stack at the same
time, each using different trace criteria.

— Operators can define filters for specific issues
— Avoids creation of unneeded trace records
— Requires z/OS Communications Server V2.1

» Save traces in IPCS format

— Traces can be analyzed in IPCS using the IPCS formatter tool
— Traces can be converted to Sniffer format for use in other tools
— Traces from different systems can be merged into a single trace
— Traces can be sent to Comm Server Support for diagnosis

- Navigation / Filter enhancements
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Scenario: Packet Trace Connectivity

« Scenario:

— Users report an intermittent problem where it takes “a long time” to connect
to an application. Occasionally, the connection attempt fails. They have
noticed the problem occurs almost every day, at somewhat predictable times.

* Resolution Steps:
— Use packet trace to help determine if there is a network problem.

— Tracing the entire network should encompass the problem, but would result
in a lot of packets to review.

— By determining individual users' IP addresses, we can limit the data that has
to be reviewed.

— Multiple traces can help to compare a working connection attempt to a failing
one.

— Further analysis may be desired. The traces are saved in IPCS format,
allowing them to be read by IPCS, where they can be merged or analyzed in

more depth. 0®
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Scenario 1: Packet Trace

= Session A - [24 x 80]

File Edit View Communication

B By o @ w8 v

Host: | ralvmr.raleig

FKXK2R01

Service Point:

CTRACE

_ PKTTRACE

Command ===>
Fl=Help

NMP217

SYSTCPIP

SYSTCPDRA

Port:

Status/0Owner

NONE/NA

NONE/NA

Stack: TCPIP
Start

NA

ACTIVE TRACE SESSIONS

SYSTCPOT

F2=Main Menu

NONE/NA

F3=Return

LU Name:

IPTrace Control Center

Disconnect

F5=Refresh

LOCAL

Writer

#*NONE*

F6=Rol1l
Fl2=Cancel

=L

a2 |[Connected to remote server/host ralvmr.raleigh.ibm.com using port 23

11/004
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Scenario 1: Packet Trace Y

| File Edit View Communication Actions Window Help

@ Dy S B b % & @

Host: | Port LU Name: | Disconnect

FKXK2C01 Packet Trace Control

Owner/ARutotask Status Start Date/Time Description

GLOBAL NONE NA

OPER1/RAUTTRAlL ACTIVE 10/31/13 09:24:59 instance trace traffic prob
OPER1/RUTTRA2 ACTIVE 10/31/13 10:14:06 slow response time ticketH

Command ===>
F1l=Help F3=Return F6=Roll1l
F7=Backward F8=Forward FS=Create Instance F12=Cancel

04/002
)

=) Connected to remote server/host ralvmr.raleigh.bm.com using port 23

@ inPittsburgh
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Scenario 1: Packet Trace

SHARE
Er Session A - [24 x 80] ‘_A ==

File Edit View Communication Actions Window Help

B8 0% B ) %] & @)

Host: | ralvmr.raleigh.ibm.co port: | 23 LU Name: |

FKXK2C02 Packet Trace Details LOCAL

Start Time: NA Owrn=T""nNH Status: NA

Description: connectivity problem working case

Interface HName: = Port: =

IP Address: 9.27.132.252

Payload: = Protocol:

Actions: 1=START

Fl=Help F2=Main Menu F3=Return F6=Roll

Fl12=Cancel
MA A
e®

=" |Connected to remote server/host ralvmr.raleigh.ibm.com using port 23
—

SHARE

@ inPittsburgh
°

Complete your session evaluations online at www.SHARE.org/Pittsburgh-Eval



Scenario 1: Packet Trace

2] Session A - [24 x 80]
File Edit View Communication Actions Window Help
B By A B e s &S &2
Host: Port: | - LU Name: | Disconmect

KK2C01 Packet Trace Control

Dwner/Autotask Status Start Date/Time Description
GLOBAL NONE N
OPER1/AUTTRA1 ACTIVE 1031713 09:24:5€
OPER1/AUTTRAZ2 ACTIVE 31/ 1z 14: 086
OPERL1/AUTTRAS3 ACTIVE 10,3171 3 10: 1724 connectivit Yy pro blem workin

8 instance trace traffic prob
B slow response time ticketH

DSIB33I 'PKTS START ™ COMMAND SUCCESSFULLY COMPLETED

Command ===3

Fl=Help F3=Return F&6=Roll
Fi=Backward F8=Forward F39=Create Instance F12 i

Connected to remote server/host ralvmr.raleigh.ibm.com using port 23

@ inPittsburgh
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Scenario 1: Packet Trace

shaRm
File Edit View Communication Actions Window Help
B 2% B E = % &2 & ¢
Host: | ralvmr.raleigh.ibm.cc Port: | 23 LU Name: |
FKXK2C02 Packet Trace Details LOoCAL
Stack: TCPIP
Start Time: NA 1. NH Status: HNA
Description: connectiwvity problem failing case
Interface Name: = Port: =
IP Address: 9.27.142.109
Payload: = Protocol:
Actions: 1=START
Fl=Help F2=Main Menu F3=Return F6=Rol1l
Fl2=Cancel
MA A 22/015 .
- _ @®
@ |Connected to remote server/host ralvmr.raleigh.ibm.com using port 23
— s SHARE
.. in Pittsburgh
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Scenario 1: Packet Trace

23] Session A - [24 x 80]
File Edit

View

Host: |

FKXK2C01

Owner/RAutotask
GLOBAL
OPER1/RAUTTRAl
OPER1/RUTTRAZ2
OPER1/RAUTTRA3
OPER1/RAUTTRARA4

DSIB33I
Command
Fl=Help
F7=Backward

"PKTS
===

START'

Communication Actions

@ By @y o @ 60 b =] %)

F8=Forward

] Er.zsl »

Port: |

Status
NONE

ACTIVE
RCTIVE
RCTIVE
RACTIVE

Window

(52

Help
@ <

LU Name: \
Packet Trace Control

Start Date/Time
NA

10/31/13 09:24:
10/31/13 10:14:
10/731/13 10:17:
10/31/13 10:17:¢

COMMAND SUCCESSFULLY COMPLETED

F3=Return

FS9=Create Instance

-39 Connected to remote server/host ralvmr.raleigh.ibm.com using port 23

12 Complete your session evaluations online at www.SHARE.org/Pittsburgh-Eval

Disconnect

LOCAL
Description

instance trace
slow

traffic prob
time ticket#H
problem workin
failin

response
connectivity

connectivity problem

F6=Rol1l
F12=Cancel
06/002
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Scenario 1: Packet Trace
B4 Session A - [24 x80] ‘A

File Edit View Communication Actions Window Help

B B 2% == =

Host: | ralvmr.ra LU Name: Disconnect
FKXK2C02 Packet Trace Details

Stack: TCPIP Task: AUTTRA3

Start Time: 10/31/13 10:17:24 Owner: OPER1 Status: ACTIVE
Description: connectivity problem working case

Interface Name: Any Port: Any
IP Address: Any

Payload: B5535 Protocol: All
TCP
UbDP

ICHP
Total Size: 50M Mumber

Records: 1003 In Use: 000000000 OK

Actions: 2=STOP 3=DISPLAY 4=END

Command -
Fl=Help F2=Main Menu F3=Return F6=Rol1l
Fl2=Cancel
22/016

@
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Scenario 1: Packet Trace

25 Session A

[24 x 80]

File Edit

= Ty Ey M &=
Host:
FEXKZAZ24

Trace Instance Autotask:

View Communication Actions Window Help

'J.'ﬂl | 2 e® & -'?l
Port: LU MName:
Display Packet Control

AUTTRA3

TCPIP

Stack:

LAddr:
RAddr:

Fortnum: = RPort: =

Start Time:
End Time:

1000 Truncate:

| = w
Command ===3

Fl=Help F3=Return Fd=View

F8=Extended Opts

MH H

=19 Connected to remote server/host ralvmr.raleigh.ibm.com using port 23

14 Complete your session evaluations online at www.SHARE.org/Pittsburgh-Eval

T e

Packets

Disconnect

Infc Name: HALL

Protocol: All (default)

[(Number)

F5=SawWw= Packets FE=Rocl1l
FlOo=Analyze Fl2=Cancel

02/071
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Scenario 1: Packet Trace

=M Session A - [24 x 80]

el

File Edit View Communication Actions Window Help

B o @ ) % o & ¢

Host: | ralvmr.raleigh.ibm.cc Port: | 23 LU Name: |

FKXK2B1l0O Packet Trace Analysis

Trace Instance Autotask: AUTTRAZ

TCP Sessions 20 UDP Sessions ICMP Sessions

_ TCP Sessions with error flags 20
Unacknowledged Syns 0O Window Probes
Retransmissions 0] Reset Flags

_ Duplicate Acks _ Delayed Acks

fero Window Size

Command ===>
Fl=Help F3=Return Fd=Sessions

MA A

'_.Jf“ Connected to remote server/host ralvmr.raleigh.ibm.com using port 23
—
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Scenario 1: Packet Trace

25 Session A - [24 x 80]
File Edit View Communication
B M@y M B - =
Host: Port: | LU MName: Disconnect
FKXK2A24 Display Packet Control LOCAL
Trace Instance Autotask: AUTTRA3 NMP217

Stack: TCPIP Infc Name:

LAddr: =

RAddr: 9.27.132. 252

Portnum: = LPort: = # Protocol: ALl (default)
TCP
UDP

Start Time: ol ICMP

End Time: G OSPF

(Humber)
MaxRecs: 1 l1-Last 1000 Truncate:
2-First

Data Set Name:

Command ===3
F3=Return Fd=View Packets F5=Save Packets FE=Roll
F8=Extended “ptﬁ F1U=thlg?p Fl2=Cancel

02/071 |
1ARE
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Scenario 1: Packet Trace
25 Session A - [24 x 80] I K

| File Edit View Communication Actions Window Help

........

‘(a‘l, My A @MW w6 %% & &<
Host: | LU Name: | Disconnect I
FKXK2R26 PKTTRACE Summary NTVE1
Trace Instance RAutotask: AUTTRA3 More:+ -
DP Nr hh:mm:ss.mmmmmm IpId Seq_num Ack_num Wndw Flags
IT 134 09:53:17.608736 6956 2159094502 1014071974 65435 ACK

IT 133 08: ¥ ¥ 6954 3395975000 19560418977 ACK

oT 08: X T : 617R 1428517750 4122532506
54686973 20697320

oT k 08:53:17.452485 6179 1959794411 427934949
546868973 20697320

oT

oT

0T
546868973 20697320 This is *

OT 127 09:53:17.436383 6175 34901608400 o ma o e
54686973 205 C

Data Set Name: CONN.TRACEA

Command ===)

Fl=Help F2=Save Packets F3=Return F4=Details F5=Refresh F6=Roll

F7=Backward F8=Forward F9=Commands F11=Right Fl2=Cancel
04/002

@ inPittsburgh
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Scenario 1: Packet Trace

23} Session A - [24 x 80] SR n

File Edit View Communication Actions Window Help
&) Dy AR B = %% &N &L

Host: | Port: | LU Name: | Disconnect

FKXK2C01 Packet Trace Control

Owner/Autotask Status Start Date/Time Description
GLOBAL NONE NA

OPER1/RUTTRAl ACTIVE 10/31/13 09:24: instance trace traffic prob
OPER1/RUTTRA2 ACTIVE 10/31/13 10:14: slow response time ticket#H
OPER1/RUTTRAS3 ACTIVE 10/731/13 10:17:2 connectivity problem workin

OPER1/RAUTTRA4 ACTIVE 10/31/13 10:17: connectivity problem failin

Command ===>
Fl=Help F3=Return
F7=Backward F8=Forward FS=Create Instance

'p'” Connected to remote server/host ra!\.rm!.raIel(_;h.xbm.com using port 23

18 Complete your session evaluations online at www.SHARE.org/Pittsburgh-Eval
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Scenario 1: Packet Trace

23] Session A - [24 x 80] _‘_ “

File Edit WView Communication Actions Window Help
= By M 2 =
Host: ort: LU Name; Disconnect

FEXKZCO2 Packet Trace Details
stack: TCPIP Task: AUTTRA4

start Time: 1031713 10:17:48 OQwner: O0OPER1 2tatus: RACTIVE
Description: connectivity problem failing case

Interface Name: Any Port: Any
IP Address: HAny

Payleoad: B5535 Protocol: A1l
TCP
UDP

ICMP
Total Size: 50M Mumber

Records: 1693 In Use: ololele]elojolololo] 4

Actions: 2=STOP 3=DISPLAY 4=END

Eur”nldr'lti ___-} 3 —

Fl=Help F2=Main Menu F3=Return FE=Roll
Fl2=Cancel
22/015
ost ralvmr.raleigh.ibm.com using port 23 | ’.
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Scenario 1: Packet Trace

L~ =

M Session A - [24 x 80]

File Edit View Communication Actions Window Help
B[ | 2| BB | ‘e %o| &R @]
Host: | ralvmr.raleigh.ibm.cc port: | 22 LU Name: |
FKXK2R24 Display Packet Control LOCAL
Trace Instance RAutotask: RAUTTRA4 NMP217

Stack: TCPIP Infc HName: ALL
LAddr: =
RAddr: 9.27.142.109

Portnum: = LPort: = To® Protocol: _ All (default)

TCP

P
Start Time: #* CMP
End Time: #* SPF
(Number)
MaxRecs: 1 l1-Last 1000 Truncate:
2-First

Data Set Name:

F3=Return Fd=View ets F5=Save Packets F6=Rol1l
F8=Extended Opts Fl0=Analyze Fl2=Cancel

@ " |Connected to remote server/host ralvmr.raleigh.ibm.com using port 23
—
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Scenario 1: Packet Trace

SHARE
File Edit View Communication Actions Window Help
1= B o @ = % o @2
Host: | ralvmr.raleigh.ibm.cc Port: | 23 LU Name: |
| FKXK2B10 Packet Trace Analysis LOCAL
NMP217
Trace Instance Autotask: AUTTRA4
_ TCP Sessions 20 UDP Sessions ICMP Sessions 0
TCP Sessions with error flags 0
_ Unacknowledged Syns 20 Window Probes
Retransmissions o0 Reset Flags
Nim1lirmrat+tas Ol M Nal=niad Ofle
Command ===>
Fl=Help F3=Return Fd4=Sessions FE=Rol1l
Fl12=Cancel
MA A 05/002 ‘.
)" |Connected to remote server/host ralvmr.raleigh.ibm.com using port 23
SHARE
.. in Pittsburgh
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Scenario 1: Packet Trace

File Edit View Communication Actions Window Help
B[ | 2| BB | ‘e %o| &R @]
Host: | ralvmr.raleigh.ibm.cc port: | 23 LU Name: |
FKXK2R24 Display Packet Control LOCAL
Trace Instance RAutotask: RAUTTRA4 NMP217

Stack: TCPIP Infc HName: ALL
LAddr: =
RAddr: 9.27.142.109

Portnum: = LPort: = To® Protocol: _ All (default)
TCP
ubpP
Start Time: #* ICHP
End Time: #* 0SPF
(Number)
MaxRecs: 1 l1-Last 1000 Truncate:
2-First

Data Set Name:

F3=Return Fd=VYiew Packets F5=5ave Packets F6=Roll
F8=Extended Opts Fl0=Analyze Fl2=Cancel

@ " |Connected to remote server/host ralvmr.raleigh.ibm.com using port 23
_—
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Scenario 1: Packet Trace

B Session A - [24 x 80]

e | e

File Edit View Communication Actions Window Help

& ¢

| B[] (% @)@ | %
Host: | -alvmr.raleigh.ibm.co

FKXK2R26

il DP Nr hh:mm:ss. mmmmmm
IT 48 09:58:40.617674

IT 47 09:58:34.621910

IT 46 09:58:31.614974

IT 45 09:58:19.604512

IT 4.

IT 4:

IT 4:

IT 41 09:57:52.603882

Data Set Mame:

Trace Instance Autotask:

Port: | 23

PKTTRACE

AUTTRA4

IpId
OF41

OF 3F
OF3E

OF39

OF27

CONN.TRACEB

Seq_num
4023935469

4023935469
4023935468

3382946599

2300453671

F2=Sawve Packets F3=Return /,dﬂq

F7=Backward F8=Forward
MA A

F9=Commands

=" |Connected to remote server/host ralvmr.raleigh.ibm.com using port 23
-

23 Complete your session evaluations online at www.SHARE.org/Pittsburgh-Eval

et o
L Name:|
Summary NTVE1l
More:+ -
Ack_num Flags
0] SYN
0] SYN
SYN
SYN
F11=Right Fl12=Cancel
04/002
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Scenario 1: Packet Trace

SHARE

Er Session A - [24 x 80]

L - e

File Edit View Communication Actions Window Help
ol a2 B8] = %] & @l

Host: | ralvmr.raleigh.ibm.co Port: | 23 LU Name: |

FKXK2C02 Packet Trace Details

Stack: TCPIP Task: RAUTTRRAA4

Start Time: 10/31/13 10:17:48 Owner: OPER1 Status: ACTIVE
Description: connectivity problem failing case

Interface Name: Any Port: Any
IP Address: Any

Payload: B85535 Protocol:

Total Size: 50M Number
Records: 1693 In Use: 0000000000K

Actions: 2=STOP 3=DISPLAY 4=END

Command ===> 2
Fl=Help F2=Main Mer
ric—Lancel
MA A 22/015
m " |Connected to remote server/host ralvmr.raleigh.ibm.com using port 23 'S:ARE

@ inPittsburgh
°
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EIESFPIEY
FKXK2R28

Instance

Scenario 1: Packet Trace

| [ Session A - [24 x 80)

Comenunication Actions Window Help

-

Lo )

J
el | =D

[

L !-9

........

ol @le

PKTTRACE SUMMARY COMMANDS NTVEL

Rutotask: RUTTRAA4

. mmmmmm Ipld Seq

0.617674 OF41 402383

s DUDUDU ovocad

. 607629 338294

. 604420 3 230045

. 603882 z 230045

[|=5* Connected to remote server/host RALVMR.RALEIGH. IBM.COM using port 23
L

AEEEEEXEEEEEEEEEEEEEEEEEEXEEEEEEEXEEEXEXXX XX

7_ Command

Ping (RAddr)
TraceRte (RAddr)
Hostnames
Connections

SNMP (RAddr)
SNHP (Stack)
IP Trace Session
Report w/Haxrecs

Fl=Help F3=Return
F6=Roll F12=Cancel

AXEEEEXEXEEEXXEEEEEEEEEZXEEXEEEEXEXEEEXEEXXXXX

@ inPittsburgh
..
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Scenario 1. Analysis for selected session

(] Session A - [24 x 80] mE X<

Fle Edt Yew Communicaion Actions Window Help

B B M B® =

FKXK2B51 Session'ﬂnalgsis

Local IP 9.42.45.101
Port 1028 Host Name nmplOl.tivlab.ralelgh.1i1bm.com

Remote IP .27.142.109
Port 23 Host Name nmpl96.tivlab.raleigh.ibm.com

Total Packets Summarized 78 Status SYN-SENT

Inbound Outbound Window Size Inbound Outbound

Retransmissions
Duplicate Acks
Reset

Window Size ©
Window Probes
Delay Ack

Largest §192 32768
Average 8192 32746
Smallest 8192 32592

o oo Q00O o

Command ===>
Fl=Help

_ F3=Return F6=Roll
_F8=Packets > F10=Report F12=Cancel
3 22/015 [ e

@

=5 Connected to remote server host RALVMR. RALETGH. IBM.COM using port 23 s HAR E
= .. in Pittsburgh
L]

26 Complete your session evaluations online at www.SHARE.org/Pittsburgh-Eval




Scenario 1: Individual packets for the session

FKXK2B53 LOCAL
Hore:+
Packet Summary

pHdr  I0 F Seq Ack RcvWnd Data Delta Time

2{] Session A - [24 x 80] - ||CER

File Edit Wiew Communication Actions Window Help

By 2 B =) | % 22 8 @
Session Analysis Packets

TimeStamp

Command ===>

0

o

709065838
1516924025
709065839

. 1516924026

o=

d

oo

@) -

+ + + 4+

709065839
709065839
709065842
15169240629
709065845
1516924032
709065845
1516924038
709065863
709065866

+ 1516924041

709065869

F3=Return
F7=Backward F8=Forward

¢!
709065839
1516924026
709065839
1516924029
1516924029
1516924029
709065842
1516924032
709065845
1516924038
709065863
1516924041
1516924041
709065869
1516924050

32768
32768
32768
32768
32765
32765
32765
32765
32765
32765
32762
32750
32765
32765
32762
32759

0

W W02 W WD Ww o D

0.000000
. 000733
. 000044
001814
. 236337
.630173
. 000363
. 000530
270321
. 000804
. 000195
. 000683
. 000065
. 000073
. 000502
. 000033

o0 o0 o000 oD 0o oo oD

F4=Packet Detail

F11=Right

132,
.32,
.32,
132,
.32,
:33.
$33.
. 33.
:33.
:33.
. 33.
33,
.33,
. 33.
33,
. 33.

F6=

554268
555061
355105
556919
793256
423429
423792
424382
694703
695507
695702
696385
696450
696523
697025
697118

Roll

F12=Cancel

05/002

27 Complet
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Scenario 1: Packet Detalils

2{] Session A - [24 x 80] -J0Ed|

Fie Edt Yew Communication Actons Window Help
B Bh AR B =@ % 2 o e

I Er acket Detail LINE O OF 48

Top of Data
z/0S TCP/IP Packet Trace Formatter. Copyright IBM Corp. 2000. 2009, 2009.028

xxxx 2013/10/31
RcdNr Sysname Mnemonic Entry Id Time Stamp Description

48 NMP101 PACKET 000000B4 09:58:40.617674 Packet Trace
To Interface . TCPIPLINK Device: QDIO Ethernet Full=52
Tod Clock : 2013/10/31 09:58:40,617674 Intfx:
Segment # : 0 Flags: Out
Source 0 9.,27.142.109
Destination :9.42.45.101
Source Port . 23 Dest Port: 1028 Asid: 002F TCB: 006B59DO
IpHeader: Version : 4 Header Length: 20
Tos : 00 005: Routine Normal Service
Packet Length . 52 ID Number: OF41
Fragment . Offset:. O
TTL . B4 Protocol: TCP CheckSum:
Source 0 9,27.142.109
T0 SEE YOUR KEY SETTIMGS. ENTER "DISPFK’
CHMD==

_-ljn'l Connected to remote server host FLALVMRL RLALETGH. IBM.COM using port 23 .. in Pittsburgh
.t
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Scenario 1. Analysis for selected session

2] Session A - [24 x 80]
File Edit View Communication Actons Window Help

B B A% B =@ %% &N O @
FKXK2B51 Session Analysis

Local IP 9.42.45.101

Port 1028 Host Name nmplOl.tivlab.ralelgh.ibm.com

Remote IP 27,142,109

Port 23 Host Name nmpl96.tivlab.raleigh.ibm.com

Total Packets Summarized 78 Status SYN-SENT
Inbound Outbound Window Size

Retransmissions Largest

Duplicate Acks Average
Smallest

Window Size O

Window Probes

Delay Ack

Command ===>

F3=Return
F8=Packets F9=Acti&Qs F10=Report

Outbound

F6=Roll
Fl12=Cancel ’.

5" Connected to remote serverhost RLALYVMALRALETGH. IBM.COM wsing port 23

29 Complete your session evaluations online at www.SHARE.org/Pittsburgh-Eval
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Scenario 1: Session Report

| 20 Session A - [24 x 80]

Fle Edit Yew Communication Actions Window Help

B B AR & =@ s 2 o @l
LIS VI Sess1ion Report

Top of Data
BNH7731 NUMBER OF PACKETS: 78 . MISSED BUFFERS: © . TCPNAME: TCPIP

z/0S TCP/IP Packet Trace Formatter. Copyright IBM Corp. 2000, 2009; 2009.028

xxxx 2013/10/31
No packets required reassembly

Interface Table Report
Index Count Link Address
78 TCPIPLINK 9.42.45.101

Tcp Sessions Report
1 sessions found
78 packets summarized

Local Ip Address: 9.42.45.101
Remote Ip Address: 9,27.142.109

TO SEE YOUR KEY SETTINGS. ENTER "DISPFR’
CHD==

3" (Connected to remote server fhost RALVMR, RALETGH, IBM.COM using port 23 @ inPittsburgh
.
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Scenario 1: Session Report (cont.)

|.9uSessian.&-[24x 80]

Eile Edit YWew Communication Actions Window Help

B B A B = % 2D & @
CNMKWIND OUTPUT FROM BS33TITDIg

Host!
Client or Server:
Port:
Application: ,
Link speed (parm): 10,

Local.
SERVER.
1028.

Connection:

First timestamp:

Last timestamp:
Duration:

Average Round-Trip-Time:
Final Round-Trip-Time:
Final state:
Out-of-order timestamps:

00:0

Inbound.

8293.

8294,

8293.
"DISPFK’

Data Quantity & Throughput:
Application data bytes:
Sequence number delta:
Total bytes Sent:

T0 SEE YOUR KEY SETTINGS.

CMD==

ENTER

2! (Connected to remote serverhost RLALVIMR, RALETGH. IBM. COM using port 23

31 Comp{ete your session evaluations online at www.SHARE.org/Pittsburgh-Eval

2013/10/31 08:48.
2013/10/31 08:43:
0.

CLOSED (RCTIVE

=%}
LINE 20 OF 213

Remote
CLIENT
23
telnet
10 Megabits/s

2.554268
6.053717
3.499449
0.042
0.627
RESET)
0

Outbound
245
247
246

K1l
e SHARE
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Scenario 1: Packet Trace

SHARE
20 Session A - [24 x 80] -JOEd|
File Edit View Communication Actons Window Help
B DD A% BE = %% a @
MetWiew VYGR2 - NM Tivoli NetView NTVF9 NETOP1 M/31/13 15:40:29
|5)” Connected to remote server host RALVMR.RALETGH. IBM. COM wsing port 23 3‘ .
e SHARE
.. in Pittsburgh
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Scenario 1: Packet Trace

SHARE
| 20 Session A - [24 x 80] N=%]
Fle Edit View Communication Acbons Window Help
B DD AR B =@ s 2 @ el
FEXK2B61 Saved Packet Traces
Collect Time Operator Domain Stack Description
1031713 OPER1 LOCAL TCFIP CONMNECTIVITY PROBLEM WORKIMNG
1031713 OPER1 LOCAL TCFIP CONMNECTIVITY PROBLEM FRAILING
Command
Fl=Help Return F4=View Trace
Backward F&=Forward F10=Details Fll1=Delete Trace
09/002 .
| =57 Connected to remote server fhost RALVMR. RALFIGH.IBM.COM wusing port 23 | .’
' e SHARE
.. in Pittsburgh
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Scenario Summary

* The packet trace comparison between the working and failing results provides
enough information to continue to the next step of your diagnosis:

— Is it the application?
— Is it something with that specific TCP/IP request?

.00
e SHARE

.. in Pittsburgh 2014
34 Complete your session evaluations online at www.SHARE.org/Pittsburgh-Eval "



Packet Trace Summary

Packet trace can be controlled through the global trace or multiple
Instance traces

— “Global” trace: only 1 per stack

— “Instance” traces: up to 32 per stack

Multi-trace function requires z/OS Communications Server V2.1 and
NetView for z/OS V6.2.

Multiple traces can be useful for tracing specific parts of a network,
avoiding extraneous data.

Traces can be saved in CTRACE format for further analysis in IPCS.

.00
e SHARE

.. in Pittsburgh 20014
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Agenda
—> « DDVIPA Changes
<
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Scenario 2: DDVIPA Configuration Changes suane
* Scenario:
— All 3 systems in PLEX1 need to SRR J
(Master — NMPIPL47

add a Sysplex Distributor. The
changes are all scheduled to
occur at the same time, but 2 of
the new Sysplex Distributor IP
addresses are not working.

* Resolution steps:

— Using the Canzlog remote
browse GROUP function from an
enterprise master NetView, see
why the DDVIPA configuration

changes did not work on all 3
systems in the sysplex.
— Also, take advantage of new [Sysplex NVDPLEXl]

CZFORMAT option (ORIGIN)
and the new relative time filter.

00
.SHARE

nPittsburgh 20714
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Consolidated Log Browse with NetView V6.2

Netlog Syslog

/i

Remote . \
CANZLOG CANZLOG ’/ NetView
. Il console

. . : o®
CANZLOG = Consolidated Audit, NetView and z/OS LOG ®enARE

.. in Pittsburgh 2014

i Consolidated
\ log
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Canzlog Enhancements

Recording of messages before NetView SSI initializes
(early IPL)

Truncation of verbose MLWTOs
Remote browse support

New formatting options
Relative time filter

00
.SHARE

tsburgh 2014
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Canzlog Remote Browse

» The updated BROWSE command can accept a remote domain, a remote
alias, a Canzlog group, or a sysplex name.

« The BROWSE command can browse a data set member from a remote
domain, such as the CNMSTYLE member.

« A Canzlog group, a set of arbitrary NetView domains in the enterprise, can
be defined in the CNMSTYLE member.

- The Canzlog panel has been updated to accept a remote Canzlog browse
request (Target).

.00
e SHARE

.. in Pittsburgh 20014
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Canzlog GROUP browse

- The Canzlog BR command can be used to browse a Canzlog from multiple
domains

— The messages from all the domains are consolidated into one log
— The messages in the log are sorted by time

— Use the new DEFAULTS/OVERRIDE CZFORMAT command to specify
ORIGIN in front of each message

— Additional filter options can be specified

— Afilter name, if used, is resolved on the local side before making the remote
request

.00
e SHARE

.. in Pittsburgh 20014
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Scenario 2: GROUP information

NetView stylesheet:

RMTSYN.IP.NTV7A = NMPIPL12.TIVLAB.RALEIGH.IBM.COM/4022 ON USIBMNT
RMTALIAS.NTV7ATST = IP.NTV7A

RMTSYN.IP.NTV74 = NMP190.TIVLAB.RALEIGH.IBM.COM/4022 ON USIBMNT
RMTALIAS.NTV74TST = IP.NTV74

RMTSYN.IP.NTV70 = NMPIPL10.TIVLAB.RALEIGH.IBM.COM/4022 ON USIBMNT

RMTALIAS.NTV70TST = IP.NTV70

RMTSYN.IP.NTVE6 = NMPIPL30.TIVLAB.RALEIGH.IBM.COM/4022 ON USIBMNT
MTIAI TAS NTVFARTST = TP NTVFE

ENT.GROUP.PLEX1 = NTV7ATST NTV74TST NTV70TST

QRYGROUP Output

NetView VYBR2 - NM Tivoli NetView NTVAF NETOP1
YGRO

C NTVAF

CNM100I The list of groups stored in COMMON

PLEX1

¥ NTVAF ORYGROUP PLEX1

C NTVAF

CHM1@

I The list of members stored in PLEX1
NTVTATS

ST

o ONRARKEK
.. in Pittsburgh
..

42 Complete your session evaluations online at www.SHARE.org/Pittsburgh-Eval



Scenario 2: Relative Time

CNMKCZLG Specify Canzlog

From:

For:
Tag:

Jobname:

ASID:

Console:

Domain:

AutoTok:

AuthUser:

Opid:

CHKey:

Text - case sensitive; faster search:

Text - case insensitive; slowermesacob.

Target: plexl
Name: Remark:

Filters
To:

MSGID:
Jobid:
ASType:
Route Code
System ID:
Desc Code:
AuthGroup:
UCHARS:
WTOKey:

TO SEE YOUR KEY SETTINGS, ENTER 'DISPFK'

AN — — N\

'03/11/14 23:16:00°

43 Complete your session evaluations online at www.SHARE.org/Pittsburgh-Eval
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Scenario 2: Filtered Results

=LAV Target=PLEX]L TO="03/11/14 23:16:00’ 03/11/14 23:15:00 -- 23:15:09

" , - , " ,

Hivig RUTUTLFS 23t 100HY LAMSY3D LAMSDVLEG ¢ sUHEEESE ¢ LRFEeZDS HUTL

CMD==> _
e onHARE

@ inPittsburgh
..
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Summary

 CANZLOG brings together syslog and netlog messages, from local
and/or remote systems

« Very robust, flexible filtering

— Any message attribute or combination
+ “What happened over the weekend?”

« “Show me all the IEF123 messages from systems X, Y and Z.”

* “I need to see all the ABC* and DEF* messages from jobs JOB1 and JOB2
during first shift last Tuesday with descriptor code 2.”

— Scope
- Common (public): available to all operators (subject to authorization check)
- Task (private): available only to operator who defined the filter criteria

— Actions
- Save: save filter to storage and on disk
- Replace: replace an existing filter in storage and on disk
« Delete: delete filter from storage and disk

« Seamless archiving and retrieval
* Export to IBM Service

‘00
e SHARE

.. in Pittsburgh 20014
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Scenario 3: Monitoring Sysplex Distributor — s«as:

Scenario:
— Sysplex Distributor seems to be SIS I
(Master — NMPIPLA47

favoring one z/OS system
significantly more than others for
new TCP connections. Why?

* Resolution steps:

— Check the WLM weight for the
target systems

— Consider machine types

[Sysplex NVDPLEXil

.00
e SHARE

.. in Pittsburgh 2014
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NetView DVIPA Monitoring =RERS

* NetView provides the following DVIPA information:
— DVIPA Definition and Status
— Sysplex Distributors
— Distributed DVIPA (DDVIPA) Targets
— DDVIPA Server Health, including a view for DDVIPA Unhealthy Servers
— DVIPA Connections
— VIPA Routing
— DDVIPA Connection Routing

.00
e SHARE

.. in Pittsburgh 2014
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Scenario 3: Sysplex Distributor Favoring a System

* The NetView DDVIPA Server Health workspace displays the WLM weight for
DDVIPA targets. WLM weight is a key factor for DDVIPA connection
distribution.

* Scenario information:
— DVIPA 9.42.46.85 on port 2023

.00
e SHARE
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Scenario 3: WLM Welght and DDVIPA Server Health =#2=:
Educate - Network - Influence
[ ]
— »
‘{é Distributed DVIPA Server Health ‘ | %iv B v = @ v pagev Sefeyv Tools~ @~
Tivoli Enterprise Portal ~ Welcome SysADmN
File Edit View Help
B BAS080AE4 LOCEV|QLAEONNORYE ) NEAOEE]| B
o Navigator 2 O H || lowLM weight s 30D HOx
| View:‘F‘hyswcaI B Q4
® @ oo - ] ] ] ]
[ [DDVIPA Server Heatt
Q DVIPA Application-Instance
[J DVIPA Connections
Q DVIPA Definition and Status
Q DVIPA Distributor Targets
[ DVIPA Stack-Defined
Q DVIPA Sysplex Distributors m A
Q HiperSockets ‘
Q MetView Audit Log
Q MetView Command Response 5
Q MetView Health N
[ Netview Log A N N N N A A N N R T D T D A T D L A A A A A R R R R ]
i -B o o o o o o o [=] o o o o o o o o o o o [=] o o o o o o o o o o o [=] o =] o =] o =] o =] o
G os S S i bt hRsANBENRREESENBERRRREBERREERIBZIzE88:
Q & oo o g oo 0o o o 0 O o0 O ©C 0 0 O OO0 O O OO0 O O O 0 0 O O O O O W OB OB KRB BB
Seseion Data 2% 335 3 8 98 49448 98 9398 9595495955359 549549949 9848888080
_ g % 4 4 4 4 2 4 L L 4L aoLoaoa 4 4Lono x4 La 4L 4oAoAoaLo4onono o2 = = v
L stack Configuration and Status 58 23 B 3 &3 3 % 28R B E A E S 23333 2B OABPEEaado3gogoygonogoyol
[ZJ TcPIP Cannection Data EEEERAERARARERE R RO RBREBERERBRYRENERAERBE S E2 2o 2
p d L 2 ST N T T ST B ) 5] B BB R R R G H g
Q;TelnetSeNerConﬁguraﬂonandStatus; & @ ® L R R R
b 5 b L b [N b R
[ 0 LP34 - ° 9 08 = w e g g
[ w
Qg F'hysfcal DWIPA and DVIPA Port
[T Distributed DVIPA Server Health Summary ¢/ 2080 x
Application Dynarmic Pot | Abnormal | Target Server | Target Connectivity | Server Accept|  Connection Rawr Raw | Raw | Raw | Proportional | Proportional | Proportional
UTp‘gqaete Sener OMVIPA Dpvﬁ HCFIP in;nge Health &v\ﬁli_g:twt Transaction | Responsiveness Success Efficiency | Establishment| Composite| CP | Z84F | ZlIP CP AP bl [J\FeS\;lLT JDIJCr\JPaI:ne
Uzie silvesn — Faenl o Pevedt  Sale  Fala  FBedfn Rae el ekt Maacl el et enbt ekl - T
ﬁ 08/08/13 13:46:02 | TN3270 | 9.42.46.85 2023/1929.235.1 | TIVLP35 100 7 0 100 100 100 10030 30 0 0 30 0 0 1 TCPIP =
ﬁ 08/0813 13:46:02 | TN3270 | 9.42.46.85 202311929.234.1 | TIVLP34 100 T 0 100 100 100 100 31 3 0 0 30 0 0 1 TCPIP
ﬁ TN3270 | 9.42.46.85 2023119292071 | TIVWVST 100 16 0 100 100 100 95|64 G4 0 0 64 0 0 1 TCPIP
Al L S L A ST A e L LT 00 ;) y o0 00 00 TO0 | 32 L 1y ks T 1y T TCrT
ﬁ 08/0813 13:46:02 |INETD4 | 201.207.1.11 623]192.9.2341 | TIVLP34 100 3 0 100 100 100 10014 14 0 0 14 0 0 1 TCPIP
ﬁ 08/0813 13:46:02 | INETD4 | 201.207.1.11 623]192.9.2351 | TIVLP35 100 3 0 100 100 100 10014 14 0 0 14 0 0 1 TCPIP
ﬁ 08/0813 13:46:02 | INETD4 | 201.207.1.12 623(192.9.207.1 | TIVWVST 100 3 0 100 100 100 10034 34 0 0 K23 0 0 1 TCPIP
ﬁ 08/0813 13:46:02 | INETD4 | 201.207.1.12 623]192.9.234.1 | TIVLP34 100 3 0 100 100 100 10014 14 0 0 14 0 0 1 TCPIP
ﬁ 08/08(13 13:46:02 | INETD4 | 201.207.1.12 623]192.9.2351 | TIVLP35 100 3 0 100 100 100 10014 14 0 0 14 0 0 1 TCPIP
ﬁ 08/0813 13:46:02 | INETD4 | 201.207.1.14 623(192.9.207.1 | TIVWVS? 100 3 0 100 100 100 10034 34 0 0 K23 0 0 1 TCPIP
L7 | oanan3134a02 [INFTDa (001207114 [ 623719299341 [TvP3a 100 k] 0 100 100 100 100114 14 lo 0 14 0 n 1 TCPIP I} hd I
-
‘ H@HuhTime:Thu,OBIO&IQOﬂOtAaPM H@Sewemfaname H Distributed DVIPA Server Health - nc058026 fiiab.raleigh.ibom.com - SYSADMIN |;
Done @ Intemet | Protected Mode: Off oy R120% v

LUMHIPLELE yUUT SEDSSIVI EVALUALIVIID UILIIE dL WWW.ONMARL.UIZ/ FILWUUIgI-cvdl



Scenario 3: WLM Weight Bar Chart Zhans

(o wWiLM Weight

g
z
First 3 bars show -
WLM weight for E.
DVIPA 9.42.45.84 and
Port 2023.

5 8 3 8 8

5 & 8 8§ g

gg:::
- N N

8 g2 2 00
@ oww o SHARE
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Scenario 3: WLM Weight and DDVIPA Server Health
Application Dynamic Pot | Abnormal | Target Server | Target Connectivity
Server DVIPA DPV"JT XCF IP zOﬁ;mge Health | £ m'”m Transaction | Responsiveness Success
Name Address Percent 90 percent Rate Rate
TN3270 |9.42.46.85 2023|1929.2351 |TIVLP35 100 7 0 100 100
TN3270 |9.42.46.85 2023|1929.2341 | TIVLP34 100 7 0 100 100
TN3270 |9.42.46.85 2023|192.9.207.1 |TIVMVS7 100 16 0 100 100
Server Accept| Connection Raw Raw | Raw | Raw | Proportional
Efficiency | Establishment Composite CP ZAAP | 2P CP
Fraction Rate Weight | Weight | Weight | Weight| Weight
100 100 | 30 30 0 0 30
100 100 | 31 31 0 0 30
100 95 | 64 64 0 0 64

WLM Weight for TIVMVS7 (zEC 12) is double that of TIVLP34 (z10) and TIVLP35 (z10).
o SHARE

.. in Pittsburgh 2014
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Summary

* NetView monitors a wide variety of DVIPA metrics and brings them
together for easy analysis
» Allows quick assessment of DDIPVA Server health

* Allows easy determination of problems

.00
e SHARE
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More Information

IP management with NetView for z/OS

https://www.ibm.com/developerworks/mydeveloperworks/wikis/home?lang=en#/wiki/
Tivoli+System+z+Monitoring+and+Application+Management/page/Tivoli+NetView+f
or+z0OS

NetView website
http://www.ibm.com/software/tivoli/products/netview-zos/

NetView customer forum
http://tech.groups.yahoo.com/group/NetView/

NetView wiki

https://www.ibm.com/developerworks/mydeveloperworks/wikis/home?lang=en#/wiki/
Tivoli+System+z+Monitoring+and+Application+Management/page/Tivoli+NetView+f
or+z0OS

NetView media gallery

https://www.ibm.com/developerworks/community/wikis/home?lang=en#!/wiki/Tivoli+
System+z+Monitoring+and+Application+Management/page/Media+Gallery+for+Tiv
oli+NetView+for+zOS

NetView documentation

http://www.ibm.com/support/knowledgecenter/SSZJDU 6.2.O/com.ibm.itne't)6'ewforz
os.doc/ic-homepage.html?lang=en S nann
o

.. in Pittsburgh 2014
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IBM System z Service Management critical for Jj/
moving to Mobile, Big Data and Cloud T
IBM continues to improve z/OS environment to support new technologies

* IBM SmartCloud Analytics — Log Analysis z/OS Insight Packs 1.1.0.1
* IBM Service Management Suite for z/OS V1.2
« IBM Tivoli OMEGAMON Performance Management Suite for z/OS V5.3.0

* IBM Tivoli OMEGAMON XE on z/OS 5.3.0, IBM Tivoli OMEGAMON Dashboard Edition on z/OS
5.3.0, IBM Tivoli OMEGAMON XE for Messaging for z/OS 7.3.0, IBM Tivoli OMEGAMON XE for
CICS on z/0S 5.3.0, IBM Tivoli OMEGAMON XE for Storage on z/OS 5.3.0

* IBM Tivoli System Automation for z/OS V3.5

« IBM Automation Control for z/OS V1.1.1

« IBM Tivoli NetView for z/OS V6.2.1

« IBM Tivoli NetView Monitoring for GDPS V6.2.1
« IBM Tivoli Workload Scheduler for z/OS V9.2

Learn More: http://www-01.ibm.com/software/os/systemz/itsm/

Follow us on Service Management Connect:
https://www.ibm.com/developerworks/servicemanagement/z/

And, Mainframe Insights:
https://www-304.ibm.com/connections/blogs/systemz/?lang=en us

o®
. _ _ ®
Twitter: @ServMgmtConnect @systemz #mainframe #servicemgmt e SHARE
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* Innovations in Network Management with NetView for z/OS
» Session # 16083
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Tivoli® System z® Sessions at SHARE suane
Monday
11:15 15621: What's New with OMEGAMON V5 Family Room 311
1:30 15619: System Automation for z/OS: Beginner's Hands-on Lab, Part 1 of 2 Room 301
3:00 15620: System Automation for z/OS: Beginner's Hands-on Lab, Part 2 of 2 Room 301
Tuesday
11:15 15625: Learn the Latest Problem Solving Solutions for z/OS and Storage Subsystems with
OMEGAMON Room 311
4:15 15548: OMEGAMON XE for Storage - VSAM RLS and z/OS copy Services Monitoring
Room 317
Wednesday
10:00 16084: How IBM Can Identify z/OS Networking Issues Without Tracing Room 311
4:15 15615: OMEGAMON V5 Enhanced 3270 Hands-on Lab Room 301
5:45 15618: OMEGAMON Advanced Topics: User Interface Customization and the Tivoli Enterprise
Portal - Hands-on Lab Room 301
Thursday
11:15 15641: Clever Automation with IBM SA z/OS V3.5 Room 405
3:00 16083: Innovations in Network Management with NetView for z/OS Room 311
Friday
10:00 15839: Predictive Analytics and IT Service Management Room 303
‘00
e SHARE
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Availability. References in this presentation to IBM products, programs, or services do not imply that they will be available in all
countries in which IBM operates

The workshops, sessions and materials have been prepared by IBM or the session speakers and reflect their own views. They are
provided for informational purposes only, and are neither intended to, nor shall have the effect of being, legal or other guidance or
advice to any participant. While efforts were made to verify the completeness and accuracy of the information contained in this
presentation, it is provided AS-IS without warranty of any kind, express or implied. IBM shall not be responsible for any damages
arising out of the use of, or otherwise related to, this presentation or any other materials. Nothing contained in this presentation is
intended to, nor shall have the effect of, creating any warranties or representations from IBM or its suppliers or licensors, or altering
the terms and conditions of the applicable license agreement governing the use of IBM software.

All customer examples described are presented as illustrations of how those customers have used IBM products and the results they
may have achieved. Actual environmental costs and performance characteristics may vary by customer. Nothing contained in these

materials is intended to, nor shall have the effect of, stating or implying that any activities undertaken by you will result in any specific
sales, revenue growth or other results.

© Copyright IBM Corporation 2013. All rights reserved.

U.S. Government Users Restricted Rights - Use, duplication or disclosure restricted by GSA ADP Schedule
Contract with IBM Corp.

IBM, the IBM logo, ibm.com, z/OS, Tivoli, NetView, OMEGAMON, Netcool, Geographically Dispersed Parallel Sysplex and GDPS are
trademarks or registered trademarks of International Business Machines Corporation in the United States, other countries, or both. If
these and other IBM trademarked terms are marked on their first occurrence in this information with a trademark symbol (® or ™),
these symbols indicate U.S. registered or common law trademarks owned by IBM at the time this information was published. Such
trademarks may also be registered or common law trademarks in other countries. A current list of IBM trademarks is available on the
Web at “Copyright and trademark information” at www.ibm.com/legal/copytrade.shiml|

Other company, product, or service names may be trademarks or service marks of others.
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