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2014 1st Quarter Stats: 

• Ranking U.S. Bank is 5th largest 

• U.S. commercial bank 

• Period-end assets $371 billion 

• Period-end deposits $261 billion 

• Period-end loans $238 billion 

• Customers 17.9 million 

• Bank branches 3,083 

• ATMs 4,878 



Hardware Configuration 

 6 Sysplexes Running 

z/OS V2.1 

 4 Z196’s and 2 ZEC12’s 

 27 lpars, 20 of them are 

RACF and 7 are ACF2 

RACF DB Stats 

 Each RACF DB is 2K Cyls 

 83,713    USER profiles 

 29,794    DATASET profiles 

 35,406    GENERAL 

RESOURCE profile  

 6,845,719    USER-GROUP 

CONNECT profile 



Auditors 

Why VCM for US Bank ? 

• Multiple Audits from different 

groups. Internal External 

• Many auditors with different 

knowledge/skill set 

• Produce one report for 

distribution to each auditing 

group  

 

 

 

  

Auditors 



VCM helps reduce time impacts to staff 

Before VCM, 

information for audit 

had to be requested 

from several IT staff 

members. 

With VCM, audit information requests 

are quickly handled by one person. 



VCM Install 

• At US Bank VCM is 

smp/e installed as part of 

our Vanguard product set 

•  Usage requires a 

Vanguard product code 

(datecode). 



VCM Opening panel 

                          Pick your STIG 



Input and Results Dataset Name Panel 



          At US Bank 
VCM.INPUT.STIG616 PDS/e 10 cyls 

VCM.RESULTS.STIG616 VSAM 1K cyls 

VCM.REPORTS.STIG616 PDS 1500 cyls 

 

Organize files by Stig level 

Each year we pick one stig level to work 

with  

VCM Required Data Files 

Input 

PDS 

Results 

Reports 

Data Collection PDS                 Data from Interviews 

Execute Checks Writes to Results VSAM File,  Size does 

matter!  

Produce Reports 

MAX_GENERATIONS(x) 

Can be encrypted  



The Flow 

• Common Configuration 

• Interview Process 

• Execute the checks  

• Report and Remediate 

• Audit Deliverables 

• Repeat 

 

Collect 

Remediate Execute 

Report 



VCM Main Panel 

Stig 6.16 has 48 Categories  



Collect 

Common Config expedites the interview process by providing a central data repository from which the checks  

can share information.  



Common Configuration 

ACOMPROD Interview questions  



Common Configuration 

ACOM0014 List of System Programmers  

List of Systems Programmer userids Used in: over 100  

checks throughout Configuration Manager 

The list of sysprogs can by modified for each check that references ACOM0014  



List of 

Sysprogs used 

here 

DISA STIG 6.16 ACP  Security Server (RACF) for 

z/OS system data  



ACP00060 V-113     APF-Authorized Libraries  

Not all APF LIBs are administered by the original list of sysprogs as defined 

 in ACOM0014, for specific checks you may need to add to the sysprog List 



Collection Hints 

• Must have management 

support 

• Collection questions can 

be printed via batch 

report 

 

 



Not all checks require data 

collection 

VCM will automatically gather the  

required data when the check is  

Executed. 

 

 

 

 

 

No collection required for checks 

 that have --- in the Stat column. 

 

PF11 takes you to the second 

screen. 

Auto Data Collection 



Interactive Check Execution 

E to execute check 



Execution Counts 

We like zero's 

Non-zero’s 

more 

Work to do 



Batch Execution 

VCM generates the JCL for executing all of the checks. Edit as required. 

Long running checks at US Bank: 

ZJES0011 3728 seconds 

ZUSS0036 1356 seconds 

ZWMQ054 6809 seconds 

HINT: 

//SYSTSIN  DD *                        

PROFILE VARSTORAGE(HIGH)    <<< Help prevent some 878 abends            

ISPSTART CMD(%VCMBATCH) NEWAPPL(VCM)  

Generates JCL 



Vanguard Options 

• Product settings VANOPTS(VCMOPT00) 

• MAX_GENERATIONS(3) 

– Can be 1 to 20 

• DETAIL_REPORT(SYS2.VCM.REPORTS.STIG616)  

MAX_GENERATIONS specifies the maximum number of  
result generations to be saved for a check.  

Value can be from 1 to 20 

Will impact size of the results file 



Reporting, Interactive  

V to View a report with filtering switches  

R to generate a report that can be searched & emailed 



View the Report 

N = Normal 

F = Findings 

C = Compensating Control 

E = Errors 

I = Informational 

Set switch to show msgs 

 

No Info msgs will be 

displayed 



Generate a Report 

VCM can also generate the JCL to create a report in batch. 



Convert report to PDF 

VANOPTS(EMAILOPT) 

*   The following parameters are for PDF support                                                                       

*   The TXT2PDF utility must be installed to use this 

feature.          

*                                                                       

* EMAILPDFLOAD(TXT2PDF load library)                                    

* EMAILPDFEXEC(TXT2PDF exec library)                                    

EMAILPDFLOAD(SYS7.XMITIP.LOAD)                                          

EMAILPDFEXEC(SYS7.XMITIP.EXEC)                                          

*                                                                       

* EMAILPDFCONFIG(<HLQ>.VANSAMP)   Sequential or 

PDS dataset.         

* EMAILPDFCONFIGM(PDFCONFG)           

EMAILPDFCONFIG is a PDS,        

EMAILPDFCONFIG(SYS1.VANGUARD.VANOPTS)                                   

EMAILPDFCONFIGM(PDFCONFG) 

TXT2PDF and XMITIP can be found 

at Lionel B Dyck’s site: 

http://www.lbdsoftware.com/ 



Three Choices 

• Correct the reported finding. 

• Modify the collection data (if possible). 

• Create a Compensating Control and/or a 

policy statement. 



Remediate 

Some reports can be vary large 

ACP      Security Server (RACF) for z/OS system data                                                     

Check Title.: APF-Authorized Libraries               

Check ID....: ACP00060  

 

ACP0060 is about 300,000 lines. 

Originally it had close to 100,000 findings. 

 

View Report with only ‘I’ filter selected. 

This will give a list of RACF profiles. Work 

one profile at a time. 

 

Use Disa Stig Addendum as guidance. 

 

Tools to help 

VRA – UserID in access list Report 

SMF data 

RACF authority **** 

 



Track your RFCs! 

What did you do when? 

“ What happened to my access !” 



Disa Stig ADDENDUM 

Contains background,  

guidance, definitions, and so on…  

Download from Vanguard 

https://www.go2vanguard.com/download_checklist1.php 

Download from DISA Website 

http://iase.disa.mil/stigs/os/mainframe/z_os.html 

https://www.go2vanguard.com/download_checklist1.php
https://www.go2vanguard.com/download_checklist1.php
http://iase.disa.mil/stigs/os/mainframe/z_os.html


Disa Stig ADDENDUM 



Java Viewer  

Download from http://iase.disa.mil/stigs/stig_viewing_guidance.html  

http://iase.disa.mil/stigs/stig_viewing_guidance.html


Compensating Controls 

But we are a Bank not the DOD! 



N to open text box 

 to enter Compensating 

Control 

Re-execute the check, status changes to Comp Controls 

Compensating Controls 



Compensating Controls 

The finding is still there 

Why the number will 

never  be zero 

Msg IFTP0050-00C 



VCM Filters 

Remove unwanted categories and individual checks from your display 



VCM Filters 

X to exclude a category, S to see list of checks 



VCM Filters 

X to exclude an individual check 



VCM Compare 

From main category list select using an S to get this panel 

C is used to pick the new and old Gen to compare 

CC is used for a cross stig level compare 



Compare Results 



Cross Stig Level Compare 



• www.go2vanguard.com 

• iase.disa.mil/stigs/ 

More Information


