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Objectives of this Lab

At the end of this lab, you will be able to

=  Submit and approve a certificate request for

» A certificate with key pair generated by the browser — EX 1
» A certificate with key pair generated by PKI Services — EX 2
» A certificate with key pair generated on a z/OS server — EX 3

= View the installed certificate from the IE broswer — EX 4
= Revoke/Suspend a certificate — EX 5

= Check the certificate status — EX 6

» Certificate Revocation List (CRL)

» Online Certificate Status Protocol (OCSP)
= Customize PKI Services — EX 7

» Configuration file — pkiserv.conf

» Template file — pkiserv.tmpl

Note: You may not have enough time to do all of them. Recommend to
pick Ex 1, 4, 5, 6 first.



Exercise Instructions:

Note 1: All the references of xx refer to the number part of your assigned id, eg. 01 if your assigned ID is sharb01)
Note 2: You will play both roles as an end user and as an administrator in the lab. The tasks performed by an end

user and an administrator are indicated by a male ; and female P icon respectively.
t\ k>

Note 3: If you are not familiar with the MVS/OMVS system, you may refer to Appendix 1 to get some hints.



Exercise 1 - Request a certificate with key pair generated from the browser

A. Submit a request

e Open the FireFox browser to go to the url (change xx to the number part of your assigned id):

http://mvs1.centers.ihost.com:8041/Sharbxx/public-cgi/camain.rexx

PKI Services Certificate Generation Application
Install the CA cerfificate to enable SSL sessions for PKI Services i [\ This is the start page

i

Choose one of the following:
+ Request a new certificate using a model

Select the certificate template to use as a model | 1-Year PKI SSL Browser Certificate |

[ Request Certificate ]

s Pick up a previously requested certificate

Enter the assigned transaction ID

Select the certificate return type | PKI Browser Certificate ||

[ Pick up Certificate ]

s Renew or revoke a previously issued browser certificate

[ Renew or Revoke Certificate ]

o Administrators click here

Goto Administration Page |

email: webmaster@your-company. com



http://mvs1.centers.ihost.com:8041/Sharbxx/public-cgi/camain.rexx

Choose the ‘1 Year PKI SSL Browser Certificate’ template
Click ‘Request Certificate’

PKI Services Certificate Generation Application

Mﬁy Pick a template

Install the CA certificate to enable S81 sessions for PKI Services

Choose one of the following:

+ Request a new certificate using a model

Select the certificate template to use as a modsl | 1-Y'ear PKI SSL Browser Cerificate M
1-Year PKI SSL Browser Certificate
] 1-¥ear PKI S/MIME Browser Cerificate
2-Year PKI Windows Logon Certificate
2-Year PKI Browser Cerificate For Authenticating To z/0S
- Pick up a previously requested certificate (5 vogr PK| SSL Server Certificate
5-Year PKI IPSEC Server (Firewall) Certificate
Enter the assigned transaction ID 5-Year PKl Intermediate CA Certificate
2-Year PKI Authenticode - Code Signing Certificate
: 5-Year SCEP Certificate - Preregistration
Select the certificate retumn type | PKI Browse) o o\ pi) Generated Key Certificate
n-Year PKI Certificate for Extensions Demonstration

Request Cerificate

[ Pick up Certificate

» Renew or revoke a previously issued browser certificate

[ Renew or Revoke Certificate ]

» Recover a previously issued certificate whose key was generated by PKI Services

Enter the email address when the original certificate was raquestad

Enter the same pass phrase as on the request form
[ Recover Certificate

+ Administrators click here

[ Go to Administration Page ]




e Fillin the values for the certificate request information
e Select a Keysize for the browser to generate key pair: High grade — 2048 bits, Medium grade — 1024 bits

e Click on ‘Submit certificate request’

)

i

1-Year PKI SSL Browser Certiﬁcatti Fill in the info

Choose one of the following:

¢ Request a New Certificate

Enter vahes for the following field(s)

Your name for tracking this request (optional)

Email address for notification purposes (optional)

Pass phrase for securing this request. You will need to supply this value when retrieving your certificate
Reenter your pass phrase to confirm

Email address for distinguished name MAIL= attribute (optional)

Common Name

Select a key size High Grade E|

‘m Medium Grade ‘

¢ Pick Up a Previously Issued Certificate

‘ Retrieve your certificate |




Save this transaction ID into some file (eg. Open notepad and paste it)

e Click ‘Continue’

L
Request submitted successfully t":

Here's your transaction I You will need it to retrieve your certificate. Press 'Continue' to retrieve the certificate.

(1T Q0 pl2SHV-AH--H+ ‘

Continue |

emall: webmaster @your- company. com




e Enter the passphrase that you entered when you made the request

e Click on ‘Retrieve and Install Certificate’ (It will fail, see next page)

-

[

Retrieve Your PKI Browser Certificate i L

Please bookmark this page

Since your certificate may not have been issued yet, we recommend that you create a bookmark to this location so that when you retum to this bookmark, the browser will display your transaction ID. This is the
easiest way to chack your status.

Enter the assigned transaction ID

TkAGsIKFhriZ2Te

If you specified a pass phrase when submitting the certificate request. type it hete, exactly as you typed it on the request form

[ Retrieve and Install Certificate ]




You will find the request was not successful because it is waiting for the administrator to approve it

L
-
Request was not successful i 4

Please cotrect the problem of repott the error to your Web admin person

IETIOOZ2I SAF Zerwvice IRRSPHOO Returned 3ALF RC = & RACF RC = & RACF RSN = 56
Beguest iz still pending approval or yet to be issued

emal webmaster@your-company. cotm

Certificate not ready
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B. Approve the certificate request

e Open another browser window to go to the same url (change xx to the number part of your assigned id):

http://mvs1.centers.ihost.com:8041/Sharbxx/public-cgi/camain.rexx

e This time you act as an administrator, click on the ‘Go to Administration Page’

e  When prompted for userid and password, use your assigned sharbxx userid and password

PKI Services Certificate Generation Application

Install the CA certificate to enable SSL sessions for PKT Services ;;' 2 III
S
)

Choose one of the following:

« Request a new certificate using a model
Select the certificate template to use as a model | 1-Year PKI SSL Browser Certificate v

Request Certificate

+ Pick up a previously requested certificate

Enter the assigned transaction ID

Select the certificate return type | PKI Browser Certificate |+

Pick up Certificate

+ Renew or revoke a previously issued browser certificate

[ Renew or Revoke Certificate ]

» Administrators click here

Go to Administration Page | Administrator starts working

email: webmaster@your-company. com



http://mvs1.centers.ihost.com:8041/Sharbxx/public-cgi/camain.rexx

e Choose ‘Show requests pending approval’ and click on ‘Find Certificates or Certificate Requests’

PKI Services Administration

Choose one of the following:

+ Workwith a single certificate request

Enter the Transaction ID:

Process Request

+ Work with a single issued certificate

Enter the Serial Number:

Process Certificate

+ Specify search criteria for certificates and certificate requests

Certificate Requests [ssued Certificates
O Showal tequests (O Show allissued certificates
(O Show tevoked certificates
(O Show approved requests O $how suspendsd certificates
O show completed requasts O show expired certificates
(O Show ejected requests (O Show active certificates (ot expired, not revoked, not suspended)

O Show tejections in which the client has been notified (O Show disabled certifcates (suspended or revoled, niot expired)
O show praragistersd requests (O Show active, automatic renewal enabled certificates
() Show active, automatic renswal disabled certificatss

O Show active, not ranewable cartificatss

Additional search eriteria (Optionsl)

Requestor's name
T ™
Show recent activity only | (Not Selected) |
Show certificates that will expirs (Only applicable to active cartificates when racent activity is not selected)

[ Find Certificates or Certificate Requests ]




This shows the request summary

Click on the Trans ID link to view the request details

Certificate Requests _
Request summary info

The following certificate requests matched the search criteria specified:

All [v] Requestor Certificate Request Information Status Dates
Trans D 1EASsDZeZZ I Terrt+— Created: 2011/0127
jan27a  Template:1-Year PKI S5L Browser Certificate Pending Approval
Suhbject: CN=jan27a,0U=Class 1 Intemnet Certificate CA.O=The Sharb{1 Firm,C=US Modified:2011/01/27

Choose one of the following:

s Click on a transaction ID to see more information or to modify, approve, reject, or delete requests individually

s Select and take action against multiple requests at once

Action Comment (Optional)

- Approve without modification all raquests selected above that are "Pending Approval”

- Reject all requests selected above that are "Pending Approval”

- Delete all requests selected above

| Respecify Your Search Ciiteria |
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¢ Notice that Subject name value has values coming from both the user input (the CN value) and the hard coded

value in pkiserv.tmpl under the <CONSTANT> section (the OU and O values)

e Click on ‘Approve Request with Modifications’

I

Single Request
Requestor: janl7a Created: 20110127 The SUbjeCt’S name value
Status: Pending Approval Modified: 20110127 come from the user input
Transaction Id: 1kA3sDZcZjkZITor++++++++ Passphrase: z

nd har value 1n
Template: 1-Vear PKI 851 Browser Certificate and hardcoded value

pkiserv.tmpl
Subject: CN=7an272,0U=Class | Internet Certificate CA,O=The Sharb(1 Fim,C=US
Izsuer: CN=5harb01 CA,OU=Test,0=The Sharb01 Firm C=US
Validity: 2011701727 00:00:00 - 2012/01/26 23:59:39
Usage: handshake{digitalSignature, kevEncipherment)

Extended Usage: clientauth

Fingerprints: : :

= . _ Request detail info
SHAIL: 90-36:1F:05:34:3A3D:5 1 A2 F23 A DC-ADELOFF6.CC.72:19:79
MD3: 249F4E-F6D2:ALFB:BYEGEE:37:-F8:96:38:0D:97
SHA236: ASAFSATE74:7428:8427.9F ED:93.79:05:16.D8:68:10:39:00.F3:34:3 406 BA 41 3E:24:8F3C.3FF)
SHASIT: 20:04:6C:3B:50:1CDFACASICA4ED 4B 0A BE:3 2B 16:6A:00.F6:TD:03:4ESADC B0 19:3F48:4C:

= 11:33:CD:7B:3B:9B:711: 7C-4AB:E0:0A:60:EB.0F-36:DC B8:6B.DA.B1:40.F1:07:3C:61:08. B3: 1 L.E3:C6:00:27

Action to take:

Action Comment (Optional)

[ Approve Request As ltis ]

[ Reject Request ]

[ Delete Request ]

[ Approve Requestwith Modifications ]
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e As an administrator, you can modify the info that the user input before you approve the request

e After the modification, if any, click on ‘Approve with specified modifications’

Modify and Approve Request

Requestor Request Information Dates

Trans ID:1kA8sDZe ZkZ2 TeH+++++++ Created: 2011/0127
janlTa Template:1-Vear PKISSL Browser Certificate
Subject:CN=jan27a,0U=Class 1 Internet Certificate CA,O=The Sharb01 Firm C=US Modified:2011/0127

You may modify the following fields by providing new values. To remove a field simply blank it out or de-select it.
« Subject Distinguished Name:

Common Name (optional)

jan27a

Organizational Unit (optional)

Class 1 Intemet Certicate CA Page primed with
Organizationa Uit (options) requested info.
Administrator can

change them if
%] necessary.

Organization (optional)

The Sharb01 Firm

+ Extensions:
Indicate the kesy usage for the certificate (optional)

Protocol handshaking. e g SSL (digitalSignature. keyEncipherment) |~
Certificate and CRL signing (keyCerntSign, cRLSign) |
Document signing (nonRepudiation) |
Data encryption (dataEncipherment) |

Indicate the extended kev usage the certificate

Server side authentication (serverfuth) |~
Client side authentication (clientfuth)

Code signing (codeSigning)

Email protection {(emailProtection) ||

HostldMappings Extension value(s) in subject-id@host-name form (optionaly
HostIdMappings Extension value(s) in subject-id@host-name form (optional)
Hostldhappings Extension value(s) in subject-id@host-name form (optional)
HostIdMhiappings Extension value(s) in subject-id@host-name form (optional)
= Validity Period:

Date certificate becomes valid Date certificate expires (at end of day)

2011 [»][1 [v][27[~] 2012 [v|[1 [v][26[+]

Automatic Renewal: | Mot set |

Action Comment (Optionaly

[ Approve with specified modifications ]

| Reset Modified Fields 1
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¢ You will get a confirmation that the request is approved

e Click on ‘Administration Home Page’ to take a look at the request status

' ) 1]
Processing successful %
Request with transaction [D 1{93q/RQoNp2Te+++++++++ is successfully approved

You may continue to approve/reject/delete more request(s) by clicking the button below:

[ Process More Request(s) ]

[ Administration Home Page ]
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e Choose ‘Show all requests’ and click on ‘Find Certificates or Certificate Requests’

To display all the requests

Choose one of the following:
« Work with a single certificate request

Enter the Transaction ID:

Process Request

« Work with a single issued certificate

Enter the Serial Number:

Process Certificate

« Specify search criteria for certificates and certificate requests

Certificate Requests Lssued Certificates
() Show allrequests (O Show allissued certifiates

(O Show requests pending approval (O Show revoked certificates

() Show approved requests (O Show suspended certificates

() $how completed raquests (O Show expired certifieates

(O Show rejected requasts (O Show active certficates (not expired, not revoked, not suspendd)

() Show sejections in which the client has been notifisd () Show disabled certificates (suspended o revoked, not expired)
O Show preragistersd requests (O Show active, automatic renewal enabled certificates
(O Show active, automatic renewal disabled certificates

(O Show active, ot renewable certificates

Additional search eriteria (Optional)

Requestor’s name

Show recent activity unl}-" (Not Selected) v

Show certificates that will expire (Only applicabls to active certificates when recent activity 1z not selectad)

[ Find Certficates or Certificate Requests ]
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¢ Notice that the status of the request became ‘Approved'. If the certificate has been created, a serial number will
also be displayed.

¢ Click on ‘Re-specify Your Search Criteria’ to check on the certificate

Certificate Requests

The following certificate requests matched the search criteria specified:

All ] Requestor Certificate Request Information Status Dates
Trans ID: (kASDZc 771 Te f— Created: 20110127
jen27a  Template:1-Year PKI SSL Browser Crtificate -SPP,“; g
Subject: CN=jan272,0U=Class | Internet Certificate CA O=The Sharb01 Firm,C=US > * ™ 2 \fodified-2011/0127

Choose one of the following:

+ Click on a transaction ID to see more information or to modify, approve, reject, or delete requests individually

+ Select and take action against multiple requests at once Reque st is approved . The
Action Comment (Optional) presence of a serial
number indicates the
certificate is created.
- Delete all requests selected above

[ Respecify Your Search Criteria ]




This time choose ‘Show all issued certificates’ and click on ‘Find Certificates or Certificate Requests’

Choose one of the following:

+ Warkwith a single certificate request

Enter the Transaction ID;

Process Request ]

+ Waork with a single issued certificate To di Spl ay all the

o certificates
Enter the Serial Number,

Process Certificate ]

« Specify search criteria for certificates and certificate requests

Certificate Requests Issued Certificates

O Showal requasts (® Show all ssued cerificates

O Show requasts pending approval (O Show revoked certificates

O Show approved raquasts O Show suspendzd carttficates

(O Show completed requests (O Show expired certficates

(O Show sejected requests () Show active certificates (not expired, not revoked, not suspended)

(O Show rfections in which the clent has been notified () Showw disabled certifcates (suspended or fevoled, not expired)
(O Show preregistered requests (O Show active, utomatic tenewval enabled certficates
O Show active, automatic renewal dizabled certificates

O Show active, not renewable certificatss
Additional search eriteria (Optionsl)

Requestor's nams

......................................... —

Show recent activity 0111}-'% (Not Selected] ¥

Show certificates that will sxpirs

(Only applicable to active certificates when racent activity is not salectad)

[ Find Certificates or Cerfficate Requests ]
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e Similar info as in the request. The status of the certificate is ‘Active’ when it is created

e Click on the Serial # link to display certificate details

Issued Certificates

The following issued certificates matched the search criteria specified:

All [v] Requestor Certificate [nformation Status Key archived Dates
Serial#: 3 Created: 2011/0127
jan27a | Template:]-Vear PKISSL Browser Certificate Active No
Subject: CN=jan27a,0U=Class | Internet Certificate CA.0=The Sharb(1 Firm,C=U$ Modified:2011/01/27

Choose one of the following:

Certificate summary info

+ Click on a serial number to see more information or to perform action on a single certificate
+ Select and take action against multiple certificates at once

Action Comment (Optional)

No Reason | - Revoks all selected active certificates
- Suspend all selected active cerfificates
- Delete all selected certificates

[ Respecify Your Search Criteria ]
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This page can also be reached from the Serial # link appeared on the Certificate Requests page (p. 20)

The values of Validity, Usage, Extended Usage come from the template file pkiserv.tmpl.

N
o

L

Single Issued Certificate _— o
Certificate detail info

Requestar: s Created: 20110127
Status: Active Modified: 20110127
Temglate: [-Year PKT 881 Browser Certificste ~ PassPhrase: 2

Serial #: 3

Previous Action Comment: [szued cartificate

Subject: CN=jandTa,OU=Class | Internet Certificats CA,0=The Sharb01 Firm,C=TUS
Tssuer: CN=8harb01 CA,0U=Test 0=The Sharb0! Firm C=T3

Validity: 2010/01727 00:00:00 - 2012/01/26 23:39:39

Usage: handshzke(digitalSignature, keyEncipherment)

Extended Usage: clizntauth

Action to take:

Action Comment (Optional)

[ Revoke Certficate l No Reasaon ¥

[ Suspend Certificate l

[ Disable Automatic Renewal ]

[ Enable Automatic Renewal ]

Delete Certificate

21



C. Pick up the certificate

Switch back to the user browser window and go to this page again (p.11)
Enter the transaction ID, select ‘PKI Browser Certificate’ as the certificate return type and click on ‘Pick up
Certificate’

PKI Services Certificate Generation Application

Install the CA certificate to enable SSL sessions for PKI Services

Choose one of the following: i L -

« Request a new certificate using a model

Select the certificate template to use as a model | 1-Year PKI SSL Browser Certificate v|

[ Request Certificate I

« Pick up a previously requested certificate

Enter the assigned transaction ID
1j913gJRTUONPZ T ct++++++++

Select the certficate return type | PKI Browser Certificate |v |

[ Pick up Certificate ]

« Renew or revoke a previously issued browser certificate

[ Renew or Revoke Certificate ]

+ Administrators click here

[ Go to Administration Page ]

email: webmaster @ vour-company.com
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Enter the password that you entered when you made the request and click ‘Retrieve and Install Certificate’

-

o

Retrieve Your PKI Browser Certificate i 9

Please bookmark this page

Since your certificate may not have been issued vet, we recommend that vou create a bookmark to this location so that when you return to this bookmark, the browser will dis
vour transaction ID. This is the easiest way to check vour status.

Enter the assigned transaction [D
TkABs3KFhriZ2Tce

If vou specified a pass phrase when submitting the certificate request, type it here, exactly as vou typed it on the request form

[ Retrieve and Install Certificate ]

[ Alert ] |

L Your personal certificate has been installed, You should keep a backup copy of this certificate.

e You will look at the certificate you installed from the browser in Exercise 4.

L
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Exercise 2 - Request a certificate with key pair generated by PKI Services

A. Submit a request

e (o to the main page again as in Exercise 1 (change xx to the number part of your assigned id):

http://mvs1.centers.ihost.com:8041/Sharbxx/public-cgi/camain.rexx

e Choose the ‘1 Year PKI Generated Key Certificate’ template
e Click ‘Request Certificate’

PKI Services Certificate Generation Application

ssions for PKT Servicas Ii ~ -«
=4

« Request a new certificate using a model

Install the CA certificats to enable 5L

Choose one of the following:

Select the certificate template to use as a model | 1-Year PKI Generated Key Certificate |

1-Year PKI S5L Browser Certificate

1-Year PKI S/MIME Erowser Certificate

2-Year PKI Windows Logon Certificate

2-Year PKI Browser Certificate For Authenticating To /05
» Pick up a previously requested certificate |5.yvz5r PK| S5L Server Certificate

5-Year PKI IPSEC Server (Firewall) Certificate

Enter the assigned transaction ID 5-Year PKl Intermediate CA Certificate

2-Year PKl Authenticode - Code Signing Certificate

- 5-Year SCEP Cerificate - Preregistration

Select the certificate retum type | PKI Browsesgsg s s sy Key Certificate

n-Year PKI Certificate for Extensions Demonstration

Request Certificate

[ Pick up Certificate

« Renew or revoke a previously issued browser certificate

[ Renew or Revoke Certificate ]

« Recover a previously issued certificate whose key was generated by PKI Services

Enter the email address when the original certificate was raquested

Enter the same pass phrase as on the raquest form
Recover Certificate

« Administrators click here

[ Go to Administration Page ]
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http://mvs1.centers.ihost.com:8041/Sharbxx/public-cgi/camain.rexx

e Fill in the values for the certificate request information

e Select the key type and key size for PKI to generate key pair

e Click on ‘Submit certificate request’

1-Year PKI Key Generated Certificate

Choose one of the following:

« Request a New Certificate ‘ ‘

Enter valuas for the following fisld(s)

Enter the requestor’s email address

Pass phrase for s2curing this raquast. You will need to supply this valuz when ratrisving vour cartificate
Reenter your pass phrase to confirm

Common Name

Email address for distinguished name MAIL= attribute (optional)

Select the key type and key size
RSA-512 M

RSA-1024
RSA-2048

- |NISTECC-192 [ssued Certificate
NISTECC - 224
NISTECC-256  [certiicate |
NISTECC - 384
_|nisTECC-521
el YpppEce - 160 st
BPECC- 192
BPECC-224
BPECC - 256

Fill in the info

These input fields are
controlled by the
<CONTENT> entries in the
template file

e Select the key type and key size
ale request | [ Clear | for PKI to generate
RSA - 409 public/private key pair.

25



e Unlike the browser generated key certificate, you do not get back a transaction ID on this page

L
Request submitted successfully k‘t

A link to pick up the certificate was sent to the specified requestor's email address at jan2 Th@email com.

[ Home Page

email: webmaster@wour-compansyy . comm

¢ Note: The lab system won'’t allow the sending out of email. We will use the administrator role to get the transaction

ID to retrieve the certificate.
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B. Approve the request

e (o to the administrator’s page to approve the request the same way you just did as in Exercise 1

e Save the Transaction Id from the request detail page. (You will need it to retrieve the certificate in Step C later.)

Single Request
Requestor: jan2 Tb@email.com Created: 201100127
Status: Approved Modified: 20110127
Transaction Id: JE&% c Passphrase: & Request detail infO
Template: 1-Year PKI Generated Key Certificate NotifyEmail: jan27h zmail com
Serial #: 4
Subject: CN=jan27b,OU=Class 1 Internet Certificate CA O=The Sharb01 Firm C=US
Lssuer: CN=Sharb01 CAOU=Test,0=The Sharbl] Firm,C=US
Validity: 20110 00 - 2012/01/26 23:59:39
Usage: handshale(digitalSignature, keyEncipherment)

Extended Usage: not specifisd

Action to take:

Action Comment (Optional)

Delete Request

[ Administration Home Page ]




Notice that the Key archived column for this certificate is Yes since the key pair was generated by PKI Services

and PKI keeps a copy of it.

Issued Certificates

The following issued cerfificates matched the search criteria specified:

All Requestor Certificate Information Status Key archived Dates
Serial#: 3 Created: 20110127
jandTa Template:1-Vear PXI SSL Browser Certificate Active (No
Subject: CN=jan2 T2, 0U=Class | Internst Certificate CA 0=The Sharb01 Firm C=US Modified:2011/0127

.7

GHES 127
a2 Tof gmail com | Template:1-Vear PKI Generated Key Certificate Active |Tes
Subject: CN=jan2 Th,0U=Class | Internet Certificate CA.O=The Sharb01 Firm,C=U$ Modified:2011/0127

Choose one of the following:
+ Click on a serial number to see more information or to perform action on a single certificate

« Select and take action against multiple certificates at once

Certificate summary info

Action Comment (Optional)

No Reason V - Revoke all selected active cartificates
- Suspend all selected active certificates
- Delete all selected certificates

[ Respecify Your Search Criteria ]

28



C. Pick up the certificate

e (o back to the user home page to retrieve the PKI key generated certificate. Paste the Transaction ID and

select ‘PKI Key Certificate’ as the certificate return type. Click on Pick up Certificate.

PKI Services Certificate Generation Application

Install the CA certificate to enable SSL sessions for PKI Sarvicas

Choose one of the following: L
-
+ Request a new certificate using a model (-
Select the certificats template to use as a model | 1-Year PKI SSL Browser Certificate i
Request Certificate

« Pick up a previously requested certificate

Enter the assigned transaction ID

TKAEYYeAwtcZ2Tc
< S¥IEct the certificate retum type | EKLKEY.COMNCAIS. . [¥]

[ Pick up Certificate

« Renew or revoke a previously issued browser certificate

[ Renew or Revoke Cerificate ]

« Recover a previously issued certificate whose key was generated by PEI Services

Enter the email address when the original certificate was requestad

Enter the same pass phrase as on the request form
[ Recover Cerlificate

» Administrators click here

[ Go to Administration Page ]




¢ Note: In real system, the end user will reach this page by clicking on the link sent to his email address

e Enter the pass phrase you entered when you made the request

Retrieve Your PKI Key Certificate

C
Enter the assigned transaction ID h
TASY Y elAwtcZ2Tc -

If vou specified a pass phrase when submitting the certificate request, type it here, exactly as vou typed it on the request form

[ Retrieve Cerificate ]

e Click Save File.

-

Cpening mycert.pl2 I I

You hawve chosen to open:

mycert.pl?2
which is: pl2 File (3.0 KB}
from: https://mvsl.centers.ihost.com:8042

What should Firefox do with this file?

--::i-égaxre File

[ Do this autocrmatically for files like this from now on.

CK

|

Cancel ]

e The file will be saved in the download folder in your machine.

From the browser menu, click on Tools -> Options...
Click on the Advanced tab, click on the ‘View Certificates’ button

Click on the “Your Certificates’ tab, click on the ‘Import..." button
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@ Certificate Manager

Expires On

5/5/2015

1/15/2015

Your Certificates | Peuplel Servers | Auth oritiﬁl Others |
You have certificates from these organizations that identify you:
Certificate Mame Security Device Serial Mumber
41BM
i mayth Software Security Device 16
4TEST
| testcert Software Security Device 0A
N
View...

Backup... Backup All... ] Delete...

o Select the p12 file from the download folder to import the certificate and the key

e You will look at the certificate you installed from the browser in Exercise 4.
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Exercise 3 - Request a certificate with key pair generated on z/OS

A. Create a request

&

¢ Log on the MVS system (See Appendix 1)
e Go to ISPF panel, enter option 6

File Edit View Communication Actions Window Help

B 2% B[ @ % & 2 @

———————————— SHARE ISFF 5.9 SCROLLABLE PRIMARY OPTION MENU ------—---—-

Alternate Dialog
Alternate Dialog
More:
The time is 12:30 p.m. on Tuesday, July 22, 2008 (2008.204)
Your uid is SHARBO1 dsn prefix is SHARBO1 proc is SHARE sys is $S1

SETTINGS Specify ISPF parameters

VIEW View source data or output listing

VIEW-0E View/Browse files in the Open Edition file system
EDIT Create or change source data

EDIT-0E Edit files in the Open Edition file system
UTILITIES Perform utility functions

ISHELL-0E Open Edition ISPF shell

FOREGROUND Invoke language processors in Toreground

BATCH Submit job for language processing

COMMAND Enter TS0 command, CLIST, or REXX exec

DIALOG TEST Perform dialog testing

LM UTILITIES Perform library administrator utility functions
IBH FRODUCTS Additional IBM program development products
SCLH Software Configuration and Library Manager

e From ISPF 6, enter the RACDCERT command to create a certificate request by 2 commands: (Note: Values are case
sensitive within quotes)
o RACDCERT id(Sharbxx) GENCERT SUBJECT(CN(‘MySSLCertxx')) WITHLABEL(‘MySSLCertxx’)
o RACDCERT id(Sharbxx) GENREQ(LABEL(‘MySSLCertxx’)) DSN(myssl)

Menu List Mode Functions Utilities Help

ISPF Command Shell
Enter TS0 or Workstation commands below:

===> RACDCERT id(Sharbxx) GENCERT SUBJECT{CN('MySSLCertxx’
WITHLABEL { 'MySSlL Certxx'




Menu List Mode Functions Utilities Help

ISPF Command Shell
Enter TS50 or Workstation commands below:

===> RACDCERT id{Sharbxx) GENEREQ{LABEL({ 'MuySSLCertxx' DSH{myssl1

PF3 to exit out option 6 and go to ISPF 3.4, hit enter

S

Eile Edit View Communication Actions Window Help

LAEEIE ISR EET
———————————— SHARE ISPF 5.9 SCROLLABLE PRIMARY OPTION MEWU ----------

Alternate Dialog
Alternate Dialog
More:
The time is 12:45 p.m. on Tuesday, July 22, 2008 (2008.204)
Your uid is SHARBO1 dsn prefix is SHARBO1 proc is SHARE sys is $1

SETTINGS Specify ISPF parameters

VIEW View source data or output listing

VIEW-0E View/Browse files in the Open Edition file system
EDIT Create or change source data

EDIT-0E Edit files in the Open Edition file system
UTILITIES Perform utility functions

enter ‘Sharbxx.myssl’ on the ‘Dsname Level’ input line and hit enter

Menu ReflList RefMode Utilities Help

Data Set List Utility
Option ===>
More:
blank Display data set 1list P Print data set list
V Display VTOC information PY Print VTOC information

Enter one or both of the parameters below:

Dsname Level . . . SHARBxx.myssl _
Yolume serial

Put letter ‘e’ next to ‘Sharbxx.myssl’
Select its entire content by using the mouse. Click on Edit->Copy. This will be used to paste on the PKCS#10

Certificate Request box in the following steps.
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plojolojokk
0EEOO2
0eEOO3
0eEOO4
plojololols
0EEOO6
0eEOO7T
0eEOO8
pJojojojols)
QEEO10
0ooO11

XKKKKKKKKKKKKKKKK KKK KXKKXXKXkXx Top Of Data X%k K kKKK KKK KK K K K K XK K KK XK K KKK X X

-Warning- The UNDO command is not available until you change
your edit profile using the command RECOVERY ON.

BEGIN NEW CERTIFICATE REQUEST
MIIBhTCB7wIBADAWMROWEgYDVOQQDEW tNWYNTTENFULQWMTCBnzANBgkghkiGOwOB
AQEFAAOB j0AWgYKCgYEAOCB8uU1lvTwdOywl /T9dyRgkbuR7765h3R406tZWgpp2YaM
cXwOD jQkckHQgWqur/FXHCbh/IJkFTa3B5cGKEIL 1IPQBJH1hC fDHEKb311vFaYChb
sVELYyRo fKVsI tUL540Q/ZREuczpcKcv8dMJIsr33CZAQW/uViqouOQ4DFHdZD2LoJMC
AWEARaAWMCA4GCSqGSIb3DQEJD jENMB8WHOYDYROOBBYEFOOHSDduigJsku3i1IVF
z2aHQmopMABGCSqGS Ib3DQEBBQUAA4GBAGECY/ fIJUqrlgj36sRiBdGf j33y18XJn
fBWiZ4g8NBOEnT76+1iVtTdxP0adZIH4A+ncaEq29H6ckI 1oXASCHSUNENdYP+vGicH
OtVedtYcovvmVSwKo]jljimiZc55DMh2gebxYmkgquNbvizPdjs/aj8i1WASAYxHOPW
th59alL4s0fyg

END NEW CERTIFICATE REQUEST

KKK K KK KKK KK KKK KRR KKK R KKKk X k% Bottom of Data & KKK KK KKK KKK KK KKK KK KK KKK XK K

Don'’t exit out of this file, leave it there.
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B. Submit the request

e« Go to the PKI Services Start page (p.5). This time choose the ‘5 Year PKI SSL Server Certificate’ template and click

on ‘Request Certificate’.

PKI Services Certificate Generation Application

‘ [
Install the CA certificate to enable S8 sessions for PKT Services 4 -

Choose one of the following:

This time, let’s try to
get a SSL Server cert

Select the certificate template to use as a model | 5-Y'ear PKI SSL Server Certificate b

1-¥ear PKI 3SL Browser Certificate

1-Year PKI 3/MIME Browser Cerificate

2-Year PKIWindows Logon Certificate

2-Year PKI Browser Certificate For Authenticating To z/0S
+ Pick up a previously requested certificate |55 oo PK] 85 Sarver Cerificate

5-Year PKI IPSEC Server (Firewall) Certificate

Enter the assigned transaction ID 5-Year PKl Intermediate CA Certificate

2-¥'ear PKl Authenticode - Code Signing Certificate
) 5-Year SCEP Certificate - Preregistration

Select the certificate retumn type | PKIBrowsel s v\ by Generated Key Certificate

n-Year PKI Certificate for Extensions Demonstration

« Request a new certificate using a model

Request Certificate

[ Pick up Certificate

« Renew or revoke a previously issued browser certificate

[ Renew or Revoke Certificate ]

« Recover a previously issued certificate whose key was generated by PKI Services

Enter the email address when the original certificate was raquestad

Enter the same pass phrase as on the request form
[ Recover Certificate

«  Administrators click here

[ Go to Administration Page ]
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Fill in the information

5-Year PKI SSL Server Certificate

Choose one of the following:
+ Request a New Certificate
Enter values for the following field(s)

Your name for tracking this request (Optional)

Email address for notification purposes (Optional)

Pass phrase for securing this request You will need to supply this vahie when retrieving your certificate

Reenter vour pass phrase to confirm

Email address for distinguished name MAIL= attribute (Optional)

Common Name (Optional)

Organizational Usit (Ogptional)
Street address (Optional)
Locality (Optional)

State or Province (Optional)

Zipcode or postal code (Optional)

Country (Optional)

Email address for alternate name (Optional)

Domain name for alternate name (Optional)

Fill in info just like
the browser cert case
except..
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o Paste the request from the ‘Sharbxx.myssl’ dataset

¢ Click on ‘Submit certificate request’ and save the transaction ID

Go to the Administrator pages to approve this request in the same way you did in the browser certificate case

L »)
Uniform Resource Identifier for alternate name (Optional) -

IP address for alternate name in dotted decimal form (Optional)

Paste the request here

Basefi4 encoded PKCS#10 certificate request q
IIBETCESwIBADACMQwWwCoYDVQQDEWN 3 YWkwgZ 8wDQY JRoZ InveHAQEBBQADGYOR ~

HMIGJRoGBAEMT MmQ0oN37iGgk++00QI5+J/ 0ygnPO9wgeazossRX9dJHMPM2020)

PobRXWEx+vqPi LHZ3 ZdHbEbX QT zmXLw Ew6HEbE 1BFYigPerRms
QuWVNV1QhSwe3 CAOENTST6cavhikvy EXTrms 6zMAY yZ+QA/ XulY 1 AgMBAAGEMDAR
BokghkiGaw0BCQ4xITAfMBOGA BN
BokghkiGIwOBAQUFAROSgQBeTudhH9punDv+eQ+I1sxbmd VSMZ KkCvo, SM3h: 0
Z4ArioBWEISCAZpchr3gg0ThauX503pHiELnEx6b P/ KDbcQVumzE FkEQBLE S kTKU
1hy1rdR4LaMidms fMvyi1£2IxQ/ QZakeVrt

co==

————— END NEW CERTIFICRTE REQUEST--———-

HaLQwOFcn

[___Submitcerificate request | | Clear |

s Pick Up a Previously Issued Certificate

| Refrieve your certificate |

email webmaster @ vour-company.com

C. Approve the request

e Same steps as in the previous exercises



D. Pick up the certificate

¢ Retrieve the certificate in the same way shown on p. 22 and p. 23, except that this time you choose ‘PKI Server
Certificate’ as the return type.
e Highlight the content to copy. (You may need to copy the entire content in parts.)

Here's your Certificate. Cut and paste it to a file

MIIGhwYIEoZIhvelNiQoColIGeDCCEnQCAQEAD ALBykaghki G wOBBwGgggZcMIID
STCCA16gAwIEAyIBED ANBgkghkiGOwDEAQUF AD Ay NS wC QT DVOQGEWIVUZEMNACG
A1UEChMDSUINMRUWEwYIVOQLEwx ITiBD ZEJ0IEF 1dGywHheNHMD Ox MDAZ MD AwMD A
TheNMDkxMDAOMIH1OTUS T BONQswC Q¥ DV OOGEwIVIzERNASGAIUECEBM I T VS IF 1w
CSKFTATEgNVELOTDES ldyEZn3 Jr IFJVEEEEMEUGALITE Ax HOTIVHIFALYiBTZXIZ
ZEIwgZEwDQVIKoZ IThveNAQEBBQADGYOAMIGTA0GEATQLEDRIAAIhnFYyQE/ MOZ9S
eF+53zLva ADEMYN1IP/ Tr+I133 TeconYUB7ENgSp Al fmP t8WEKWLROMb 3 1HVUY YL E
oGaQ/ FpronHERvPS0bOorvhb X Ego Znr AIN4KGisGibgveevI1ILAHPOINLASIECZ /h
EhBOsdQ4RLEVCLzr 302 BAgNBALG gyHTMIIES z ApBgNVHREE I j AghhhodHRwO1 v
A3d3LnJ1Z3N1lenZleiSib2 2HBA17LUMwDg YDVROP AQH/ BAQD AgWgHENGALTAT QO
HMAoGCCsGAQUFEWHENI IEYwYDVROLEIIBW ) CCAVYwiaBHoEWK Qe BENQswC oY DV QoG
DATVIzEMMAOGAITECwD S UTINMRUWEwYDVQOLD AR ITiBD ZEJOIEF 1dGgx D TALB GV
BEAMMBENSTDEwXaBhoFmGVexkYEAGLyESLIUZLIU0L IEzDo 0D kw0049 01 THMS <P
WT1ITiTyMENlenQlMjBBdXRoLESSSUINLEMSVVN, T2V ydG lmalNhdGVS EXEVY2FO
allfuTsledlExoG+ogb TZrhGRhcDovLE 15h3 R0 ZEI S EGF we2 VydWyLml SY29toGRu
235ibZ06MzgSLONCP TN TDESsTIUSSF IIMIED ZEI0I TIwQEVDaCxPPULCTISXDPVVT
PE2NlonRpEml JYERLTnV2hENhdG lvbkrpe3 QuNEA LoD OGHThOAHASL vO3d3cubl
BE 1w TS SLnHvh 3030 I TZXJZ LEANh Y2V ydHMwQ 1 I MES 5 ] crowwHOQYDVROOBEYEFFp &
TECSzJOGNU/ 1viniogx/ 32+NMBEGAITAIwOYMEaAF LduepMTISgIBAPEM=E S zulZ
M4+arMADGCS oGS Th3DQEEBQUAAAGEADp I 6h 10eBL+22 GOmd 9 EQGEyPEzrPYoLLITE
LP3ugdS5sI1RSSmtNsUm3 5672 Ywt T/ 46uP Szmbnni hx Av 6cwMiWYHNpRa IQHEx+02
13L/ £%/ 5uBQCFhREETal8 I+ eppooQif/ TxHEHI+5qIcvs/ oekb H2GfoxSNw 1Rk
n/ tEWemMIICEzCC i igivIBAgIBEADANEgkghkiGOwOELQUF AD AvHQswC QYDVQOG
EvIVIzEMNA0GALUEChHDSTINMRIwEwYDVOOLEwx ITiBD ZEJOIEF 1dGguHhoNMD Qx
MDAOMD QMDD AwTheNN ] AvMTAyMDM10TUST] Ay MOswC QY DVQQGEwIVUzEMMAOGLLTE
ChMDSUINMRUwEw Y IVOOLEwx ITiBDEXJ0TEF 1dGaug 28wl QT JKo Z ThweNAOEEBQAD
GYOAMIGTA0GEAL AL ZJIN/ FEW/VDitwPrulepwK16VAATgNHet juEMbdel3rt Ipak
OgIh6lat RRsddACul4viExalxg/ WHOAdzFp/ kKknDHer h1Ewl IWRLCEf U3 LAIBgSURD
QiPhwVE1cQUHS TH+uxnIIgqs 60K0AO04we iFr+GRmE 134311/ Tt 40 Ie IDAGMEAAG]
YUy YEWPwYIYIZIATh40gENED ITHEA LbrVy TXR 1 ZCE 1eSB0acUglUz2VidEIpdHky
Uz VydnVy IGEve IBELOSTIChSQUNGKETACEYNVHOSEALSERANC AQYwDwYDVROTAQH/
BAUwAWEE/ z AdBEgNVHQ4EFgQUE2 7k Qi Z AgEA9e X 4r £0TVke5qawD QT IKo Z ThveN
AQEFEQADGYE AW TnhDef 75 UAvyThERS Wb ODs TSN/ A/ P2nVFs TS pJpT3I1dbE+I
Ipf£4kRFruoN6h IFDwl¥FnCp7 1BbWHSAF / OnMwEGNsFEWLEF 6F jwlZovOh Vg i AR

emmail: webmaster@your-company. com

&

The cert is returned
in B64 format for
you to cut and paste
it to a file from
the server side. You
may not be able to
paste the entire
content into the
server dataset. Do
it in parts OR use a
function provided by
PCOMM: Edit->Paste,
Paste Next.
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E. Install the certificate in the server

A

e Go back to the MVS system, the content of the ‘Sharbxx.myss|’ should be still displaying. Replace the content of the
‘Sharbxx.myssl’ dataset with this copied content by deleting its original content and *paste the new content. (This is a
convenient way so that we don’t have to allocate another dataset for this.)

o A neat trick to paste multiple pages: Click on Edit->Paste, Edit->Paste Next

e Save the file by hitting PF3

¢ Goto ISPF 6, enter the following command to replace the original self-signed certificate with this one issued by PKI
Services

o RACDCERT ID(Sharbxx) ADD(‘Sharbxx.myssl’)
(You will get a warning message IRRD113I about incorrect range. That’s fine since the CA cert in this lab

was set up to have a very short validity period.)
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Exercise 4 - View the installed certificate from the FireFox browser

e From FireFox, click on Tools -> Options...

e Click on the Advanced tab, click on the ‘View Certificates’ button

Options Lﬂj
[ — = = =y fl @ rr-"'
h‘ 5 =5 A " 5
f General Tabs Content  Applications  Privacy  Security Sync Advanced

General I Data Choicesl Neharorkl Update | Certificates |

When a server requests my personal certificate:

) Select one automatically @ Ask me every time

View Certificate;l ’ Validation ] [Ser_uritx Devices

oK ][ T ][ Help




Go to the ‘Your Certificates’ tab and find the certificate you have just installed. Find it by the name you entered

when you made the request

Highlight it and click on ‘View...’

Certificate is installed in browser

L
-
d @ Certificate Manager i - Elﬁlg

Your Certificates | People I Servers | Authorities I Others |

You have certificates from these organizations that identify youw:

Certificate Mame Security Device Serial Murnber Expires On 253
4IBM

maythb Software Security Device 16 5/5/2015
4TEST

testcert Software Security Device 0A 741572015

AThe Sharb30 Firm

testcert 5 S ity Device 01 152015

I View.. | | Backup.. | |BackupAll.| | Import.. | | Delete.. |




e Click on the Details tab, highlight the field you want to view eg. When Subject is highlighted, you can see all the
components of the certificate subject name

And look at the details of each field - Subject

ﬂ Certificate Viewer."maybb's IBM ID" - ﬁ &
(o General | Details

Certificate Hierarchy
4Master CA - IBM
maybh

Certificate Fields

aCertificate A Fields supplied by user
Version i or hardcoded by
Serial Number Vs .
Certificate Signature Algorithm ‘ administrator in
3 pkiserv.tmpl

m

Issuer
aValidity
Mot Before

Mot After

ASubiect Public Key Info %

Field Value /’

CH = maytb /
Q00 = Class 1 Internet Certificate C&
0 = The Firm

Close
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CRL Distribution Points shows the URL of the Certificate Revocation List (You will make use of it in Exercise 6)

And look at the details of each field - CRL DP location

L

T W e

B
cate Viewer"CM=testcert OU=Class 1 Internet Certificate CA O=The Sharb30 Firm" ﬁ

General | Details

Certificate Hierarchy

4Demo Customer Design Centre Certificate Authority - TEST
45harb30 CA

testcert

Certificate Fields
Subject
a5ubject Public Key Info
Subject Public Key Algorithm
Subject's Public Key
abxtensions

Certificate Key Usage
Authority Information Access

i-CRL Distribution Points This is set up in
Certificate Subject Key ID

Certificate Authority Key Identifier - 1serv.conf
Field Value

Not Critical l,

X.500 Neme: CN = CRLI /’/
= Sharb30 CA

OU = Test 1

CH
0 = The Sharb30 Firm
C =15

m

lre]
e

TRI: http://mval.centers.ihost.com:28041/5hark30/crla/CELl.crl

Close
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Authority Information Access shows the URL of the Online Certificate Status Protocol responder (You will need

this in Exercise 6)

And look at the details of each field - OCSP location

— — -
ificate Viewer"CM=testcert OU=Class 1 Internet Certificate CA O=The Sharb30 Firm" ﬂ

General | Details

Certificate Hierarchy

4Demo Customer Design Centre Certificate Authority - TEST
aSharb30 CA
testcert

Certificate Fields
Subject's Public Key -
aExtensions

Certificate Key Usage

: ity Information Access
CRL Distribution Points

Certificate Subject Key ID

Certificate Authority Key Identifier
Certificate Signature Algorithm
Certificate Signature Value

m

Field Value

Not Critical

QC5F: URI: http://mvsl.centers.ihost:8041/5hark30/public- /
cgi/caccsp

|

Close

A

This is hardcoded by
administrator in
pkiserv.tmpl
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Exercise 5 - Suspend a certificate by the administrator

(Both the end user and the administrator can revoke/suspend a certificate. The user can act on his own

certificate while the administrator can act on any.

Both revoke and suspend will cause the certificate to be posted to a CRL. But the suspended one will not

appear on the next CRL if the administrator resumes it.)

e This shows the administrator path. Go to the page to display the certificate details and click on ‘Suspend
Certificate’ (p. 19, 20)
(If the user wants to suspend his own certificate, he can go to ‘Home page’ (p.5) and click on ‘Renew or Revoke
Certificate’ and go through the subsequent pages)

e You may check the result. Click on ‘Administration Home Page’ which will bring you to p.19. Choose ‘Show all

issued certificates’. You will see that the status is now displayed as ‘Suspended’ instead of ‘Active’

LU
;\’\),

Single Issued Certificate

Requestor: jan2’a Created: 20
Status: Modified: 20
Template: 1-Vear PKI $8L Browser Certificate PassPhrase: 2

Serial #:

Previous Action Comment: Issusd certificats

Status changes from Active

Subject: CN=jan27a,OU=Class 1 Internet Certificate CA O=The Sharb01 Firm C=US to Su spended
Issuer: CN=Sharb(1 CA OU=Test, O=The Sharb(1 Firm C=U3

Validity: 01 1

Usage:

Extended Usage: clisntauth

Action to take:

Action Comment (Optional)

[ Revoke Certificate ] No Reason v
Requestor: janlTa Created: 2011/0127
4 Suspend Certficate I Status: Modified: 20110127
Template: 1-Vear PKI 5L Browser Certificate PassPhrase: 2
| Disable Automatic Renewal | Serial #: 3
Previous Action Comment:
| Enable Automatic Renewal |
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Exercise 6 - Check the status of a certificate outside PKI Services

o through Certificate Revocation List (CRL)

o thisis a snap shot of all the revoked/suspended cetrtificates at the time of the query. Depending on the
time the CRL is refreshed, a revoked certificate may not appear on the list

e through Online Certificate Status Protocol (OCSP)

o this provides the live status of a certificate at the time of the query

Note: in this lab, in addition to the roles of the certificate owner and the PKI Services administrator, you also
play the role of any third party who wants to verify your certificate’s status. In this lab setup, you can export the
certificate you’ve just created, and its issuers’ chain in the way described below. But in the real world, the third

party needs to get all the related certificates in different ways, eg. get them from some public directory like LDAP.
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Method 1: Check the certificate status through CRL

e Open the FireFox browser and enter the url displayed in the CRL Distribution Point field in the certificate you have

installed (p.43) in Exercise 1 and click Open when prompted

e Click on the ‘Revocation List’ tab to look at the list of serial numbers of revoked/suspended certificates

(If you don’t find the certificate you just revoked, wait for a few minutes and try again. You need to wait until

the next CRL is posted. Where is the posting interval of CRL set? pkiserv.tmpl or pkiserv.conf? )

Go to http://mvsl.centers.ihost.com:8041/Sharbxx/crls/CRLl.crl

Cert with serial no. 3 and 4 are revoked or suspended

Certificate Revocation List E\ Certificate Re}«ocatlon List
General |Revocation List General | Revdcation List

Certificate Revocation List Information oked cerbificates:

Seri\ numper Revocation date

- 03\ Tuesday, May 02, 2006.., |
Field Value | 04 Tuesday, May 02, 2006...
B\-‘ersion Y2 H
Elssuer Demo Customer Design Centre Ce...
[Fleffective date Tuesday, May 02, 2006 1:43:22 PM
[Flnext update Thursday, May 04, 2006 1:49:22 PM
[Flsignature algoritim  shalRsa Revocation entry
TR cRL Mumber 35 Field Value
[T8 Authority Key Iden... KeyID=5d 33 e3 de eb 85 cc 83 fé... Sorial rmber o3
Issuing Distribution ... Distribution Point Name:Full Mame:... Revocation date Tuesday, May 02, 2006 10:40:16 AM
CRL Resson Code Certificate Hald (&)

Value:

Value:
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Method 2: Check the certificate status through OCSP

e View the certificates from FireFox as shown in Ex 4.

« From the ‘Your Certificates’ tab, export the user certificate from Exercise 1. Save it to c:\temp\mycert.crt with type
X509 Certificate (PEM).

« From the ‘Authorities’ tab, export its signer certificate. Highlight your CA certificate, its name should be Sharbxx CA
(xx is the number part of your assigned id). Click on View...Click on the Details tab, click on Export. Save it to

c:\temp\mycacert.crt with type X509 Certificate (PEM).
[ @ Certificate Manager = | [E] |mef%em| || Certificate Viewer:"july29's The Sharb30 Firm ID" [—*]]

F i G | | Details
Your Certificates | People | Servers | Autharities | Others senera

You have certificates on file that identify these certificate authorities: Certificate Hierarchy
4Deme Custemer Design Centre Certificate Authority - TEST

Certificate Name Security Device 5] ASharb30 CA
4TDC Intemet i july29
TDC Internet Root CA Builtin Object Token
aTeliaSonera
TeliaSonera Root CA Builtin Object Token Certificate Fields
I
4TEST 4july29's The Sharb30 Firm ID T
Demo Custorner Design Centre Certificate ... Software Security Device aCertificate
Root Certificate Authority - TEST Software Security Device Version =
Sharb30 CA Software Security Device Serial Number
4Thawte Consulting cc Certificate Signature Algorithm
Thawte Premium Server CA Builtin Object Token L Tssuer
Tla E A Dbt Cllhicct Tal i
4V alidity
I View... ‘ IEditTru;t... ‘ I Import... ‘ I Export... ‘ Igelete or Distrust... ‘ Not Before
Not After

Subject
Field Value

« Similarly export the root certificate. Its name is ‘Demo Customer Design Centre Certificate Authority’. Save it to
c:\temp\cacert.crt with type X509 Certificate (PEM).

(We will use the openssl command to send a status request to the PKI Services responder.

To save the typing, a batch file named ‘statusof’ that contains the command which expects 2 parameters (file
contains the user cert and part of URL identifying your system) is placed under \openssi\bin. (The openssl|
command syntax is in the Appendix 2).)

e Open a Windows Command processor window,

o enter ‘cd \openssl\bin’

o enter ‘statusof c:\temp\mycert.crt xx’ (xx is the number part of your assigned id)
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o

o

Look at the Serial Number, Cert Status and Revocation Reason
The first box shows the status after the certificate is suspended — revoked status with reason 6 means

suspension

49



The second box shows the status of the same certificate after it is resumed (Go to the Single Issued Certificate page

to click on the ‘Resume Certificate’ button)
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Exercise 7 — Customization

Yoo
n N
|

A. Customize a template in pkiserv.tmpl

Choose the ‘n-Year PKI Certificate for Extensions Demonstration’ template from the Home page (p. 6) and take a

look at all the input fields for that template. There are a lot of them. Don’t fill in anything yet.
e Go to the MVS system’s OMVS session
File Edit View Communication Actions Window Help
B3 2R 2E @ % & o @

Menu List Mode Functions Utilities Help

ISPF Command Shell
Enter TS0 or Workstation commands below:

o Edit the pkiserv.tmpl file under /sharelab/sharbxx/pkilab in a similar way shown below.

(Note: Save a copy before you make any changes — cp pkiserv.tmpl pkiserv.tmpl.backup)

MVS1: SHARABL: /sharelab/sharafl: >

===> cd pkilab

MVS1: SHARABDL: /sharelab/sharafl: > cd pkilab
MVS1: SHARABOL: /sharelab/sharafl/pkilab: >

===} cp pkiserv.tmpl pkiserv.tmpl.backup

¥81:SHARABDL: /sharelab/sharafl: > cd pkilab
VS1:SHARADL: /sharelab/shara0l/pkilab: >

===> oedit pkiserv.tmpl

You want to
1) change input field(s) to hard coded field(s),
Here are the steps:
o Find the <TEMPLATE NAME= n-Year PKI Certificate for Extensions Demonstration> section, under <CONTENT>,

Delete : ValidStateProv(frm) &&
Delete: ValidCountry(frm) &&

Delete: %%StateProv (optional)%%
Delete: %%Country (optional)%%
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Under <CONSTANT>,
Add: %%StateProv=New York%%
Add: %%Country=US%%

2) change optional field(s) to required field(s)
Here is the step:
under <CONTENT>
Change: %%PostalCode (optional)%% to %%PostalCode%%

Save the changes
Open another browser window to go to the ‘n-Year PKI Certificate for Extensions Demonstration’ template
again. Compare this page with the previous one. You will see:
o the input fields for ‘State of Province’ and ‘Country’ are no longer there.
o the ‘Postal Code’ field becomes a required field.
You can fill in the info to make a request and check for the information in the certificate created using the steps

you have learnt.
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B. Customize pkiserv.conf

e Go to the MVS system’s OMVS session to edit the pkiserv.conf file under /sharelab/sharbxx/pkilab as follows.
(Note: Save a copy before you make any changes — cp pkiserv.conf pkiserv.conf.backup)
You want to change the time interval to turn an approved request into a certificate.

o Change: Createlnterval=1m to Createlnterval=5m

e PF3to save the change

e Restart PKI Services (Any changes to pkiserv.conf need re-starting the daemon to pick up the changes)
o Goto MVS system, ISPF S.LOG

File Edit View Communication Actions Window Help

B By P 2 = s 2 9 @
——————— SHARE ISPF 5.9 SCROLLABLE PRIMARY OPTION MENU ---——-——---——-
OPTION ===>

Alternate Dialog

===3
Alternate Dialog ===>

o On COMMAND INPUT ===>, enter ‘/p pkisebxx’ to stop the daemon first

SDSF SYSLOG 13317.1091 S1 51 01/28/2011 2W 14,836 COLUMNS 02- 81

COMMAND INPUT ===> SCROLL ===>

o Then restart PKI Services, enter ‘/’, hit enter

File Edit View Communication Actions Window Help

By o @@ @ % &l & @

Display Filter V¥iew Print D0Options Help

SDSF SYSLOG 14434.103 S1 s1 07/22/2008 0W 13633 COLUMNS

COMMAND INPUT ===> /_ SCROLL ===>
LR 835 00000090 LOCAL TP'S

o Enter ‘s pkiservd,jobname=pkiseaxx,dir='/sharelab/sharbxx/pkilab’

Display Filter View Print Options Search Help
System Command Extension

Type or complete typing a system command, then press Enter.

::)
==>

e Go to the PKI Service web page to request a certificate and check if you have to wait longer to get back a
certificate after it has been approved (See how long you will see a serial number displayed under the request

status when you display the requests, p.18. You need to refresh the page to see the change if any.)



Appendix 1

Some commands for the TSO session (3270 interface)

Start emulator
a. Double Click on the provided icon provided
This starts a Pcomm 3270 session using mvs1.centers.ihost.com.
Note: The Enter key is the right Ctrl key

Logon to MVS system
a. When prompted for Userid/ Password/Appl, just enter TSO in the Application field and hit enter

File Edit View Communication Actions Window Help

By 2% E(m| = % 3| @@
Enter Your Userid:
Password: New password:
Application: tso
Application RequTred. No Installation Default

a| & e

b. Enter Userid: sharbxx
(Wherever the lab shows sharbxx substitute your userid, e.g. sharb02)
File Edit View Communication Actions Window Help

| 2| @) w| 't &8 @ ¢
IKJ56700A ENTER USERID -
sharbxx_

e | e

c. Password: given by the instructor
File Edit View Communication Actions Window Help

B3 2o @ b % & &) & ¢

Enter LOGON parameters below: RACF LOGON parameters:

Userid ==> SHARBO1

Password ===> New Password ==

Procedure ===> SHARE Group Ident

d. Hit enter when you see ***, you will be in the ISPF main panel

Logoff from MVS system
a. Keep hitting PF3 until you are presented with this panel
Log Data Set (SHARBxx.SPFLOG1l.LIST) Disposition:
Process Option . . . . 1. Print data set and delete
2. Delete data set without printing
3. Keep data set - Same
(allocate same data set in next session)
4. Keep data set - New
(allocate new data set in next session)

b. Enter option 2
c. Enter logoff
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Open a OMVS session
a. From ISPF main panel, enter option 6
b. Enter: omvs

Exit a OMVS session
a. From OMVS shell, type ‘exit’

Using the oedit editor / ISPF editor
a. From OMVS shell, type ‘oedit <filename>
b. From the line numbers columns (on the left side):
i —insert a line (i 20 — insert 20 lines)
c—copy aline
m — move a line
a — paste a line that you’ve copied using ‘c’ or moved using ‘m’ after the current line
d — delete a line (d 20 — delete 20 lines)
¢. From Command ===>
f xx — find the occurrences of xx
¢ xx yy — change the occurrence of xx to yy (PF6 to repeat the change to the other occurrences)
d. PF3 to save the file and exit (If you want to exit without saving, type ‘cancel’ on Command===> line)
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Open a OMVS session
a. From ISPF main panel, enter option 6
b. Enter: omvs

Exit a OMVS session
a. From OMVS shell, type ‘exit’

Using the oedit editor / ISPF editor
a. From OMVS shell, type ‘oedit <filename>
b. From the line numbers columns (on the left side):
i —insert a line (i 20 — insert 20 lines)
c—copy aline
m — move a line
a — paste a line that you’ve copied using ‘c’ or moved using ‘m’ after the current line
d — delete a line (d 20 — delete 20 lines)
¢. From Command ===>
f xx — find the occurrences of xx
¢ xx yy — change the occurrence of xx to yy (PF6 to repeat the change to the other occurrences)
d. PF3 to save the file and exit (If you want to exit without saving, type ‘cancel’ on Command===> line)
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Appendix 2

A sample openssl command to send a request to an OCSP responder

issuer: file contains the issuer cert of the target cert in Base-64 format

cert: file contains the target cert in Base-64 format, the one you want to check the status

url: location of the responder, in our case, it is PKI Services itself. (The CA and the responder can be different)
resp_text: indicates the print out of the response text

respout: file contains the DER encoded response

CAfile: file contains the root certificate in Base-64 format

Get the status from OCSP using openSSL..

Send a request to the responder:
» openssl ocsp
-issuer \temp\mycacert.crt
-cert \temp\mycert.crt

-url http://mvsl.centers.ihost.com:8041/Sharbxx/public-
cgi/caocsp

-resp_ text -respout \temp\resp.der

-CAfile \temp\cacert.crt

(Note: In the provided batch file, two input parameters
are used:

-cert %1
-url http://mvsl.centers.ihost.com:8041/Sharb%2/public-
cgi/caocsp)

Here is the link to install openSSL in windows:
http://www.slproweb.com/products/Win320penSSL.html
The document:

http://www.openssl.org/docs/apps/openssl.html



Background information

» PKI Services is an application to generate and manage certificates.

z/OS PKI Services Process Flow — a
simplified sample view

1. User contacts PKI Services to request for certificate

2 CGl constructs a web page for user to input information
3.  CGl packages all the info and send to the callable service
4

Callable service calls the daemon to generate the request
object and put it in the Request objects DB

5. Administrator approves the request through the
administrator web page

6.  CGl calls callable service which in turn calls the daemon to
create the certificate, sign with the CA key in the RACF DB

7.  Certificate is placed in the Issued Cert List DB
8. User retrieves the certificate
9.  Certificate is posted to LDAP

z/0S PKI Services —

*CGls RACF
Callable service DB

P TL’ "Da=men S PKI
—— l- \ u Administrator
Web User ~ 3 -
—— \

7 SRequest

8 objects
Issued
Cert List

» Configuration is done through 3 files — pkiserv.envars, pkiserv.conf, pkiserv.tmpl.

* In z/OS V1R8, we support multiple instances of PKI Services running on the same LPAR. It is this feature that

makes this lab possible since each of you can experiment with your own set up.

« Each user will have his own Certificate Authority (CA) Domain with its CA certificate issued by a Master CA with

subject name ‘OU=Demo Customer Design Centre Certificate Authority, O=TEST,C=US’

« The users’ CA certificates are named ‘CN=Sharb01CA,OU=Test,0=The Sharb01 Firm’, ‘CN=Sharb02CA...",

‘CN=Sharb03CA...’ etc
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e This is the partial content of a sample pkiserv.envars file

e It sets up the environment variables for the CA Domain name and the location of the PKI Services configuration

file, pkiserv.conf

# When running as a CA Domain, set the CA Domain name by assigning
# desired value to the _PKISERV_CA DOMAIN variable.

# Note: The first eight characters must be unique.

#

# example: _PKISERV_CA DOMAIN=WebAppCA

PKISERV_CA DOMAIN=SHARBO1

Configuration File location and Message configuration Options

= |

_PKISERV_CONFIG_PATH=/sharelab/sharb01l/pkilab
_PKISERV _MSG LOGGING=stdout logging
_PKISERV_MSG LEVEL=*.w
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This is the partial content of a sample pkiserv.conf file
It specifies the names of the VSAM datasets used as the PKI Services databases
It contains the time intervals for certain tasks to perform

It has the global information needed to be in the certificates in all kinds of templates, eg. The CRL Distribution
Point location

Re-starting PKI Services is needed for any changes to this file

# Data set name of the VSAM request (object store) base CLUSTER
ObjectDSN='pkisrvd.vsam.ost'

# Data set name of the VSAM issued certificate list (ICL) base CLUSTER
ICLDSN="'pkisrvd.vsam.icl'

# How often to turn approved requests into certificates
CreatelInterval=1lm

# How often to create the CRL

TimeBetweenCRLs=10m

# CRL distribution point name

CRLDistName=CRL

# CRL distribution point extension containing the location
CRLDistURIl=http://mvsl.centers.ihost.com:8041/Sharb01l/crls/

# Is OCSP responder enabled?

OCSPType=basic
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e This is the partial content of a sample pkiserv.tmpl file
e It contains HTML like tags
e There are different types of templates for certificates with certain usage

e The certificate information needed are customizable per template basis, verses those global information specified
in pkiserv.conf

e Under the <CONTENT> section is a list of fields that you expect user to input when a request is made
e Under the <CONSTANT> section is a list of hard coded fields
The change to this file will be picked up dynamically

<TEMPLATE NAME=1-Year PKI SSL Browser Certificate>
<CONTENT>

$Requestor (optional) %%
NotifyEmail (optional)
PassPhrase%%
Mail (optional) %%
CommonName$%$%

0% o o° o° o°
o° o° o o° o\

</CONTENT>

<CONSTANT>

OrgUnit=Class 1 Internet Certificate CA%%
Org=The Sharbxx Firm%%
KeyUsage=handshake%%
$ExtKeyUsage=clientauth%%

AuthInfoAcc=0CSP,URL=http://mvsl.centers.ihost:8041/Sharb01l/public-
cgi/caocsp%%

%NotBefore=0%%

%%NotAfter=365%%

o° o° oe

o® o o° oo oP

o°

</CONSTANT>

</TEMPLATE>
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