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Virtual Linux servers have unique challenges versus ., ...
running on physical machines.

z/VM System Programmers and
Linux Administrators may not be
in the same organization.

We find that it is easy to over
allocate resources; therefore, our
monitoring examines resource
usage of hardware, hypervisor, as
well as the virtual machine. Real-
time and historical metrics
demonstrate peaks periods as
well as average runtimes.

Cross-platform virtualization
increases these challenges
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OMEGAMON XE on z/VM and Linux agents with ITM example

Warehouse

TEMS Hub

Linux
TEM

Linux
(Guest)

art Age 0

=There are 3 types of agents
=There is one z/VM agent per z/VM LPAR
TEPS DB =There are two options for Linux
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= Linux smart agent running on

Linux Guest,

= Or, “agentless” option via SNMP

Linux Linux AlX Linux
EMA TEM TEMA TEMA
Linux Linux AlIX on I _Linux on

(Guest) | | (Guest) Power System x

T
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L

Highly scalable across the entire Enterprise
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An Integrated Monitoring Approach

Provides performance monitoring for z/VM and Linux guests

Executes automated actions in response to defined events or
situations (monitoring without automation is overhead)
Integrates and Scales well across Enterprise for central control
and trending:

Specifically focused on z/VM and Linux guests

Able to integrate z/VM and Linux into Enterprise Solution

Data warehousing for trend analysis (interactive and batch)
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Workspaces to Manage z/VM and Linux 5 onl
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Have | allocated enough Virtual CPUs to my guest?

Do not define more virtual CPUs for a Linux guest
than are needed.

The use of more than one processor requires software
locks so that data or control blocks are not updated by
more than one processor at a time.

Linux makes use of a global lock, and when that lock
IS held, if another processor requires that lock, it
spins.

Set the number of virtual processors based on need
and not simply match the number of real that are
available.

Careful when cloning as some Linux guests require
more Virtual CPUs (ex: Running Websphere, Oracle) _eo®

@
than others. L PHARE
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z/VNM Processor Utilization

Total Processor Utilization This is the processor utilization from the VM
perspective and includes CP, VM System, and Virtual CPU time.

System Time: This is the processor time used by the VM control program
for system functions that are not directly related to any one virtual machine.
This should be less than 10% of the total.

CP Processor Time: This is the processor time used by the VM control
program in support of individual virtual machines.

Virtual Processor Time: (Emulation Time): This is processor time
consumed by the virtual machine and the applications within it.

Total to Virtual Ratio The ratio of total processor time to virtual processor
time is often used as an indicator of z/VM efficiency or overhead. The
closer to 1.0, the better the z/VM efficiency. RoT: Should explore causes of
a ratio over 1.30.
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Spin Lock Wait

Time Spinning on Locks Percent:

The percentage of time processors spend

spinning on formal spin locks. RoT: Should be
less than 10%.

Increases as number of logical processors
Increases.
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Is my Linux guest sized correctly?
In general, do not define the Linux virtual machine
larger than you need.

Excessive virtual machine sizes negatively impact
performance.

Linux uses any extra storage for caching of data. For
shared resources, this is an impact.

Reduce the size of the Linux guest until it starts to
swap (use VDISK for swap).

Monitor swap usage.
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VDISK

What is it?
FBA (Fixed Block Architecture disk) device emulated in-
memory
Translation: Very fast “device”.
High performance paging device for Linux on z.

Memory is allocated by CP from the Dynamic Paging
Area

Allocated only when referenced

Allocating a 10 MB device does NOT instantly
consume 10 MB of pages.

Pages are allocated when needed.

Not recommended in a storage-constrained z/VM
system.
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Memory Configuration

Plan on a virtual to real (V:R) memory ratio in the range of 1.5:1 to 3:1.
z/NM’s architecture still benefits from expanded storage:

Serves as high speed cache.

Increases consistency of response time.

See htip://www.vm.ibm.com/perf/tips/storconf.html for the gory details.
Rule of Thumb - start with 20-25% of memory configured as expanded:

The lower the paging rate, the lower the amount of expanded storage
required.

The greater the number of page frames available in central storage above
2GB, the higher the amount of expanded storage required.

Some workloads 2—4GB of expanded storage is sufficient, 1GB minimum.
However, more and more Linux systems are running heavy workloads and
the 20-25% rule still applies.

XSTORE obsolete for z/VM 6.3
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Paging Subsystem

Monitoring page space prior to z/VM 6.3
Plan for DASD page space utilization < 50%:
Page space tends to get fragmented over time.
Large contiguous free space allows for greater paging efficiency.

Monitor usage with OMEGAMON XE or Q ALLOC PAGE
command.

Do not mix page space with any other space on a volume.
Recommend using devices of the same size/geometry.

Calculation guidelines are located in the CP Planning and Administration
Manual.
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Planning for Large Memory N

SHARE,
Normal best practices for migrating from an earlier release still apply.

Change your paging XSTORE into central
XSTORE provided an aging function. It helped catch reclaim selection "mistakes".

The new IBR concept and global aging list provide the same function but do so more
efficiently in central.

Plan enough DASD paging space
The system now pre-writes pages to DASD.
See z/VVM manuals for detail recommendations.
Plan a robust paging DASD configuration
Use plenty of paging volumes
Make the volumes all the same size
Put only paging space on the volumes you use for paging
Spread the paging volumes through your logical control units
Avoid logical control units that you know are hot on application I/O
Use plenty of chpids
Do not use ESCON chpids
Do not mix ECKD paging and SCSI paging
Leave reserved slots in the CP-owned list o®
¢ SHARE
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Gory details:
Session 15745, Friday 10am, Room 404, John Franciscovich - ’j'
http:/www.vm.ibm.com/perf/reports/zvm/html/630mem.htmi —

Educate « Network « Influgnce

—

Figure 1. Memory Management Algorithm Visualization
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Paging Subsystem

z/NM 6.3

z/NM 6.3 block paging changes eliminates the benefits of 50% page
space, making monitoring even more important.

No loss of efficiency above 50% page space utilization
Monitoring focused on availability versus performance (avoid ABEND)

Early writing's goal is to keep the bottom 10% of the global aging list
prewritten.

Whether written-on-demand or pre-written, page space is still being
used. From a monitoring perspective, this is all that matters.

Monitor for rapid growth in page space as well as overall size thresholds.

The closer your monitoring threshold is to 100%, the more automation is
necessary to avoid an ABEND (how quickly page space can be added).

Calculation guidelines are located in the CP Planning and Administration
Manual.
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z/VM Page Attributes )
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Changed Behavior: Eligible List

Educats « Ngtwork - Influsnce

One of the factors to the creation of an eligible list is the concept of “loading users”
Governed by SET SRM LDUBUF

A virtual machine is characterized as a “loading user” if its count of page faults in a
dispatch slice exceeds a threshold

SET SRM LDUBUF attempts to keep the system from over-committing paging devices
to the point of thrashing

Changes in z/VM 6.3 paging algorithms can affect the number of virtual machines that are
marked as “loading” users and therefore cause eligible lists to be formed where they had
not formed prior to z/VM 6.3

Definition of page fault slightly different
Rate at which system can page fault has increased

Recommend monitoring for eligible lists and adjusting the following as appropriate
SET QUICKDSP
SET SRM LDUBUF

IBM is investigating improvements to avoid the unnecessary eligible list formation.
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Monitor for formation of eligible lists
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Graphical representation of eligible lists s g
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Minidisk Cache 2

z/NM minidisk cache is a write-through cache:
Improves read |/O performance.
But it’s not free.
Not recommended for:
Memory constrained systems.
Linux swap file disks.
Flashcopy targets (see next chart)
Default system settings are less than optimal.
Recommended settings:
Eliminate MDC in expanded storage.

SET MDC XSTORE OM OM
Limit MDC in central storage — 10% is a good starting point.
SET MDC STORE OM 256M

Monitor with product like OMEGAMON XE and/or the Q MDC
command.

K
e SHARE

.. inPittsburgh 2014

Complete your session evaluations online at www.SHARE.org/Pittsburgh-Eval



=
SHARE,
Educate « Netwark - Influence

MDC and FlashCopy Interaction

FlashCopy requests require z/VM to flush MDC for
the entire minidisk.

MDC Flush processing is very expensive even when
there is no data in MDC to flush

System Time becomes very high.
z/OS DFSMS and other utilities can make extensive
use of FlashCopy for functions such as
defragmentation
Mitigations

Turn off MDC for minidisks that are FlashCopy targets

@
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Direct Access Storage Devices (DASD)

Avg Pending Time for DASD

Average pending time for real DASD 1/Os. RoT: Should
be less than 1 millisecond.

ltems worth keeping an eye on:
Number of I/O’s per Second, Percent Busy

Avg Service Time Average service time for real DASD
devices (sum of the pending, connect, and disconnect
times).

DASD |I/O Rate Rate of traditional real 1/Os per second
to real DASD devices. Worth monitoring.

Complete your session evaluations online at www.SHARE.org/Pittsburgh-Eval
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System Dump & Spool Space

Dump Space ik
Ensure there is sufficient dump space defined to the system.
Dump space requirements vary according to memory usage.
Q DUMP - identifies allocated dump space.

Calculation guidelines are located in CP Planning and
Administration Manual.

Spool Space
Various uses:

User printer, punch, reader files (console logs)
DCSS, NSS
System files

Page space overflow
Spool Management:

Monitor with OMEGAMON, Operations Manager, Q ALLOC
SPOOL cmd

SFPURGER uitility:
Rule based tool to clean up spool space. &
Included in the no charge CMS Ultilities Feature (CUF). :;HARE
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VMDUMP Processing Concern .

Educats « Ngtwork - Influsnce

VMDUMP is a very helpful command for problem
determination.
Some weaknesses:

Does not scale well, can take up to 40 minutes per GB.

It is not interruptible

APAR VM64548 is open to address this.

Linux provides a disk dump utility which is much faster
relative to VMDUMP.

It is disruptive

Does not include segments outside the normal virtual machine.
See http://www.vm.ibm.com/perf/tips/vmdump.html

If you increase central, make sure you also increase dump
space

More guidance available on www.vm.ibm.com/techinfo/

Download updated "Allocating Space for CP Hard

n ..
ABEND Dumps o SHARE
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System Dump & Spool Space
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Resource Constraint Analysis (Waits) SHARE
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Do not ignore the hardware!

Just because Linux resources are virtual,
do not ignore the hardware!
Hardware is another potential layer of shared
resources.

LPAR weight, CPU sharing, LPAR load, and
other attributes need to be monitored for
overall system performance.

The measurement should include the entire
CEC and not just the LPAR hosting z/VM.

Complete your session evaluations online at www.SHARE.org/Pittsburgh-Eval
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Processors
Logical Processors
LPAR recommendation — no greater than a
4:1 logical to real ratio.
z/NM 5.1 - z/VVM 5.2 support up to 24
pProcessors.
z/NM 5.3 - z/VM 6.x support up to 32
pProcessors.
@
o:;HARE
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02012509 14:12:37 | Z¥MVYSRZ0 1| BOSPA (=] 10.00 [{[e] 2.29 | CP o 0.50 0.50 A
02012509 14:; 7 2VMYERZ0 1|BOSPA [ele] 10.00 (i) 2.29 | CP |:| I:II:I 0.50 0.40 &
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02209 14:12:37 | 2VMYSR2Z0 2| BOSFB [ele] 10.00 (1] 0.0o| CP |:||:||:| 0.00 0.0o &
02012509 14:12:37 | Z¥MVYSRZ0 3 |BOSPC (=] 10.00 [{[e] 0.50 CP 0.00 010 A
02209 14:12:37 | 2VMYSR2Z0 3 |BOSFC [ele] 10.00 (1] .50 CP |:||:||:| 0.00 010 &
02012509 14:12:37 | Z¥MVYSRZ0 3 |BOSPC (=] 10.00 [{[e] .50 CP 0.00 0.20 A
02209 14:12:37 | 2VMYSR2Z0 3 |BOSFC [ele] 10.00 (1] .50 CP |:||:||:| 0.00 0.00 | /2~
02012509 14:12:37 | ZVMVYSRZ0 3 |BOSPC =] 10.00 [{[e] 0.50 CP 0.00 010 A
= 02209 14:12:37 | 2VMYSR2Z0 3 |BOSFC [ele] 10.00 (1] .50 CP I:ll:”:l 0.00 010 &
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02012509 14:12:37 | ZVMVYSRZ0 3 |BOSPC =] 10.00 [{[e] 0.50 CP D DD 0.00 010 A
02209 14:12:37 | 2VMYSR2Z0 3 |BOSFC [ele] 10.00 (1] 0.50 CP . 0.00 010 &
021 2/091412:37 | Z¥MVYSRZ0 4 | BOSFPD [ls] 0.00 [§ls] 0.00 | Special I:I I:II:I 0.00 000 0
02209 14:12:37 | 2VMYSR2Z0 5 | BOSFPE [ele] 10.00 (1] 0.0o| CP . 0.00 0.0o &
021 2/091412:37 | Z¥MVYSRZ0 5 | BOSPE [ls] 10.00 [§ls] 0.00 | CP |:||:||:| 0.00 0.00 | A
02209 14:12:37 | 2VMYSR2Z0 5 | BOSFPE [ele] 10.00 (1] 0.0o| CP T T 0.00 0.0o &
| 021209 1412:37 | ZWMVYSRZ0 5 | BOSFE [Sls] 10.00 ({le] 0.00 | CP 3| 4| 0.00 0.00 | A
e = j?ﬂ 209 14:12:37 | ZVMYaRZ0 6 | BOSPF [ele] 10.00 (1] 0.0o| CP I EII 2| 0.00 010 &~
4 >
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CPC workspace

CPC - Z¥MCYT04 - SYSADMIN *ADMIN MODE* H=] ES|
File Edit View Help
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] Real Storage R 20 2
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= B it 130 400
B [ 2V Linux Systems i o
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a a
i Processor Type Processor Type
o Physical
¥ E Ei E *
; Overhead Scaled Cverhead 7
System ATy (e rrermicsaratet | T veh o Total | Dedicated LPAR Busy LPAR not Charged COwerall Scaled Scaled LPAR not Gharged Scaled Overall | Availahle System
Time o Ml Ty e LPAR | Processor iR Cwerhead 10 an LPAR LPAR Busy | LPAR Busy| Owerhead 10 an LFAR LPAR Busy CPL W
w Weight Count Percent Percent Percent Percent percent Capacity
Percent Percent
07f271208:4512 | GDLEST3I |EST3 |CP 42 210 12 1184 105 225 1514 24 2 5 36 2686 | LX01500.endicottibm comL
0727112 08:4512 | GOLEST3 |EST2 |zAP 2 30 1} 0 1} 0 0 0 0 0 0 200 | L¥01500.endicottibm.comL
07i27M 2084513 |GDLEST3 |EST3 |IFL 16 175 0 3N 118 358 867 24 | 22 54 733 L01500.endicottibm.com:L
07f2711208:4512 | GDLEST3I |EST3 |ICF 1 50 1] 1] 1] 27 27 0 1] 27 27 73| L¥I01500.endicottibm comL
07i2711208:4513 | GOLEST3 |[EST3 |zZlP 3 a0 0 0 1} 1 1 0 1} 0 0 288 | L01500.endicottibm.comiL
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] . N
History On-Demand with
Persistent Historical Views

This makes it easier to see anomalies,

/

or match spikes. Capturing
performance data as a base line is a
must:

General history data — business as

usual. W’ ‘E E

Detailed raw monitor data prior to and )
following any major changes. /:':"7

| A VN

Ability to review attributes of a past ——

incident through the enterprise view! '@-\‘/
On-Demand through the Portal or -
Batch °®

S

Complete your session evaluations online at www.SHARE.org/Pittsburgh-Eval



On-Demand: Persistent Historical Views I

= System Information (Superseded) - hasle330.wsclab.washington.ibm.com - Mike Sine  *ADMIN MODE™
File Edit Wiew Help

@--ME IBR+IFTEH 00T d ¢ EoHEESEEEETP srEE =D | €2}
mPagingRﬂtes £ 2 /A
=

o A

e /
YL ot it o ol it ot ot ol o o ol ol o o ok it d ol ol ot o o ol h l t d t d h ol ol ot il ol ol il ol h ol ol it ol ol ol ol ol d o ol ot il ol ol ik ok kot
02/15/00 21:00:00  02/15/08 23:00:00 0246089 01:00:00  02/16/00 03:00:00  02/16/09 05:00:00  02/16/00 07:00:00  0Z/60809:00:00 024608 11:00:00 021600 13:00:00  02/608 1500:00 0241608 17:00:00

[Jrages paged in perses
Erages paged out persec
Crages swapped In

ErFages Swapped in persec

@ Mon, 02/03/2009 05:45 PM - Mon, 02/16/2003 06:30 PM

|H|stor|ca| Mavigation Mode: Man, D2/09520049 05:45 PM - Maon, 027162009 06:30 P ” e Hub Time: Maon, 0201 62009 DE'“. Server Available ” Systemn Information (Superseded) - hasle330 wsclab washington ibm corm - Mike Sine  =ADMIN MODE™ |-
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Max and Avg CPU example:

103 - B Max_CPU_Percent
& Avz_CPU_Percent

L i e i e s R “x fdean of the Maxim

** Mean of the Averag

F

TgIllllbli’ll'l;‘ﬂ::::!llll'llill'l!'ll'l’!ll

If.

3

.

H §

-
\‘x

i

1\ j . \

x\...m:/.... PR ....................‘3\.......,4..::..../...........h'.’,.._.xn/.m.;....:mmi.......

il
W61 2010701

T3 0N074s 000707 MN07e 20010711

ANLF3 0N0715 20010717 2000749 00107-20 010723 010725 2011407-27

W0630 L7010 000704 2000706 2010708 20010790 20N0707 00074 010716 0140748 2011070 00140722 001407-4 000726 20110718

Legend: '
Max_CPU_Percent: ~ Maximum CPU for the day as & percent of the number of virtual CPUs
Avg_CPU_Percent: Average CPU for the day as a percent of virtual CPUs
Mean of the Maximum: J0 day average for Maximum CPU percentages

Mean of the Averages:
AVG_Main_Memory_Util:

30 day average for the average CPU percentages
Average main memory utilization for the day as a percent

* AVG_Cache_Used: Average size of memary used to cache buffers in megabytes
AVG_Page_Alloc_Rate: Average number of pages obtained from available list in 4 kilobyte pages per second
AVG_Swap_Used: The percent of swap space used.

o SHARE

.. in Pittsburgh 2014

Complete your session evaluations online at www.SHARE.org/Pittsburgh-Eval



Avg Linux Memory breakdown example: =4

B ave Memary Used
AYG_Memory_Cached
. &VG _Memary_in_Buffers
ANG_Memory_Free

e

o SHARE
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Tivoli Common Reporting (TCR) o

TCR reports available on the OPAL website

http://www-18.lotus.com/wps/portal/topal
What is TCR?

Tivoli Common Reporting.
Consistent approach to viewing and administering reports.
Cognos based.

Flexible development environment (Eclipse based) for creating
report definitions.

Five templates provided for download.
Taking suggestions for more

K
e SHARE

.. in Pittsburgh 2014
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Sample Reports Available -
z/NM VM System CPU Utilization
z/NM VM System Paging Utilization
z/VM Linux System CPU Utilization
z/NM VM System CP-Owned Device Utilization
z/NM VM System TCP Server Statistics
K1,
¢ SHARE
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z/WM System CPU Utilization

Repart Pariod Al Significant Resources 5§
Salected

Start Date Dec 31, 1989 12:00 AM End Date How 30, 2007 11:59 PM
System ID Al LPAR Mama Al

LPAR Busy

100.02 System Il

100.00 T r T —— TIVMY

99.98| || | ;"| | || | L

29.96| | : |\| :. || : | ||| TIVAY
|l \|

99.94 | I TIVAT,

99.92
et | '||J | | |]| TIVAI

99.88
99.86 I . | ||
99.84| |
99.82 |' | || ’ |
39,80
99.78

Tima
Haurty
Dally
Weakly
Monthly
Not Summarized Dsta
LPAR Mama LPAR Busy LPAR Load LPAR LPAR Dabe/Tims ..
Tore Time ¢ SHARE
Hovernber 30, 2007 2:26:24 PM EST 1 4 18 .inpnttshurgh201q
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LPAR MNama LPAR Busy LPAR Load LPAR Suspand LPAR Overhead Date/Time
T Time
RALNE31 100 4.2 o & Mow 29, 2007 4:02
BM
RALNS3Z 100 4.2 o & Moy 29, 2007 4:02
BM
RALNSG1 100 4.2 o & Mow 29, 2007 4:02
BM
TIVMWVEL 100 209 o & Mow 29, 2007 4:02
BM
TIVMWVELD 100 209 o & Moy 29, 2007 4:02
PM
RALNS31 130 4.2 ] & Now 29, 2007 4:08
PM
RALNS3Z 100 4.2 o & Moy 29, 2007 4:00
BM
RALNS61 130 4.2 ] & Now 29, 2007 4:08
PM
TIVMVEL 100 209 o & Mow 29, 2007 4:00
BM
TIVMWVELD 100 209 o & Moy 29, 2007 4:08
BM
RALNS31 1438 4.2 o & Mow 29, 2007 4:22
PM
RALNS3Z 100 4.2 o & MNow 29, 2007 4:22
BM
RALNSH1 100 4.2 o & Moy 29, 2007 4:22
PM
TIVMVEL 130 208 ] & Now 29, 2007 4:22
PM
TIVMWELD 100 209 o & Mow 29, 2007 4:22
BM
RALNS31 130 4.2 ] & Now 29, 2007 4:37
PM
RALNSG1 100 4.2 o & Mo 29, 2007 4:537
BM
TIVMWVEL 100 209 o & Mow 29, 2007 4:37
BM
TIVMWVELD 100 209 o & Mow 29, 2007 4:37
PM
RALNE3Z 9.8 4.2 o & Mow 29, 2007 4:37
BM
RALNS31 100 4.2 o & Moy 29, 2007 4:52
BM
RALNS3Z 130 4.2 ] & Mow 29, 2007 4:52
" e®
TIVMVEL 100 209 o & Mow 29, 2007 4:52 .
= e SHARE
TIVMWVELD 130 208 ] & Mow 29, 2007 4:52 .. in Pittsburgh 2014
30, 2007 2:26:51 PM EET z |/ 14 ®...

Novernbar
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Educats « Ngtwork - Influsnce

AGENDA

Introduction

Monitoring Requirements
Virtual Linux and z/VM performance considerations
Don’t forget the hardware

Integration from hardware — systems — applications
Persistent historical views

Enterprise Management
Operational Requirements

Centralized Control

Including all Enterprise Virtual Machines
Integrating Monitoring and Operations
Bringing it all together

K
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Addressing the trend — zEnterprise will enable Y
management of diverse resources across diverse  snare

platforms as a single Workload

Performance

A Platform Workload is a grouping
mechanism and “management view” of
virtual servers supporting a business
application

Provides the context within which g
associated platform resources are

presented, monitored, reported,and
managed B B

Management policies are associated to
Platform Workload

Currently supports Performance Policy

Workload = Payroll

CEC1 CEC2

Workload = HR

Perforr_nance
Polic .. @
e SHARE

.. in Pittsburgh 2014
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Looking at managing the zEnterprise aka “systems of systems” =

Educats « Ngtwork - Influsnce

getting yourself organized..

. . apn S stem z Host
Visibility y

See your ,
Business ] xen

DataPower !

=]
[=
=
o
=
o
o
=4
3
=
=
s

Future Offering

Control el

System z PR/SM D

Manage service z HW Resources :I |:| Blade HW Resources

risk and
compliance

Support EIement 7BX

Private data network (IEDN)

A U to m atl O n N : - Unified — :"\:i'\\;lﬁe Management Network

Resource . .
Customer Manager [ :’Erg;te High Speed Data Network Customer

Optimize business Network Network
service delivery

Manage different Hypervisors as Centralized resource.

K
o SHARE
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Monitoring and Managing the Enterprise — zEnterprise
will enable the management of Resources across Virtual Servers suare

Educats « Ngtwork - Influsnce

n‘lr Workload

z/VM\
’ \

Blade Center

Mgmt Guest
irtual Machine
Virtual Machine

Virtual Machine
Virtual Machine
Virtual Machine

o)
=
<

(&)

5,
=
©

=)
E
>

Virtual Machine

o)
=
<

o

@
=
©

=]
£
>

Virtual Machine
Virtual Machine

Manage resources across virtual servers to achieve workload goals
Detect that a virtual server is part of Workload not achieving goals

Determine that the virtual server performance can be improved with additional
resources
Project impact on all effected Workloads of moving resources to virtual server

If good trade-off based on policy, redistribute resources
Initially support CPU management K A
e SHARE

.. in Pittsburgh 2014
.'.-
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Business views across the zEnterprise cnan

Educate + Network « Influence

= JTM Infrastructure is shown
separate to highlight components,
however, each of these ITM

Monitoring TEPS DB components can reside on the
Infrastructure zEnterprise.

= OMEGAMON agents can monitor
z/OS system and subsystems, z/VM

Warehouse \
=y system and LPAR components, and
TEMS Hub TEMS Data (Built in operational DB) Linux on z.

IS

= ITM agents can monitor Linux on
System z, Linux on System x, and AIX
. on Power7, and supported applications

| Optimizers | and databases.

11

N\

9 00249 OQLUIBMSHQELEV I TEEADS
L AR DSy

with Unified Resource Manager

[ o Time: i, omzrs 11050 [ serverananie [ oar - wasa-svaroun

Common Interface across “
i @
zEnterprise e SHARE

Private data network (IEDN) ®_ inPittsburgh 2014
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DataPower !

Select IBM Blades
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AGENDA

Introduction

Monitoring Requirements
Virtual Linux and z/VM performance considerations
Don’t forget the hardware

Integration from hardware — systems — applications Persistent
historical views

Enterprise Management
Operational Requirements

Centralized Control

Including all Enterprise Virtual Machines
Integrating Monitoring and Operations
Bringing it all together

K
e SHARE
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Operations Manager for z/VM
Increase productivity Improve system availability
» Authorized users view and interact with monitored » Monitor virtual machines and processes
virtual machines without logging onto them > Take automated actions based on console messages
» Multiple users view/interact with a virtual machine > Reduce problems due to operator error

simultaneously

‘ . . Monitor
* View & interact spool usage

i with consoles
> . .
+  * View spool files

Console monitoring ’ !
Service Virtual

Machine being
monitored

Operations Manager ke action

for z/VM Service Virtual
Machine being

~
&
b ) itored
\( 1/ Schedule tasks - moni
N — Console monitoring
(N
"’('87'\'/\

Automation . Integration
> Routine activities done more effectively Fulfill take action requests from
with minimal operations staff OMEGAMON XE on zVM and Linux P
» Schedule tasks to occur on a regular basis * oHARE

.. in Pittsburgh 2014
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Features and Functions

Monitor service machine consoles
Monitor spool usage
Monitor system events

View and interact with monitored consoles from
authorized user IDs

Find and view spool files
Schedule events/actions
Dynamic configuration
Separation of access control

Complete your session evaluations online at www.SHARE.org/Pittsburgh-Eval
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Operations
Manager - TCP/IP

syslog data

TEST Mg > 1
TEST Message 2

Daily log

DIRM Message 1

slog Message 1 LNX Message 1

LNX Message 2
TCP Message 1
DIRM Message 2
TCP Message 2

OPER Message 2

ARE
.. in Pittsburgh
L]
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Enterprise level console/syslog management:

= Centralized console/syslog
management.

‘ * View & interact Monitor

» . spool P
N w!th console_s ugage Console monitoring
» View spool files

Service Virtual :
VR = Message log console for operations

monitored and automation.

Operations Manager
for z/VVM

Take action

SEWICERIITEIRN = Similar to z/OS console
Machine being

o | management for host based
Console monitoring i’
operations.

Il

Data space 6

Daily log

DIRM Message 1

with Unified Resource Manager

| s1oc ] TCP M
: Blade Resource ] TES DIRM

Private data network (IEDN) ®_ inPittsburgh 2014
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Monitor Service Machines

Define rules to
Scan console messages for text matching
Includes column, wildcard, and exclusion support
Optionally restrict to specific user ID(s)
Take actions based on matches
Multiple rules can apply to one message
Rules processed in order of definition in the configuration file

FINAL option available to indicate no additional rules should
be evaluated

K
¢ SHARE

..m Pittsburgh 2()1 4
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View and Interact with Consoles

Authorized users can view live consoles of monitored service machines and guests
Multiple users can view the same console simultaneously
No need to logon to the service machine to see its console
Test data and Linux syslog data treated as a “console”
Views can be defined to look at a group of consoles in one view
Full screen mode
Scroll up and down to view and search historical data
Auto scroll (on or off) as new output is displayed on the console
From command line, issue commands back to the monitored console
Amount of data that is visible depends on specified or default data space size
Rules/actions may modify the view
Suppress messages from the console
Hold or highlight messages with color, blinking, etc.
Authorized users can view the log file
Can also request a copy of the log file from today or a previous day
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Monitor and View Spool Files

Create spool monitors to trigger actions when
Percent of spool usage falls within a specified range
Percent of spool usage increases at a specified rate

Actions triggered can be the same actions used by console
monitoring

Authorized users can

Display a list of spool files based on one or more attributes
Owner
Size
Date created

From the list the user can
View the contents of an individual spool file
Transfer, change, or purge a spool file

Complete your session evaluations online at www.SHARE.org/Pittsburgh-Eval
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Schedule Events and Actions

Define schedules
Hourly, daily, weekly, monthly, or yearly, nth weekday of the month
Once on specified month, day, year, and time
At regular intervals
Every x hours and y minutes
Within a specified window of time
Specify start time
Specify conflicting schedules
Specify maximum time to defer this schedule
Within limits
Restrict to specific days of the week: Monday through Sunday
plus holidays
Restrict to certain hours of the day

Specify the action associated with the schedule

Actions specified are the same as those for console and spool

monitoring
0®
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Respond to System Events
ICDrea’[e monitors for z/VM system events (*VMEVENT) related to user
S
Logon
Logoff
Failure condition (typically CP READ)
Logoff timeout started
Forced sleep started
Runnable state entered (VM READ)
Free storage limit exceeded
Optionally restrict to specific user 1D(s)
Specify the action associated with the event

Actions specified are the same as those for schedules and console
and spool monitors
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Dynamic Configuration

Initial configuration file loaded at startup
May imbed other configuration files

Most configuration options can be updated while Operations
Manager is running

Add, delete, or change:

Rules, actions, monitors, schedules, holidays, groups, user
authorization

Suspend or resume rules, monitors, schedules
Multiple methods

GOMCMD command interface

Load a new or updated configuration file

Commands in DEFACTN statements
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Operations Manager

Existing Service Existing Service Existing Service - :
Virtual Machine 1 Virtual Machine 2 Virtual Machine 3 Existing Service
being monitored being monitored being monitored Virtual Machine or

\ remote System

\

Authorized Users Main Server Action Processing
(OPMGRM1) Server (OPMGRSN)

v" View and interact with
monitored consoles v" Captures consoles v" 0 to n server instances

v’ Find and view spool files v Evaluates rules v' Processes actions as a result of:
v’ Triggers schedules » Console rule matching

v Update configuration _ - :
information v Monitors events and spool > Spool monitors

usage » Event monitors

v Executes actions or sends > Schedules
them to action processing
servers
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Summary " ARE

Use Operations Manager to
Automate daily operations
Prevent problems rather than react to them

Automate reactions to problems when they can’t be
prevented

Improve problem determination procedures
Increase programmer and operator productivity
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AGENDA

Introduction

Monitoring Requirements
Virtual Linux and z/VM performance considerations
Don’t forget the hardware

Integration from hardware — systems — applications Persistent
historical views

Enterprise Management
Operational Requirements

Centralized Control

Including all Enterprise Virtual Machines
Integrating Monitoring and Operations
Bringing it all together
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Bring it all together

It is often that a unit of work is serviced by
multiple applications and databases across
multiple operating systems, including z/VM and
Linux. Integrated views allow:

Unit of work, or application tracking
Business views

Single skill sets to monitor dissimilar hardware,
operating system, and application environments.
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Application View: Scaling Scenario

WebSphere MQ on Linux for System z receives
“order requests” in the form of Queue messages, and
places them on a queue.

A WebSphere Application Server is invoked to
periodically check the queue for messages and
process them to a DB2 on z/OS database.

The orders are coming too fast for the Websphere
application to process.

A second Linux server is started with another copy of
Websphere application server to aid in the processing
of requests.
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Trigger: Queue Depth

Options for triggering actions can be based on things such
as:

The number of orders received but not yet processed (the
number of messages on the queue)

The amount of time it is taking to process the orders
The response time of the web application

The CPU usage of the z/VM Guest

Other things | haven’t given much thought to yet.
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Scaling Scenario

#2 Havigator _ £ DB = EMMMLJIWEUH'EMMM sz bBQO x
@< Viewr. | Fiirdens ] orpeRs| PROCEECS| Order Processing Guests
-] [ 17 39|
P10sders_Grussts |
Pl Dodens,_WJ
Pl Dot ‘Wit NI — E .
Pk, 7] Dty Parts dvders s 3 MBOx
d part | oroems| ouestmel v swoerocsecs] worrocsecs] Locammestame |
"DO0DADS | 7 B 352 366 | 00500 1151 76 090
| GLw0s | 2| 170 N3 3080 | 200805061151 78040 |
WIDOETS | 3 1826 283 | 303 | 200805000 11:51,28 060 |
GAOGETS | . 1T 65| A07 | 20080509 11 5128030 |
FOOBARS | F 1T 252 | 352 | 20080500 11.51:78020 |
THNGYS I 1) 1 12| 206805091151 78050 |
43 Prymcal | &3 F10nsn: |

Z/VM guest processor usage ™
« 3 .

| Oerssic

Bvirtva cr

{QOGPIACEMTE DL |

{4 |

DRORmE 116037
Dﬁﬁ&ﬂlﬂﬂﬁiﬂ-
L4 B

Eﬂlr,rl'ﬂ-lltp_..i' mﬂﬂ“lum_ﬂ"mEﬂl

e wmn mmamr wn

LY

lul ovdwraR. # & [0 B 0 %[l Bar Chart s % 0B DX

i-\q-m-p-_uu“rr-uup-lu“-_“-.,_._.a.

ool
EJ
g B

DoE L L
Dokl

" inpittsburgh 2014
...-

Complete your session evaluations online at www.SHARE.org/Pittsburgh-Eval




Educats « Ngtwork - Influsnce

Adjusting Resources for a Linux Guest

Virtual CPU consumption is high for a Linux guest
Detect the alert
Automation receives the message
Action is triggered by a rule in Operations Manager
Operations Manager issues CP commands to tune the guest
SET QUICKDSP

SET SHARE
Ability to monitor the output is key
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OMEGAMON Configuration

Define a situation (alert) to detect high CPU
consumption for Linux virtual machines.
Define the automated “Take Action” to:

Direct a message to console monitored by Operations
Manager.

Include in the message keywords to trigger Operations
Manager rule.

Guest Name
Guest need CPU priority text

Any unique data desired for specific customer
environment.
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