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Business Service Management for Performance

Agenda

*Requirements for Communication
What are Networking Architectures?
*Networking Architectures on System z

«z Hardware Platform Support of Network

Architectures

*Networking Applications

«Security Implementations

* References
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General Model for Sending Messages

Retum Address

(Source Address) —— b — i
(Sender Address) Priority Mail o
_ Destination Address
{ ) - | — (Keceiver Address)
(Recipient Address)
& Format of a Destination address in the USA: Dead Letter Office
s Mame of Recipient -
« Street Address (Number + Name) @
= City, State Saap Al
« ZIP Code
Post Office for ZIP Code Street Address
Mail Truck % City. El;ate Mame of Recipient
,.ﬂ-# -= ‘ !.I I_l ﬂ-
et |
By A T
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General Model for Sending Messages

& |[dantification of communication partnars
& Rules for communicating Dead Letter Office
= How o fend the parner ﬁ
= Componenis of message path (Topology) -
e Type of dalaery senice @
& \What to da In caze of failed dolnary .y
Post Office for ZIP Code Street Address
Mail Truck - City, State Mame of Reciplent
—_— -

Digital Communications with TCP/IP

Adapter
Cable Physical Access IP Address Port Number Application

- Error Recovery Procedures —
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Requirements for Successful Communication

‘Inhrnﬂtiﬂn /"f\i In frmnation [

— —_—

« Connecting two entities in order fo exchange information.

= How to identify and locate the opposite end?
Is there a name or address?

+ How to connect to the opposite end?

Can the message be sent directly or must it be transferred at
intermediate stops along the way =

= What are the rules to govern an orderly exchange of
information?
What Kind of service to pmw‘ﬁe to this pfece ofinformaton?®
How to knmow that the data has been received?
How much data should | send at once?
How to end the commmunication?

« Communication Protocols
«= Naming and Addressing Conventions
= Rules for organizing the network topology: nodes and links
= Rules for connecting communication partners: communication setup and takedown
«= Rules for routing the information
= Rules for managing performance on the connection
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Basics Components of a Computing Platform

Laptop/Desktop/Tablet Mainframe

CPU CPU
Specialty processors

Memory Main Storage

Cache Memory Cache Storage

Disk/CD Rom DASD )
Ethernet Port OSA Adapter

Serial, USB, etc Ports

Operating Systems

i
Middle Ware 'Eg-___’
Application Software -
File Management

Access Methods
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Agenda

*Requirements for Communication
\What are Networking Architectures?
*Networking Architectures on System z
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Foundations of Communications Across Networks

Guided by communication architectures
* Pre 1995: SNA, BNA, DECnet, etc
e Post 1995: TCP/IP (Transmission Control Protocol / Internet Protocol)
*Protocols (Controls or Rules) for Communication in General
Roles of the participants (primary, sender, receiver, client, server, peers, etc.)
Rules for starting and ending communication
Rules for identifying hardware or software participants
(names, network IDs, addresses, etc.)
Rules for locating participants (finding a route or path between them)
Rules for managing the performance characteristics of the networking path
Rules for recovering interrupted communications
e Controls or Rules for Communication over the Hardware Components:
Engineering and Signaling over the Data Links
*Channel Cables
*Serial Cables
*SDLC
*Fiber Channel
*Ethernet
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TCP/IP Networking

Stage 1 I-E'"tﬂﬂf-' 2 Stage 3

Experimental Growth Commercialization
100,000,000
10,000,000

1,000,000 H n:h
o DARPA Worldwide
10,000
1,000
100
10 University

1

|

Inthe 1980°'s 1968 1973 1978 1983 193858 1994 1999 2004

SP1

Today

P2 J (Backbone)

Regional ISP bo
Corporation
University
Local ISP
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TCP/IP Layered Architecture

Browser
Application
[ [ | [ | [
L || || L
TCP

Transmission Control Protocol

IP
Internet Protocol

Network
Interface and hardware

WWW, mail, file transfer,
remote access

Application interfaces

End-to-end delivery
Best effort delivery

Physical connection

Server

Application
T T
S B I e

TCP
Transmission Control Protocol

IP
Internet Protocol

Network
Interface and hardware
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TCP/IP Stacks

‘ Appliﬂtim‘
]
ser space ,-*ft‘m_
Kernel space _,-r"'J H"n._
__,.r*“' TCP ""-.__*
_..*""# uDP "‘n,___.

‘..-"r / ‘\‘ "'"-.1
ICMPv4
IGMP H IPva ‘ ‘ IPvG H ICMPvE

layer

¢

Device
driver

Hardware ¢
Metwork

adapter

06/23/2014 © Applied Expert Systems, Inc. 2014 11



Business Service Management for Performance

TCP/IP Network Interface Layer

7(8) Layer OSI Model

Layer Function

4 layer TCP/IP Model
8 End User (Politics) y
V4 Application
6 Presentation Application
5 Session
4 TCP UDP
Transmission User
Transport Control Datagram
Protocol Protocol
3 P
Network Internet Protocol
2 i
Data Link Network
. Interface and hardware
1 Physical
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IP Protocol Header

Biyte
Offset
0 IHL (Header , A
Length) Type of Service (TOS)
4 Identification Fragment Offset
20
8 Time To Live (TTL) Header Checksum Bytes
IHL
12 Source Address (Internet
Header
Length)
16 Destination Address v
20 IP Option (variable length, optional, not common)
) 1 2 3
Bt %0 1 23 456 7'89 312345% 789,123'458672889,:1
| Nibbie —#}— Byte —#— word >
Version Protocol Fragment Offset IP Flags
— T— . _______________________J
Version of IP Protocol. 4 and IP Protocol ID. Including (but  Fragment offset from start of
6 are valid. This diagram not limited to): IP dalagram. Measured in 8
represents version 4 1ICMP 17 UDP 57 SKIP byte (2 words, 64 bits) *x OxB0 reserved (evil bit)
structure only. 2 !IF""P 47 GRE B3 E'G:'P increments. If IP datagramis D 0x40 Do Not Fragment
g IGCF';P g? EEF 1?3 LGESTPF fragmented, fragment size M 0x20 More Fragments
Header Length (Total Length) must be a follow
T multiple of 8 bytes. RFC 791
Number of 32-bit words in Total Length T
TCP header, minimum value T Header Checksum Please refer to RFC 791 for
: S ——————————————————
of 5. Multiply by 4 to getbyte  Total length of IP datagram, Checksum of entire IP the complete Internet
count. or IP fragment if fragmented. header Protocol (IP) Specification.

Measured in Bytes.
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IP Flows

Dynamic path selection for every datagram

i Handles datagram fragmentation & reassembly

Internet Protocol
Layer 3

Network
Interface and hardware
Layer 1 and 2
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TCP Flows

Application

TCP
Transmission
Control Protocol

Layer 4

UDP
User Datagram
Protocol
Layer 4

IP
Internet Protocol
Layer 3

Network

Interface and hardware

Layer 1 and 2

06/23/2014
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Connection established
End-to-end acknowledgments

Orderly delivery of datagrams to application
Error and flow control

Connection takedown
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TCP Segment

Byte
ofset 101 | | |11 L 1 | 2111]111|3111I11L 5
0 Source Port Destination Port 4
4 Sequence Number
20
8 Acknowledgment Number Bytes

Offset
T ) S R

20 TCP Options (variable length, optional) v
1 2 3
‘l23456?890123456?890123456?8901
|<—Nnbble —>}— Byte —}— Word >
TCP Flags _ Congestion Notification TCP Options Offset
e — e — T —
l CEUAPRSEF ‘ ECN_ (Explicit Congestion 0 End of Options List Number of 32-bit words in
Notification). See RFC 1 No Operation (NOP, Pad) TCP header, minimum value
Congestion Window 3168 for full details, valid 2 Maximum segment size of 5. Multiply by 4 to get
C 0x80 Reduced (CWR) states below. 3 Window Scale byte count.
E 0x40 ECN Echo (ECE) Packel Siste DEB ECN bie 4 Selective ACK ok
U 0x20 Urgent Syn 00 11 8 Timestamp
A 0x10 Ack 5"""‘2 00 01 %
Ack 1 00
P 0x08 Push : Checksum Please refer to RFC 793 for
R 0x04 Reset xcwmn ? (1) gg T the complete Transmission
S 0x02 Syn CHagunin Checksum of entire TCP Control Protocol (TCP)
F 0x01 Fin Congesticn 11 00 segment and pseudo Specification.
Receiver Respones : : "’ : header (parts of IP header)
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TCP Connection Setup — Three Way Handshake

1
110 i
[} i 1111

LEECL]
)

=

ok
=
=
=
=
=
=

MY

Client Server
Socket /. SYN Socket
- Seq Num = 3557 -
A%K Num =0 B-Il'ld
Connect % Listen
Let’s Talk LISTEN
SYN-SENT
ACK/SYN = OK, Let’s Talk
ACK Num = 3558 - SYN-RCVD
Seq Num = 91248
-
ACK
Thanks! ACK Num = 91249
ESTABLISHED \ Accept
— Conversation
= = Established
ESTABLISHED
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TCP Connection Close

Client

Server

]
5
o
=
=
s
=
=
=
2
z

ALY

FIN
&
E%} OK!
OKk! L . CLOSE-WAIT
FIN-WAIT2
ACK N BN Hey,
\ |[Wait Application,
We're Shutting
y FIN down!
’ ' -
You're done! %j . LAST-ACK
OK!
' ACK OK, Goodbye
TIME-WAIT CLOSED
P 7 .
Connection Connection
Closed M M Closed
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TCP Acknolodgements

Sends datagram
Starts timer

Host A

Acknowledgment
was not received

Timer expires
and datagram retransmitted

Host B receives datagram
and acknowledges receipt

Host A receives acknowledgment,
resets timer, and clears buftfer
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UDP — User Datagram Protocol

TCP
Transmission
Control Protocol
Layer 4

Application

UDP

User Datagram

Protocol
Layer 4

IP

Internet Protocol

Layer 3

Network

Interface and hardware

Layer 1 and 2

Program to program datagram transfer
Fast mechanism

Used for management frames, streaming

06/23/2014
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UDP Header

Byte
ofsetlo, | | 4, by vl e
0 Source Port Destination Port g

1 2 3
Bt %0 1 2 3456789 ,312345%789,123456789,:11

| Nioble —~F— Byte —B|— word >
Checksum RFC 768
..
Checksum of entire UDP segment and pseudo Please refer to RFC 768 for the complete User
header (parts of IP header) Datagram Protocol (UDP) Specification.
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TCP/IP Sockets/Ports

Sockets

Network 1/0O for UNIX
Library of C routines
Berkeley UNIX (BSD) API

Also called Ports

Well known 0 — 1023
Registered 1024 — 49151
Dynamic 49152 - 65535
(also called Private)

Application address

IP Address

Protocol (TCP or UDP)
Port Number

06/23/2014

Port Number

20

21
23
25
53
70
79
80
110
161
162
520
1435
1525

10007

Protocol

TCP

TCP
TCP
TCP
TCP/UDP
TCP
TCP
TCP
TCP
UDP
UDP
UDP
TCP/UDP
TCP/UDP

TCP/UDP

Application code

Application

FTP-data

FTP-control
Telnet
SMTP

DNS
Gopher
Finger
HTTP
POP3
SNMP
SNMP-trap
RIP

IBM CICS
Oracle

MVS Capacity

TCP
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Encapsulation of Application Data

Application
layer
¢ Data
Transport Application data
layer
TCRUDF
¢ ol Liata
MNetwork TCP segment or UDP packet
layer
IP TCRAUJDP
¢ header | hoooor Daia
Data link IP datagram
layer
Frame IP TCP/UDP Data Frame
header | header header trailer
Physical MNetwork frame
network

Source: http://uw713doc.sco.com/en/NET _tcpip/tcpN.tcpip_stack.html
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IP Addressing  Your Network = Your Computer = 192.168.100.24
192.168..0 Your home router = 192.168.1.1/24.25.20.137

IP address is 32 bits long

Expressed as 4 decimal
numbers

Format: 24.25.20.137

Network = 66.0.0.0

lauraknapp.com =
66.175.58.9
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IP Add_ress Assignment

Public network addresses originally assigned to using organizations

Today regional authority assigns to Internet Service Providers (ISPs
06/23/2014 © Applied Expert Systems, Inc. 2014 25
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Network Address Translation

207.217.125.50

Hides internal addresses and systems
From outsiders

Use private IP address internally

Everything appears to be coming from the SA: 24.25.20.137
firewall DA: 207.217.125.50

User1 IP Data

High performance

Transparent to clients
i (x.x.x.101=1525)
: : . . (%.%.x.103=1527)
Configuration options on mapping internal

to SA:192.168.1.101
External addresses implemented in DA: 207.217.125.50

) User1 IP Data
firewall or router . 192.168.1.103

o |

R ee=w 102.162.1.101

06/23/2014 © Applied Expert Systems, Inc. 2014 26



Business Service Management for Performance

Name and Address Resolution

e = ﬂhttp:J'.."Iauraknapp.comfindex.html

: D

File Edit View Favorites Tools Help

x bng & 2 W L i B e oy Bt @ @ g o x| R
o v [ g v Pagev Safety~ Tooksw @~ EJ [ 0 %

Laura Knapp

Presentations

.

Home » Metworking, Security and Service
Management

About Laura

Presentations After 40 years in the
IT business | have a
lot of information to
share with others.
Check out my
presentations for
some pragmatic
views on today's
technologies

Technology
Hawaii

Www

Hawaii Laura Jeanne Knapp Technology

> 40 Years in IT > Finding Technology Information
With over 40 years in Finding information can

I now live on Maui which is a wonderful the IT world | have be a challenge. | have

island. Leam a bit about Hawaiian culture experience with listed several sites |

and island lite.. industry specific issues use often. IPv6is a

and the changing new focus area.
environment.

> About Island Life

I work with the mainframe and for those of
Leamn from the past. vou lockina for information on the mainframe

How does my URL get transformed into an IP address?
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DNS — Domain Name Server
DNS - Domain Name S5ystem

S i e i1

o

RSN Cipcrmsas &0 Cenlrerses. Yo Coemrisbor
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DNS Root Servers

[ Map | Satelite | Hybrid |
Greenland \

5 A ; Mongolia ,
: I. : L N
North : I @‘ } _
Atlantic .o Sguth Kore. : P

Ocean

o &%,.,

>
Legend

Angola
Namibia eteere Indian

South hary o Ocean Australia
Atlantic o
Ocean iy, -

@ Multiple instances

@ Single instance
S v,

FOWERED BY

':’Sk . Map data ©@2013 MapLink - Terms of Lise de

http://www.root-servers.org/map/
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DHCP Servers

Opetater o
Ot B a2
Cooraier Bh
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IP Routing

IP delivers datagrams directly from
origin to destination tl\i;ﬂ'isi? are on the
same networ

If the destination is on a different network,
IP sends the frame to a router that will
forward through the network
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IP Routing Flows

HostAHost B

Router
Application Application
=== TCP Connection g1 28
cpP TCP
e e
IP IP Flow IP IP Flow IP
IntemetProtocol | " intemetProtocal | |  Intemet Protocol
Ethernet 1 \ Enst | Emot Frame Frame Relay \

~

Frame Rel
|;; ay

T T EQH_‘I - Public Network

The routing function is performed by the IP protocol and routers

RIP - Routing Information Protocol
O5PF - Open Shaortest Path First
IGRP - Interior Gateway Routing Protocol
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IP Alternate Routes

Different algorithms used to
" Cost to network B | find the ‘BEST route through

) network. ButISP’s can
Interface Metric alter the game: “Hot Potato”
05

12
23 Network B

K
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IP Family

Telnet | FTP| SMTP | HTTP | POP DNS | Most Real time DNS SNMP
comm apps NFS
RTP/RTCP

IP ICMP ARP | RARP

Token-Ring, Ethernet, FDDI, Frame Relay, Dial, Leased Line, ATM, ISDN, SMDS, SONET, X.25, Fibre Channel, PPP, SLIP

IP - Internet Protocol Telnet - Teletype Network

ICMP - Internet Control Message Protocol ARP - FTP - File Transfer Protocol

Address Resolution Protocol SMTP - Simple Mail Transfer Protocol

RARP - Reverse Address Resolution Protocol TCP - HTTP - Hypertext Transport Protocol
Transmission Control Protocol NFS - Network File System

UDP - User Datagram Protocol RPC - Remote Procedure Call

POP - Post Office Protocol SNMP - Simple Network Management Protocol

DNS - Domain Name System
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Agenda

*Requirements for Communication
What are Networking Architectures?
*Networking Architectures on System z

«z Hardware Platform Support of Network

Architectures

*Networking Applications

«Security Implementations

* References
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SNA

VTAM = Virtual
Telecommunications Access
Method

NETA NETB

NCP = Network Control
Program (runs in a physical
Front-End Processor (FEP)
called a 3745/6 or an
emulated 3745/6 called
Communication Controller on
Linux (CCL) in System z)
Offloads processing
from the VTAM in a partition to

Front End Processors

the FEP.
(FEP)
Penphan| SNI=SNA Network
Control Units (3174, nodss (PU o te‘t"’or bich
etc.) Type 2.0) nterconnec (to establis
connections between partners

in different NETIDS)

pendent
LU
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Evolution of SNA

Subarea APPN/HPR
SA SA
Front End Processors
(FEP) SA — | SA

Control Units {3174,
etc.)

% ] VTAM 2
Hierarchical Q Pee

SNA originally consisted of subarea protocols
*Advanced Peer to Peer networking (APPN) introduced mid
1980s
*High Performance Routing (APN/HPR)introduced in 1990s

Enterprise Extender (EE; HPR over UDP) introduced in 1999
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Enterprise Extender — SNA over IP

SNA Data between SNA Applications

- <<<< Reliability

SNA Definitions }“ﬂ: IP Definitions
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TCP/IP on System z

4 M
VTAM IP Device [VTAM
USIBMWZ.S192CDRM and Link [USIBMWZ.S193CDRM Ap p| ication
—— Layer 5
TCHIP #1 TCPIP #2
P SRR Layer 4 Transport
FTP . FTP
Serverl i Server2 .
10.1.1.1 : 10.22.2 '.
. " : Layer 3 Network
0SA -QDIO FTP_!E“ l OSA -QDIO :.
Layer 2 Data Link
LE]FEI" 1 F’hysic.al
TCPIP Router {HE rdwa rE}

TCP/IP Network
\ J
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Agenda

*Requirements for Communication

What are Networking Architectures?

-t el -t

*Networking Architectures on System z

oz Hardware Platform Support of Network

)
i
.

£
]

he
]
0
0

Architectures

*Networking Applications

«Security Implementations

* References
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Overall Network Perspective

< Communication and Connection Path >
Cables, \/_hﬂetwork

Links, Adapter
hysical Connections

Network
Adapter

Platform,
Node

Router

Redundant Hardware and
Software for High Availability
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Switching vs. Routing

@ A Switch connects multiple LAN Segments into a single logical LAN.
¢ \We have one LAN with network address of 192 .168.20.0/ 24

Local Area Network Segment A Local Area Network Segment B S

Switch

192.166.20.0/ 24

il One-hop Communication Path -

L i

# A Router connects multiple distinct LAN Segments to create a routing path.

+ \We have two LANs — each with a separate network address. Nodes in LAN A can communicate over the router with
Nodes in LAN B.

% 2 & 2
Local Area Network A Local Area Network B

Two-hop Communication Path - 5
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Virtual Local Area Networks

#® A Switch connects multiple LAN Segments into a single logical LAN.
« We have one LAN with network address of 192 168.20.0/ 24

PORT

Local Area Network Segment Al) Ethernet | | ,cal Area Network Segment B

| |
| |
192 168.20.0/ 24 Switch

192.168.20.0/ 24

- —One-hop Communication Path -

RS e

A single physical Ethernet Cable on the left can be subdivided into multiple

VIRTUAL LAN cables to produce multiple VLAN connections to different
subnets.

-t
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Virtual Switch (VSwitch)

06/23/2014

r-------------------------

: 210

Physical Switche

Trurk or Access PORT
ETHERMET ot IP

Trunk or Access PORT
ETHERNET ar IP

OSAExpress3

QAT

\/
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Complexity of System z Networking

One Operating Multiple Operating
System Image System Images with
PR/SMorz/VM

zZNVSE
PARTITION or
1 LPAR
z/0S or z/0S and/or
z/VSE or zVSE and/or
PARTITION or

zITPF

e | or z/TPF andfor
z/Linux z/Linux and/or
zVI z/VIM
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Channel and Network Interface Structure

@ Central Processor Complex (CPC):
¢ passes input/output (1/0) Request to
CS5S

® Channel Subsystem (CS3).
= moves data asynchronously to its
input/outpt devices

® Subchannel:

» the individual inputioutput devices in the
LSS that are assigned to the LPARSs

@ Channel:
e represented by a channel path ID or

Canirs st Sssir Campkad (T

Charnel Subrystem (C55)
- channg prorams-

(z05  Linux | zvm Linux
| Image onz onz
Limpcol Harkhons {LFARS Lnoer

' szM

IQCDS

Hip:;:ﬂm'a CHPID and represents the actual
—_— communication path.
- Coutng <" i, + CHPID is mapped to the PCHID in the
i A T CON Climsd :'{fg_?‘:j" HCD .Ell'ld t.hE |DCDE_

= —~—~@ Network Interfaces:

 identified to TCF/IF by the CHFID and
the Subchannel address that are

Othe: rrairframe (CPC) defined in the IOCDS.

Metwark

The /O configuration of the central processor complex is defined in a
data set called the I/O Configuration Data Set, or 10CDS.
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System z : Connectivity Adapters

MPC
V' SE
205 ) .
VI

- CTC CHANNEL CONNECTIONS

cDLC | PARALLEL or ESCON or FICON or VIRTUAL (z/VM)
-2V SE b y LOCAL AREA NETWORK (LAN) CONNEC TIONS
205
~2/Vi LSA ETHERNET, 802.3, TOKEN RING™
«zLinux (for CCL} - ‘1'

QDIO
205 - J
2/ IQDIO HIPERSOCKETS INTERNAL CONNECTION
_'lLinU:. I—I
~zLinux - LAN CONNECTION over VIRTUAL SWITCH
Vi FSWItEhJ ETHERNET, 802.3
205 RoCE Remote Direct Memory Access over Converged Ethernet LAN

CONNECTIONS --- ETHERNET

e
"
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Virtual IP Address

Physical endpoint or path to Path to VIRTUAL endpoint breaks;
endpoint breaks; Establish new Connection survives outage if
connection over new route. re-route is timely
‘MQ application A timely reroute
s "‘--‘ usually requires a
i i Dynamic Routing
o S Protocol like OSPF
I [deg ! 172.30.1.1 I in Z/O8S.
| Physical IP Addresses Y | Physical IP Addresses i
Mgz 188501  10.1.1.1 Moz 18501 10411 %
\ i ! :
OSA1[ | OSA2 : |OSA1 aﬁu :
J3 o A
I.r'. \ .: |:
i \ :+' _-'
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Agenda

*Requirements for Communication
What are Networking Architectures?
*Networking Architectures on System z

«z Hardware Platform Support of Network

Architectures

Networking Applications

«Security Implementations

* References
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System z Security

Security Services and Mechanisms
" MANAGEMENT |

ﬂ F QT S g RS T
Authentication ‘ }Acness E{mtrnl Confidentiality Data Integntﬂ‘Hun-ﬂepudlatmn[ Governance
Identifying Denying Preventing Detecting  Proof of: Documented

Users/Entities  Accessto  Unauthorized Unauthorized  »Qrigin Policies

Resources Disclosure of Modification » Receipt

i Logon 0 a.k.a. Stored and  of Stored and . Logging and
b Fasswords Autlfnrizatinn} Transmitted  Transmitted  ~ ansaction o chiving
4 Pass Tickets Data Data e where
¢ géﬁ??iiﬂ.ms & Access & Encryption & Checksum § Digital Qecessary
& Private Keys Ci_:lﬂfm."' (based on & Message Signatures
& Smart Cards Lists : Salected integrity Iy ﬂ.l'_[}'fmf HEQUFET
and PINs & Securnity Algorithms,  code Certificates I“““_"H'
& PCMCIA Cards  Labels e.g. 3DES, & Digital & Trusted Time Audits
4 Biometrics & Roles AES, etc) Signatures
é Physical o papa & AntiVirus Required
Barriers masking External
Audits

International Standard 1SO 7498-2, "Security Architeciure”, provides a good starting point
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z/OS CS Security Policies

e ————————————
f k'

Configuration

Accistant for z/05 Text editor, such
Communications @ a5 |5PF on TSSO
Server

m E";' Seezied

= N s s o e Y =

o FER 1P =0 ATTLE

Folioies Polloles ey e e Log bulisrs TEIE'ISP
Stack
% IP Network
IP Filtering to block unwanted .
Making sure
traffic from entering or leaving \/ Connection-level security for \/high 'E‘i“'if}"
your z/05 system TCP applications without applications also get
application changes hiah -prior .
\/ Application-specific selection of ghbﬁ-he*:emwk ™
outbound interface and route / Providing secure
{Fﬂ“ﬂ?"hﬂ-‘d r"ﬂ'erhg FBR] 'E-ﬂ'd -Tﬂ-«Eﬁd IFE'E-'E w J Fr'ﬂfﬂﬂfim ﬂgﬂi!’E‘l‘ “bl'd g.r!fE-“
tunnels on z/05 Trying to attack your z/0S system
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CS Security Alphabet Soup

Stands for: Designed by: | Main Features: Appiications
SSL V2 | Secure Sockets MetScape Server TMN3270 Server
Layer Authentication
SSLV3 Secure Sockets NetScape Client TMN3I270 Server,
Layer Authentication FTP
TLS-enabled | Transport Layer |IETF Draft Single port for TN3270 Server
Telnet Security -Enabled | RFC SSL Negotiation
(SSL V3.1) Telnet or non-SS5L
TLS 1.0 | Transport Layer IETF RFC Standards-Based; | FTP Server & Client,
Security 2246 Negotiable TLS or | TN3270 Server,
SSL port AT-TLS
TLS 1.1 Transport Layer IETF RFC Standards-Based; | Any applications with
Security 4346 MNew notes, error | AT-TLS —- At VIRT1
_ handling, notes ... | itis AT-TLS default
AT-TLS Application- IEM; complies | Foundation based | Any application; some

Transparent TLS

with previous
standards,
incl. de facto

on Standards,
Application
Transparenc

applications enjoy
additional options
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Virtual Private Network (VPN) with IPSec

Gateway-to-Gateway: Protection over Untrusted Network Segment

ZI0S
H1 |
e €3
- i ! -

-
Connection” Tunnel mode IPSec SA

Internet/
intfranet

Gateway-to-Host: Protection over Untrusted Network Segment

N A

Internat/
intranet

LS -\"'\-\K }-
g .
Connection Tunnel mode IPSec SA
Now IPSec Header :
= | (ESP) or [AH] IP Headar TGP Header [Jata
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References

For More Information
* |IBM z/OS Communications Server Product Manuals
Resource Link
* |IBM Redbooks on http://www.redbooks.ibm.com/
z/OS Communications Server
OSA-EXxpress
IBM System z Connectivity Handbook
* Web Document z/OS V1R11 Communications Server Scalability, performance,
constraint relief, and accelerator
http://publib.boulder.ibm.com/infocenter/ieduasst/stgv1rO/topic/com.ibm.iea.co
mmserv vl/commserv/l.11z/hardware/perf.pdf
 Web Documents on ATS TechDocs web site
http://www.ibm.com/support/techdocs/atsmastr.nsf/Web/Techdocs
FLASH10744 ODIO OSA Definition Migration: Device/Link to Interface
WP101327 Performance and Capacity Planning Information for z/0OS Communications
Server
PRS1707 z/OS OMPROUTE Hints and Tips -- Focus on OSPF
PRS4927 Ordering OSA Adapters with Multiple Ports per CHPID? Don't Make these Mistakes!!
PRS3950 Avoiding the Pitfalls of an OSA-E3 or OSA-E4S Migration (z/OS Examples)
PRS3296 Understanding VLANs when Sharing OSA Ports on System z
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URLS

e http://www-01.ibm.com/support/docview.wss?uid=swg27020466&aid=3
* OSA Performance Improvements
e http://www-01.ibm.com/support/docview.wss?uid=swg27005524
-z/OS Communications Server Performance Index
e http://www-947.ibm.com/support/entry/portal/
* hitp://lwww- 947 .ibm.com/support/entry/portal/overview//software/other_software/z~0s__
communications_server
*IBM Support Assistant
 http://publib.boulder.ibm.com/infocenter/ieduasst/stgvlrO/index.isp
-IBM Education Assistant
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