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Abstract

* NetView for z/OS provides TCP/IP management support to
address the needs of today's complex networks. In this
session the speaker will describe new functions and
capabilities, focusing on problem solving scenarios. One
common set of problems requires running and reading an
IP packet trace. The speaker will show how packet traces
can be used to solve these problems. Another common
set of problems requires browsing and searching records
from multiple logs. The NetView for z/OS consolidated log
facility (CANZLOG) combines the disparate logs into one.
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Packet Trace with NetView V6.1 o

 Start / stop a single (“global”) trace

* Display unformatted packets

 View formatted packets and analysis of trace records
« Save traces into NetView data sets

» Control multiple systems from a single point
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Y
New in NetView for z/OS V6.2 swARE

« Support for multiple, concurrent packet traces (“instance” traces)

Multiple users can trace multiple problems from a given stack at the same
time, each using different trace criteria.

Operators can define filters for specific issues
Avoids creation of unneeded trace records
Requires z/OS Communications Server V2.1

« Save traces in IPCS format
« Traces can be analyzed in IPCS using the IPCS formatter tool
 Traces can be converted to Sniffer format for use in other tools
 Traces from different systems can be merged into a single trace
« Traces can be sent to Comm Server Support for diagnosis

» Navigation / Filter enhancements
' SHARE
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NetView trace panel with z/OS 2.1

=iymrop - [24 x 80]

File Edit “iew Comrmunication Actions Window Help

B o = ) e & 2 &

FKXK2C02 Packet Trace Detalls

Ischas Cerowlipes + Pl

B hazegy - O

Stack: TCPIP Task:

Start Time: HNA Owner: HNA Status: NA
Description:

Interface Hame:

IP Address: =x

Payload: =x Protocol: ALl
TCP
UbpP
ICHP
Humber

Actions: 1=START

Command ===
Fl=Help F2=Main Menu F3=Return F6=Roll
Fl12=Cancel
03/043
&' |Connected to remote server/host ralvm . raleigh. ibm.com using part 22 ricrosoft XPS Docurment Wrriter on XPSPort:
. SHARE
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NetView trace panel pre-z/OS 2.1

=lymrop - [24 x 80]
Eile Edit %iew Communication Actions  Window Help
@) 0 2% B e [ & 6 el
FKXK2R24 Display Packet Control
Trace Instance Autotask:. AUTTRAL MNMP217

Stack: TCPIP Infc Hame: HALL
LAddr: =
RAddr: =x

Portnum: x el * Protocol: All (default)
TCP
UDP
Start Time:. x ICHP
End Time: * 0SPF
(Number)

MaxRecs: 1 1-Last 100 Truncate:
2-First

Data Set HName:

Command ===>
F3=Return F4=View Packets F5=Save Packets FB=Roll
F8=Extended Opts F10=Analyze Fl12=Cancel
. 04/062
&)’ |[Connected to remote server host ralvmr.raleigh.ibm.com using port 23 Microsoft XPS Document \Writer on XPSPort:
. SHARE
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Scenario: Packet Trace Connectivity n

« Scenario:

« Users report an intermittent problem where it takes “a long time” to connect
to an application. Occasionally, the connection attempt fails. They have
noticed the problem occurs almost every day, at somewhat predictable
times.

« Resolution Steps:
« Use packet trace to help determine if there is a network problem.

* Tracing the entire network should encompass the problem, but would result
in a lot of packets to review.

« By determining individual users' IP addresses, we can limit the data that has
to be reviewed.

« Multiple traces can help to compare a working connection attempt to a failing
one.

« Further analysis may be desired. The traces are saved in IPCS format,
allowing them to be read by IPCS, where they can be merged or analyzed in
more depth. ' SHARE
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Scenario 1: Packet Trace 1
23] Session A - [24 x_ .

File Edit View Communication Actions Window Help
B oD 2% BE =@ %% 2= e
Host: | ralvmr.raleigh.ibm.co Port: IT LU Mame: | Disconnect |
FKXK2RA01 IPTrace Control Center NTVE1l

Service Point: NMP217 Stack: Domain: LOCAHL
Status/0Owner For Writer
CTRRACE SYSTCPIP NONE/NA NA * NONE *
! s PKTTRACE SYSTCPDA NONE/NA
ACTIVE TRACE SESSIONS

SYSTCPOT NONE/NA NI A +NONE*

Select PKTTRACE and press Enter.

Command ===>

Fl=Help F2=Main Menu F3=Return F5=Refresh F6=Rol1l
F12=Cancel

MA A 11/004

‘jf’ Connected to remote server/host ralvmr.raleigh.ibm.com using port 23
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Scenario 1: Packet Trace

=4 Session A - [24 x 80]

File. Edit View Communication Actions Window Help
|| 2% @M = % & @

Host: | ralvmr.raleigh.ibm.co Port; | 23 LU Name: |

FKXK2C0O1 Packet Trace Control LOCAL

| |

r/Autotask

/FAUTTRAZ2

AUTTRA1L

The Packet Trace Control Panel is displayed. In this
example, traces are already running for other problems.

The NetView program and z/OS Communications Server for
z/OS support up to 32 traces running simultaneously.

Press PF9 to start a new trace.

turn F6=Roll
eate Instance Fl2=Cancel

04/002|

‘L_-,ﬁ' Connected to remote server/host ralvmr.raleigh.ibm.com us'ing port 23
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Scenario 1: Packet Trace

2l Session A - [24 x 80]

File Edit View Communication Actions Window Help
B i 2% B @ st &2 &l

Haost: | ralvmrraleighibm.co  Port: | 23 LU Name: |

FKXK2C02 Packet Trace Details LOCAL

Enter a description of the problem to be traced.

tatus: NA

Protocol: S All
TCP
UuppP
Enter the IP address of a working client, ICMP

which is used as a filter to limit the data collected. Number

To start the trace, type 1, and press Enter.

F3=Return
Cancel
22/015

f Connected to remote server/host ralvmrraleigh.ibm.com using port 23
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Scenario 1: Packet Trace

_ : - SHARE
2§l Session A - [24 x 80] T[T 3C || e —"———

Filer Edit View Communication Actions Window Help
|| o2 (% @M = % o2 @l

Host: | ratvmr.raleigh.ibm.co Port: | 23 LU Name: |

FKXK2CO1 Packet Trace Control LOCAL

RUTTRF

TRA1

The DSI633l message indicates that the trace started
successfully. Next, start a trace for the failing attempt.
Press PF9.

;-’;Fj Connected to remote server/host ralvmr.raleigh.ibm.com us'ing port 23
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Scenario 1: Packet Trace

24l Session A - [24 x 80]

File Edit View Communication Actions Window Help
B[] (| ] | %] 2P| @

Host: | ralvmr.raleigh.ibm.co Port; | 23 LU Name: |

FKXK2C02 Packet Trace Details LOCAL

Enter a different description for this trace.
Descriptions are optional.

Interface Name:
IP Address: 8

Protocol: S Al1l
TCP

Enter the IP address of the user experiencing the ubp

il - ICMP
failing connection attempt. Nl

To start the trace, type 1, and press Enter.

F3=Return

MAll A 22/015

f Connected to remote server/host ralvmr.raleigh.ibm.com using port 23
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Scenario 1: Packet Trace

_S l-I_A II_E
gﬁ Session A - [_24)(8{;;’_1 __ e
Filer Edit View Communication Actions Window Help
J 5| o== == ﬁl (0| &P @&
| Host: | ralvmr.ralei gh.ibm.ca Port; | 23 LU Name: |
| FKkxk2Cco1 Packet Trace Control LOCAL
The trace for the failing scenario was started successfully. With
the traces running, wait for the problem to reoccur. After it
reoccurs, start by examining the working scenario. Tab to the line
with the working trace and press Enter.
DSIB33I 'PKTS START' COMMAND SUCCESSFULLY COMPLETED
F3=Return
F8=Forward FS9=Create Instance
- SHARE
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Scenario 1: Packet Trace e )

SHARE

: __ - Iechaxeq - Cnraidges ' Fazl)
=4l Session A - [24 x 80] -

File Edit View Communication Actions Window Help

B3 2% @E = %%k & @

vmr.raleigh.ibm.co Port: | 23 Disconnect I

Packet Trace Details

Task: RAUTTRA3

Start Time: 10/31/13 10:17:24 Owner: OPER1 Status: ACTIVE
Description: connectivity problem working case

Interface Name: Any Port: Any

IP Address: Any

Payload: 65535 Protocol: ALl
TEP
UpDP
ICMP
Total Size: Number

Records: In Use: afofofololotolofolo] 4

Actions: 2=5TOP 3=DISPLRAY 4=END

Command ===> To display the trace, type 3 and press Enter.
Main Menu Fe=Return F&=Rol1l
Fl2=Cancel
22/016

‘Ej Connected to remote server/host ralvmr.raleigh.ibm.com us-ing port 23
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Scenario 1: Packet Trace

El Session A - [24 x 80]

File Edit View Communication Actions Window Help
B m 2 E = s 2" & e
Host: | raivmr.rateigh.om.co Port: IT LU Name: |
FKXK2R24 Displau Packet Control LOCAL
Trace Instance Rutotask: AUTTRA3 NMP217

stack: TCPIP Infc Mame: ALL

LAddr
RAddr:

Portnum: = LPort: = RPort: = Protocol:

Increase the MaxRecs value to 1000 to ensure
= seeing all of the records that are needed.

(Number)

Press PF10 to analyze the trace and to determine if there
are any issues to be concerned about.

Fd=View Packrcks

Ml A

f Connected to remote server/host ralvmr.raleigh.ibm.com using port 23

Ll & - i n 4 @
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Scenario 1: Packet Trace = 8

2§ Session A - [24 x 80] =TT X

File Edit View Communication Actions Window Help
B Bl 2% @ w % M &
Host: | ralvmr.raleigh.ibm.co Port: [23 LU Name: | Disconnect |
FKXK2B10 Packet Trace Analysis LOCAL
NMP217

Trace Instance Autotask: AUTTRAS3

- TCP Sessions 20 UDP Sessions 0] ICMP Sessions

TCP Sessions with error flags 20

Unacknowledged Syns O

Retransmissions (0]

Duplicate Acks 20 Delayed Acks

ro Window Size (0]

There are several duplicate and delayed acknowledgements that could
be investigated. This is the working trace, so keep this in mind when
comparing the failing trace. Press PF3 to return to the previous screen.

F4=Sessions F6=Roll
F12=Cancel
MB; A 057002

T Connected to remote server/host ralvmr.raleigh.ibm.com using port 23

e
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Scenario 1: Packet Trace

2] Session A - [24 x 80]

File Edit View Communication Actions Window Help
B BE 2% BE =6 %k & @l

Host: | raivmr.rateigh.aom.co Port; IT LU Name: | Disconnect I
FKXK2R24 Displau Packet Control LOCAL

Trace Instance RAutotask: AUTTRA3 BMPZl?

Stack: TCPIP Infc Mame: ALL

LAddr: =
RAddr: 9.27.

Portnum: = * * Protocol: _ All (default)
TCP
UuppP
ICMP
0OSPF
(Number)
Truncate: B5535

To learn more about the successful
scenario, press PF4 to view the packets. —

Command >
Fl=Help i¢ Fd4=View Packets F5=Save Packets F6=Rol1l
F10=Analyze Fl12=Cancel
MA| A 02/071

‘_J;P’ Connected to remote server/host ralvmr.raleigh.ibm.com using port 23
2 e : 2ibha i
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Scenario 1: Packet Trace

_ _ SHARE
2yl Session A - [24 x 80] - g
File Edit Vie;ﬂ Corﬁmunication Actions Window Help
B 2 B = e 2t @lel
; Host: | raivmr.rateigh.1om.co Port; IT LU Name: |
] PKTTRACE Summary NTVE1
tance Autotask: I ¢
When the application completes a connection, it returns the text
“This is a successful connection.” Note the “This is *” above.
You can scroll down to view more packets.
To save the trace, specify a trace data
set name and press PF2. Press PF3 to
return to the Packet Trace Control panel.
F4=Details F5 fresh F6=Roll
- SHARE
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Scenario 1: Packet Trace

SHARE

Inchasioqy - Sornieliane + Pl

2 Session A - [24 x 80]

File: Edit View Communication Actions Window Help
|| 2% @M w6 %] 2 @

Host: | ralvmrraleighibm.co  port: | 23 LU Name: |

FKXK2CO1 Packet Trace Control LOCAL

Now, we'll investigate the failing trace to see what the differences
are between it and the working trace. Tab to the AUTTRAC4 row
and press Enter.

fj Connected to remote server/host ralvmr.raleigh.ibm.com us'ing port 23
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Scenario 1: Packet Trace s
=3 Session A - [24){8{E = : HAR

TBehaweqy = Curaitliges « Fmnd,
File: Edit View Communication Actions Window Help

B o 2 E = s 2t & ¢

Hast: | ralvmr.rale gh.ibm.co Port: | 23 LU Name: | Disconnect |

Packet Trace Details LOCAL

Task: RAUTTRA4

Start Time: 10/31/13 10:17:48 Owner: OPER1 Status: ACTIVE
Description: connectivity problem failing case

Interface Name: Any Port: Any
IP Address: Any

Payload: 65535 Protocol: Al1l

TCP

UubpP

ICMP
Total Size: Number
Records: In Use: olofolofolafolololo] g

Actions: 2=STOP 3=DISPLAY 4=END

To display the trace, type 3 and press Enter.

Menu F3=Return F6=Roll
Fl12=Cancel

Command

'*_-f" Connected to remote server/host ralvmr.raleigh.ibm.com us'ing port 23
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Scenario 1: Packet Trace

SHARE

Inchasioqy - Sornieliane + Pl

2l Session A - [24 x 80]

File Edit View Communication Actions Window Help
= B e B s R 2 @
' Host; | ralvmr.raleigh.ibm.co Port: 'T LU Name: |
FKXK2R24 Display Packet Control LOCAL
) RUTTRA4 NMP217

| |

Stack: CPIP Infc Mame: ALL
LAddr:
RAddr:

LPort: = RPort: = Protocol: _ 1l (default)

Increase the MaxRecs value to 1000 to ensure
Seeing all of the records that are needed.

(Number)
Truncate:

Press PF10 to analyze the trace and to determine if there
are any issues to be concerned about.

Fz leturn FA=View = rts F5=5ave Packets
=xtended Opts =Analyze

16/028

‘f_u,.r" Connected to remote server/host raivmr.ratéigh'.ibm.com using port 23

' SHARE
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Scenario 1: Packet Trace = 8

2 Session A - [24 x 80] =—n= S oo oo

File Edit View Communication Actions Window Help
B[ 6| 2% | (00| | '%a|%a| 2t|c®| @2
Host: | ralvmrraleighibmeco  port: [23 LU Name: |
FKXK2B10 Packet Trace Analysis LOCAL
NMP217

Trace Instance Autotask: AUTTRA4

_ TCP Sessions 20 UDP Sessions o ICMP Sessions

TCP Sessions with error flags O

Unacknowledged Syns 20 Window P
Retransmission 0 Reset F
Duplicate RAcks 0] Delayed RAcks

Zero Window Size 0]

This panel shows unacknowledged syns for session that has been started. Each
session’s packets could be viewed from this panel, but the entire trace can be
viewed at one time. Press PF3 to return to the Display Packet Control panel.

F3=Return Sessions FE6=Roll
Fl12=Cancel
MA A 05/002

| :f'.l"' Connected to remote server/host ralvmr.raleigh.ibm.com using port 23
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Scenario 1: Packet Trace

SHARE

= — — = : : TN Ieckaxeg - Cerodtlies + B
| Session A - [24 x 80] - w I = &

File Edit View Communication Actions Window Help
B B SR B @ % & @
Host: | ralvmr.raleigh.ibm.co port: | 22 LU Name: |
FKXK2R24 Display Packet Control LOCAL
Trace Instance RAutotask: AUTTRA4 NMP217

Stack: TCPIP Infc Mame: ALL
LAddr: =
RAddr: 9.27.142.109

Portnum: = LPort: =* RPort: = Protocol: _ All (default)
TCP
ubpP
ICMP
O0SPF
(Number)
Truncate:

Press PF4 to view the packets.

Command ===>

Fl=Help F3=Return Fd=View Packets F5=Save Packets F6=Rol1l
F8=Extended Opts Fl0=Analyze Fl12=Cancel

MAj A 16/028

'_.‘f‘] Connected to remote server/host raivmr.ra!éighlibm.com using port 23

2424 Complete your session evaluations online at v HAR AnaheimEval ©2014 SHARE and IBM Corporation ~ ** *'



Scenario 1: Packet Trace =

_ - — _ SHARE

‘2l Session A - [24 x 80] e N o

File Edit View Communication Actions Window Help
)| | (| B b e[| &t @]
‘1 Host: | ralvmrrateigh.ibm.co Port: | 23 LU Name: |

FKXK PKTTRACE Summary

Tr Instance RAutotask: TTRA

Ack_num
o]
~ As the packet trace analysis indicated, the individual packets show
unacknowledged SYNs. You can scroll down to view more packets.
71 n__ g oY N
B e CONNTRACER To save the trace, specify a trace datg set
— name and press PF2. Press PF3 twice to
return to the Packet Trace Details panel.
e Packets F3- Fd=Details F5=R
F9 mands ~ancel
04/002
_ j{“ Connected to remote ;e_rve_{f__f_’h_og,_f[___r:?_hi_ymr.raEéigh-.ibm.com using__port 23
- SHARE
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Scenario 1: Packet Trace e )

23 Session A - [24 x 801, . SR

File: Edit View Communication Actions Window Help

|| | B m| %] &t @2

Host: | ralvmr.raleigh.ibm.co Port: |_7'£- LU Mame: | Disconnect |

FKXK2C02 Packet Trace Details LOCAL

Stack: TCPIP Task: RAUTTRA4

Start Time: 10/31/13 10:17:48 Owner: OPER1 Status: ACTIVE
Description: connectivity problem failing case

Interface Name: Any Port: Any
IP Address:

Payload: 655 A1l

TCP

uppP

ICMP
Total Size: 50M Number
Records: 1693 1 2 olofolofolafolololo] g

Actions: 2=STOP 3=DISPLAY 4=END

- To stop the trace, type 2 and press Enter. Specifying 4 ends the
--main e trace and frees the trace records — be sure that you are done. ©
ris—vancel

227015

'*_-f" Connected to remote server/host ralvmr.raleigh.ibm.com us'ing port 23
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Scenario Summary L7

« The packet trace comparison between the working and failing results provides
enough information to continue to the next step of your diagnosis.

* |s it the application?
* |s it something with that specific TCP/IP request?

a® .
L ]
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Packet Trace Summary L

« Packet trace can be controlled through the global trace or multiple
instance traces

= Support for multi-trace function shipped with z/0S Communications
Server V2.1

= Multiple traces can be started to trace specific parts of a network, eliminating
extraneous data from data sets . Traces can be saved in CTRACE format for
further analysis in IPCS.

a® .
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—> + Consolidated Logging
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Consolidated Log Browse with NetView V6.1 -~~~

Netlog Syslog

i Consolidated / i
\ log

CANZLOG

—
/ NetView
console

CANZLOG = Consolidated Audit, NetView and z/OS LOG .
30 :_SI'!ABE
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Consolidated Log Browse with NetView V6.2 -

Netlog Syslog

i Consolidated / i
\ log

Remote . \
CANZLOG CANZLOG ,/ NetView
. Il console

CANZLOG = Consolidated Audit, NetView and z/OS LOG .
31 :_SI'!ABE
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Canzlog Enhancements

Recording of messages before NetView SSI initializes
(Early IPL)

Truncation of verbose MLWTOs
Remote browse support

New formatting options

Relative time filter

a® e »
L ]
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Early IPL messages

» Canzlog can be used to view the system log messages
that were issued before the NetView subsystem was
Initialized. To enable these pre-initialization messages
to be written to the Canzlog, add the statement below to

the PROGxx member:

EXIT ADD EXITNAME(CNZ_MSGTOSYSLOG) MODNAME(DSI4LCUI)
Note that DSI4LCUI resides in LPA

* The pre-initialization messages are logged with an
address space type (ASTYPE) value of E.

Indicates how the address space was started (job type).

E specifies that the address space is a system address space that is started
before the NetView subsystem is initialized.

a® e 5
%
- SHARE
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Scenario 1: Early IPL and Missing Symbolics *"2%%

« Scenario;

« A system symbolic is not getting set correctly. It should be in one of the
IEASYMxx members, but the user diagnosing the problem is not familiar
with the PARMLIB concatenation sequence.

- Additionally, the current syslog does not contains the messages from IPL
« Resolution steps:

« Using automation on “early IPL” messages, the user can quickly see what
the IEASYMxx members are, as well as in which PARMLIB data sets the
member resides.

- From that point, the contents of the IEASYMxx members can be reviewed
and fixed appropriately.

a® e 5
%
: SHARE
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Scenario 1: Configuration and Automation

Automation Table segment
IF MSGID = ’IEE252I' & ACQUIRE(’ASTYPE’) = 'E’

EXEC(CMD(’CKSYMS’) ROUTE(ONE ?PRIMARY));

Simple REXX exec called CKSYMS: We will look for “System

symbolic memberis ...” in Canzlog after NetView has initialized.

/% REXX exel
iNMSGT xt M
muyumembe
muydataset

et '
UpsSstryiymumemope

l I FAUT tl MASTER MaxAge indicates the disposition of
rRecvBrdcst YES MVS messages that are marked for
Kol .E'r. sclCodes i1 2 1 automation while the NetView program
a. Automation Yes or the subsystem router task (CNMCSSIR)
g.Automation. MaxAge 180 is inactive. If the age of a queued message
g. Automation. Oldtag « MOnrt «] exceeds the value of the MaxAge
lesignato statement, the message is not submitted
' for automation by the NetView program.

3535 Complete your session evaluations online at www.SHARE.org/AnaheimEval © 2014 SHARE and IBM Corporation
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Scenario 1: IPL Time

Output from D IPLINFO command

NetView VBRZ2 - NM Tivoli NetView NTVAF NETOP1
¥ NTVAF D IPLINFO

3636 Complete your session evaluations online at www.SHARE.org/AnaheimEval © 2014 SHARE and IBM Corporation LT
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Scenario 1: LOCATE time frame S =

ERrAEl (VS (z/05) messages FILTER=MVSMSGS 03/12/14 11:48:34 -- 11:49:04 |t

BNH914I Long message truncated by 7 lines - use SHOWTEXT

F

BNH9141 Long message truncated by 9 lines - use SHOWTERT

Issue LOCATE command a
few seconds before IPL.

BNH914I Long message truncated by 3 lines - use SHOWTEWT

CMD==> | |

: SHARE
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- 1.We receive messages
from the beginning of the IPL.

2. REXX exec CKSYMS is
driven from the automation
message |IEE252I.

11:46:40 IEROOBI SYSTEM PARMS FOLLOW FOR z/05 02.01.00 HBBT
IEASYSOO
IERSYSBK
IEASYSH1




Scenario 1: Results of Automation

SHARE

Messages from CKSYMS exec
=TerANll [1VS & local NetView messages FILTER=LOG [REKESSerE TN EEE b S ]
11:47:59 EZL116I NVPOLICY BEING USED FOR THE CONFIGURATION TARBLE

:47:59 EZL601I POLICY FILE EZLCFGO1 NOT LOARDED, AON TOWER MOT ENARBLED

- System symbolic member is IERASYMEBO in data set SYS1.PARMLIEB

+47:59 DUI275I BEGIN PROCESSING NMCSTATUS POLICY DEFINITIONS DEFINED IN MEMBER

:47:99 EZLBO411 UNARBLE TO FIND * NMCS TATUS

:47:59 |System symbolic member is IEASYMUOK in data set COMMON.PARRML IB

:47:99 DUIZ76l END PROCESSING NMCSTATUS POLICY DEFINITIONS DEFINED IN MEMBER DU

:47:59 DUIZ289I COMMAND NMCPINIT COMPLETED WITH RETURN CODE 1@

147 member is IEASYMU1l in data set USER.PARMLIEB

- SHARE
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Scenario 2 — Text hidden due to truncation Rrane

« Scenario:

« User does a “find” command in Canzlog for a string and the
user is sent to a “truncated” message entry, but cannot see
the search string.

» Resolution Steps:

« Use the SHOWTEXT (PF2) function to see the entire
message.

L R
.
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Scenario 2: Find message stringc

(=L kANl [11YS & local NetView messages FILTER=LOG

BNH914I Long message truncated by & lines - use SHOWTEXT

BNH914I Long message truncated by 9 lines - use SHOWTEXT
BNH6B4I CONNECT REQUEST FRILED, ERRNO = 6@

CNM4931 AQNSACTA : #0000153 : CNMEXCON TYPE=CHCKADAT
CNM4931 RQNSACTA : #0000153 : ARQNE1QOD

BNH741I REMOTE OPERATIONS FOR USIBMNT.NTVEGS TERMINATED
CHM4931 AQNSACTA : #0000128 : AQNSTORP

BNH558E UNARBLE TO CONTACT MONPLEX1 USING NTVEGBTST

BNH6541 COMMON GLOBAL VARIABLE CHMSTYLE.RMTSYN.JOE HAS INVALID WALUE:
BR LOG

BR LOG
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Scenario 2: Found message is truncated

(=rAll [1VS & local NetView messages FILTER=LOG [REEePrs Tl Ey kP Hy L EN R
19:13:52 EZDB181I NETSTAT CS V2R1 TCPIP 864

BNHY914I Long message truncated by 77 lines - use SHOWTEXT
2 BR LOG
To display the entire

BNHSSSE UNABLE TO CONTACT MONPLEX1 USINGHMESsagelextplace

9 BNHE54I COMMON GLOBAL VARIABLE CNMSTYLE . CUFSOr anywhere within® .

, TH2REENY, TE2OEENY, DSILOG mMessage text and press
[ECOTAI V5A 1.D5ILOGP, VSAM - PF2 (SHOWTEXT).

9:14:19 DWO5201 DSILOG : VSAM DATASET ’CLOSE’ COMPLEIED, DUDNAME = ' DSILUGP’ RETU
9:14:19 DSISS6I DSILOG : VSAM DATASET ’CLOSE’ COMPLETED, DDNAME = ’DSILOGP’ RETU
9:14:19 DSISS6I DSILOG : YSAM DATASET ’OPEN’ COMPLETED, DDNAME = ’DSILOGS’ RETUR

:14:19 DSIS47I DSILOG : SECONDARY VSAM DATA SET IS NOW ACTIVE
9:14:43 BNH6B4I CONNECT REQUEST FAILED, ERRNO = 60
9:14:43 CNM4931 AQNSACTA : #0000153 : CNMEXCON TYPE=CHCKADAT
9:14:43 CNM4931 AQNSACTA : #0000153 : AQNE1000

9:14:43 BNH7411 REMOTE OPERATIONS FOR USIBMNT.NTVEG TERMINATED
9:14:43 CNM4931 AQNSACTA : #0000128 : AQNSTORP
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Scearlo 2: View truncated message

BEFull message text, CZID=23732

All 83 lines are now displayed.
Where is IPSECURITY?
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Scenarlo 2: View truncated messa

[ Full message tewt, C?ID ?3?7“
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Canzlog Remote Browse REnDE

« The updated BR command can accept a remote domain, a remote alias, a
Canzlog group, or a sysplex name.

- The BR command can browse a member from a remote domain, such as the
CNMSTYLE member

- A Canzlog group, a set of arbitrary NetView domains in the enterprise, can be
defined in the CNMSTYLE member

- The Canzlog panel has been updated to accept a remote Canzlog browse
request (Target)

» A browse request for a particular sysplex might not require RMTSYN statements
or the ENT.GROUP statement to be defined in the CNMSTYLE member. If you
are using NetView's XCF group function, that will be used to browse domains in
a sysplex.

a® e 5
%
: SHARE
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Canzlog GROUP browse it

« The Canzlog BR command can be used to browse a Canzlog from multiple
domains

- The messages from all the domains are consolidated into one log
* The messages in the log are sorted by time

« Use the new DEFAULTS/OVERRIDE CZFORMAT command to specify
ORIGIN in front of each message

- Additional filter options can be specified

- A filter name, if used, is resolved on the local side before making the remote
request

L R
.
: SHARE
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Canzlog: browse remote log

EIlAIiE
Ei‘] Session B - [24 x 80] PN % =
File Edit VMiew Communication Actions Window Help
BE 20 Blm @ b 2] el ‘
Host: | TIVIP35.TIVLABRALE  port: | 2023 LU Name; |

Tivoli NetView CNMO3 LARRY 04/16/13 11:00:08

Use the new “<" syntax to indicate
the remote browse target from the

command line Read it as “from”.
log < cnmB1__

.'f_{ﬂ Connected to remote server/host TIVLP35. TIVLAB.RALEIGH.IBM.COM using lu/poal NTC00004 and | E
L e,
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Canzlog: Remote Log Browsing

CNMKCZLG Specity Canzlog Filters

EI'IAIIE

From: To: 04/08/13 14:50:57%
For: 1D OH OM

Tag: MSGID:
Jobname : Jobid:
ASID: ASType:
Console: Route Code:
Domain: system ID:
AutoTok : Desc Code:
AuthUser: AuthGroup:
Opid: UCHARS:
CHKey: LTOKey:
Text - case sensitive; faster search:

Text - case insensitive; slower search:

cnmo 1 Use the Target field in the Canzlog

Name: Hemark : Filters panel.

Target:

TO SEE YOUR KEY SETTINGS, ENTER 'DISPFK'
CMD==>
Target: aremote NetView instance. Can be:
 a NetView domain name
« Group name
« Sysplex name nes
* an alias defined using the RMTSYN and RMTALIAS statements in stylesheet. SHARE
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Scenario 3: DDVIPA Configuration Changes

e Scenario:

All 3 systems in PLEX1 need to
add a Sysplex Distributor. The
changes are all scheduled to
occur at the same time, 2 of the
new Sysplex Distributor IP
addresses are not working.

» Resolution steps:

49 complete your session evaluations online at www.SHARE.org

Using the Canzlog remote
browse GROUP function from an
enterprise master NetView, see
why the DDVIPA configuration
changes did not work on all 3
systems in the sysplex.

Also, take advantage of new
CZFORMAT option (ORIGIN)
and the new relative time filter.

F.1,.

AnaheimEval

SHARE
Enterprise Master
(Master — NMPIPL47)
L
/ v S
L L )
| NMPIPL12 | | NMP190 | NMPIPL10
| Sysplex NVDPLEX1 I
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Scenario 3: GROUP information

NMPIPL47 RMTSYN and ENT.GROUP definitions

NMPIP

HH[-‘ 190. TIVLAB.RALEIGH, 1BHM

[P.NTV?74
NMPIPL10.TIVLAB.
[P.NTV?70
NMPIFPL30.TIVI
I[P _NIVER

NTV7ATST NTV74TST NTV70TS]

RALEIGH.

iB. RALEIGH.

QRYGROUP Output

NetView VBR2 - NM

¥ NTVAF QRYGROUP
C NTVAF

CNM10BI The list of groups stored in COMMON
PLEX1

* NTVAF
C NTVAF
CHM100I The list of members
NTVTATST

NTVTOTST

NTVT4TST

Tivoli NetView NTVAF NETOP1

QRYGROUP PLEX1

stored in PLEX1

5050 Complete your session evaluations online at www.SHARE .org/AnaheimEval
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IBM.COM/ 40272

USTBMNT

ON USIBMNI

OM/74022 ON USIBMNI

ON USIBMNT
Issue RESTYLE ENT to dynamically
add a GROUP.

ENT.GROUP.groupname defines a
group of local or remote NetView
instances. You can use a group to
define a logical cluster of NetView
instances; you can then use the group

with the BROWSE command to see
data from all NetView instances in the
cluster. A group can include specific
NetView domains, sysplexes, and other

groups.
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Scenario 3: Relative Time

CHNMIKI

From:

For: .

Tag: MSGID:
Jobname : Jobid:
ASID: ASType:
Console: Route Code:
Domain: Suystem ID:
AutoTok: Desc Code:
AuthUser : AuthGroup:
Opid: UCHARS:
CHKey: WTOKey:
Text - case sensitive; faster search:

Text - case insensitive; slower search:

Timer for OBEYFILES to add new sysplex distributors was
set to run at 23:15:00 on 03/11/14. Immediate results are
the desired display, so only 1 minute from 23:15:00 is
specified.

Target:
Name : Remarlk :

TO SEE YOUR KEY SETTINGS, ENTER 'DISPFK’
CMD==>
For on this panel specifies the duration of the span of time to be included. Use the For
field if you want to specify the time span in terms of duration rather than specifying the
the start and end times.
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Scenario 3: Filtered Results

=L FALE [ arget=PLEX]L FROM="B3/11/14 23:11:00" TO-UEESSES!

CHD==> _

. SHARE
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Summary

- CANZLOG brings together syslog and netlog messages, from local
and/or remote systems

* Very robust, flexible filtering

* Any message attribute or combination
“What happened over the weekend?”

“Show me all the IEF123 messages.”

“I need to see all the ABC* and DEF* messages from jobs JOB1 and JOB2
during first shift last Tuesday with descriptor code 2.”

« Scope
Common: available to all operators (subject to authorization check)
Task: available only to operator who defined them

« Actions

Save: save filter to storage and on disk
Replace: replace an existing filter in storage and on disk
Delete: delete filter from storage and disk

- Seamless archiving and retrieval

- Export to IBM Service
53 : SHARE
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More Information == 5

NetView website
http://www.ibm.com/software/tivoli/products/netview-zos/

NetView customer forum
http://tech.groups.yahoo.com/group/NetView/

NetView wiki

https://www.ibm.com/developerworks/mydeveloperworks/wikis/home?lang
=en#/wiki/Tivoli+System+z+Monitoring+and+Application+Management/pa
ge/Tivoli+NetView+for+zOS

NetView media gallery

https://www.ibm.com/developerworks/mydeveloperworks/wikis/home?lang
=en#/wiki/Tivoli+System+z+Monitoring+and+Application+Management/pa
ge/Media+Gallery+for+Tivoli+NetView+for+zOS

NetView documentation

https://www.ibm.com/developerworks/wikis/display/tivolidoccentral/Tivoli+
NetView+for+zOS

L R
L]
54 - SHARE
Complete your session evaluations online at www.SHARE.org/AnaheimEval © 2014 SHARE and IBM Corporation “eae®



Please fill out your session evaluation i = 3

» Problem Solving Scenarios with NetView for z/OS
» Session # 14926
* QR Code:
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Tivoli® System z® Sessions at SHARE i =

SHARE
Monday e
3:00 14872: z/OS® Communications Server and NetView® for z/OS DVIPA (Dynamic Virtual IP
Addressing) Management Grand Ballroom, Salon H
Tuesday
9:30 14907: New IBM Automation Control for z/OS - Replacing Manual Scripting
with Policies Orange County, Salon 2
Wednesday
Thursday
9:30 14926: Problem Solving Scenarios with NetView for z/OS Grand Ballroom, Salon K
3:00 14871. What's New(er) for z/OS Network Performance Monitoring with
OMEGAMON: 5.1.1 releases Grand Ballroom, Salon K
4:30 15273: OMEGAMON Thresholds, Profiles, and User Interfaces Orange County, Salon 1
Friday
9:30 14904: System Automation for z/OS: Beginner's Hands-On Lab
Platinum Ballroom, Salon 7
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