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Abstract SHARE

CICS TS V5.1 offers a fast and lightweight Java™ web container,
providing developers with the rich features of Java Servlet and JavaServer
Pages (JSP) specifications, and fast local access to your existing CICS
applications and data. Built on WebSphere® Application Server Liberty
profile technology, this web container runs in the CICS JVM server
environment. A wide range of Java development tools can be used to
develop web applications, such as WebSphere Application Server
Developer Tools for Eclipse (WDT), and Rational® Developer for System
z. This session will demonstrate these features and show the integration
between the web container and CICS resources.
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Agenda

Technglogy + Coraecligns - Resulls

. Java Update for CICS TS

. What is Liberty?

. Liberty in CICS

. Deeper look at Liberty Technology in CICS
. Future Direction and Summary
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3 - SHARE
Complete your session evaluations online at www.SHARE.org/AnaheimEval ®oee®



Java Update suane

® Java 7 (64-bit) JVMServer
B' Equinox 3.7 as the OSGi framework.
— Implements the OSGi R4.3 specification
M WAS Liberty Profile 8.5.0 based Web Container
IBM CICS SDK for WebSphere Application Server Liberty profile v5.1
Eclipse 3.6.2

=

Java*7 o Ve i
Standard Edition @p =5 g(gumox
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Introduction to the CICS Java Web
Container based on WAS Liberty
technology
: -::;;lARE
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What's Liberty?

: {:SI-iARE
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WebSphere Application Server: e )

SHARE

15 Years of Leadership and
Trusted Delive WAS V8.5

Lightweight Liberty
WAS V8 Beta, GA profile

Web 2.0 & Mobile FEP Intelligent Management
WAS v8.5 Alpha, Beta Java SE 7

Migration Toolkit Refres

WAS Tooling Bundles

WAS V7 & V6.1 WAS V8.5 Beta
Feature Packs 2
(including
J2EE1.4 lightweight

WAS V6.1
WAS V8 Alpha, Beta

WAS V7 Feature WAS V7 Feature Packs
Packs (OSGi, JPA 2.0, Modern
(XML, CEA, SCA) | Batch,CEA, Dynamic
SAML & WOLA Scripting, WOLA IMS)
WAS HV Refresh
Migration Toolkit Refres
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WebSphere.

If this is tWAS...

...this is Liberty (WAS) ...80 is this - % ..oreven this!

8
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What is the ‘Liberty’ Profile?

A lightweight, dynamic, composable runtime

Lightweight
Server install is only about 55 MB
Extremely fast server starts — typically well under 5 seconds
Dynamic
Available features are user selected and can change at runtime
Restarts are not required for server configuration changes

Composable

Features are implemented as loosely coupled components with lazily
resolved optional and mandatory dependencies

The availability of features and components determines what Liberty can do

and what’s available to applications
SHARE
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Configuration by Exception
" This is the entire configuration needed to run Liberty as a Web-container
with Servlet support.
<server description="new server":
<featureManager>
<feature>servlet-3.0</feature>
</featureManager>
\
<application 1d="BasicWeb" location="BasicWeb.war"
hame="BasicWEb" type="war"/>
</server>
10 : SHARE
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Features control

Lightweight Configuration what's available in

the runtime.
<server description=“ftradeliteserver’s
<featuremanagers
<feature>jsp-2.2«/fTeaturex>
<feature>jdbc-4.0</feature>
</featuremanager:

Singleton configurations specify
properties for runtime serwces

<logging consoleLoglLevel="INFO" /> Instance configurations allow
multiple instances of resources

<application type="war”
id="tradalite”
name="tradelite”

location="${shared.app.dir} /webcontainegi NN e

implement an extensible
onfiguration model

<include location="jdbc-drivers.xml" /=
<include location="§{user.home} custom.xml" optional= "1 !
References can be used in

multiple elements to point to
«<datasource id="jdbc/DerbyTradepatasource” d share a common definition
indiName="7dbc/Tradebatasouvice"”
jdbebriverref="perbyembedded' >
<properties databaseName="§{shared.resource.dir}/data/tradedb"” />
</datasource>
</servers

ARE
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Technglogy + Coraecligns - Resulls

= “CICS TS V5.1 offers a fast and lightweight Java
web container, providing developers with the rich
features of the Java Servlet and JavaServer Pages
(JSP) specifications, and fast local access to your
existing CICS applications and data. Built on
WebSphere Application Server Liberty technology,
this web container runs in the CICS JVM server
environment. A wide range of Java development
tools can be used to develop web applications, such
as WebSphere Application Server Developer Tools
for Eclipse (WDT), and Rational Developer for
System z. “
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Liberty on z/OS — start-up time

Performance: Start-up time — 3.2 seconds!
Server Startup — Elapsed Server Startup — CPU
25.00 25.00
21.60 21.20

20.00 20.00 -
5 5
5 g
2 1500 @ 15.00
5 5
8 | 8
;2 10.00 - 6.8x é 10.00 -
S S
3 o 3

5.00 A 5.00

3.18
0.00 0.00
Traditional Liberty Traditional Liberty

* Liberty — 64bit IBM Java 6.0.1, 64/64MB min/max heap, 60MB shared class cache, TradelLite

installed
* Traditional — 64bit IBM Java 6.0.1, 1SR,128/256MB min/max CR heap, 256/512MB min/max SR

heap, 75MB CR shared class cache 75MB SR shared class cache, no applications mSta”e%HARE
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Liberty on z/OS — memory footprint suARE

Technglogy + Coraecligns - Resulls

Performance: Memory footprint — 80% reduction

Server Footprint

450

400

350

300

250

200 5.2x

150

MB — Lower is better

100

50

Traditional Liberty

* Liberty — 64bit IBM Java 6.0.1, 64/64MB min/max heap, 60MB shared class cache, TradeLite

installed
* Traditional — 64bit IBM Java 6.0.1, 1SR,128/256MB min/max CR heap, 256/512MB min/max SR
heap, 75MB CR shared class cache, 75MB SR shared class cache, no applications installed** °+
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Benefits for CICS

" Provides “off the shelf” Web-server capabilities (JSPs and
Servlets)

" Potential to re-use even more WebSphere technology in CICS.

= JSP and Web servlets have direct, local, access to CICS data
and resources.

" Servlets can take advantage of existing CICS OSGi applications
to provide a Dynamic Web front end.

AAAN
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Create a JVM server resource in -
Explorer, CEDA, or CPSM.

[®] New JVM Server Definion . — L@ij

Create J¥M Server Definition p—p
| &b
CICSplex: IYK37IH1
[¥] Region (CSD) IYK37IH1
Resource Group: LIBERTY
Mame: LIBERTY1
Description: My Liberty JVM server

Enabled Status: ENABLED -

LE Runtime Options Program: DFHAXRO

VM Profile: DFHWLP
Open editor

@ Einish l [ Cancel ]
- .o ® LI
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Configure the JVMProfile @~

- Copy the sample DFHWLP
- Check JAVA HOME is correct.

- Uncomment the WLP_SERVER HTTP PORT and choose
a unique port number.

- Point your JVM server definition at the new JVMProfile

e® LI
20 - SHARE
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Enable the JVM server

¢ IVM Server (LIBERTY1) &3 =0
VM Server (LIBERTY1)
é Aftributes =
& IYK3ZIH1 » €91YK37ZIH1 » & LIBERTY1 ~
Property Value |
Basic 7
Basdefinever 0
CICS Release E680
Enable Status ENABLED —
VM Created (GMT) 13-Sep-2012 21:29:34
WM Created (Local time) 13-5ep-2012 22:29:24
WM Profile DFHWLP
VM Profile Directory Sufivanh/IVIMProfiles
LERUNOPTS DFHAXRO
Mame LIBERTY1
PID 830953264
Region IYK3ZIH1
Use Count 1
VM Heap
GC Events (Major) 3
GC Events (Minor) 58 Ll
Attributes
°® ®e,
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Liberty is running! (check the logs).

Server defaultServer created.

Launching defaultServer (wlp-1.0.0.20120428-1251/websphere-kernel 1.0.0) on
IBM J9 VM, version pmz6470sr1-20120302 01 (SR1) (en_US)

[AUDIT ] CWWKEOOO1lI: The server defaultServer has been launched.

[AUDIT ] CWWKGO0028A: Processing included configuration resource:
file:/u/ivanh/IYK3ZIH1/LIBERTY1l/wlp/usr/servers/defaultServer/installedApp
s.xml

[AUDIT ] CWWKG0028A: Processing included configuration resource:
file:/u/ivanh/IYK3ZIH1/LIBERTY1l/wlp/usr/servers/defaultServer/cicsSecurity
.xXml

[AUDIT ] CWWKZ0058I: Monitoring dropins for applications.

[AUDIT ] CWWKFO0011I: The server defaultServer is ready to run a smarter
planet.

[ ]
22 - SHARE
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Foundation is Eclipse

Install Eclipse 4.2.2 (Juno) preferably JEE version, but
Classic will suffice.

* Windows

* Linux

http://www.eclipse.org/downloads/packages/eclipse-ide-
java-ee-developers/junosr2

&

-
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Install IBM CICS SDK for WebSphere N
Application Server Liberty profile v5.1 s

http://www.ibm.com/support/docview.wss?rs=1083&uid=swg24033579

[ @ insta AT e—— o L D) e |
Add CICS SDK to Eclipse.

Available Software

3 A
Check the items that you wish to install. :)f
L4 Vi a I n Stal Iati O n M a n ag e r ( I M ) Work wi‘[h:‘3 cs.ts.explorerv5100/base-latest/update.site.sdk/ [iRg Add...

. . “ Find more software by working with the "Available Software Sites” preferences.
* Via Eclipse “"Help->Add New

Software” (P2) | | rame

D@ IBM CICS SDK for WebSphere Application Server Liberty profile transl _

° D | reCt d own Ioad || IBM CICS SDK for WebSphere Application Server Liberty profile v5.1 =

-

-~

€| 1 3

| SelectAll || DeselectAll

Details

IBM CICS SDK for WebSphere Application Server Liberty profile i

Show only the latest versions of available software [ Hide items that are already i

Group items by category What is already installed?

[¥] Contact all update sites during install to find required software

@:l < Back Next =

FEinish Cancel

24
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Create a Dynamic Web Project, or =
choose one of the Examples = A

.
@] New Bample 0 L | (=]

Select a wizard —>

Wizards:
type filter text

4 = CICS Examples &

:» = Event Binding

ava

4 = Liberty profile
51 CICS Hello World
1 CICS Java Database Connectivity (JDBC)
1 CICS projects for Temporary Storage Queue (TSQ)
| 4 = XML

\ /

111

@:‘ < Back MNext = Einish Cancel
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JSP/Serv

lets plus JCICS/JDBC/Cobol Y

File Edit Source Refactor Mavigate Search Project Run Window Help

Jf‘jv J@, J - G Q- J 4 J = - JfPI s PN JG' e J & CrashReporterl T *®JavaEE »
EE Team 2 %t Team} B Myww Feed} =0 |@ HelloWorld java (@ Tsginfojava 52 index jsp 1 =0
All Project and Team Areas (60 of 91 areas selected) 22 1:;'- i i b =
o e [m & [ &l 23 = public TsgInfo() { =
 Ca R eo— = m24 super(};
() A T Ay 25 // TODO Auto-generated constructor stub
+ [ CICS Development and Service Environment [jazz1|| 26 1 -
+ [ CICS RFE Project jazz104.hursley.ibm.com] gz -
* & CICS TS for zOS [jazz104 hursley.ibm.com] 29 ¥ @see HttpServlet#doGet(HttpServletRequest request, HttpServletResponse response)
+ 87 COBOL Container for WAS [jazz104.hursley.ibm.cor _50 . - - -
&Y Ecli Tooling Devel t[jazz104.hursley.ib 31 © [protected void doGet(HttpServletRequest request, HttpServlietResponse response) throws ServletException, IOException {] =
L clipse loohng Development [jJazz nursley.abm. 32
+ [& SCM CICS TS for z0S [jazz104 hursley.ibm.com] 33 // obtain the input values from the request
+ G Debug j;l String tsq = request.getParameter("tsqg"}; _
+ Ly Favorites :56 System.out.println("Tsq INFO 1s: " + tsq);
+ @ Feeds 37 —
+ (73 My Repository Workspaces 39 lm tsqQ = new 'm();l
+ &5 My Team Areas 40 o 7 =
+ 63 work . 41
% Work Item History 42 int length = 8;
43 try{ =
44 length = tsqgQ.readltem(l, new ItemHolder());
45 } catch({Exception e){
46 e.printStackTrace();
47 1
48
[ ] 49 String name = "=name=" + tsqQ.getName() + "</name=";
- = 50 String type = "<type=" + tsqQ.getType().toString() + "=/type=";
&5 Project Explore 22 ﬁRemOteSVStew Bl 51 e B b £ S e s EE oy e —
0 & [ i gi String lenStr = "<length>" + length + "</length>";
- [=WebContent 54 //System.out.println("Tsq SYSID is: " + tsqQ.getSysId(});
' (= images 22
(= META-INF 57 response.getOutputStream() .write("<info=".getBytes());
* = WEB-INF - .
- : 59 response.getOutputStream().write(name.getBytes());
B indexjsp 60 response.getOutputStream() .write(type.getBytes()); =
response jsp 61 //response.getOutputStream().write(sysID.getBytes()); -
) 62 response.getOutputStream() .write(lenStr.getBytes());
splatjsp =
* = HostConnectProjectFiles [ ]
+ 1= org.example.mysql 22 Chang (@3 Tag Cl (Ej\u Work | ﬁ_;_\ Probl (&E‘ Builds (Fa Repo (ﬁ%‘ Antz (E_H Histor (EI Prope (jﬁ Remo (E Progr (A Pendi (‘?5. Navig (E Cons (ﬁ Team &3 & Searc} i
bl j ~ -
gorg.example.mysql.w 4 @ - oo ” o = =
J RTC-LP
+ 1= Tivoli CDM
[ ]
[E5=|search for ID or Text ,g 127 CICS TS for z0S J e [Writable [ Smart Insert [ 53:13 J J - J <No Current Work=




Export the CICS bundle project

F

27

Eﬂ Plug-in Development - Eclipse

File Edit Source Refactor Navigai
il g
F e o w % <::I - -

f# Package Explorer 2 - 2 Plug-inﬂ
- = comibm.cics.server.examplewlp
& com.ibm.cics.server.example.wlp
- =2 comibm.cics.server.examplewlp
: 2% com.ibm.cics.server.example.wlp
- 4 comibm.cics.server.examplewlp

o* [ZE01001 Connected user L.

X EF oy f

% m [

NEw
Go Into

Open in New Window
Show In

Copy
Copy Qualified Mame

Paste
Delete

Remove from Context
Build Path
Refactor

Import...
Export...
Export Bundle Project to z/0S UNIX File System...

Refresh

Close Project

Close Unrelated Projects
Assign Working Sets...

Validate

Show in Remote Systems view
Run As

Debug As

Complete your session evaluations online at www.SHARE.org/AnaheimEval
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Alt+Shift+W *
Ctrl+C

Ctrl+V
Delete

Ctrl+Alt+Shift+Down
3

Alt+Shift=T»
F5
. E
3
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Pick a zFS location for the CICS bundle s

SHARE

project

Export Bundle

Select bundle project to export as well as its destination.

@
Bundle project: k0m.ibm.cic5.ser\fer.example.wlp.tsq.bundle Browse...
Connection: @ ¥ winmvs2c

Parent Directory: fufivanh/bundles/ =

0 com.ibm.cics.jvmserver.bundle
0 com.ibm.cics.rainbow

I 2 com.ibm.cics.rainbow? i
0 com.ibm.cics.server.example.wlp.hellobundle_1.0.0 i
0 com.ibm.cics.server.examplewlp.tsg.bundle_1.0.0
0 com.splat

2 IvanNewBundle

Bundle Directory: /u/ivanh/bundles/com.ibm.cics.server.example.wlp.tsq.bundle_1.0.0
Options
Clear existing contents of Bundle directory

@ Mext = [ Finish ] [ Cancel l *°%
28 i _ : SHARE
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Create a CICS bundle definition to -
control the life-cycle of the Application = e

E.] New Bundle Definition l"‘—' (=] iﬁj
Create Bundle Definition <P
&
CICSplex: IYK37IH1
[¥] Region (CSD)  IYK3ZIH1
Resource Group: LIBERTY
MName: MYAPP
Description: My first Web Application
Bundle Directory: /Jufivanh/bundles/com.ibm.cics.serverexamplewlp.hellobu =
ndle_1.0.0/ "
[¥] Open editor
@:‘ Finish ] l Cancel
°® Seo,
[
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Install the CICS bundle definition

@ Perform Operation ﬂ
= - — [
Perform INSTALL Operation @
INSTALL operation will be performed on 1 items in the execution queue .E.
CICSplex: |IYK3ZIH1 | | s IVAN
Target
V]9 IvK3ZIH1
@ OK J [ Cancel
.. LR ] °
[
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Run the applicationt = A

[AUDIT ] CWWKTO0016l: Web application available (default_host):
http://winmvs2c.hursley.ibm.com:27245/com.ibm.cics.server.example.wlp.tsq.web/

J {1 TSQ Interface

€ [ winmvs2c.hursley.ibm.com:27245/com e | [*8- Google Pl B

.,
——

WebSphere Application Server Liberty Profile TSQ
Interface

Use this application to manage your T5Qs. This interface allows you to:

« WWrite to a TSQ
* Browse a TS5Q

* Delete a TSQ
TSQ: Name: Type:
Record: ltems:

| Wiite TSQ || Browse TSQ || Delete TSQ |

iSHARE

Complete your session evaluations online at www.SHARE.org/AnaheimEval N ] ege”

31




HARE

Technglogy + Coraecligns - Resulls

Putting it all together

Eclipse with Liberty Tools
e zFS

|& | 0 @

extclears both; pading-top: Spx></diis |
& chang [ Tag o ] Work1 [ Probl |5 Buids [CyRepo (e antz | = Histor = Prope 4 Remo |21 Prour | A Pendi <= Navig (B Cons [@ Team 32 ' seare =0 Z O S m
3¢5 o [lE %~

e —
G [revchoooror o [EcosTalonos | 0 bl Smartinsert [ 1:1 [ | o cumentwarks

[ell © winmvs2c hursleyibm.com.28212/HelloWorld/

i I

£y I CIcSdev

™\ Community U S e
WebSphere Liberty Profile for CICS TSQ Interface /
/ /

Use this application to manage your TSQs. This interface allows you to: / /
—] + Write to a TSQ /
B — + Browse a TSQ

Re ‘TSQ + Delete a TSQ

/

=
2

CICS

wi Req 70 | Name Type tems \ Resou rces
T (wil Record |
- 1 Write TSQ || Browse TSQ || Delste TSQ ~
2 L SHARE
®
., .e®
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Principles

As little customization as we can get away with.

Do things the Liberty way first, and if appropriate, only the Liberty
way.

Ensure Server.xml can be configured dynamically by the user.
Support Liberty monitored drop-ins directory for applications.

Provide CICS enhancements only where absolutely necessary (Security,
Tasks, JDBC, MQ)

Provide End-to-end Development and Deployment experience to enable
non-mainframe professionals to develop for CICS.

Fully compatible with existing CICS OSGi Java applications running
within the same JVM server.

&a L eks
[
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Specifications and Standards =~ Rt

Java 7 (64-bit)
Equinox 3.7 as the OSGi framework.

Implements the OSGi R4.3 specification
WAS Liberty Profile 8.5.0

IBM CICS SDK for WebSphere Application Server Liberty profile v5.1
Eclipse 3.6.2

Java*7 o Ve i
Standard Edition @p =5 g(gumox

Complete your session evaluations online at www.SHARE.org/AnaheimEval
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Hybrid Threads

CICS

URIMAP

Y

Technslogy « Corneclions « Resulls

Thread Dispatcher
(task generator)

XMAT attach .

ham\

LE enclave

JDBC
Link to COBOL
Etc.

--f—

Complete your session evaluations online at www.SHARE.org/AnaheimEval
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'Standard’ CICS Listener Pattern S s

Technglogy + Coraecligns - Resulls

CICS

URIMAP

Thread Dispatcher
(task generator)

XMAT
m
ange-mode

Complete your session evaluations online at www.SHARE.org/AnaheimEval
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JCICS - ExecutorService

" Thread.start equivalent (from Java concurrency package)
" A standard Java pattern for dispatching runnable code to threads.

" CICS provides “CICSExecutorService” - to create CICS capable
threads.

" CICSExecutorService registered with OSGi registry, can be obtained
and used by 'vendor' products and applications.

" A convenience method provided called
“CICSExecutorService.runAsCICS()”

" Liberty requests an ExecutorService from the OSGi service
registry.When running in CICS JVM server, it is given the
CICSExecutorService which produces JCICS enabled threads for
Liberty to run servlets on.

e®e
™ [ ]
[ ]
38 - SHARE
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Benefits of Hybrid Threads e

"Each 'Invocation’ (think Servlet Request) on a Hybrid Thread is also
a CICS Transaction (Has a Tranid, Task Context etc).

" This gives you

—A single common Transaction (UOW) and CICS Managed JDBC
* Which can cross between Java and Cobol

—Full JCICS API Access
* In particular, LINK and access to VSAM

-WLM (CICS WLM, Performance Classes etc).

—Monitoring / Statistics

—CICS Transaction Tracking / Association Data

a®e
® ®
[
% : SHARE
. . . ~lIADE " . - 1 [ ]
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CICS Security with Liberty 6\

Servlets run under default transaction CJSA with CIC:
SEC=YES turns Security ON.
Basic-auth only (http or https) — Client cert not yet supported.

Client Application: Web.xml needs <security constraint> to run
with Security

Liberty: Server.xml will be updated by CICS automatically
— <application-bnd>

Role based Security not supported.

e® LI
40 e SHARE
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URIMAP enhancements for Liberty

" URIMAP provides CICS authorisation via Transaction Security

" URIMAP allows context switch to a 'user' transaction
— Transaction Security (URL mapped to transaction)
— monitoring and audit purposes.

— “Transaction class” support

e® LI
41 - SHARE
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CICS

JVM server

)

Web HttpRequest

Client .
HttpResponse
401 - not auth
403 — not allowed
500 — error
?)0}? - Disabled

SEC=YES

W
.
.
.
.
.
-
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.

Web.xml
<security_constraint>
: SHARE
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Adding the Web container to the
Connectivity landscape

Ql —

SHARE
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Adding the Web container to the
Connectivity landscape

Q —
| \ 7

WMQ
CTG
WMQ Triggering
& DPL Bridge - SHARE
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Adding the Web container to the
Connectivity landscape

Q —
| \ 7

WMQ
CTG
WS

REST

WMQ Triggering  Native WS
& DPL Bridge & Axis2 SHARE
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Adding the Web container to the
Connectivity landscape

Q —
| \ 7

WMQ
CTG
WS

REST

WMQ
CT&

WMQ Triggering  Native WS IPIC & WOLA
&DPLBridge  &Axis2 ~ EXCI  TRUE -SHARE
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Adding the Web container to the
Connectivity landscape

Q —
| \ 7

WMQ
CTG
WS

REST

WMQ
CT&
YIOLA

7

WMQ Triggering  Native WS IPIC & WOLA Web Container
& DPL Bridge & Axis2 EXCI  TRUE  (built on Liberty) -SHARE
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Liberty Features (as of WAS 8.5.0) = s

49 °

Bean validation

Blueprint

Java Database Connectivity (JDBC)
Java Management Extensions (JMX)
Java Persistence API (JPA)
JavaServer Faces (JSF)

JavaServer Pages (JSP)

JAX-RS

Secure Sockets Layer (SSL)

Security, supported by either the basic user registry or a Lightweight Directory Access Protocol (LDAP)
user registry

Servlet

Web application bundle (WAB)
Web security

zOS Security

[ ]
.. ..

zOS Transactions - SHARE

Complete your session evaluations online at www.SHARE.org/AnaheimEval ege”



Liberty Features ( for CICS TS V5.1 GA) e

*  Blueprint — via Service Stream

* Java Database Connectivity (JDBC)

* JavaServer Faces (JSF)

* JavaServer Pages (JSP)

* JAX-RS, JSON - via Service Stream
* Secure Sockets Layer (SSL)

* Servlet
Web application bundle (WAB) — via Service Stream
* Web security

[ ]
.. ..

50 - SHARE
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CICS TS V5.2 beta — Liberty runtime e )
extensions =

—————

|Java
| global
| transaction

|

I

l

l

I

l

: IJNDInaming
I

| M — —
: [

JEE Roles

| RACF keyrings

| LTPA single signon

| Form based security

: SSL client authentication

|
|
|
| Integrated and

N e o o — —

\ ————/ | TrustAssociation Interceptors \ N _ optimized for CICS
e e ——— - Web workloads
| IBM Java SDK V7.1 !
S e e e e e e e e o — — — — — — — — — — — J - SHARE
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WAS/Liberty feature set e ]

SHARE

Technglogy « Caeseclisns - Resulls

zosWim

zosSecurity zos [ransaction collectiveController clusterMember

mongodb :[ jaxb jaxws
ND B __ i __ IS A

wsSecurity wmgJmsClient I jmsMdb wasJmsSecurity

Base, Express

Liberty Core concurrent wasJmsClient wasJmsServer

* New in Liberty 8.5.5 collectiveMember I IdapRegistry webCache

ejblite cdi managedBeans

osgi.jpa localConnector T beanvalidation
blueprint restConnector ssl
json appSecurity
monitor sessionDatabase
serviet ' jndi jdbc

Feature Manager HTTP Transport Application Manager g l:'ARE
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CICS/Liberty feature set - CICS TS e )
V5.2 Open Beta sHARE

zosSecurity

CICS TS V5.2 beta

CICS TS V5.1

appSecurity

beanvalidation

wab
servlet ' ‘ cicsts:jdbc-1.0 cicsts:security-1.0
Feature Manager HTTP Transport Application Manager
53 : SHARE
Complete your session evaluations online at www.SHARE.org/AnaheimEval ®oee®



Java Transaction API (JTA) =

Technglogy + Coraecligns - Resulls

CICS TS 5.2 beta

Liberty JVM server

|

CICS Java CICS
Application XAResource

A

T4 d/b
driver Database

JTA provides coordination of updates

OT Domain across CICS UOW and a remote XA
3 Resources:
y  JDBC type 4 database driver
RM Domain
54 : SHARE
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JTA — UserTransaction

InitialContext ctx = new InitialContext() ;
UserTransaction tran =
(UserTransaction)ctx.lookup ("java:comp/UserTransaction") ;

DataSource ds = (DataSource)ctx.lookup ("jdbc/SomeDB") ;
Connection con = ds.getConnection() ;

// Start the User Transaction
tran.begin() ;

// Perform updates to CICS resources via JCICS API
// Access DataSource

if (allok) {
// Commit updates on both systems
tran.commit () ;

} else {
// Backout updates on both systems
tran.rollback() ;

[ ]
.. ..

55 - SHARE
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JTA commit() with CICS updates and )
additionalRM @ =

User appln JTM  UOWEventListenerTransaction CICSXAResource OT domain RM domainT4

UserTransaction.begin()i :

POST BEGIN l

'—’I enlistResource()

: : XA_Star;'t : > ! Syncpoint existing US\IN

E i E E l ™

i JCICS update TSQ : ! ! ! ! :

| JDBC i ; ; | | ; |
i UserTransaction.commiit() : : : : i :
| g | XAend | | | i |
: | : XA_prepare : : : | !
E ! E XA prepare E E ’E—g :
! : | XA _commit | ! ! : :
| ' | XA_commit | i ’;—4 J
. I : H H H .;' .o, i
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CICS TS V5.2 — Liberty Security

* RACF keyrings for SSL
* AppSecurity

* Authentication
Basic authentication
Form logon
TAI/ JAAS
SSL client authentication
Customer user registry

* Authorisation
JEE roles
EJB roles
CICS Transaction/Resource security
SynctoOSthread — USS security
57 { SHARE
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Techslogy - Corstelisns - Reslts

Liberty JVM server security

* WLP Angel process used to access authorized services

* SAF password authentication
* SAF role authorization (EJBROLES)

* All WLP application security options supported in CICS TS
V5.2 Open Beta

* LTPA/SSO provides optimized performance for authentication
* TAI/JJAAS modules can be used to customize authentication

a®e
™ [ ]
[
%8 : SHARE
. . . R il - ®
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Liberty JVM server - URIMAP = AN

* Liberty 'threads' run under default transaction 'CJSA'

*  URIMAP extended for type 'JVMSERVER'
* Allows setting of a User transaction other than CJSA
Integrates with CICS Transaction Security

Used for monitoring and audit purposes
Transaction class (TCLASS) support for scheduling

* CICS Task userid determined as follows:
* Protected URI, use USERID from Http request (basic-auth header)
* Unprotected URI, use USERID value from URIMAP
* No URIMAP, or no USERID in URIMAP, use CICS DFLTUSER

e® LI
59 - SHARE
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CICS Security with Liberty Profile
* V5.1 - Security credentials provided by basic-auth \f y\-/;
(http or https) or URIMAP. \/

* V5.2 Open Beta — Form logon, SSL client cert mapping, TAI

* CICS transaction security pre-requisites:
* SEC=YES (triggers JVM server to add 'CICS' UserRegistry to
Liberty)
* Optional use of URIMAP to switch to 'user transaction'

* <application-bnd> in server.xml must be present (CICS bundle
deployed apps always get this added when SEC=YES)

* <security-constraint> in Client application “web.xml” must be
present ( Explorer SDK provides emamples/template)
60 SHARE
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Application: o
Web.xml — Example <security-constraint>

¢security-constraint>

<display-name>examples.web_SecurityConstraint</display-name>

<web-resource-collections
<web-resource-name>examples.web</web-resource-name>
<description>Protection area for examples.web</description>
<url-pattern>/*</url-pattern:

</web-resource-collection

<auth-constraint>
<description>All Authenticated users of examples.web</description:
<role-name>cicsAllAuthenticated</role-name>

¢fauth-constraint> T

Must match application-bnd on Server

<user-data-constraint>
<transport-guarantee>CONFIDENTIAL</transport-guarantee>
</user-data-constraint>

</security-constraint>
Best practice to force HTTPS

61 ‘- SHARE
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Server.xml — Example <application-bnd> = ——

{servery
¢!-- Include file for CICS bundle installed applications --»
<application 1d="examples.web" name="examples.web" type="war"
location="§{server.config.dir}/installedApps/examples. web.war™>
<application-bnd>
¢security-role name="cicsAllAuthenticated"> < Must match Web.xml role
¢special-subject type="ALL AUTHENTICATED USERS"/>
¢[security-role>
</application-bnd>

¢/applicationy
¢/servers
62 : SHARE
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Summary of Key Benefits

Local. Lightweight. Fast. Web Applications Modular design. Architected in a modular

run locally in CICS with direct access to way using OSGi, the server only enables

CICS data and resources. No adapters, no and starts the features required by the

converters, same address space. applications and configuration. If you're not
using a feature, it won't start in your server
runtime

Standard tools for developers. Familiar,
industry standard tools with Eclipse and
Dynamic Web Projects. CICS Explorer SDK
enhances the deployment experience.

Dynamic runtime. Features can be added
to the server dynamically, using the OSGi
framework, while the server is running, with
zero downtime and server restarts. Similarly
server and application config can be
updated without the need to restart.

Portable. Presentation logic in Servlets, ] _
business logic in OSGi bundles. Servlets are  Eclipse based tools. The eclipse tools for

portable across runtimes. Bundles provide f‘hte Lib?"g’ P_:ﬁff['ﬁ a[_ebsrr?aiarﬁ very well
componentization. Integratea wi e Liberty Frotile .c°°.
> " environment . SHARE
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