\

W #sHAREorg ﬁ

Tachaskoge - Cormcem ¢

w
im

| Llnux Deployment and Management
yunder zVM at Wells Fargo Bank

Bob Bates
Wells Fargo Bank

August 15, 2013
\ Session Number 13976
\

‘SHARE

4 in Bost
*,¢* INBOSION
i ed, this work is licensed under
i /b /




About Wells Fargo Bank
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Headquartered in San Francisco

Acquired Wachovia Bank December 2008 (doubled) — completed
migration end of 2011

70 Million customers, 1/3 of US Households have relationship

9000 Stores (branches)

#1 Mortgage lender (commercial and residential)

#3 ATMs (12,355)

#4 in US in full service brokerage & wealth management

#5 Insurance brokerage

#4 in assets

#1 in market cap

15t to do internet banking

270,000 employees .
{QEARE
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About Me SHARE

o VM user since 1977 (VM/370 R3) and Systems programmer since
1980 (VM/SP R1).

Systems programmer for z/VM and Linux on z Series at WF
AVP, Operating Systems Engineer

Enterprise Hosting Services

At WF since 2007

8 team members

Install/support/engineer Linux on z and z/VM builds

Level 2-3 for all Linux on z servers

Sir Bob, Master Darter of Beantown

o O O O O O O O
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What We Have AT

o Production
o 4 LPARSs on 2 sites with failover between
© 2196 with 52 IFLs total
0 zZVM 6.2

o Development/Test

o 3 LPARS on 2 boxes
0z10 2 LPARs 6 IFLs zZVM 6.2 and 2 IFLs zVM 6.3
02196 1 LPAR 6 IFLs zZVM 6.3
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How It Was Tar

Adding a server meant several tasks:

o Define the server

o Copy the disks using Hidro or DDR

o Update the LINUXUP EXEC on AUTOLOG2
o Add a GRANT VSWITCH on AUTOLOG2

o Update the LINUX NODES file on ZTCP

o Update a list in LNXDOWN EXEC

o Update files on server’s 191

- SHARE
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Drawbacks

o One change could effect several files.
o Missing a step could result in problems later

o Any change to the base version needs to be tested out
before creating new servers.

o Base version was only locally available (pre-SSl) and had
to be duplicated on each system for deployment.

- SHARE
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First step — Save the Image

o Created an SFS pool for saving the LINUX image after it
was built.

o Accessible to all systems meaning it could be built
anywhere.

o Use CMSDDR to copy MDISK to FILE.
o PIPE CMS EXEC CMSDDR DUMP addr outfn outft outfm

o Slow interface between prod and dev (1K miles apart)
required a 2"d SFS pool. One in dev, one in prod.

- SHARE
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SAVESYS

< [ " S
save from userid: zlnx25

SLES10 02% 1 . 29263316 blocks available
BASIC (1 image)

SLES1] 04% 1 se., 42885109 blocks available
BASIC (2 images)
BASW70G (1 1mage)
s bobtest
SLES]12 00% 7 . 10 blocks available

VM54 _ 75% . 2479079 blocks available
VTAMFIN (1 1mage)

VM6 2 _ 86% 1 . 411703 blocks available
DVD_RsSU (1 image)
62INSTAL (1 1mage)

S=Save 1mage L=List contents D=Delete (only 1f 0 images)
PFl=Help PF3= Quit PF7=Back PF8=Forward PFl1l2=Cursor

4EN 200 1

®e oo in Boston
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S

>Wells Farago System

SLES11.BOBTEST. 20130308

Minidisk Minidisk
Address Size Status
191 1 6 blocks saved in 0.79 seconds
101 500 Processing....
102 17500 will not Ee saved.
103 300 To Be Stored

PFl=Help PF3=Quit  PF7=Back PF8=Forward PF9=Process

AEN #:00.1

Removing ‘S’ prevents that disk from being saved.
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SAVESYS

>Wells arago System Savec<

SLES11.BOBTEST
20130308 43668 blocks in use

L=List contents _ D=Delete Image
PFl=Help PF3=Qult

4l - =00 ]

Directory structure has user (os level), description, date saved.
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SAVESYS

<
SLES11.BOBTEST. 20130308

Minidisk Minidisk

Address Size
191 1
101 500
103 300

PFl=Help PF3=Quit PF7=Back PF8=Forward

e | i :00.1 24/07

Files are actually named to identify address and size:
IMAG0103 CYLO0300
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LXSFSWK LELT

o Nothing to show, works in the dark of night to synchronize
the two SFS.

o Compares directory structure, user limits, and files.

o Keeps last status so it knows if something has been
deleted.

o Can run for hours, but saves tons of time when creating
Images.

- SHARE
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LXSHARE 192 - Files Involved T

LXSHARE 192 contains several files for the build and boot processes.
PROFILE EXEC for server calls LXSTART which prepares for boot
LXSTART calls LXIDENT which build config file for witsec.

LINUX_OS NAMES contains default information for each level
(SLES10, SLES11, etc)

SUBNET NAMES contains default information for each network
LINUX NAMES contains all the information for each server.

o Fields in LINUX_OS and SUBNET determine which fields are
displayed on BUILDSYS screens.

O O O O

O

- SHARE
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BUILDSYS

Creation of new server(s)

-

SLES10
BASIC
20110908
SLES11
BASIC
20130307 20121101
BASW70G
20121214
BOBTEST
b 20130311
RECNO513
_ 20130308
SLES12
VM54
VTAMFIN
~ 20090920
VM6 2
DVD_RSU

L=List disks R=Restore to existing id B=Build userid
PF3=Quit PF7=Back PF8=Forward PF10=Clone PF12 = Cursor

4El 7 :00.1
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BUILDSYS

Creation of new server(s)

>Wells Fargo System Buildc«<
Building LINUX server from SLES11.BOBTEST.20130311
Userid (Supply to override automatic name): ZL
Please fill in the final node of the IP address.

10 xx.XxX. _
10.xx.yy.
10.xx.zz. 77_

PF3=Quit

pE

Userid is created using network ip address if desired
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BUILDSYS
Creation of new server(s)
Fargo System
Building LINUX server ZL3077 from SLES11.BOBTEST.20130311
Please f1ll in all blanks (information for LINUX NAMES)

Hostname: bobtestl 0S_Level: SLES11
Full_bomain_Name: .wellsfargo.com
IP: 10.xx.zz./77 Netmask: 255.255.255.0 Gateway: 10.xx.zz.31
LAN: VSWl VLAN: 770 Layer2: yes

NIC: 3000 NICname: QETH

Monitor: yes Backup: yes Startup: NORMAL
Run_on_System: DVFVM

Contact: Robert.Bates@wellsfargo.com

Group_Email:
Function:

Default Stor: 1G  Max Stor 26  CPUs: 2
PF3=Quit PF9=Submit (add to Linux names/Create user)

AERN ¢ :00.1] A
Yellow is protected and built from other values.
Process causes the id creation and population of LINUX NAMES

L ]
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BUILDSYS

Creation of new server(s)
Fargo System

Restore SLES11.BOBTEST.Z20130311 to ZL30D/7

Minidisk Minidisk
Action Address Y Fd= Status
R 101 500 43049 blocks restored in 22.82 seconds
R 103 300 Processing....
R 191 1 Restore

Actions: R=Restore S=Skip
PF3=Quit PF9=Submit

el :00.1
Once restores complete another pfkey is revealed.
PF10=Create Duplicates
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BUILDSYS

Creation of new server(s)

| s Fargo System Build
Userid will be built using IP address provided.
Userid to clone: ZL3077
Userid IP Run on Hostname
System

10.xx.xx. DVEVM bobtest?2
10.

10.xx.2z.

10.%xx.XX. DVEWM bobtest3
10.

10.

10.

10.

10.

10.

10.

10.

PF3=Quit PF9=Submit (create id, names entry and copy disks
PF10=Add more lines

gl | 100.1

Userids created, LINUX NAMES updated, disks created with HiDro
duplicating from original userid (ZL3077)
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:hostname bobtestl

- fgdn.bobtestl.wel lsfargo.com
- runsys .DVFVM

- startup NORMAL

2 1p.10.xx.z2z2.77
-vian.770

-hetmask.255.255.255.0

gateway.l1l0. xx.zz.31

- lan.SYSTEM/VSWL

-nic. 3000

-nicname.QETH

- layer?2.yes

monitor.yes

-backup.vyes

-os_level .SLES11
-contact.Robert.Bates@wel lsfargo.com
- function.

-grp_email.
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AUTOLOG2 - LINUXUP Sl

o Servers are grouped a couple ways
o Startup: Early, Normal, Late
o Start maximum of 10 at a time

o Runsys: Name of system to start it on

o PIPE CMS NAMEFIND :runsys DVEVM :Startup Normal :nick (FILE LINUX
TYPE * | stem serv_list.

Note: If a server has no runsys or startup it will not be selected to be
autologged.

- SHARE
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WITSEC

File created when server Is
autologged

Read at boot

WITSEC decides if anything
has changed

Makes adjustments if
needed.

21 Complete your sessions evaluation online at SHARE.org/BostonEval

NEW_ENV=DEV
NEW_HOSTNAME=taddm-dev
NEW_IP=10.xx.yy. 13
NEW_GATEWAY=10. xx.yy. 31
NEW_NICADDR=3000
NEW_NETMASK=255.255.255.0
NEW_QETH_LAYERZ_SUPPORT=1
NEW_NICNAME=QETH
NEW_FQDN=taddm-dev
NEW_DNS1=10,0. 23, "
NEW_DNS2=10, lj l ]'-l
NEW_shared_pool_capacity=6
NEW_system_active_processors=20

wellstargo. com
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ZTCP — BLDLXNOD

o Rebuild the LINUX NODE file each time ZTCP is started

o Grab the servers for the system, the IP address, and
monitor tag = YES.

o Create the lines for each server.
node = ‘ZL3077° network _address = ‘“10.xx.zz.77" vmid = 'ZL3077’

o Does a copy to keep the last version just in case as well.
{gﬁARE
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LNXDOWN SHARE

Many servers in prod are still shutdown once a week and
backed up from zOS (full pack).

LNXDOWN SYSTEM PR8VM BACKUP

Must be run from PR8VM (checks you are on the right
system)

Selects all servers from system with Backup = YES
Issues SIGNAL SHUTDOWN USER server _id

- SHARE
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VM:Operator

Check servers in the cluster

WFLINUX 002% 392 Users VM:Operator on OPERATOR(DVFVM) Fri 03Mayl3 09:46
DVFVM

DVEVM
) LMX11. X113 TLNX128 TLNX13 TLNX139 X140 TLNX14.Z
(144 LNX14 NX148 TLNX15 TLNX150 X152 NX154 TLNX160
TLNX172 TLNX173 TLNX174 TLNX175 TLNX18  TLNX188 TLNX189 TLNX19
TLNX190 TLNX193 TLNX20  TLNX221 TLNX222 TLNX225 TLNX227 TLNX228
) TLNX240 TLNX241 NX24

DVEeVM
ZLNX116 ZLNX129
ZLNX143 ZLNX145 ZLNX147
ZLNX157 ZLNX158 ZLNX159 ZLNX161 ZLNX162
ZLNX166 ZLNX167 ZLNX176 ZLNX177 ZLNX178 ZLNX179
ZLNX218 ZLNXZ22 ZLNX232 ZLNX ZLNX239 ZLNX248
ZLNX37 ZLNX41 ZLNX42

Linux Window
1= ViewNext 2= Refresh 3= ViewMain 4= Hide PFK 5= Details
7= Backward 8= Forward 9= ShowHost 10= 11= Relocate 12= Zoom In
=== BATESRFP
i | =00 24/06

Green indicates server logged on.
Red not logged on.
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VM:Operator

Check servers in the cluster

WFLINUX 002% 392 Users VM:Operator on OPERATOR(DVFVM) Fr1 O3Mayl3 09:49

Hostname: bobtestl
IP: 10.xx.zz.77
Contact: Robert.Bates@wel Isfargo.
Group E-mail:
Function:
Backup: yes
Press ENTER key to clear

TLNX2Z23 TLNXZ224 ZLNX135

i_hﬁi4l

ZLNX156

ZLNX138
ZLNX155
ZLNX164
ZLNX187

ZLNX143
ZLNX15/
ZLNX166

ZLNX218

ZLNX145
ZLNX158
ZLNX16/
ZLNX22

ZLNX36

ZLNX159
ZLNX176
ZLNX232

ZLNX37

ZILNX149
ZLNX161
ZLNXL1/77

LZLNXZ 3/
ZLNX41

ZLNX153
ZLNX163
ZLNX179
ZLNX248
ZLNX45

Linux Window -------====--—-—-emm e
3= ViewMain 4= Hide PFK 5= Details 6=
9= ShowHost 10= 11= Relocate 12= Zoom In
EATESRP

(: :00. 03/04

ViewNext
Backward 8= Forward

PF5 gives information on server selected.
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VM:Operator
Check servers in the cluster

WFLINUX 002% VM:Operator on OPERATOR(DVFVM)

DVFVM

392 Users Fri 03mayl3 09:52

DVEVM

aces-testl
cdzea00a7001

cdzea00a8002

cdzea00a0001
cdzea00a9003

cdzea00a0002
cdzea0la0011

cdzea00a0003
cdzea01a0013

cdzeal2a0015
cdztd67132
cdztvl/015

cdzea01a0063
cdztd67043
cdztvl7010

cdzeal1a006]
cdztd6703
cdztv1l42?

cdzea01la0019
cdztd67032
cdztv14068

cdzea01a0015
cdzea02a0061
cdztv14067

cdzea02a0063
cdztvl1l7084

ea02a0019
cdztv14069

cdztvl7141 cdztvl1l7143
ceztde/7037 chtLI'UJl
ceztdb7135 eztvl14223
ceztvl/057 ceztvl"DES

cdzea02a0011
cdztdb5136
cdztv;TOSE
eztd67035 0
teztrn 7049 ceztd6705
ceztvl/7047 ceztvl/0

cdzea00a0007
cdzed00a0007
cdztvl7085
ceztdb5138
eztd67045
ceztvl518/

cdzea02a0013 cdz
4**~1““?’
CJZi;l l

ceztab

Linux Window
3= ViewMain 4= Hide PFK
9= showvMmid 10=

Details =
Relocate 12=

2= Refresh
8= Forward

1= ViewNext
7= Backward
===> BEATESRP
4EN :00.2 24,/06

PF9 toggles between Userid and Hostname.

®e oo in Boston
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Bring up a server by request nmARE

o Servers started by request in BCP
o BRINGUP serverl server? ...
o Server serverl started on runsys

o Operators often get request from users who don’t know the
VM userid

o Looks up hostname and gets runsys and nick
o Issues AT runsys CMD XAUTOLOG nick

- SHARE
27 Complete your sessions evaluation online at SHARE.org/BostonEval ®e+e* in Boston



ra
LINUX NAMES s
o File can get very large in a hurry.
o Adding a new field becomes tiresome.
o Manual maintenance can be dangerous.
{;HARE
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LNXNAMES
Update/display LINUX NAMES file entries

R T Ll A

Names =

29

CMD Userid
TLNX126
TLNX128
TLNX13
TLNX139
rLNX140
TLNX142
TLNX144
TLNX146
TLNX148
TLNX15
FLNX150
TLNX152
TLNX154

TLNX160

Hostname
zrhbuild4
cdztvl7128
taddm-dev
ceztvl1l5139
cdztvl7140
cdztvl/142
ciztvl7144
c1ztvl7146
ceztvl/148
cdztvl/7015
ceztvl/150
ceztvl/152
ceztvl/154

Z Inx160

1=Help
7=Back

AN

8=Forward

3=Quit
9=Sort(A)

¢ :00.1

0S_Level
6
SLES10X
10x

10x

10x

10x

10x

10x

10x

11x

10x

10x

10x

11x

10=Sort(D)
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Run_on_System Startup

DVEVM
DVEVM
DVEWVM
DVEVM
DVEVM
DVEVM
DVEVM
DVEVM
DVEVM
DVEVM
DVEVM
DVEVM
DVEVM

DVEWVM

5=Select Columns

11=Next Cols

EARLY
NORMAL
NORMAL
NORMAL
NORMAL
NORMAL
NORMAL
NORMAL
NORMAL
NORMAL
NORMAL
NORMAL

NORMAL

Mon1itor
no
YES
yes
YES
YES
YES
YES
YES
YES
yes
YES
YES
YES

YES

b=Import Matrix

24/07
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LNXNAMES
Update/display LINUX NAMES file entries

Names Fi1le
Display Column Preferences

Customize screen by selecting fields to display. Userid is always present.

Use numbers starting with 1 to select order of other fields.

Current column settings:

CMD Userid Hostname 0S_Level Run_on_System Startup Monitor
Hostname(20) 2 0S_Level(12)
Full_pomain_Name(35)

[P(15) ___ Netmask(15) Gateway (15)

LAN(8) _ VLAN(4) EVCEWIE)

NIC(4) ___ NICname(4)

Monitor(3) 6 Backup(3) Startup(6)
Run_on_System(6)

Contact(40)
Group_Email(25)
Function(64)

BCP_Host rmmu(?[}:} s
BCP_Full_Domain_Name(35)
BCP_IP(15) ___ BCP_Gateway(15)

3=0ult 4=Clear Header 7=Back 8=Forward
O9=save as Default 1l=Next Cols

AEN = :00.1
Customize the view with selected data
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LNXNAMES
Update/display LINUX NAMES file entries

COMMANDS LNXNAMES All Help Information
LNXNAMES
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LNXNAMES
Update/display LINUX NAMES file entries

Linux Names File
Linux User Detail Update

Userid being updated: zL3077

Hostname: bobtestl 0S_Level: SLES11
Full_bomain_Name: bobtestl.wellsfargo.com
IP: 10.xx.zz.// Netmask: 255.255.255.0 Gateway: 10.xx.zz.31
LAN: VSW1 VLAN: 770 Layer2: yes

NIC: 3000 NICname: QETH

Monitor: yes Backup: yes Startup: NORMAL
Run_on_System: DVFVM

Contact: Robert.Bates@wellsfargo.com

Group_Email:
Function:

BCP_Hostname:
BCP_Full _Domain_Name:
BCP_IP:

3=Quit 6=Save

aER
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VSBLDSYS FIELDS E1 v 221 Trunc=221 Size=20 Line=T Col=1 Alt=0

XEDIT 1File
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