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Big Data Risk Escalation Ti:',\ sua

Techaslogy - Cornections - Rezults

High Value,
S High Risk
Risk increases 0™
. >
as your Big OQ\\«\
Data gains oa® - . .
value a‘\é Deg |f\|0|_1s
IR "+~ Reporting e o
J e and Human
~ Data Analytics L LE S
~ Data Aggregation
and Organization
* Data, .
Content The objective of the Big Data process is to analyze data to identify
Input patterns that can enable smart business decisions to increase
share/stakeholder value. As such, Big Data value and risk
Low Value, increase as the value chain approaches the decision point.
Low Risk?
‘ \
\ Big Data Value Chain
f
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Big Data Risk Elements TATA suAre

Integrity: Authoritative,
accurate, trustworthy

l Confidentiality: Privacy;
) . ) Intellectual Property;
Risk Mitigation & | Corporate strategies and

Compliance plans

' Availability: Resilience
in the face of unplanned

Availability service interruptions; and

data loss or corruption
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Availability Risk TATA sua

Availability Risk has 2 faces
Excessive Access Rights
Inadequate Continuity

Access Business

Management Planning Continuity
Data
Process
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Availability Risk 1: Access Management rara sua=e
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Financial & Privacy

Regulation

Predominant Drivers include
Sarbanes-Oxley & Privac

\
4

Program Maturity
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Techaslogy - Cornections « Results

The classic approach to manage
access based simply on a
“Manager’s Approval” has
degraded security in most

systems to a dangerous
condition of promiscuous open
access. Organizations need to
define governing rules for access
management that promote
balanced C-I-A protection and
risk mitigation, especially for their
Big Data environment.

Balanced Risk and Security
across the CIA paradigm
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Availability Risk 2: Continuity T’?A ’Aj

Techaslogy - Connections « Resulls

What happens if you lose your Hadoop or its data, or experience some
significant data corruption or degradation?

How frequent are your backups? How much input or analvtical data do vou
stand to lose from the timing of the latest backup? Can vou even make such a
determination? What would it take to recreate the inputs or analvtics?

How much time to restore? How much time to recreate lost inputs? How much
time to get your data where it should have been when you lost it?

What will/can you do if you experience a service interruption or data loss at a
kev milestone in a Big Data initiative?

Are system and data recovery responsibilities clear? Recovery capabilities in
place and tested?
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Availability Risk 2: Continuity - Other -S:l:,\ 'A’

Techaslogy - Connections « Resulls

There exists today a dynamic \
ension between better practice
discipline and the urgency to
get quickly to market. But,
Performance Management hile you might be able to relax
the disciplines for some
applications and services, you

) — eed to mandate, facilitate, and
Operational Monitoring support rock solid process
discipline and controls across
your Big Data Value Chain.
Change Management
Problem Management
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Integrity Risk TATA suAre

. Three Faces of Integrity Failure .

Unrecognized Bad Data (GIGO) |

O

> S
© n
% Calculated Risk-Taking and Failure =
) <
= )

Producing a Desired Result
 SHARE
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Confidentiality Risk T’\‘E'A ’A’

Techaslogy - Connections « Resulls

Personal, Private Info

Corporate Proprietary Info

Customer Info
High-Profile Customer Info
Unpublished Financial Info

Internal Planning, Budgeting
Processes, Procedures, Controls
Business Strategy, Plans
Marketing Strategy, Plans
Expansion Plans
Audit/Consulting Reports
etc., etc.

Your Big Data Results,

Decisions, Strategies, Plans!

Non-Public Personal Info
Personal Financial Info
Personal Health Info

Corporate

Some even more sensitive:
Data

Executive Payroll/Benefits

Share-/Stakeholder Info T I rivacy

ntellectual Property

Trade Secrets Research & Development

Established competitive Competitive differentiators in
differentiators in process, process, methodology, techniques,
methodology, techniques, formulae, etc.

formulae, etc. Your Big Data Collection,
Aggregation, Analytics, Reports!
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Big Data Risk Escalation Til:\ suARE

Techaology - Coraections - Results

"' Risk increases

as your Big
. o | M
v ici Permission of Creative Commons
Da:’: I%aems ecisions Femisso on

and Action

~+ Reporting
and H|._|man
Data Analytics ~nalytics

Data Aggregation
and Organization

« Data,

Content

Input
Low Value, / Standard and relatively constant data, privacy, and segregation of duties risk and controls
Low Risk?

\ Big Data Value Chain /
.- LN ] °
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Data Content, Input Risk rf\rr':\ SHARE

Info Verified, Authentic,

. . I?
Authoritative, Trusted, proven source* Accurate, Relevant?

PILOTS' NAMES !
- ]
e
‘-A".:.J
R Do

Integrity
Authenticity

3‘-.. + H e Fuk
e T

Can'’t accept info at face value!

Accuracy
Tested
Verified

Privacy Assured, Verified, Certified? Input security tested, verified?

&opmggﬁom

‘ TruthOrFiction.com
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Data Input, Content Controls T’\‘I:'A 'A,

Techaslogy - Cornections « Results

If your input data \
contains Privacy-
relevant material, the
collection process
eeds to eliminate the
private information. It
would be a major
mistake to create still

Polices & Standards

|dentity & Role based access
management

nother repository that
_ is subject lto privacy
Data Quality Management sorallerGe.

Uncollected inputs o

and content have Data backup and restorability
some intrinsic value
relative to the nature

of the data. ]
Data access and transaction

owever, even the act . .
f “collecting” the data monltorlng
adds value and risk.
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Data Aggregation, Organization Risk Ti‘:' SHAR

Techaslogy - Cornections - Rezults

| Processing Errors Aggregation, Distillation errors
Individual and multi-step process \ Alignment with analytical objectives?
failures and interdependencies. Undetected changes in input data?
Failed processes can result in data Undetected change in output results?
loss and corruption. Are programs
interdependence aware and
capable? Data
Aggregation
Controls
Software Errors Set it and Forget It
Failure to identify software errors Failure to regularly reassess what
leading to data errors. you are processing, its relevance to
P e your objectives, and the results being
A.K.A. produced.
P ® ®e
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Data Aggregation, Organization Controlsr’\‘l:',\ ;’

Regular Process Testing and \
Validation

Create, sustain reusable higher data
levels

Regular reassessment of data
aggregation and organization
protocols & processes

Ongoing collaboration among CDC,
\ MetaDM, MasterDM, DQM with

shared language and taxonomy
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Analytical Process Errors

InfoWorld

CHANNELS  App Dev

Advice Line /Bi clear,..

im vice Line
‘ BOB LEWIS

Blg data s pitfall: Answers that are clear,

Data Analytics

Controls

compelling, and wrong

Doing big data right takes sophisticated techniques to ensure ad
hoc results are reliable

8y Bob Lewis | InfoWorld 3 Follow @TCatalysts

Manipulation to a desired result

No fool like the one who fools himself!

I
Data Analytics Risk

@

Techaology - Coroections - Results

Mistaken/Conflicted Interpretation

THE CHRONICLE OF HIGHER ED!
Home News Global Opinion & ideas Facts & Figures Jobs

\_\;\!i LINGUA FRANCA

Language and writing in academe.

PREVIOUS NEXT
+ Txmg Rules Of Ngrammarclogy =

Spurious Correlations Everywhere: the
Tragedy of Big Data

March 4,2013,12:01 am

By Geoffrey Pullum
OR. =F

I promised (last Thursday) te say a litde more abourt Keith Chen’s
claim that obligatory furure-tense marking in your language makes
you less prudent in safeguarding your health and wealth

False/misleading Results

Believe what you see and jump to
conclusions.

Nassim Taleb: “..that’s the problem with big data. The number of spurious results
can be larger than the number of accurate results by a factor of as much 8 times! .
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Data Analytics Controls TATA suane

« Cerections - Results

Clear objectives and critical evaluations; \
foster skepticism and constructive critique

Analytical program testing and results
validation

Metadata Management

Master Data Management

\ Data Quality Management
{SHARE
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Reporting, Human Analytics Risk Til:,\ sHARE

| Failure to Validate Reports Mistaken/Conflicted Interpretation

\

Personal Bias/Agenda Analytical/Statistical Skills

‘SHARE
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Reporting, Human Analytics Controls  rara suas:

« Cerections - Results

Team Time: Skeptical,
Open, Critical collaboration

Broadly socialize results:
None of us is as good as all of us

Risk analyze results;
document risk dispositions;
\ socialize the same

{ SHARE
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Big Data Risk Escalation TATA suaw

Risk increases

as your Big
Data gains , NS
value Wl < S
“ Decisions Pemissionof Creative Commons
Reporting and Action
Much like an auditor, it would and Human
be good to adopt an attitude of - Analytics
“Health Skepticism” toward Data Analytics
data and results across your o
Big Data Value Chain. The greatestrisk is to get

Data Aggregation enamored with the technology and
and Organization possibilities, and ignore the risk.

The world is already littered with

B Data Big Data failures.
J
Content ,
Input It is not beyond the pale to put
enterprise viability on the table.
Low Value, "
Low Risk?
\ Big Data Value Chain /
: SHARE
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Complexity Challenge: @& B

TATA SHARE
Data Governance Framework

Meta data Management O\
i Big Data Layer
Data Sources lnGeielier g y Reporting

Layer
= N - R e—
Tra ig USERS
ﬁ Data store Data
Source 2 c . (Teradata) Marts Finance
| Source ... | é‘g -_8 Retail
TS (Data Store/
585 ata Warehous Sales
© £ > W . Operational Bl
Source ETL g % % N/ C
als Future Big Data
Source ... Platform (Hadoop) —
Atomic Data i
Source ... History Data Blg Dgta
F— Process Integrated data (__(Analytics) |
' Flows
ﬁ Queuing ~_ EDW Environment < S
(Integrated/Federated) Standalone
—— — Data Marts
;/
External E>

Master Data Management Hub
Sources » Customer
- . * Product
Data Services Unlfl:nt':’gzlsmess + Marketing
+ Contracts

20 complete your sessions evaluation online at SHARE.org/BostonEval ®e+ 0 in Boston




W #sHAREorg ﬁ,

Tacrasigq - L - bendy

“To Safe & Secure Business Success”!

W

‘SHARE

*eoo* in Boston



