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Slaying the Social Media Dragon
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Security Definition
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Information Security Definition
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Privacy Definition
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Breach of Security – Definition
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A situation in which someone gets into a 
place that is usually guarded, discovers 

information that should be kept secret, or 
modifies something without authorization.



Invasion of Privacy – Definition (Legal)
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Invasion of privacy is the intrusion into the 
personal life of another, without just cause, 

which can give the person whose privacy has 
been invaded a right to bring a lawsuit for 
damages against the person or entity that 

intruded. It encompasses workplace 
monitoring, Internet privacy, data collection, 

and other means of 
disseminating private information.



Whose Security & Privacy is at Risk?
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Children

Teens

Adults

Providers

Business



Two Privacy Perspectives
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I don’t want my Privacy invaded!
By unknown parties

I don’t want you to invade my Privacy!
Tracking, Bubbling by known entities

Parental, Employer, Commercial, 
Government Monitoring



Who’s doing what to Whom?
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What we do to ourselves

What others do to us

Commercial Tracking/Bubbling

Vendor/Enterprise Monitoring

Government Monitoring

What happens 

on Social 

Media stays 

on Social 

Media, and 

can go Viral !



The Government!
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The Government!
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“…the NSA can essentially see everything a person is doing on the Internet…” 



Invasion of Privacy – Relook
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Invasion of privacy is the intrusion into the 
personal life of another, without just cause, 

which can give the person whose privacy has 
been invaded a right to bring a lawsuit for 
damages against the person or entity that 

intruded. It encompasses workplace 
monitoring, Internet privacy, data collection, 

and other means of 
disseminating private information.



On what should we focus?
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What we can control

Business Information

Privacy of Business Constituents

Infrastructure Security

User Behavior 



Users: How much “I” is “TMI”?
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Full Names of Anyone

Names of children, pets

Your or Others current location

Types and details of any assets

Major fortunes, misfortunes, health 
issues, personal plans - any



Users: How much “I” is “TMI”?
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Users: Going Viral!
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Take a pillow to the 
roof  of  an office tower.  
Rip it open and let the 
feathers fly.

Next, go and try to 
retrieve all of  the 
feathers.

Going “Viral” takes 
your information to 
places unknown and 
unintended, and 
irretrievably.



Users: It all starts with the Networker
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Users have always been and will always be a weak link in the 

chain of  Security & Privacy.  They need better and more help to 

understand when they engage in poor practices. 

Parents absolutely need to regularly and frequently monitor the 

social media and networking activities of  their children.



Users: The T-H-I-N-K Protocol
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T: Is it True

H: Is it Helpful

I: Is it Inspiring

N: Is it Necessary

K: Is it Kind

The golden rule of online 

communication:

Don’t post, tweet, blog, 

email anything on your 

own behalf or about 

others that you…

…would not want to see 

in the newspaper 

headlines!



Providers
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Providers: Alcohol-style Warning
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Providers: Miranda-style Warning
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Providers
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Forensic Monitoring
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Captures 
User Actions
What record(s) did 
the user touch?

What action did the 
user take with the 
record?

Tamper 
Proof
Secure capture of 
activity with 
encrypted storage 
into a repository 
that cannot be 
modified by any 
user.

Maintains 
Chain of 
Evidence
Ownership, 
Security, Control 
over evidence:

Collection

Storage

Analysis

Preservation

Transportation

Presentation



Providers: Conclusion
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Recognize that they have a primary imperative to help protect their 
customers private information and communications

Provide robust security capabilities including Strong Authentication 
and including alerts on weak, moderate, and strong security settings

Advise customers when their profile information or settings have been 
changed

Help their customers understand when they engage in communications 
that could be dangerous to their privacy

Encrypt data at rest to provide infrastructure level data protection

The “Wiretap” Right: Have a right to “just say no” to government 
intrusion in the absence of a court order that directs the disclosure of 
specific, discrete information



Business: RSA Security Breach (2011)
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Business
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Marketing & 
Customer 
Connect

Customer 
Service-
Support

Internal 
Collaboration

Web Apps & 
Services



Yahoo Embraces Brick & Mortar
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Global Firm Embraces Social Networking
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BYOD End Point Management
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End User Privacy, 

Freedom of Use

Enterprise 

Policies & 

Controls

Enterprise Data, 

Security - Privacy

Enterprise Data, 

Security - Privacy

Emerging solutions enable 

isolation between personal 

and enterprise  data



Business: Conclusion
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Need to help their users and customers to network securely and with 
privacy.

Provide strong end-point management, authentication, and data leak 
protection within the scope of mobile applications and services.

Link encryption has become a standard.  Apps should minimize  data 
volume, retained data, and encrypt data on the end point

Isolate enterprise data from private data for focused control and 
protection

Provide total erase capability for lost devices. 

Provide partial erase capability for terminations (employees, 
contractors, etc.



Presentation Conclusion

Users

Business

Hostile Players

Providers
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We socially network 

in a hostile 

environment.

All players must do 

their part to assure 

security and 

privacy.

Providers and 

Business need to 

provide robust 

security and privacy 

controls.

Providers and 

Business need to 

help users network 

responsibly.



Thank you!


