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Security Definition TATA suAre

The state of being free from
danager or threat
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Information Security Definition TATA swuare

The preservation of
information Confidentiality.
Inteqgrity, and Availability
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Privacy Definition TATA sHARe

The state or condition of
being free from observation
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Breach of Security — Definition r:l: SHARE

A situation in which someone gets into a
place that is usually guarded, discovers
information that should be kept secret, or
modifies something without authorization.

.-Cc.
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Invasion of Privacy — Definition (Legal) tara ‘A

Invasion of privacy is the intrusion into the
personal life of another, without just cause,
which can give the person whose privacy has
been invaded a right to bring a lawsuit for
damages against the person or entity that
intruded. It encompasses workplace
monitoring, Internet privacy, data collection,
and other means of
disseminating private information.
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Whose Security & Privacy is at Risk? r’\‘l:'n :n’
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Two Privacy Perspectives T’\‘E'A ’A’

Techaglogy - Cor~ections - Resull

| don’t want my Privacy invaded!
By unknown parties

\

Resistant

| don’t want you to invade my Privacy!
Tracking, Bubbling by known entities
Parental, Employer, Commercial,
Government Monitoring
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Who’s doing what to Whom? TATA suare

What we do to ourselves

What others do to us

Commercial Tracking/Bubbling

Vendor/Enterprise Monitoring

\ Government Monitoring
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The Government! T'ATT'A SHARE

Techaslogy - Cornections « Results

SET EDITION: U.S. | INTERNATIONAL MEXICO | ARABIC

TV: CNN | CHNNi | CNNen Espafiol | HLN Clll T h

(CNN) -- An effort by the Library of Congress to archive Twitter
posts has amassed more than 170 billion tweets, which the library is

Home TV&Video CNNTrends U.S. World Politics Justice Entertainment REI<W Health Livi

PROGRESSIVE now.seeklng to make available to researchers and other interested
$100% parues_
w
We c:lon't tell you what your budget is.

Library of Congress digs into 170 billion
tweets

] By Doug Gross, CNN

r; updated 12:18 PM EST, Mon January 7, 2013 | Filed under: Social Media

Osterberg wrote that the library has completed digitally archiving all
of the tweets it currently possesses and is now working on how to
best make them available to the public. The library already has
received about 400 requests from researchers all over the world
looking into topics ranging from the rise of citizen journalism to
tracking vaccination rates to predicting stock market activity.

The archive promises to keep growing fast. Currently, the library is
processing roughly 500 million tweets per day, up from about 140
million daily messages in 2011, according to the blog post.
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The Government! TATA suare

CNET > News » Security & Privacy *» Newly leaked NSA program sees 'nearly everything' you ...

Newly leaked NSA program sees
"nearly everything' you do

The X-Keyscore program, which has been revealed by NSA leaker Edward
Snowden, may be the "widest-reaching” inteligence system yet uncovered.

‘ by Don Reisinger | July 31, 2013 8:36 AM PDT
-

“...the NSA can essentially see everything a person is doing on the Internet...”
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Invasion of Privacy — Relook TATA suare

Invasion of privacy is the intrusion into the

personal life of another,|without just cause,
which can give the person whose privacy has

been invaded a right to bring a lawsuit for

damages against the person or entity that

intruded. It encompasses workplace
monitoring, Internet privacy, data collection,
and other means of
disseminating private information.
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On what should we focus?

What we can control

Business Information

Privacy of Business Constituents

Infrastructure Security

User Behavior

\
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Users: How much “I” is “TMI”? TATA snane

« Cerections - Results

Full Names of Anyone

Names of children, pets
Your or Others current location
Types and details of any assets

\ Major fortunes, misfortunes, health

issues, personal plans - any
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Users: How much “I”’ is “TMI”’? TATA suare

If it’s socially acceptable to
say “TMI” to someone who
shares too much, then so it
should be with Social Media

..'0.
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Users: Going Viral! T’\‘:'A 'Z'

Techaslogy - Cornections « Results

Take a pillow to the
roof of an office tower:.
Rip it open and let the
feathers fly.

Next, go and try to
retrieve all of the
feathers.

Going “Viral” takes
your information to
places unknown and
unintended, and
irretrievably.
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Users: It all starts with the Networker Tf\l:'l\ SHARE

'-‘Vi.

/'y

Is it possible to secure the privacy of
someone who is too open and sharinga?

Users have always been and will always be a weak link in the
chain of Security & Privacy. They need better and more help to
understand when they engage in poor practices.

Parents absolutely need to regularly and frequently monitor the
social media and networking activities of  thewr children.
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Users: The T-H-I-N-K Protocol r’\‘l:\ ;’

he golden rule of online
communication:

Don’t post, tweet, blog,

email anything on your

own behalf or about
others that you...

...would not want to see
in the newspaper

\ K: Is it Kind '
-::gi:lAnE
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News Sport Weather Capital Culture /Auto

A\

Home US & Canada Latin America QIS Africa Asia Europe Mid-East Business Health Sci/Environ

England = Northernlireland = Scotland = Wales ' UK Politics = Education
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3 August 2013 Last updated at 12:05 ET

Twitter's Tony Wang issues apology to
abuse victims
E COMMENTS (983

The boss of Twitter UK has said sorry to
women who have experienced abuse on
the social networking site.

Tony Wang said the threats were "simply not
acceptable” and pledged to do more to tackle

@ =5

TATA SHARE

Techaslogy - Cornections - Rezults

abusive behaviour

The apology came as Twitter updated its

rules and confirmed it would introduce an in-

tweet "report abuse” button on all platforms,
including desktops

Stella Creasy: "An apology [from Twiti
of the matter”

"There is more we can and will be doing to
protect our users against abuse. That is our
commitment.”

Minister for Women and Equalities Jo Swinson
said unchecked Twitter abuse had been a
problem for a long time and she was "delighted”
the company was apologising and taking action

Ms Mayer, Europe editor of Time magazine, said
she had yet to receive a personal apology from
Twitter, despite contacting the website on
Wednesday evening
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"The abuse they've received is simply not acceptable. It's not acceptable
in the real world, and it's not acceptable on Twitter

indi & euets; o @ vivendi s
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Tony Wang said Twitter would do more to tackle
abusive behaviour
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Providers: Alcohol-style Warning 1’\‘:'1\ ’A,
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Providers: Miranda-style Warning T’?A ’A,

Techaslogy - Cornections « Results

Uber-Blogger Social Networking
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Techaology - Coraections - Results
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Forensic Monitoring TATA suAare

Maintains
‘ Chain of
Tamper Evidence
P rOOf Ownership,
Captures Security, Control
User Actions Secure capture of over evidence:
- th )
What record(s) did ggg\r/}'}gt;v(;t storage go"eCt'O”
the user touch? into a repository Atorla 2
What action did the that cannot be naysis -
user take with the modified by any Preservation
record? user. Transportation
Presentation
- SHARE
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Providers: Conclusion TATA suane

Techaslogy - Corections - Results

Recognize that they have a primary imperative to help protect their
customers private information and communications

Provide robust security capabilities including Strong Authentication
and including alerts on weak, moderate, and strong security settings

Advise customers when their profile information or settings have been
changed

Help their customers understand when they engage in communications
that could be dangerous to their privacy

Encrypt data at rest to provide infrastructure level data protection

The “Wiretap” Right: Have a right to “just say no” to government
intrusion in the absence of a court order that directs the disclosure of
specific, discrete information

e%e
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Business: RSA Security Breach (2011) 1"’-\?1\ ’A,

Started with a spearfishing
attack against employees
who were identified using

Social Media
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Business TATA suAre

Techaslogy - Cornections « Results

Marketing &
Customer
Connect

Customer
Service-
Support

Internal
Collaboration

Web Apps &
Services
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Yahoo Embraces Brick & Mortar T’\‘E'A ’A’

Techaslogy - Cornections « Results

Home LatestNews Periodicals = B = = & Log

They..rcNews.com Business

Home News Business Culture Sports Science & Technology Environment Health

SPrint ESend = +

Yahoo requires its home-employees to
return to the office

The management of Yahoo has required its employees working from home to return to office.

Monday, March 4 2013

Yahoo.- American computing giant Yahoo has required
its hundreds of employees who work from home to
return to the office.

This decision has been taken after several research
projects taken on board from the company from
California revealed that employees boost their creativity
when spending time together at the office. However,
different studies also emphasize the fact that working
from home is equal to a higher level of productivity.

Yahoo! Author: Yahoo! Pressebilder on www. flickr.com

The decision has been taken by the new Chief Director
of Yahoo, Marisa Meyer, who has hired by the 2?%%
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Global Firm Embraces Social Networkingr’\-r',\ SHARE

Techaslogy - Cornections « Results

You and Your Network

All |

Your Timeline

Your Network
Timeline

Quick Navigation  &#

Communities
Strategic Solutiondg[]
Security-Privacy

Data Privacy
Americas, UK &... k1
Global Consultin...
Information Risk... [g
Mobile Security [l
Innovation in GCP ]
GCP Engaged th...
Security Thought..
Information Risk..

TCS Digital Ente.... ]

C -l about 21 hours ago RALEIGH

What does TCS bring to the enterprise software market?

Does the world really need another enterprise software supplier? TCS thinks
the answer is a definite yes. In fact, TCS CEO, N Chandrasekaran, met with
more than 100 customers worldwide to talk with them about their need for
digital transformation solutions. He vetted TCS' digital transformation strategy
and business solution with them and they all confirmed the need for next
generation digital More

& pblog @ Question/Poll (7] Blogpost

Timeline Al & @ @ = (4  SotBy~

: about 4 hours ago TCS - Chic
Knome iPhone App problem: The notifications window keeps flashing multiple
times. Please check.

&) Comment | Like | Share ®2 9o o B1

| )] aboutan hourago
Chennai-l
cC

? q Alejandro Nahuel Angeli
posted a new blogpost Top 10
Benefits of mobile Point of Sa...
to community Vivacious Sales,
Sales Enablement, Retail
Rewardz, Retail Product
Presales, Pre Sales, Digital
Software & Solutions Group,
Retail BA Domain Group, and
Help Me Learn

. Morusupalli Rao posted a new

pblog Knome iPhone App
problem: The notific... to
community Vivacious Help

w Chiranth H D posted a new
' pblog hello everyone. i have
done PG Diplom... to
community TCS Digital

Information
Security
Cyber Security
Threats

recent files
Productivity
native

Cvharwarfara
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BYOD End Point Management T’\‘E'A 'A’

Techaslogy - Cornections « Results

Enterprise
Policies &
Controls

End User Privacy, Enterprise Data,
Freedom of Use Security - Privacy

Emerging solutions enable
isolation between personal
and enterprise data

\
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Business: Conclusion TATA suane

Techaology - Coroections - Results

Need to help their users and customers to network securely and with
privacy.

Provide strong end-point management, authentication, and data leak
protection within the scope of mobile applications and services.

Link encryption has become a standard. Apps should minimize data
volume, retained data, and encrypt data on the end point

Isolate enterprise data from private data for focused control and
protection

Provide total erase capability for lost devices.

Provide partial erase capability for terminations (employees,
contractors, etc.

e%e
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Presentation Conclusion TATA suane

Techaslogy - Cornections « Results

We socially network
in a hostile
Users environment.

All players must do
their part to assure
security and
privacy.

Providers and
Business need to
provide robust
security and privacy
controls.

Providers and
Business need to

help users network
responsibly.
: SHARE
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