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FTP from z/OS to ShopZ failed £
TLS Security issue during SMP/E download - e

* The Problem
* FTP to ShopZ failed with secure socket init RC = 402

It worked before (last successful download in January 2013)
* Nothing changed at the z/OS V1R13 FTP client side

* The Evidence

« Standard SYSTCPDA packet trace to external CTRACE writer
« |IPCS Trace Formatter shows server is closing the connection
« AUTH TLS command got FTP-234 SSL OK message

 The Tool: wireshark with customized Profiles

» Default Profile
e More Custom Fields “Added as Column”

* TCP Profile

* New coloring rules assigned to highlight events 5
: SHARE
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e
z/OS FTP Client Trace i

. o . . SHARE
secure_socket_init fails withrc=402 - A
EZA1554I Connecting to: dispby-117.boulder.ibm.com 170.225.15.117 port: 21.
220-IBM's internal systems must only be used for conducting IBM's
220-business or for purposes authorized by IBM management.

220-
220-Use 1is subject to audit at any time by IBM management.
220-
220 dhebpcb0l1l secure FTP server ready.
GU4945 ftpSetApplData: entered
FC0250 ftpAuth: security values: mech=TLS, tlsmech=FTP, sFTP=R, sCC=C, sDC=P
FC0297 ftpAuth: ........ cipherspecs =
FCO342 ftpAuth: environment open()
FCO0460 ftpAuth: environment init()
FC0469 ftpAuth: environment initialization complete
EZA1701I >>> AUTH TLS
234 SSLv23/TLSv1
FCO0919 authServer: secure socket open()
FCO986 authServer: secure socket init()
FCO999 authServer: secure socket init failed with rc = 402 (No SSL cipher
specifications)
FC1369 endSecureConn: entered
EZA28971 Authentication negotiation failed
FC1401 endSecureEnv: entered
EZA15341 *** Control connection with dispby-117.boulder.ibm.com dies.
SC3958 SETCEC code = 10
: SHARE
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IPCS Trace Formatter — FTP 220
ctrace comp(systcpda) sub((tcpip)) full

-8

SHARE

Techslogy - Corstelisns - Reslts

4 SYS1 PACKET 00000004 16:27:16.897019 Packet Trace

From Interface : OSAXF1LNK Device: QDIO Ethernet Full=107
IpHeader: Version : 4 Header Length: 20

Tos : 00 Q0S: Routine Normal Service

Packet Length : 107 ID Number: 3A59

Fragment : Offset: O

TTL : 45 Protocol: TCP CheckSum: 8DC4 FFFF

Source : 170.225.15.117

Destination : 10.9.1.17

TCP

Source Port 1 21 (ftp) Destination Port: 13188 ()

Sequence Number : 933089570 Ack Number: 130121125

Header Length : 20 Flags: Ack Psh

Window Size : 65535 CheckSum: 7D25 FFFF Urgent Data Pointer: 0000
Data 1 67 Data Length: 67 Offset: 28
220-IBM's internal systems must only be used for conducting IBM's
Ip Header : 20 IP: 170.225.15.117, 10.9.1.17 Offset: ©
000000 4500006B 3A590000 2D068DC4 AAE10F75 0A090111
Protocol Header 1 20 Port: 21, 13188 Offset: 14
000000 00153384 379DD122 07C17DA5 5018FFFF 7D250000
Data 1 67 Data Length: 67 Offset: 28
Data 1 67 Data Length: 67 Offset: 28

000000 3232302D 49424D27 7320696E 7465726E 616C2073 79737465 6D73206D 75737420 |220-IBM's internal
000020 6F6E6C79 20626520 75736564 20666F72 20636F6E 64756374 696E6720 49424D27 |only be used for
000040 730DOA |s..
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IPCS Trace Formatter FTP ??7?

—g

ctrace comp(systcpda) sub((tcpip)) full e
11 SYsS1 PACKET 00000004 16:27:17.393565 Packet Trace
To Interface : OSAXFOLNK Device: QDIO Ethernet Full=100
IpHeader: Version : 4 Header Length: 20
Tos : 00 Q0S: Routine Normal Service
Packet Length : 100 ID Number: 28B6
Fragment : Offset: O
TTL : 64 Protocol: TCP CheckSum: 0000 7391
Source : 10.9.1.17
Destination : 170.225.15.117
TCP
Source Port : 13188 () Destination Port: 21 (ftp)
Sequence Number : 130121135 Ack Number: 933089827
Header Length 1 20 Flags: Ack Psh
Window Size : 65535 CheckSum: 0000 O5ED Urgent Data Pointer: 0000
Data : 60 Data Length: 60 Offset: 28
????7227377R??E?C~ {'I"b(?wws?$9@s??BZ?1?SO'?????????????????
Ip Header 1 20 IP: 10.9.1.17, 170.225.15.117 Offset: 0O
000000 45000064 28B60000 40060000 0A0G90111 AAE10F75
Protocol Header : 20 Port: 13188, 21 Offset: 14
000000 33840015 07C17DAF 379DD223 5018FFFF 00000000
Data : 60 Data Length: 60 Offset: 28
000000 16030100 37010000 33030152 0107C58B 43FE7B21 49A262A8 3F777773 1D24B940 |....7...3.
000020 73811742 32FFB189 53302700 OOOCOOFF 00010002 00030006 00090100 |s..B2...S0
: SHARE
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IPCS Trace Formatter FTP 2?22 =

ctrace comp(systcpda) sub((tcpip)) full e
12 SYS1 PACKET 00000004 16:27:17.539824 Packet Trace

From Interface : OSAXF1LNK Device: QDIO Ethernet Full=47

IpHeader: Version : 4 Header Length: 20

Tos : 00 Q0S: Routine Normal Service

Packet Length 1 47 ID Number: 4102

Fragment : Offset: O

TTL : 45 Protocol: TCP CheckSum: 8757 FFFF

Source : 170.225.15.117

Destination 10.9.1.17

TCP

Source Port : 21 (ftp) Destination Port: 13188 ()

Sequence Number : 933089827 Ack Number: 130121195

Header Length 1 20 Flags: Ack Psh

Window Size : 65535 CheckSum: E749 FFFF Urgent Data Pointer: 0000
Data 1 7 Data Length: 7 Offset: 28
?72727272(
Ip Header 20 IP: 170.225.15.117, 10.9.1.17 Offset: 0O
000000 4500002F 41020000 2D068757 AAE10F75 0A090111
Protocol Header : 20 Port: 21, 13188 Offset: 14
000000 00153384 379DD223 07C17DEB 5018FFFF E7490000
Data 1 7 Data Length: 7 Offset: 28
000000 15030100 020228 ...... (

: SHARE
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TLS Handshake Overview i
The flows of a successful negotiation = e

Client Hallo
| want 1o establish secure connection. | support
i r
<thig> varsion of 5L and <thesa> ciphers 5 Hello R

“— Ok, | initially accept request. | have chosen =this=

]4030 N Change C]I}hel' Spec " version of S5L and <this> cipher suite )
(—[ Server's Certificate (optional) J

I [ ServerKey Exchange (optional) |

15030.... TLS/SSL Alert e Hers is my public key (1| don't have cerificate) |

Client Certificate Request (optional)

+— | want to authenticate you. Send
16030.... I Handshake o A el Signed i i
. A

) <—[ Server Hello Done )

17030.... Encrypted data Change Cipher Spec
The next massage from me will be encryptad
(_ Client Finished (encrypted) ]—)
Change Cipher Spec
The next message from me will be encrypted
(—( Server Finished (encrypted) )

[ A pillcation s dats junceygied) ]1—»[ Application’s data fencrypted) J L g

: SHARE
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IPCS Trace Formatter FTP TLS Handshake

r1,_

— i
The Client Hello e
11 SYS1 PACKET 00000004 16:27:17.393565 Packet Trace
To Interface : OSAXFOLNK Device: QDIO Ethernet Full=100
IpHeader: Version : 4 Header Length: 20
Tos : 00 Q0S: Routine Normal Service
Packet Length : 100 ID Number: 28B6
Fragment : Offset: O
TTL : 64 Protocol: TCP CheckSum: 0000 7391
Source : 10.9.1.17
Destination : 170.225.15.117
TCP
Source Port : 13188 () Destination Port: 21 (ftp)
Sequence Number : 130121135 Ack Number: 933089827
Header Length 1 20 Flags: Ack Psh
Window Size : 65535 CheckSum: 0000 O5ED Urgent Data Pointer: 0000
Data : 60 Data Length: 60 Offset: 28
????7227377R??E?C~ {'I"b(?wws?$9@s??BZ?1?SO'?????????????????
Ip Header 1 20 IP: 10.9.1.17, 170.225.15.117 Offset: 0O
000000 45000064 28B60000 40060000 0A0G90111 AAE10F75
Protocol Header : 20 Port: 13188, 21 Offset: 14
000000 33840015 07C17DAF 379DD223 5018FFFF 00000000
Data : 60 Data Length: 60 Offset: 28
000000 16030100 37010000 33030152 0107C58B 43FE7B21 49A262A8 3F777773 1D24B940 |....7...3.
000020 73811742 32FFB189 53302700 0O0OCOOFF 00010002 00030006 00090100 |s..B2...S0
‘ 16030.... I Handshake
: SHARE
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IPCS Trace Formatter FTP TLS ALERT o

ctrace comp(systcpda) sub((tcpip)) full e
12 SYS1 PACKET 00000004 16:27:17.539824 Packet Trace

From Interface : OSAXF1LNK Device: QDIO Ethernet Full=47

IpHeader: Version : 4 Header Length: 20

Tos : 00 Q0S: Routine Normal Service

Packet Length 1 47 ID Number: 4102

Fragment : Offset: O

TTL : 45 Protocol: TCP CheckSum: 8757 FFFF

Source : 170.225.15.117

Destination : 10.9.1.17

TCP

Source Port : 21 (ftp) Destination Port: 13188 ()

Sequence Number : 933089827 Ack Number: 130121195

Header Length 1 20 Flags: Ack Psh

Window Size : 65535 CheckSum: E749 FFFF Urgent Data Pointer: 0000
Data 1 7 Data Length: 7 Offset: 28
?72727272(
Ip Header 20 IP: 170.225.15.117, 10.9.1.17 Offset: 0O
000000 4500002F 41020000 2D068757 AAE10F75 0A090111
Protocol Header : 20 Port: 21, 13188 Offset: 14
000000 00153384 379DD223 07C17DEB 5018FFFF E7490000
Data 1 7 Data Length: 7 Offset: 28
000000 15030100 020228 ...... (

‘ 15030.... I TLS/SSL Alert
: SHARE
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IPCS Trace Formatter Conversion £ <l
Convert SYSTCPDA to Sniffer

TSO ALLOC FI(SNIFFER) DSN('IP.WIZARDS.SYSTCPDA.PCAP') SHR REUSE

IP CTRACE COMP(SYSTCPDA) SUB((TCPIP)) OPTIONS((SNIFFER(1500 TCPDUMP)))

TSO FREE FI(SNIFFER)

BROWSE IP.WIZARDS.SYSTCPDA.PCAP
Command ===>

3k 3k 3k 3k 3k 3k 3k >k 3k 3k >k 3k 3k 3k >k 3k 3k 3k >k 3k 3k 3k >k 5k 3k >k 5k 3k 3k >k 5k 3k 3k >k 3k 3k >k >k 3k 3k >k 5k 3k 3k >k 3k 3k 3k >k 5k 3k >k 5k 3k 3k >k 5k 3k 3k >k >k 3k >k >k >k 3k >k >k 3k %k >k >k %k TOp Of Data 3k 3k %k >k >k

~¥CM. e e

é..D...P...¢...¢..!+.I..!..... 4....q.. .00....i+.I.d...A'u....p...1i%..... > [ [ennns

é..D..A".......... +.I..0..... a....f£....x¢i+.I....... d. J..A'V-. . iinin s A

é..D..Rs.......... +.I..0..... ...~ %o, i+ I.dL LAY D&V,

é..D..e0...> ... ..+ 1.0, a..,.B....yDi+.I....... d. . J..A'V&..."....... fa(.E.N>EAE>/%.E"

é..D.. % ...t 1+ I..0..... 4....u.. .0 ....i+.I.d...A'v. JA&....A..

é..E..[z...0...S..'+.1..'..... a..M.-....»2i+.I....... d. JA.A'V&...«E...... AIEN>AEE.?E.A?E.go

é..E..[%.......... 1+ I..0..... a....ph.. .%e....i+.I.d...A'v. K.&....1..

é..E..D S PO U R 4....0.. .0s....i+.I.d...A'v. K.&....1i.. iéc.e<é..

é..E...}...c...c..!+.I..!..... a....C....hoi+.I....... d. K..A'®&...0;...... éé<I...e<él...

é..E..W.......... 1 S I a....§8.. .9¢é....i+.I.d...A'®. K.&....k..

é..E...)...E...E..'+.1..'..... a..A.9.. .o>....i+.1.d...A'®. K.& ..3. 0 ivirnnnnnns é..E»al#.i

é..E... . ....vunn. 1 S I ... ..... gii+.I....... d. K..A'0&. .. XA.........

é..E...Y.......... 1+ I..0..... a I.. .9p....i+.1.d...A'0. K.&....]|.

Y 1+ I..0..... - F g)i+.I....... d. K..A'0&....1.

S +.I..0..... 4....-.. .00....i+.1.d...A'0. K.&....+.

8..E..ovviiiinnn +.I..0..... a....6.. .on....i+.I.d...A'0. K.&....(.

é..E..c-.......... +.I..0..... a...4..... foi+.I....... d. K..A'0&....1..

3k 3k 3k 3k 3k 3k 3k 3k 3k 3k >k 5k 3k 3k >k 5k 3k 3k >k 5k 3k 3k 5k 5k 3k >k 5k 3k 3k >k 5k 3k 3k >k 5k 3k 3k 5k 5k 3k >k 5k 3k 3k >k 5k 3k 3k >k 5k 3k >k 5k 3k 3k >k 5k 3k 3k >k >k 3k >k >k >k 3k %k >k >k %k >k >k BOttOITI Of Data 3k 3k %k
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s
The Default Profile e ]

SHARE

Only basic information about each packet

ShopZ.SSL_RC402.SYSTCPDA.pcap [Wireshark 1.8.3 (SVN Rev Unknown from unknown)]
File Edit View Go Capture Analyze Statistics Telephony Tools Intemals Help

BEeoy B_oxgs & AT EE acar WEE® [
Filter: [ |V] Expression... Clear Apply Save
MNo. | Time Source Destination Protocol | Length | Info
10.0000010.9.1.17 170.225.15. 74 13188 > ftp [SYN] Seq=0 Win=65535 Len=0 MS5=1452 WS=32 TSval=371220
30.6000110.9.1.17 170.225.15.117 TCP 54 13188 > ftp [ACK] Seqg=1 Ack=1 Win=65535 Len=0
40.14961176.225.15.117 10.9.1.17 FTP 121 Response: 220-IBM's internal systems must only be used for conducti
50.0000110.9.1.17 170.225.15.117 TCP 54 13188 > ftp [ACK] Seq=1 Ack=68 Win=65535 Len=0
60.14742170.225.15.117 10.9.1.17 FTP 226 Response: 220-business or for purposes authorized by IBM management
70.0000110.9.1.17 170.225.15.117 TCP 54 13188 > ftp [ACK] Seq=1 Ack=240 Win=65535 Len=0
8 0.2023510.9.1.17 170.225.15.117 FTP 64 Request: AUTH TLS
90.14659170.225.15.117 10.9.1.17 FTP 72 Response: 234 SSLv23/TLSvl
10 6.060002 16.9.1.17 170.225.15.117 TCP 54 13188 > ftp [PSH, ACK] Seg=11 Ack=258 Win=65535 Len=0
11 .0001118.9.1.17 1709.225.15.117 FTP 114 Request: \026\003\001\0007%001\000\0003\003\001R\EO1\a\305\213C\376
12 6.14625170.225.15.117 10.9.1.17 FTP 61 Response: \025\003\001\000\002\002
13 0.0000118.9.1.17 1709.225.15.117 TCP 54 13188 > ftp [PSH, ACK] Seqg=71 Ack=265 Win=65535 Len=0
15 0.0000010.9.1.17 170.225.15.117 TCP 54 13188 > ftp [PSH, ACK] Seq=71 Ack=266 Win=65535 Len=0
17 0.14857170.225.15.117 10.9.1.17 TCP 54 ftp = 13188 [ACK] Seq=266 Ack=72 Win=65535 Len=0
. [>]
POOE 08 00 5a el Of 75 08 00 5a 09 01 11 08 00 45 00 AN | Y A E. |
@ ® File: "/home/mburkhar/2013/SHARE/08_BOS/ShopZ.SSL_RC402.SYSTCPDA pcap” ... Packets: 17 Displayed: 17 Marked: 0 Load time: o:m.oaa*f Profile: Default
.o'o.
: SHARE
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Default Profile Y

SHARE

Adding columns to the packet list

ShopZ.SS5L_RC402.5YSTCPDA.pcap - 0 X
File Edit View Go Capture Analyze Statistics Telephony Tools Intermnals Help
B@eon 8_xgse #A A7 EE cacol @MEE @
Filter: l ‘Vl Expression...  Clear Apply Save EE _Only ICMP Errors

MNo. | Time ip.id ip.len  Prot SrcMAC Source TR Destination

k-

src_port | dst_port | tcp_ws | Info

0 Internet Protol Version 4 cP eEs Si=a i Rr R eR="1 Internet Protocol Version 4 F
Identification (ip.id) Time to live (ip.tt)

30.000013 0x28al 40 TCP zO0S SYSTCPDA zO0S-Client 64 shopz-FTP 13183 21 65535 13188 > 21 [ACK] Seg=1 Ack=1 Win=€

4 0.149615 0x3a59 107 FTP zO0S SYSTCPDA shopz-FTP 45 z05-Client 21 13188 65535 Response: 220-IBM's internal syste

50.000017 0x28a4 40 TCP zO0S SYSTCPDA zO0S-Client 64 shopz-FTP 13183 21 65535 13188 > 21 [ACK] Seg=1 Ack=63 Win=

6 0.147421 0x3bca 212 FTP z0S SYSTCPDA shopz-FTP 45 z05-Client 21 13188 65535 Response: 220-business or for purg

70.000014 0x28ac 40 TCP zO0S SYSTCPDA zO0S-Client 64 shopz-FTP 13188 21 65535 13188 > 21 [ACK] Seg=1 Ack=240 Wir

8 0.202356 0x28b4 50 FTP zO0S SYSTCPDA zO0S-Client 64 shopz-FTP 13183 21 65535 Request: AUTH TLS

9 0.146597 0x3f83 58 FTP zO0S SYSTCPDA shopz-FTP 45 z05-Client 21 13188 65535 Response: 234 SS5Lv23/TLSvl

10 0.800022 0x28b5 40 TCP z0S SYSTCPDA z0S-Client 64 shopz-FTP 13188 21 65535 13188 > 21 [PSH, ACK] Seqg=11 Ack=:

11 0.000119 0x28b6 100 FTP z0S SYSTCPDA z0S-Client 64 shopz-FTP 13188 21 65535 Request: \026\003\001\0007\001\00C

12 0.146259 0x4102 47 FTP z0S SYSTCPDA shopz-FTP 45 z05-Client 21 13188 65535 Response: \025\003\001\000\002\002

13 0.000010 0x28c9 40 TCP z0S SYSTCPDA z0S-Client 64 shopz-FTP 13188 21 65535 13188 > 21 [PSH, ACK] Seq=71 Ack=:
14 0.000335 0x4103 40 TCP z0S_SYSTCPDA shopz-FTP 45 z0S-Client 21 ~ 13188 6553521 > 13188 [FIN, ACK] Seq=265 Acks

15 0.000003 0x28ca 40 TCP z0S SYSTCPDA z0S5-Client 64 shopz-FTP 13188 21 65535 13188 > 21 [PSH, ACK] Seq=71 Ack=:

17 0.148572 0x423e 40 TCP z0S SYSTCPDA shopz-FTP 45 z0S5-Client 21 13188 65535 21 > 13188 [ACK] Seqg=266 Ack=72 W

ua |)]
pEE0 08 00 5a e1 OFf 75 B8 00 5a 09 01 11 08 0O 45 06 A | P A E. |
@ * File: “/home/mburkhar/2013/SHARE/OB BOS/ShopZ.SSL_RC402.SYSTCPDA.pcap” ... . Packets: 17 Displayed: 17 Marked: 0 Load time: 0:00.000 Profile: Default
.o'..
- SHARE
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Why use different profiles? e ]

SHARE

A trace is a trace is a trace — isn't it?

File Edit View Go Capture Analyze Statistics Telephony Tools Intermnals Help

BEee B _xgs A » 7Y EE Qaca $¥ME® @

Filter: l ‘Vl Expression...  Clear Apply Save EE _Only ICMP Errors

MNo. | Time ip.id ip.len Prot  SrcMAC Source TTL Destination src_port | dst_port | tcp_ws

.000013 0x28al 40 TCP zO0S SYSTCPDA zO0S-Client shopz-FTP 13188 65535 13188 > 21 [ACK] Seg=1 Ack=1 Win=€
.149615 0x3a59 107 FTP zO0S SYSTCPDA shopz-FTP z05-Client 21 13188 65535 Response: 220-1IBM's internal syste
5 E).E)E)E)E)l? 0x28a4 40 TCP z0S SYSTCPDA z0S-Client 64 shopz-FTP 13188 21 65535 13188 > 21 [ACK] Seg=1 Ack=63 Win=
6 0.147421 0x3bca 212 FTP z0S SYSTCPDA shopz-FTP 45 z05-Client 21 13188 65535 Response: 220-business or for purg
70.000014 0x28ac 40 TCP zO0S SYSTCPDA zO0S-Client 64 shopz-FTP 13188 21 65535 13188 > 21 [ACK] Seg=1 Ack=240 Wir
8 0.202356 0x28b4 50 FTP zO0S SYSTCPDA zO0S-Client 64 shopz-FTP 13183 21 65535 Request: AUTH TLS
9 0.146597 0x3f83 58 FTP zO0S SYSTCPDA shopz-FTP 45 z0S5-Client 21 13188 65535 Response: 234 SS5Lv23/TLSvl
10 0.800022 0x28b5 40 TCP z0S SYSTCPDA z0S-Client 64 shopz-FTP 13188 21 65535 13188 > 21 [PSH, ACK] Seqg=11 Ack=:
11 0.000119 0x28b6 100 FTP z0S SYSTCPDA z0S-Client 64 shopz-FTP 13188 21 65535 Request: \026\003\001\0007\001\00C
12 0.146259 0x4102 47 FTP z0S SYSTCPDA shopz-FTP 45 z05-Client 21 13188 65535 Response: \025\003\001\000%\002\002
13 0.000018 0x28c9 40 TCP z0S SYSTCPDA z0S-Client shopz-FTP 13188 65535 13188 > 21 [PSH, ACK] Seq=71 Ack=:

15 0.000003 0x28ca 40 TCP z0S_SYSTCPDA zO0S-Client 64 shopz-FTP 13188 21 65535 13188 > 21 [PSH, ACK] Seq=71 Ack=:

poE 08 00 5a el OFf 75 08 00 5a 09 61 11 08 00 45 00 ..Z..u.. Lo, E. =]

@ 7 File: /nome/mburkhar’2013/SHARE/08_BOS/ShopZ.SSL_RC402.SYSTCPDA.pcap” ... . Packets: 17 Displayed: 17 Marked: O Load time: 0:00.000  Profile: Default

: SHARE
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Why use different profiles?

A trace is a trace is a trace — isn't it?

ShopZ.SSL_RC402.5YSTCPDA.pcap o x

File Edit Miew Go Capture Analyze Statistics Telephony Tools Internals Help

BEeoy 8 _xgencragrEBEB acal @EE®

Filter: | | Expression... Clear Apply Save 3way HS rxmit TLS TLS hidden

MNo. delta TTL  Source s _port | d _port tcplen | ACKed RTT whazzin

11 16:27:17.3930.000 64 z05-Client 13188 21 60 TLS Client Hello Request: \0
12 16:27:17.5390.146 45 shopz-FTP 2113188 7 11 0.146TLS Alert Response: \
17 16:27:17.6880.148 45 shopz-FTP 2113188 0 16 0.148 21 > 13188



File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help

B@eo o 8 2 2T 8 EE @

Filter: | | Expression.. Clear  Apply X i TLS  TLS_hidden
MNo. delta TTL Source s_port | d port tcp.len ACKed RTT whazgin
Frame
Coloring Rule Name (frame.coloring_rule.name)

11 16:27:17.3930.000 64 z0S-Client 13188 21 60 TLS Client Hello Request: \0O
12 16:27:17.5390.146 45 shopz-FTP 2113188 7 11 0.146TLS Alert Response: \
1716:27:17.6880.148 45 shopz-FTP 2113188 0 16 0.148 21 > 13188

@ ® File: "yhome/mburkhar/2013/SHARE/D8_BOS/ShopZ.SSL_RCA402.SYSTCPDA.pcap” ... | Packets: 17 Displayed: 17 Marked: 0 Load time: 0:00.000




o
Map another protocol to well known port |

SHARE

Analyze — Decode As

—

ShopZ.SSL_RC402.SYSTCPDA.pcap

File Edit View Go gapture Statistics Telephony Tools Intemals Help
Il

< N I R, % 38 - e e e W

Display Filter Macros...
Filter: [ Apply as Columi oression... Clear Apply Save 3way HS rmit TLS TLS_hidden
No. | Time deita | APPIY as Filter ’plen| ACKed RTT  whazzin Info
Prepare a Filter >

Enabled Protocols... Shift+Ctri+E

User Specified Decodes...
Wireshark: Decode As

Link | MWetwork | Transport

SoulSeek
Spice
SRVLOC Request: \0
Response: \
SSH
O Do not decode |TCP | Both (13188..21) | | port(s) as ” 21 > 13188
STAMNAG
16 _ 13188 > 21
17 STUN ] 21 > 13188
[ Show Current l SYNCHROPHASOR
a | [ Clear l Synergy ) 5)
@ &7 Marked: O Load time: 0:00.000 © Profile: tcp
— e | ok |[ sy || close |
.o.o.
- SHARE
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TLS Alert Y

= SHARE
Fatal Handshake Failure
ShopZ.SSL_RC402.SYSTCPDA.pcap - 0O X
File Edit View Go Capture Analyze Statistics Telephony Tools Intenals Help
BEeoy 8_xgs @ A fdEE acaal WEE® [
Filter: [ ‘ V] Expression... Clear Apply Save 3way HS mit TLS TLS_hidden
No. | Time delta TTL Source s _port d port tcplen ACKed RTT whazzin Info

r e

12 16:27:17.539824 61 shopz-FTP zOS-Client 21 13188 11 0.146259000 Alert (Level: Fatal, Description: Hands — 0O X
P Frame 12: 61 bytes on wire (488 bits), 61 bytes captured (488 bits)
P Ethernet II, Src: z0S SYSTCPDA 09:01:11 (08:00:5a:09:01:11), Dst: z0S SYSTC
b Internet Protocol Version 4, Src: shopz-FTP (170.225.15.117), Dst: z0S-Clierfknown Record[Packet
b Transmission Control Protocol, Src Port: 21 (21), Dst Port: 13188 (13188),
- Secure Sockets Layer

<= TLSv1l Record Layer: Alert (Level: Fatal, Description: Handshake Failure)

Content Type: Alert (21) {_ e it
Version: TLS 1.0 (0x0301) T
Length: 2 [FIN, ACK] Seg=265

= Alert Message
; Level: Fatal (2) [FIN, PSH, ACK] Seq
] - h .’ [ACK] Seq=266 Ack=7

2?@&1& 00 2f 41 02 00 00 2d 66 87 57 aa el Of 75 0a 09 ./A...-. .W...u.. — 2
—E0268 61 11 o0 15 33 84 37 9d d2 23 07 cl 7d b 50 18 cen3.70 J#LDUFLPL e ep
pe30 ff ff 7 49 00 060 15 B3 EIBEBEGZEE Iﬂ "
- SHARE
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N
TLS Handshake Protocol rs

SHARE

Client Hello offering Cipher Suites

—

ShopZ.SSL_RC402.SYSTCPDA.pcap

File Edit View Go Capture Analyze Statistics Telephony Tools Intenals Help

BEsoy 8- . xg& s A fdEE acaal WEE® [
Filter: [ ‘ V] Expression... Clear Apply Save 3way HS mit TLS TLS_hidden

No. | Time delta TTL Source s _port d port tcplen ACKed RTT whazzin Info

11 16:27:17.393565 114 zOS-Client shopz-FTP 1318821 Client Hello

< TLSv1l Record Layer: Handshake Protocol: Client Hello
Content Type: Handshake (22)
Version: TLS 1.0 (0x08301)
Length: 55
< Handshake Protocol: Client Hello
Handshake Type: Client Hello (1)

416:2 220 Welcome Ignored Unknown Record

616:2 220 Welcome Ignored Unknown Record[Packet

Length: 51
Version: TLS 1.0 (0x0301)
b Random i Client Hello

Session ID Length: 0 N=1g Alert (Level: Fatal, Descripti

Cipher Suites Length: 12
14 16:2 v Cipher Suites (6 suites) 21 = 13188 [FIN, ACK] Seq=265

Cipher Suite: TLS EMPTY RENEGOTIATION INFO SCSV (0x00ff)

16 16:2 Cipher Suite: TLS RSA WITH NULL MD5 (6x0001) iown 13188 = 21 [FIN, PSH, ACK] Seq
17 16:2 Cipher Suite: TLS RSA WITH NULL SHA (0x0002) 21 = 13188 [ACK] Seq=266 Ack=7

Cipher Suite: TLS RSA EXPORT WITH RC4 40 MD5 (0x0003)
Cipher Suite: TLS RSA EXPORT WITH RC2 CBC 40 MD5 (0x0006)
Cipher Suite: TLS RSA WITH DES CBC SHA (0x0009)

@ * File: Compression Methods Length: 1 sed: 17 Marked: 0 Load time: 0:00.000 ~ Profile: tcp
- | b Compression Methods (1 method)

|
|

[>)

: SHARE
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FTPDATA
CIPHERSUITE definitions

Name of a ciphersuite that can be passed to the partner during
the TLS handshake. None, some, or all of the following may be
specified. The number to the far right is the cipherspec id
that corresponds to the ciphersuite's name.

= wE wE wE

CIPHERSUITE SSL_NULL MD5 ; 01
CIPHERSUITE SSL_NULL_SHA ;02
CIPHERSUITE SSL_RC4 MD5 EX  ; 03
CIPHERSUITE SSL_RC4 MD5 ; 04
CIPHERSUITE SSL_RC4_SHA ; 05
CIPHERSUITE SSL_RC2 MD5 EX  ; 06
CIPHERSUITE SSL_DES_SHA ; 09
CIPHERSUITE SSL_3DES SHA ;. OA

: SHARE
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Starting GSKSRVR
F GSKSRVR,D CRYPTO

Technglogy + Coraecligns - Resulls

-S GSKSRVR

SYS1 R= GSKSRVR IEF695I START GSKSRVR WITH JOBNAME GSKSRVR IS ASSIGNED TO
USER

SYS1 R= GSKSRVR GSKSRVR , GROUP GRPSYSTC
&SYS1 R= GSKSRVR IEF403I GSKSRVR - STARTED - TIME=13.14.23
SYS1 R= GSKSRVR GSK01001lI System SSL version 3.23, Service level 0A40338.
SYS1 R= GSKSRVR GSKO01003I SSL server initialization complete.
-F GSKSRVR,D CRYPTO

SYS1 R= GSKSRVR GSK01009I Cryptographic status

SYS1 R= GSKSRVR Algorithm Hardware Software

SYS1 R= GSKSRVR DES 56 56

SYS1 R= GSKSRVR 3DES - - - -

SYS1 R= GSKSRVR AES - - - -

SYS1 R= GSKSRVR RC2 - - 40

SYS1 R= GSKSRVR RC(C4 - - 40

SYS1 R= GSKSRVR RSA Encrypt - - 4096

SYS1 R= GSKSRVR RSA Sign - - 4096

SYS1 R= GSKSRVR DSS - - 1024

SYS1 R= GSKSRVR SHA-1 160 160

SYS1 R= GSKSRVR SHA-2 512 512

SYS1 R= GSKSRVR ECC - - - -

: SHARE
20 Complete your sessions evaluation online at SHARE.org/BostonEval 13631 Towards the OSA and beyond ®e+° inBoston
D



FTP from z/OS to ShopZ failed £
TLS Security issue during SMP/E download - e

* The Problem
* FTP to ShopZ failed with secure socket init RC = 402

It worked before (last successful download in January 2013)
* Nothing changed at the z/OS V1R13 FTP client side

* The Evidence

« Standard SYSTCPDA packet trace to external CTRACE writer
« |IPCS Trace Formatter shows server is closing the connection
« AUTH TLS command got FTP-234 SSL OK message

 The Tool: wireshark with customized Profiles

» Default Profile
e More Custom Fileds “Added as Column”

* TCP Profile

* New coloring rules assigned to highlight events 5
: SHARE
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Problem Summary and Solution =
Sometimes you better look twice... @ ——

* The Problem
* FTP to ShopZ failed with secure socket init RC = 402
 The ShopZ no longer accepts old ciphers
* The Evidence

* Packet Trace shows AES and 3DES were not offered
* Requires CPACF feature enabled
 Requires SSL V3 FMID to be applied

SRID: ATRDSEYFFJS =tat: OF1L1 PMR: WETsiel e, 272 Entitle: CCME S 1 "

o Fqzt: SOFTWARE SubRg=st: SOFTWARE DEFECT SUPFORT e The SOIUtlon
Queu: EBEMET <tr: 258 =4 4 1 Zon: o ____ #
Comp: SESSHALOOD___ Rel: 1D0 ConPh. oy oo o e =C: T2 % II

eitere Kommentare

Aafter inztalling 5L W3 extenzion Fmid JCRTIDT (Zecurity Lewel 32 the
"F GEKSRVE,D CRYPTO" szhows now the enablement for ZDES and AES. The
tezt job iz working well and successful.

Froblem i= solwed, thanks for all wour help, FMR can be closed.

Fegards,
+TIVOLL 20 -SESSHALDD -LZ25Z-CFEZD0S-P4zd-13-08-14-10: 22 e®e
+TIVOLI Z0 -SEIDHALDD  -LZ25Z-CFEZO0S-F43d-13-.08-.14-10: 32 % %

: SHARE
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Why use different profiles?
Show what's in there! cOl o

S@ee 8. X

Mo. | Time | Source | d_purt| whazzin

11 0.000 z0S-Client 21 Client Hello Request: \026\003\001\0007"04

@ ™7 File: "fhome/mburkhar/2013/PMRs/RIT/d0806/shop-z.systcpda.pcapng”...  Packets: 17 Displayed: 17 Marked: 0 Load time:...{ Profile: tcp

: SHARE
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The United Colors of Wireshark Y
Join us at “Taming the Shark” at 4:30PM R202 s»ar-

= Ne B _x2s AaeraFTdEEQcal EEE® 3

Tamin the Shark MNo. Time Source Destination Protocol = Length | Info

Thursday, August 15, 2013: 4:30 PM-5:30 PM .‘.. Se
- SHARE

13282: Taming the Shark - Tips and Tricks on Using Wireshark Hands-on Lab  ipeaker; Matthias Burkhard(IBM Corporation)  ®e 4 «® in Boston



Thank You for attending this session!

Come to "Taming the Shark” - A wireshark Hands On Lab Session at 4:30PM R202

IP
y g 4. Matthias Burkhard IBM Germany

http://tinyurl.com/ipwizards &

Thank You for your Time at SHARE $
A

>,
% ip.wizards@groups.facebook.com

L]

WIZARDS

Your feedback is important:
This was session 13631 at SHARE in Boston 2013

Towards the OSA and beyond
FTP ShopZ TLS Problem Analysis

- "Created usin OpenOffice™ 4 TSmmn
g p .
25 Complete your sessions evaluation online at SHARE.org/BostonEval 13631 Towards the OSA and beyond e e® in Boston




.
'1..

2¢IP Output =
FTP-CTRL session

File Options Macros
————————————————————————————————————————————————————————————————— 2cIP - TRACE AMALYSIS PANEL ——— - oo
Command === |}
¥|:| i 1(De1ta]l SIGCHECK IF Address (+ Port TTL  Iden @8 IP Address (+ Port Iden Description (short)
--Trace ooV -----------------------------------\-\--\-\"""""""“"“"“"“
_ 1 [ 000,000 zos:05481492 _O2M_Tstamp 10.9.1.17(13188) B 2838 gE L225.15.117021) TCPAFTR M35=1452 Ws=a
- 2 [.146.856 ATLH:YPH1420 BYk 10.9.1.17(13188) 4o . L225.15.147021) 38B1 TCPAFTR M535=1330
_ 3 [.0a0,.013 10.9.1.17(13188) B 2841 L225.15.117021) TCPAFTF
_ 4 0.149.615 10.9.1.17(13188) 4o L225.15.147021) 3459 TCR/FTRAZ220-IBHM = FIR
_ 2 [.0ea,.817 10.9.1.17(13188) B 2844 L225.15.117021) TCPAFTR @
_ & 0.147.421 10.9.1.17(13188) 4o L2255 .147021 ) 3BCA TCRAFTRAZ220-business [
_ 7 [.oan. 014 10.9.1.17(13188) By 2840 L225.15.117021) TCPAFTR @
_ B [0.202.356 10.9.1.17(13188) By 28B4 L225.015.147021) TCRAFTPA&UTH
_ 3 [0.146.597 10.9.1.17(13188) 4o 4 L225.15. 117021 ) 3F83 TCRAFTRA 234
_ 10 [.0a0,.022 10.9.1.17(13188) By 28BS L225.015.147021) TCPAFTP E
_ 11 [.060.1139 10.9.1.17(13188) B 28BE6 L225.15.117021) TCPAFTP My Client_Hello
_ 1z 0.146.259 10.9.1.17(13188) 4o 2250150117021 4102 TCRAFTP By Alert:handshake.
_ 13 [.0aa,. 010 10.9.1.17(13188) B 28019 L225.15.117021) TCPAFTR R
_ 14 [.0EE, 335 10.9.1.17(13188) 4o L2258 15 147021 4103 TCRAFTR
_ 13 [.0a0, 003 10.9.1.17(13188) By 2804 L225.15.117021) TCPAFTR R
_ 1k [.0a0, 243 10.9.1.17(13188) By 28CE B L225.015.147021) TCPAFTP R
_ 17 [0.148.372 10.9.1.17(13188) 45 4 L220.15. 1470210 423E TCRAFTR

: SHARE
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Taming the Shark — Lab Session at 4:30PM
Get some hands-on experience with profiles

shop-z.systcpda. pcapng

Eile Edit View Go Capture Analyze 5Statistics Telephony Tools Internals Help

B@Eo Y B X2a Aes AT EE aaa

Time | Source d_port whazzin ACKed RTT | Info

11 0.000 z05-Client 21 Client Hello Request: \026%003\001\0007"04

OF

@0 lﬁf File: "/home/mburkharf2013/PMRs/RIT/d0806/shop-2. systcpdapcapng Packets: 17 Displayed: 17 Marked: 0 Load time:... Profile: tcp

: SHARE
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Get some hands-on experience with profiles =

SHARE
ShopZ.SSL_RC402.SYSTCPDA.pcap - 0
File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help
Bi@eo 8. xg& A A7 EE acal WEE® [
Filter: [ |V] Expression...  Clear Apply Save EE_Only ICMP Errors
MNo. | Time ip.id ip.len Prot  SrcMAC Source TTL Destination src_port | dst_port  tcp ws | Info
10.000000 O0x2893 z0S5 SYSTCPDA z0S5-Client 64 shopz-FTP 13188 65535 13188 > 21 [SYN] Seg=0 Win=65535
3 0.000013 0x28al 40 TCP z0S SYSTCPDA z0S-Client 64 shopz-FTP 131388 21 65535 13188 > 21 [ACK] Seg=1 ® Default
4 0.149615 0x3a59 107 FTP z0S_SYSTCPDA_shopz-FTP 45 z0S5-Client 21 13188 65535 Response: 220-IBM's int| OEEHPR
50.000017 0x28a4 40 TCP z0S SYSTCPDA z0S5-Client 64 shopz-FTP 13188 21 65535 13188 > 21 [ACK] Seg=1 ©tcp
6 0.147421 Ox3bca 212 FTP z0S5 SYSTCPDA shopz-FTP 45 z0S5-Client 21 13188 65535 Response: 220-business | ©ctg
7 0.000014 0x28ac 40 TCP z0S_SYSTCPDA_z0S5-Client 64 shopz-FTP 13188 21 65535 13188 > 21 [ACK] Seg=1 Pt
8 0.202356 0x28b4 50 FTP zO0S SYSTCPDA z0S5-Client 64 shopz-FTP 13188 21 65535 Request: AUTH TLS O EE-HPR2
9 0.146597 0x3f83 58 FTP z0S_SYSTCPDA_shopz-FTP 45 z0S-Client 21 13188 65535 Response: 234 SSLv23/TL| ©_Default
10 0.000022 Ox28b5 40 TCP z0S SYSTCPDA z0S-Client 64 shopz-FTP 13188 21 65535 13188 > 21 [PSH, ACK] § C'ts
11 06.000119 ©x28b6 100 FTP z0S_SYSTCPDA_ z0S-Client 64 shopz-FTP 13188 21 65535 Request: \026\003\001\0 “db2
12 0.146259 0x4102 47 FTP z0S SYSTCPDA shopz-FTP 45 z0S-Client 21 13188 65535 Response: \025\003\001\  ©'dap
13 0.000010 ©x28c9 40 TCP z0S_SYSTCPDA z0S-Client 64 shopz-FTP 13188 21 65535 13188 > 21 [PSH, ACK] S Usmb

.000003 65535 13188 > 21 [PSH, ACK] S ©ts2

Ox28ca z0S SYSTCPDA zO0S-Client shopz-FTP

C prthpr
17 0.148572 0x423e 40 TCP z0S SYSTCPDA shopz-FTP 45 z0S-Client 21 13188 65535 21 > 13188 [ACK] Seg=26 ©'ma
i giop
PEOO 08 OO 5a el OFf 75 08 00 5a 09 01 11 08 00 45 00 VAN | Y E. CEE
@ ® File: "/home/mburkhar/2013/SHARE/OB_BOS/ShopZ.SSL_RC402.SYSTCPDA.pcap” ... Packets: 17 Displayed: 17 Marked: 0 Load time: 0:00.000 Profile: O NFSv4
.o'..
[ ]
- SHARE
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Thank You for your time! X
Get some hands-on experience with profiles -

ShopZ.SSL_RCA02.SYSTCPDA.pcap
File Edit WView Go Capture Analyze Statistics Telephony Tools Internals Help

il @ B.X2&s #A AT EEB acaal @ 7

Wireshark: Coloring Rules - Profile: share2013

Filter

List is processed in order until match is found

[SYN, A

[ New | : 3 CKITS & peraurt
Mame String [ACK] Seg=1 () EE-HPR
. 0000000 ] p20-1BM S 1nt oy

e o [ACK] Segq=1 - .
= - = 220-business ,:;:,pn
[ACK] Sea=1 | geyipro
UTH TLS ) Default
234 SSLv23/TU
1 Ll [PSH, ACK] S - s
] Germany black frame. number It 39 selected fllter| 15>6\003\001\0
D | PO Ne25\003\001\ ot
Cismb
1 ‘Manage [PSH, ACK] S(Tﬁ-shareZGlS :
|l [FIN, ACK] S -, |
1 mpor..| | | (PSH, ACK] S "
] [FIN, PSH, A
o | [ACK] Seq=26 Cgp |
4 | oo || - opr |
Clear — .

00 2o ), | - l e F

@ - - Profile: [ySral

2 hep | | Apply || Cancel || OK | TT

- SHARE
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wireshark2.pcap [Wireshark 1.8.3 (SVN Rev Unknown from unknown)]

File Edit View Go Capture Analyze Statistics Telephony Tools Intemnals Help
[
kel & 8 X248 A

Filter: [

| ho | Expression...

Destination

Protocol | Length

Mo. Time

Columns

Displayed  Title Field type

Info

[The first list entry will be displayed as the leftmost column - Drag and drop entries to change column order]

Tamin the Shark Custom (frame.coloring_rule.name)

Mo. Mumber
Capture Time Time (format as specified)
Printing Source Source address
Mame Resolution Destination Destination address
Filter Expressions Protocol Protocol
Statistics Length Packet length (bytes)
[> Protocols Info Information

S N 4 @, 6, @ il 7

L34 TSval=1162

val=149065390

59 TSval=1490

)

@ @’ File: "/home/mburkhar/2013/SHARE/08_BOS/wireshark2.pcap” 43 KB 00:16:28

Packets: 340 Displayed: 340 Marked: 0 Load time: 0:00.148

Profile: share2013

30 Complete your sessions evaluation online at SHARE.org/BostonEval 13631 Towards the OSA and beyond
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