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Why this presentation?

To answer the question…

“What hardware crypto facilities get used when?”
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Agenda

� Review of basic cryptographic operations

– Symmetric cryptography

– Asymmetric cryptography 

– Message digests and secure message authentication codes

– Digital certificates

– FIPS 140

� z/OS TCP/IP network security protocols

– SSL/TLS

– AT-TLS

– IPSec and IKE

� Relevant System z & z/OS cryptographic componentry

– Hardware components

– Software components

– Communications Server usage

� Conclusion
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Cryptographic Basics

� Cryptography is the use of mathematical algorithms to transform data for 
the purposes of ensuring:

– Partner authentication – proving the other end point of the secure 
communication is who it claims to be (certificates and asymmetric 
encryption)

– Data privacy – hiding the data (encryption/decryption)

– Data integrity – proving the data hasn’t been modified since it was sent 
(message digests and secure message authentication codes)

– Data origin authentication – proving the data’s origin (message digests 
and secure message authentication codes) 

� Cryptographic operations are compute intensive, hence the need for 
hardware assist technologies

� General rule: For a given algorithm: the longer keys, 
the stronger security, the more compute intensive

– For example, AES-128 vs. AES-256
– Increases the amount of work an 

attacker needs to do to crack the code

Key length

Encryption 

strength, CPU 

cost, time to 

encrypt/decrypt
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Glossary (1 of 2)

� AES – Advanced Encryption Standard (symmetric encryption, 128/192/256/512 bit 
keys)

� AH – Authentication Header (IPsec data authentication protocol)

� DES – Digital Encryption Standards (symmetric encryption, 56 bit keys)

� 3DES – Triple-DES (symmetric encryption, 168 bit keys)

� CBC – Cipher Block Chaining mode (block cipher mode that ensures either 
confidentiality or integrity) 

� DH - Diffie-Hellman (secure key agreement algorithm)

� DSA – Digital Signature Algorithm (asymmetric encryption, 512/1024 bits*)

� ECC – Elliptic Curve Cryptography (asymmetric encryption algorithm)

� ECDH – Elliptic Curve Diffie-Hellman (an ECC-based variant of Diffie-Hellman key 
exchange)

� ECDSA – Elliptic Curve Digital Signature Algorithm (ECC-based variant of the 
asymmetric Digital Signature Algorithm (DSA))

� ESP – Encapsulating Security Payload (IPsec data privacy and authentication protocol)

� GCM – Galois Counter Mode (block cipher mode that simultaneously ensures 
confidentiality and integrity) 

� GMAC – An authentication-only variant of GCM

� IKE – Internet Key Exchange (protocol used for setting up dynamic IPsec tunnels)

� IPsec – IP security (secure networking protocol, consists of AH and ESP)
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Glossary (2 of 2)

� MD5 – Message Digest 5 (message digest, 128 bits)

� NSS[D] – z/OS network security services [daemon]

� PRF – Pseudorandom functions (efficient algorithms that generate statistically random 
fixed-length values)

� SHA-1 – Secure Hash Algorithm-1 (message digest, 160 bits)

� SHA-2 – Secure Hash Algorithm-2 (message digest, 224/256/384/512 bits)

� SSL – Secure Sockets Layer (secure networking protocol for authentication and 
privacy)

� RSA – Rivest, Shamir, Adleman (asymmetric encryption, 1024/2048/4096 bit keys*)

� TLS – Transport Layer Security (IETF-adopted form of SSL)

� XCBC – Extended CBC (variant of CBC that simultaneously ensures confidentiality and 
integrity)

*  other sizes allowed in between
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Symmetric and asymmetric encryption  

Private Key

Ciphertext:

mf](le83J7
biel@oEjm

dlTcib%

Ciphertext:

mf](le83J7
biel@oEjm

dlTcib%

Cleartext
Cleartext Common 

Algorithms:

RSA, DSA, 
ECDSA

Common 
Algorithms:

RSA, DSA, 
ECDSA

Cleartext
Cleartext

Public Key

“Har-har-
har-har!”

“Har-har-
har-har!”

Mathematically linked, 
but not the same value

Ciphertext:

sRlbl39LS
he93;s;e

Ciphertext:

sRlbl39LS
he93;s;e

Cleartext:

“To the 
moon!”

Cleartext:

“To the 
moon!”

Common 
Algorithms:

DES, 3DES, 
AES

Common 
Algorithms:

DES, 3DES, 
AES

Cleartext:

“To the 
moon!”

Cleartext:

“To the 
moon!”

Exact same value

� Only one key value - “shared secret” between both parties
– Used for both encryption and decryption
– Hence, the symmetry – each side has the same key

� Much faster than asymmetric cryptography 
– Symmetric cryptography typically used for most application payload encryption / decryption 

Symmetric  

Asymmetric 

� Two different key values – no shared secrets!
– Private key is known only to owner / Public key is freely distributed to others – typically in x.509 certs

� Data encrypted with private key can only be decrypted with public key and vice versa
� Great for authentication and non-repudiation - “digital signatures”
� Very expensive computationally compared to symmetric cryptography 

– Typically used to encrypt small data objects like message digests or symmetric keys
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Message digests

A message digest is…
� NOT based on a secret key

� a fixed-length value generated from variable-length data 
� unique: 

– the same input data always generates the same digest value

– small change in data generates a very different hash value

– extremely difficult (and time consuming) to find two different 
data values that result in the same hash value

� one-way: can’t reverse a digest value back to the original 
data

� hence, also known as a “one-way hash”
� an element of proving data integrity and origin 

authentication (but not enough on its own…) 

Message 
Data

Message 
Data

10010110101001011101001

Common Algorithms:

SHA-1, SHA-2, MD5

Ralph

Cleartext
Cleartext

Alice

Cleartext
Cleartext

10010110101001011101001 10010110101001011101001

SHA-1

SHA-1

10010110101001011101001==
?

… a digest alone is 

easily spoofed by a 

man in the middle
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Secure Message Authentication Codes (MACs)

Ralph

Cleartext
Cleartext

Alice

Ceartext
Ceartext

SHA-1

SHA-1

==
?

10010110101001011101001 10010110101001011101001

plus

10010110101001011101001

A secure message authentication code is…
� a message digest 

� generated on a combination of 
– variable-length data 

– a secret (symmetric) key
� very good for 

– proving data integrity and 

– authenticating data origin

10010110101001011101001

Common 
Algorithms:         

SHA-1, SHA-2, MD5, 
AES-XCBC

Message 
Data

Message 
Data

plus
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What is a digital certificate?

� A digital document that…
– Is issued by a trusted third party called a 

Certificate Authority (CA)
– Identifies a subject
– Contains:

•cleartext (issuer, serial number, and so forth) 
•the subject’s public key
•a signed hash of the cleartext (signed by the 
issuer) – proves certificate’s validity

� …which is used to…
– Prove the subject’s identity
– Bind that identity to an asymmetric key pair
– Distribute the public key

� …and is part of a trust hierarchy
– CA’s (issuer) have their own certificates. (well-

known CA certs are distributed with Web 
browsers).

– CA’s can be arranged hierarchically (the top of 
the hierarchy is the “root CA”).

– Part of a Public Key Infrastructure (PKI).
– To prove an identity, you check the peer’s 

certificate and verify that it was signed by a CA 
that you trust.

Certificate Authority

Ralph

IBM

Certificate Authority

Verisign
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Trust relationships and Certificate Authorities
(or, where do certificates come from?)

My corporation: ABC

ABC 

Private 

key

ABC 

Public 

key

1. Generate a key-pair:
• A private key

• A matching public key
2. Generate a certificate 

request document and     
(e-mail to a Certificate 
Authority

• Name and 

address of my 

ABC corporation

• My web URI

• ….

• ABC public key

• Name and 

address of my 

ABC corporation

• My web URI

• ….

• ABC public key

1. Validate request 
and requestor

2. Generate ABC 
certificate –
signed with the 
CA’s private key

3. Send ABC’s 
certificate back to 
ABC

• Name and address of 

my ABC corporation

• My web URI

• ….

• ABC public key

• Signed with the 
CA’s private key

ABC Certificate

ABC Certificate Request

ABC 
Certificate

1. Verify validity of ABC’s certificate by 
decrypting signature using CA’s public key 
and compare to content of the certificate

• If they match, the certificate was indeed 
issued by our trusted CA

2. Because ABC trusted the CA, and Alice trusts 

the CA, Alice can now trust ABC

CA
Certificate 
installed 

as a 
trusted 

root (a CA)

User Alice

1

2

3

4

5

6

Certificate Authority

CA 

Private 

key

CA 

Public 

key

CA Cert
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Certificates in action: SSL Client Authentication

Ralph

Blue CA

Alice

Green CAGreen CA

Blue CA

SSL Client SSL Server

Client’s 

Private Key Server’s 

Private Key

Issuer
Issuer

� Implies SSL server authentication

� Very similar to Internet Key Exchange (IKE) authentication used for IPsec
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What is FIPS 140?

� United States Federal Information Processing Standards (FIPS) are written for a 
wide variety of information technologies:

– From punched card codes to COBOL language standards to rules on the use of 
cryptographic technologies

– Many of these standards are now focused on cryptography

� FIPS 140: “Security Requirements for Cryptographic Modules”
– Applies only to “Cryptographic Modules” – not whole systems or even applications 

– Originally written for hardware devices.  Later extended to software modules

– Covers:

• Clearly defining and documenting the boundaries and interfaces of 
“cryptographic modules”

• Ensuring integrity of crypto algorithms (signed binaries, self-test, environment, 
and so on)

• Limits supported algorithms (for example, MD5, DES, 512-bit RSA, some AES 
modes are not allowed)

• Ensures security of keys and key management

• Other things that don’t affect this discussion, such as roles, physical 
characteristics of hardware modules, and so on

– Current version is FIPS 140-2.  FIPS 140-3 is out for review

– The US government as well as others expect cryptographic modules to meet the 
FIPS 140 specifications.
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Agenda

� Review of basic cryptographic operations

– Symmetric cryptography

– Asymmetric cryptography 

– Message digests and secure message authentication codes

– Digital certificates

– FIPS 140

� z/OS TCP/IP network security protocols

– SSL/TLS

– AT-TLS

– IPSec and IKE

� Relevant System z & z/OS cryptographic componentry

– Hardware components

– Software components

– Communications Server usage

� Conclusion



© 2013 IBM Corporation

IBM Software Group

17

z/OS TCP/IP secure networking protocols   

� z/OS TCP/IP cryptographically protects network data in 
three ways:

#1 Secure Sockets Layer (SSL) and Transport Layer 
Security (TLS) through System SSL

• Application is explicitly coded to use these
• Per-session protection
• TCP only

#2 Application Transparent TLS (AT-TLS)
• TLS applied in transport layer (TCP) as defined by policy
• Typically applied transparently to application 
• TCP/IP stack is user of System SSL services

#3 IP Security (IPSec) and Internet Key Exchange (IKE)
• “Platform to platform” encryption
• IPSec implemented at the IP layer as defined by policy
• Wide variety (any to all) of traffic is protected
• Completely transparent to application
• IKE allows IPSec security associations to be established 

dynamically

� When do you use one form versus another?

– Depends on client, application, topology, performance 
requirements, and so forth.

– Beyond scope of this presentation

Client

MQ 

SSL

NetView®, OMEGAMON®, 

DB2, CIM MON, FTP, 

TN3270, JES/NJE, CICS®

Sockets 

AT-TLS

SSL

E
n

c
ry

p
ti
o
n

TCP/IP

IPSec

Systems

E
n

c
ry

p
ti
o
n

Comm Server

E
n

c
ry

p
ti
o
n

z/OS 

SSL

#1

#3#2

Any application 
or subsystem

CICS

SSL

IKE

IPSec
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Establishing SSL/TLS sessions

SSL handshake identifies and 
authenticates SSL client and server and 
negotiates cipher suite to be used for 
data protection

1
� RSA signature operations for peer authentication

� Crypto functions performed under SSL user’s context

Data flows through protected session 
using symmetric encryption and 
message authentication negotiated 
during handshake

2

� RC2, RC4, DES, 3DES or AES encryption of data packets

� MD5 or SHA-1 for packet authentication

� All of this is performed under SSL user’s context
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AT-TLS sessions  

1 A z/OS application issues a connect() or accept() on 
a socket to establish a new outbound or inbound 

connection, respectively.  Within the transport layer 
of the stack, AT-TLS policy is consulted to decide if 
TLS protection is configured for this traffic.   If so, 
the stack’s AT-TLS support establishes the TLS 
connection…

AT-TLS directs the SSL handshake.  All 
identities, cipher suites, etc. are defined 
in AT-TLS policy.  Note that sessions 
established by AT-TLS on z/OS 
interoperate seamlessly with “regular”
TLS applications on remote nodes.

2
� RSA signature operations for peer authentication

� Crypto functions performed under the application’s 

security context, but within the transport layer in the stackAT-TLS

AT-TLS takes outbound cleartext and 
sends it over the TLS-protected session. 
Likewise, it receives encrypted data off 
the session and presents it to the 
application as cleartext.  Many 
applications never know the TLS session 
exists, although some may want/need to 
(AT-TLS aware, AT-TLS controlling)

3

� RC2, RC4, DES, 3DES or AES encryption of data packets

� MD5 or SHA-1 for packet authentication

� All of this is performed within the transport layer in the stack

AT-TLS

Appl’n

Application

TCP/IP stack

AT-TLS

System SSL

AT-TLS 
policy



© 2013 IBM Corporation

IBM Software Group

20

Creating IPSec Security Associations (SAs)

IKE peers negotiate an IKE (“phase 1”) 
tunnel (one bidirectional SA) over an 
unprotected UDP socket.   

1

IKE peers negotiate IPSec (“phase 2”) 
tunnel (two unidirectional SAs) under 
protection of the IKE tunnel

2

Data flows through IPSec tunnel using  
Authentication Header (AH) and/or 
Encapsulating Security Payload (ESP) 
protocol

3

� RSA signature operations for peer authentication OR

� ECDSA signature operations for peer authentication (V1R12) 

� Diffie-Hellman based symmetric key generation

� IKE and (in some cases) NSS invoke crypto operations

� DES, 3DES or AES encryption of IKE messages

� MD5 or SHA-1 MACing for IKE message authentication

� SHA-2 or AES-based MACing for IKE message authentication (V1R12)

� IKE and (in some cases) NSS invoke crypto operations

� DES, 3DES or AES encryption of ESP packets

� MD5 or SHA-1 MACing for AH and ESP packet authentication

� SHA-2 or AES-based MACing for AH and ESP packet authentication (V1R12) 

� TCP/IP stack invokes crypto operations
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Agenda
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zEC12, z196/z114, z10, z9 Hardware Cryptographic components*

� CP Assist for Cryptographic Function (CPACF)
– Hardware assist for specific System z instructions that perform cryptographic 

primitives (DES, 3DES, AES-CBC encrypt/decrypt and SHA-1, SHA-2 hashing)
– Available on general processors as well as zIIPs
– Accessed directly through z series instruction set or through ICSF
– Clear keys only (unencrypted key is kept in storage)
– Available on zEC12, z196/z114, z10, z9 and z890/z990

� Cryptographic adapters (Crypto Express4, for example)
– Accelerators (CEX4A, for example) 

• Performs RSA encrypt/decrypt and RSA signature operations
• Accessed through ICSF
• Clear keys only 

– Coprocessors (CEX4C, for example) 
• Focus on secure keys (no unencrypted keys in storage) and tamper detection
and countermeasures

• Provides RSA acceleration as well (slower than accelerators, though)
• Accessed through ICSF

– Crypto Express4 also provides a secure key PKCS#11 mode (CEX4P)

� zEC12, z196/z114, z10 or z9 Integrated Information Processor (zIIP)
– Can be tasked to perform some crypto-intensive portions of IPSec processing

* - capabilities are described relative to their usage by z/OS Communications Server and by System SSL only

KM

KM
C

K
I
M
DKLM

D

K
M
A
C
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z/OS Software Cryptographic components (1 of 2)

� z/OS Cryptographic Services

– Integrated Cryptographic Service Facility (ICSF)

• z/OS component that provides secure, high-speed cryptographic services

• Offers a full suite of cryptographic primitives

• Provides all application access to z/OS hardware crypto features

• Starting in V1R12, offers a FIPS 140 mode through its PKCS #11 interface

– System SSL 

• z/OS component that provides SSL, TLS implementations 

• Also provides a set of X.509 certificate-related APIs, including RSA and ECDSA 
(V1R12) signature generation and verification.  These APIs are used by other 
components like IKED and NSSD

• Contains own software implementations of most crypto algorithms

• Makes use of cryptographic adapters through ICSF

• Uses CPACF instructions directly

• Starting in V1R11, offers a FIPS 140 mode
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z/OS Software Cryptographic components (2 of 2)

� z/OS Communications Server

– TCP/IP stack implements: 

• Application Transparent TLS 

• IPsec (Authentication Header (AH) and Encapsulating Security Payload (ESP)) 

– Internet Key Exchange daemon (IKED) implements:

• IKEv1 and IKEv2 (V1R12) protocols

– TCP/IP stack’s IPsec support and IKED both contain software 
implementations of many algorithms

• Both use hardware crypto facilities to varying degrees

• Both offer a new FIPS 140 mode under which only FIPS 140 mode crypto 

modules are used. (V1R12)

– Network security services daemon (NSSD) performs certificate-based 

operations on behalf of IKED

• Optional for IKEv1, mandatory for IKEv2 (V1R12)

• Also offers a FIPS 140 mode (V1R12)
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z/OS TCP/IP Cryptographic Landscape (non-FIPS)

Optional IKEv1 

X.509 Cert Support

V1R12: All 

IKEv2 X.509 

Cert Support

C
op

/A
cc

 u
se

System SSL

ICSF

CPACF (z instruction set)

(3DES, AES-CBC, AES-GCM, SHA-1, SHA-2)

Coprocessors / 

Accelerators          

(RSA operations)

IKED
DES, 3DES, 

MD5, SHA-1

RSA signatures

All AES ops

TCP/IP 

Stack

IPSec
DES, 3DES, 

MD5, SHA-1

AT-TLSSSL/TLS

3DES, AES-CBC, SHA-1

All Supported 
algorithms

NSSD V1R12: add ECDSA 

signatures

V1R12: SHA-2

RSA signatures, 

V1R12: add   

SHA-2

V1R12: All  
algorithms except
ECC-based ones

V1R12: SHA-1, SHA-2, 

AES-based PRF

V1R12: add SHA-2 
s/w ops

All AES s/w ops, &

DES CPACF support

V
1R

12
: a

ll 
   

   
 

E
C
C
 o

ps

Asymmetric Operations 

Symmetric Operations 

V2R1: All  alg’ms
except ECC-based 

and AES-GCM

V
2R

1:
 R

N
G

 

&
 A

E
S
-G

C
M
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z/OS TCP/IP Cryptographic Landscape (FIPS mode)

TCP/IP 

stack

IPSec X

X

X

All internal 

crypto 

algorithms 

disabled

All internal 

crypto 

algorithms 

disabled Direct CPACF usage disabled

Optional IKEv1& 

mandatory IKEv2 

X.509 Cert Support

IKED

NSSD
AT-TLS

3DES, AES, SHA-1, 

SHA-2
3DES, AES, SHA-1, 

SHA-2

S
H

A
-1, S

H
A

-2

RSA signatures 

RSA, ECDSA  signatures
SSL/TLS

System SSL

All  algorithms 
except ECC-based 

ones

ICSF CCA

(passthrough only)

CPACF

FIPS 140 boundary

ICSF PKCS #11 
services

All  algorithms

CPACF

FIPS 140 boundary

E
C

D
S

A
  

s
ig

n
a
tu

re
s

Asymmetric Operations 

Symmetric Operations 

V2R1:All alg’ms except
ECC-based, AES-GCM, 

DH and RNG

V
2
R

1
: 

R
N

G
,D

H
, 

A
E

S
-G

C
M
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SSL/TLS (and AT-TLS) hardware crypto usage

Algorithm CPACF only CPACF + Crypto Express card

RSA signature generation In software
In coprocessor (non-FIPS) or CEX4P (FIPS or 
non-FIPS), else in software.   

RSA signature verification In software In coprocessor or accelerator, else in software

RSA encrypt for handshake In software In coprocessor or accelerator, else in software

RSA decrypt for handshake In software In coprocessor, accelerator or CEX4P

ECDSA signature generation In software
In coprocessor on z10, z196/z114, zEC12 or 
CEX4P, else in software

ECDSA signature verification In software In software

DES CPACF (non-FIPS mode only: DES not allowed in FIPS mode)

3DES CPACF

AES-CBC-128 CPACF

AES-CBC-256 CPACF on z10, z196/z114, zEC12, in software on z9

AES-GCM-128, AES-GCM-256 CPACF on z196/z114, zEC12, in software on z9, z10

MD5 In software (non-FIPS mode only: MD5 not allowed in FIPS mode)

SHA-1 CPACF

SHA-224, SHA-256 CPACF

SHA-384, SHA-512 CPACF on z10, z196/z114, zEC12, in software on z9
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IKED hardware crypto usage (IKE)

� RSA signature generate, signature verify for peer authentication

� DES, 3DES, AES encryption of IKE payloads

� SHA-1 and MD5 HMACs for IKE message authentication

� SHA-2 HMACs and AES-XCBC MAC for IKE message authentication (V1R12) 

Algorithm
CPACF available 
only

CPACF + 
Coprocessor/Accelerator*

Diffie-Hellman (MODP) In software via System SSL In software via System SSL

EC Diffie-Hellman (requires ICSF)  ** In software via ICSF In software via ICSF

RSA signature generation (clear key 
only)

In software via System SSL In Coprocessor (non-FIPS mode only ***), 
else in software via System SSL

RSA signature verification In software via System SSL In Coprocessor/Accelerator

DES In software (non-FIPS mode only: DES not allowed in FIPS mode) ***

3DES In software (non-FIPS mode), via CPACF via ICSF (FIPS mode)  ***

AES-CBC-128 (requires ICSF) In CPACF via ICSF

AES-CBC-256 (requires ICSF) ** In software on z9, CPACF in z10, z196/z114, zEC12 all via ICSF

SHA-1 In software (non-FIPS mode), via CPACF via ICSF (FIPS mode) ***

SHA-256 (requires ICSF) ** In CPACF via ICSF

SHA-384, -512 (requires ICSF) ** In software on z9, CPACF in z10, z196/z114, zEC12  all via ICSF

AES-XCBC (requires ICSF)  ** In software via ICSF (non-FIPS mode only: FIPS 140 doesn’t allow algorithm) ***

MD5 In software (non-FIPS mode only: FIPS 140 doesn’t allow algorithm) ***

A
s
ym

m
e
tr

ic

E
n
c
/D

e
c
 

Crypto 

Type  

S
ym

m
e
tr

ic

E
n
c
/D

e
c
  

S
ym

m
e
tr

ic

A
u
th

e
n
ti
c
a
ti
o
n
  

* IKED does not support PKCS#11 tokens or CEX4P    ** New algorithm for V1R12   *** New with V1R12 FIPS 140 support
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NSSD hardware crypto usage (IKE)

� RSA and ECDSA (V1R12) signature generate, signature verify for peer authentication

� SHA-1 and MD5 HMACs used in digital signature operations 

� SHA-2 HMACs and AES-XBC MAC for IKE message authentication (V1R12) 

Algorithm CPACF only
CPACF + 

Coprocessor/Accelerator*

RSA signature generation (clear 
key only)

In software via System SSL In coprocessor (non-FIPS mode only 
***), else in software via System SSL

RSA signature verification In software via System SSL In coprocessor/accelerator

ECDSA signature generation ** In software via System SSL In coprocessor on z10, z196/z114, 
zEC12, else in software

ECDSA signature verification ** In software via System SSL In software via System SSL

SHA-1 In CPACF via ICSF

SHA-256 (requires ICSF) ** In CPACF via ICSF

SHA-384, -512 (requires ICSF) ** In software on z9, CPACF in z10, z196/z114, zEC12 all via ICSF

AES-XCBC (requires ICSF) ** In software via ICSF (non-FIPS mode only: FIPS 140 doesn’t allow 
algorithm) ***

MD5 In software via ICSF (non-FIPS mode only: FIPS 140 doesn’t allow 
algorithm) ***
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* NSSD does not support PKCS#11 tokens or CEX4P ** New algorithm for V1R12    *** New with V1R12 FIPS 140 support
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� DES, 3DES, AES encryption of data traffic 

� SHA-1 and MD5 HMACs for message authentication

� SHA-2 HMACs, AES-XCBC, and AES-GMAC MACs for message authentication (V1R12) 

� All SRB-based processing in stack, including these crypto operations, can be offloaded to zIIP
to reduce cost of IPSec protection.

Stack hardware crypto usage (IPSec: AH, ESP): Non-FIPS 140 mode

Algorithm CPACF (stack doesn’t use crypto adapters)

DES In CPACF (via ICSF)

3DES In CPACF

AES-CBC-128 In CPACF

AES-CBC-256 * In software via ICSF on z9, CPACF in z10, z196/z114, zEC12

AES-GCM-128, -256 * In software via ICSF

SHA-1 In CPACF

SHA-256 * In CPACF

SHA-384, -512 * In software via ICSF on z9, CPACF in z10, z196/z114, zEC12

AES-XCBC MAC and AES-GMAC-128, -256 * In software via ICSF

MD5 In software
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� 3DES, AES encryption of data traffic 

� SHA-1 HMACs

� SHA-2 HMACs, AES-GMAC MACs for message authentication (V1R12)

� Note: FIPS 140 does not allow DES, MD5 or AES-XCBC

� All SRB-based processing in stack, including these crypto operations, can be offloaded to zIIP
to reduce cost of IPSec protection.

Stack hardware crypto usage (IPSec: AH, ESP): FIPS 140 mode (V1R12)

Algorithm CPACF (stack doesn’t use crypto adapters)

3DES In CPACF via ICSF **

AES-CBC-128 In CPACF via ICSF **

AES-CBC-256 * In software on z9, CPACF in z10, z196/z114, zEC12, all via ICSF **

AES-GCM-128, -256 * In software via ICSF **

SHA-1 In CPACF via ICSF **

SHA-256 * In CPACF via ICSF **

SHA-384, -512 * In software on z9, CPACF in z10, z196/z114, zEC12, all via ICSF **

AES-GMAC-128, -256 * In software via ICSF **
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* New algorithm for V1R12                             ** New with V1R12 FIPS 140 support
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IPSec processing using zIIP
No IPSec 

TCP/IP

General CPs

IPSec and no zIIP

General CPs

IPSec

processing

IPSec and zIIP

General CPs

IPSec

processing

zIIPs

IPSec

processing

C
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Application

processing

TCP/IP TCP/IP

Application

processing

Application

processing

� CPACF is exploited in the same manner on both the general CPs and the zIIPs

� Function enabled through a TCP/IP configuration keyword when zIIP hardware and pre-req software is in place

(SRB Mode)
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What IPSec workload is eligible for zIIP?

� The zIIP assisted IPSec function is designed to move most of the IPSec 
processing from the general purpose processors to the zIIPs

� z/OS CS TCP/IP recognizes IPSec packets and routes a portion of them to an 
independent enclave SRB – this workload is eligible for the zIIP

– Inbound operation (not initiated by z/OS)

• All inbound IPSec processing is dispatched to 
enclave SRBs and is eligible for zIIP

• All subsequent outbound IPSec responses from 
z/OS are dispatched to enclave SRB.   This means 
that all encryption/decryption of message integrity 
and IPSec header processing is sent to zIIP

– Outbound operation (initiated by z/OS)

• Operation which starts on a TCB is not zIIP eligible

• BUT… any inbound response or acknowledgement 
is SRB-based and therefore zIIP eligible

• AND… all subsequent outbound IPSec responses 
from z/OS are also zIIP eligible

Source

Source

z/OS

z/OS

z/OS

z/OS

z/OS

Sink

Sink

Sink

zIIP

zIIP

zIIP

zIIP

zIIP

�

�

�

�

�

IPSec

IPSec
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Agenda

� Review of basic cryptographic operations

– Symmetric cryptography

– Asymmetric cryptography 

– Message digests and secure message authentication codes

– Digital certificates

– FIPS 140

� z/OS TCP/IP network security protocols

– SSL/TLS

– AT-TLS

– IPSec and IKE

� Relevant System z & z/OS cryptographic componentry

– Hardware components

– Software components

– Communications Server usage

� Conclusion



© 2013 IBM Corporation

IBM Software Group

35

Conclusion

� System z and z/OS offer a rich set of cryptographic features

� z/OS TCP/IP support provides a rich set of secure networking protocols

� The combination of the two provides a powerful set of capabilities for 
securing your TCP/IP network traffic

� The combinations are numerous 

� The z platform continues to focus on improving secure TCP/IP 
networking capability and performance
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z/OS Communications Server on the Web
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