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Abstract

e Intoday's virtualized environments it's important that we adhere to a set of best
practices when it comes to managing the environment. Even though our
applications may all run within the same physical environment many of the
challenges faced managing an application stack spread across multiple servers
still exist.

e Furthermore, there are unique challenges associated with z/VVM and Linux
environments for less experienced users.

e This presentation highlights the Performance and Availability management best
practices for z/VM and Linux on System z while showing how OMEGAMON XE
on z/VVM and Linux can be used to measure for deviations from those best
practices. Regardless of the systems management tools that you are using in
your installation, the information in this presentation should apply to those tools.
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Virtual Linux servers have unique challenges versus '
running on physical machines.

« z/VVM System Programmers and
Linux Administrators may not be in
the same organization.

« We find that it is easy to over
allocate resources; therefore, our
monitoring examines resource
usage of hardware, hypervisor, as
well as the virtual machine. Real-
time and historical metrics
demonstrate peaks periods as well
as average runtimes.

« Cross-platform virtualization
Increases these challenges
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—zINVM

+ System Scope items
— Maintenance
- Memory
— Paging
— DASD
— VDISK
— Processors/LPAR
— System Ultilization
— DASD 1/0
— Spool
— Workloads: Virtual Processors, Paging
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Maintenance Levels SHARE
- Recommend maintaining current service levels.

- Apply latest Recommended Service Upgrade (RSU):

—z/NVM Family

* Released every 3-6 months
« Contains cumulative service including all pre- and co-
requisites in a pre-built format.
—Includes service for all integrated components and
the following pre-installed program products:
* DirMaint, VM/RACF, Performance ToolKit

— Available on tape, DVD, or electronically.
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Have | allocated enough Virtual CPUs to my
guest?

* Do not define more virtual CPUs for a Linux guest than are
needed.

« The use of more than one processor requires software locks
so that data or control blocks are not updated by more than
one processor at a time.

« Linux makes use of a global lock, and when that lock is held,
If another processor requires that lock, it spins.

- Set the number of virtual processors based on need and not
simply match the number of real that are available.

« Careful when cloning as some Linux guests require more
Virtual CPUs (ex: Running Websphere, Oracle) than others.
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Aggregate monitoring of Virtual CPUs
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z/VM Processor Utilization

- Total Processor Utilization This is the processor utilization from the VM
perspective and includes CP, VM System, and Virtual CPU time.

- System Time: This is the processor time used by the VM control program
for system functions that are not directly related to any one virtual machine.
This should be less than 10% of the total.

- CP Processor Time: This is the processor time used by the VM control
program in support of individual virtual machines.

« Virtual Processor Time: (Emulation Time): This is processor time
consumed by the virtual machine and the applications within it.

- Total to Virtual Ratio The ratio of total processor time to virtual processor
time is often used as an indicator of z/VVM efficiency or overhead. The
closer to 1.0, the better the z/VM efficiency. RoT: Should explore causes of
a ratio over 1.30.
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Spin Lock Wait LA

« Time Spinning on Locks Percent:

» The percentage of time processors spend spinning on formal spin
locks. RoT: Should be less than 10%. If larger should be
investigated with z/VM Support.

+ Increases as number of logical processors increases.
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Is my Linux guest sized correctly?

In general, do not define the Linux virtual machine larger than you need.
+ More memory is not always better.
« Excessive virtual machine sizes negatively impact performance.
« Linux uses any extra storage for caching of data. For shared resources,

this is an impact.
- Larger Linux guests means that z/\VM has to page out larger virtual

machines when running other guests
- Note the example on the next page. This may be a good candidate for

resizing.
- Reduce the size of the Linux guest until it starts to swap (use VDISK for

swap).
« A good exercise is to compare Linux memory usage to z/VVM working set

size for the guest.

. . " in Boston

Complete your sessions evaluation online at SHARE.org/BostonEval




Sizing Linux Guests S

SHARE

Teehaglony - Cosseelians - Rasulls

E7 System Information - NPMIPSYT3I - SYSADMIN

I [=] E3
Fil= Edit “iew Help
GCxr: |OH  HBEME$HE| 2004 BQuUueEas@EERSGLV @ T RE S,
E Wiews: |Ph\;sica| ;l o8 |l
® <

Enterprise
=] Linux Systems

T e
Memory

1200
—IEk Capacity Usage Information

|»

1400

usage of a -
= 2k Metweark 1000
partlcular E.- Process

Users

(=[x

Linux virtual
- [=—[@a] =M Systems
mac hI ne f—J—% lirme-koca: WL

M Linux Systems

[=[ulx]
[ilil-} LPAR g

[JSmap Space UseditdE)
.Ewap Space FreelhdB)
B ttemen Used(MED
-Memnry Free(hB)

O shared MemanghE)
Otteman in Buffes(MB)
Ctemary CanhediiB)

|—@ IWNM_LPAR_Owhed_Critical
¥F More... ann
[=H] perfkits: vl
% =M'h Linux Systems
Channel
CR Owned Devices I
[BER=n
LPAR
MEtvwark 0

B KA. FERFKITE LZ
Real Storage
el ;'
| 200
QE Physical I

g gy

Context Percent Change | Processes Systern Load | Systern Load | System Load : Pages
Switches | Context Switches created PE%E:Q;?E?QEEC' Ur\é"érrnfuegr’ﬁ; Last1 Lasth Last1a SV?;ZTDﬁag;nE TD;:;,S:%]HES paged in T;é?’le%a
per second per second per second MinLte Minutes Minutes PEr Sec
58 -3.33 13 0.00 1 0.00 0.03 0.05 502143 120344274 441.00 3268
Kl | i
[ [% Hub Time: wed, 070082009 04 49 P J&F Server avaianie [ System Infarmation - NPMIPSVT3 - SYSADMIN
* . L
L]
- SHARE
17 Complete your sessions evaluation online at SHARE.org/BostonEval

®s o «® in Boston




Sizing Linux Guests ==

«

RE
Teehnslony - Cassgelions - Aasulls
= Workload - NPMIPSYTS - SYSADMIN =] E
Fi= Edit “iew Help
@:: | O@0 HBR+IAF | 2004 BRWHAALGEEECN P BE N
2 Wisw: [Physical =l =] [ Tep 5 CPU Users M B O x |[M Tep 5 Page Rate mBE o x
® < Oer % otcru | .Pageﬂa’lei
= DASD | [ virtual CPU %
LPAR: - g
. [Ebj Matweark |
Working Set Real Storage \ |
- ﬁstm | = e _— = — = ik — -
TCHP r e - = o - r u
Size can be | S £ EEaEe e s E
r . - = = ur
found on the o =l 2 2 5 £z 5
= Phyaical e o m m
Workload st o] —
| Top 5 Paging Cperations | Top 5ok [=]
workspace
O rage Reads
of the z/\VM [l rage wiites
agent :
U S S R T
= = im aF =
2 - E 3 :
z E s 3
=
2 o A
imm Al zWMWorkloads
Tatal Total | Total [ 4 - Resider
Time Systemn LFPAR Uzer CF % CP cPU CPU Session \irual Virtual | Page| Page | Page | Resident Fages
(] Mame [m] aT CPL Seconds Parcenl Secongs Time PRI Seconds | Rale | Reads | Writez | Pages = 3GE :
070508 08.39:17 | GOLVICOM | VIC  PERFKITS | 001 o] o097 0 1] 036 0 000 000 0.00| 25¢95| 33606 <
070308 08:39:17 | GOLVICOM |WiC | WUSERZ 0.02 o/ oo 0 1| nas 0| ooo| ooo| Doo| 14712 1ozl
OF/0/08 083917 | GOLVICOM | VIS | KWUSER1 004 ERE 0 1] o8 0] ooo| ooo| D00 12845 1@ram i
070303 08:3017 | GOLVICOM | ViC | PERFIITA 004 o] o038 0 1] 034 0| ooo| o000 oo0 arge | &oer:
O7/0G/09 08:39:17 | GOLVICOM |VIC  FERFHITZ | 025 o]  rar I 1] 70z 4 000 000 0.00 5173 59519
1 [ic o i et S e e P _ ATY 1 i o T T T T TS
| [® Hub Time: Thu, D7/09/2009 05.42 AW J&® server avaitanie Workload - NPMIPSYTE - SYSADMIN
. []
[ ]
- SHARE
* * * L H
18 Complete your sessions evaluation online at SHARE.org/BostonEval ¢4+ +* in Boston




Page/Swap Attributes =

SHARE

Teehaglony - Cosseelians - Rasulls

‘@ System Information - Microsoft Internet Explorer _ || m

File Edit “iew Favorites Tools Help W

@Eﬁa\:k ~ J IE @ \'_;ﬁ psaardﬂ *Fawﬂt&s @ E;:?;' ; = I_J

Address

httpi//2.62. 38, 31: 1920///cnp /kdhlib fenp html? - 10 21A=REPORT&-500 1=MOPHYSICAL&- 10 105=kKlz, System_Information: & 10&-2400 =p&has| 107:LZ&- 1020=hasl 107:LZ @Klz.System_Information:620&-1022 =System ¥a20Infarmation &- "l Go & Snaglt E Iﬂl
GDCJSIC “G" I:l Go 4 @ E - * Bookmarks~ |@F‘Dpups Dkﬂy‘ Qé? Check ~ "% Autolink - :_ AutoFll @ Send tow | ID Settings

Tivoll Enterprise Portal  Welcome SYSADMIM

Log out

File Edit Wiew Help
H EEMm$AFE OO0 @ d | @600 ae mEEBEG @

[ull Paging Rates s =

12
165
14
12
10
=
4
2
o

ragespaged in persec

w

Br-gespaged aut perses
Crages Swapped In
-Pages Simapped in persec

[ || 3 Hub Time: Wed, 0512112008 04:08 PM | & server svaitable | 2ystem infarmation - 8.82.22.31 - SVSADMIN. “ADMIN MODE* |
@ Applet CMwWApplet started 4 Internet
.
- SHARE
. " . . H
Complete your sessions evaluation online at SHARE.org/BostonEval ¢+« in Boston




- .

VDISK SRS

« What is it?
- FBA (Fixed Block Architecture disk) device emulated in-memory
 Translation: Very fast “device”.
High performance paging device for Linux on z.
Memory is allocated by CP from the Dynamic Paging Area
Allocated only when referenced

- Allocating a 10 MB device does NOT instantly consume 10 MB of
pages.
- Pages are allocated when needed.
Need to factor VDISK in the overall memory planning for systems.

Not recommended in a storage-constrained z/\VM system.
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Memory Configuration =
« Plan on a virtual to real (V:R) memory ratio in the range of 1.5:1 to 3:1.
« z/VVM's architecture still benefits from expanded storage:
- Serves as high speed cache.
- Increases consistency of response time.
- See for the gory details.
* Rule of Thumb - start with 20-25% of memory configured as expanded:

- The lower the paging rate, the lower the amount of expanded storage
required.

- The greater the number of page frames available in central storage above
2GB, the higher the amount of expanded storage required.

- Some workloads 2-4GB of expanded storage is sufficient, 1GB minimum.
However, more and more Linux systems are running heavy workloads and
the 20-25% rule still applies.
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Memory Configuration
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Paging Subsystem

Plan for DASD page space utilization < 50%:

- Page space tends to get fragmented over time.

- Large contiguous free space allows for greater paging efficiency.

« Monitor usage with OMEGAMON XE or Q ALLOC PAGE command.
« Do not mix page space with any other space on a volume.
« Recommend using devices of the same size/geometry.

« When Paging fills up, it spills over to the Spool. When Spool fills up, z/VM
abends. z/VM issues a warning message at 90%, by then it is typically too
late.

« Calculation guidelines are located in the CP Planning and Administration
Manual.

- Changes in z/VM 6.3. Need for maintaining <50% for efficiency removed.
However, managing for availability still an issue.
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Minidisk Cache s

SHARE
- z/\VM minidisk cache is a write-through cache:

- Improves read I/O performance.
« But it's not free.
* Not recommended for:
+ Memory constrained systems.
+ Linux swap file disks.
« Flashcopy targets (see next chart)
- Default system settings are less than optimal.
« Recommended settings:
- Eliminate MDC in expanded storage.
« SET MDC XSTORE OM OM
« Limit MDC in central storage — 10% is a good starting point.
« SET MDC STORE OM 256M

+ Monitor with product like OMEGAMON XE and/or the Q MDC
command.
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MDC and FlashCopy Interaction

« FlashCopy requests require z/\VM to flush MDC for the
entire minidisk.

« MDC Flush processing is very expensive even when there
IS no data in MDC to flush
« System Time becomes very high.
- z/OS DFSMS and other utilities can make extensive use of
FlashCopy for functions such as defragmentation
- Mitigations
- Turn off MDC for minidisks that are FlashCopy targets
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Direct Access Storage Devices (DASD)

- Avg Pending Time for DASD

« Average pending time for real DASD I/Os. RoT: Should be less than 1
millisecond.

- |tems worth keeping an eye on:
« Number of I/O’s per Second, Percent Busy

- Avg Service Time Average service time for real DASD devices (sum of
the pending, connect, and disconnect times).

- DASD I/O Rate Rate of traditional real I/Os per second to real DASD
devices. Worth monitoring.
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System Dump & Spool Space

¢ Dump Space
- Ensure there is sufficient dump space defined to the system.
« Dump space requirements vary according to memory usage.
« Q DUMP - identifies allocated dump space.

+ Calculation guidelines are located in CP Planning and Administration
Manual.

«  Spool Space

« Various uses:
« User printer, punch, reader files (console logs)
« DCSS, NSS
+ System files
« Page space overflow

+ Spool Management:
« Monitor with OMEGAMON, Operations Manager, Q ALLOC SPOOL cmd
« SFPURGER utility:

- Rule based fool to clean up spool space.
- Included in the no charge CMS Ultilities Feature (CUF).
 SHARE
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VMDUMP Processing Concern

« VMDUMRP is a very helpful command for problem
determination.

« Some weaknesses:

- Does not scale well, can take up to 40 minutes per GB.
» Itis notinterruptible
« APAR VM64548 is open to address this.

« Linux provides a disk dump utility which is much faster relative
to VMDUMP.
« Itis disruptive
- Does not include segments outside the normal virtual machine.
« See http://lwww.vm.ibm.com/perfAips/vmdump.html

s =@ HEHSR 31 ™
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Do not ignore the hardware!

« Just because Linux resources are virtual, do not ignore the
hardware!
- Hardware is another potential layer of shared resources.

« LPAR weight, CPU sharing, LPAR load, and other attributes
need to be monitored for overall system performance.

« The measurement should include the entire CEC and not just
the LPAR hosting z/VM.
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Processors sHARE

- Logical Processors

- LPAR recommendation — no greater than a 4:1 logical to
real ratio.

« zZIVM 5.1 - zZ/VM 5.2 support up to 24 processors.
« ZzZIVM 5.3 - zZ/VM 6.3 support up to 32 processors.
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Persistent Historical Views

This makes it easier to see anomalies, or match spikes.
Capturing performance data as a base line is a must:

» General history data — business as usual.

 Detailed raw monitor data prior to and following any major
changes.

* Ability to review attributes of a past incident.
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Max and Avg CPU example:

Teehaglony - Cosseelians - Rasulls

i) - W Max_(PU_Percent
& fwg_CPU_Percent
% = fdean of the Kaxim
, 7 l‘“"ﬂ- o " ** Mean of the Averag
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Leqend: ‘
Max_CPU_Percent: Maximum CPU for the day as a percent of the number of virtual CFUs
Avg_CPU_Percent: Average CPU for the day as a percent of virtual CPUs
Mean of the Maximum; 30 day average for Maximum CPU percentages
Mean of the Averages: 30 day average for the average CPU percentages
AVG_Main_Memory. Util: Average main memory utilization for the day as a percent
- AVG_Cache_Used: Average size of memory used to cache buffers in megabytes
AVG_Page_Alloc_Rate: Average number of pages obtained from avallable list in 4 kilobyte pages per second
AVG_Swap_Used: The percent of swap space used.
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Avg Linux Memory breakdown example: Y

Teehnslony - Cassgelions - Aasulls

B Avs_Memory Used
2 AVG_Memory_Cached
B AvG Memory_in_Buffers

ANG_Memory_Free

- SHARE

Complete your sessions evaluation online at SHARE.org/BostonEval “s 4" in Boston




AGENDA SHARE

Introduction

Best Practices Monitoring Requirements
+ Virtual Linux and z/VVM performance considerations
« Don’t forget the hardware

+ Integration from hardware — systems — applications Persistent historical
views

Integrated Monitoring Approach
Linux on z Health Checker

....l
[ ]
- SHARE
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An Integrated Monitoring Approach

« Provides performance monitoring for z/VM and Linux guests
« Executes automated actions in response to defined events
 Integrates well across Enterprise for central control and trending:
- Specifically focused on z/VM and Linux guests
- Able to integrate z/VM and Linux into Enterprise Solution

- Data warehousing for trend analysis
- OMEGAMON XE for z/VM and Linux
 Linux agents gather performance data from Linux guests
- Native Agent or agentless via SNMP
- z/IVM agent gathers performance data from z/\VM
+ Including z/VM view of guests
- Uses IBM Performance Toolkit for VM as its data source

+ Linux provides APPLDATA to CP monitor (another form of
agentless monitoring)

Complete your sessions evaluation online at SHARE.org/BostonEval *s 4+ inBoston




L NI
Workspaces to Manage z/VM and Linux e )

i o
z/\(M Linux
+  Processors
: \?VYcﬁIIEI;lIdUtlllzatlon, spinlocks . Linux OS |
. +  System Information
* Linux Appldata - CPU aggregation
+ Scaled & total CPU values +  Virtual Memory Statistics
+ LPAR Utilization *  Process
+  PAGING and SPOOLING Utilization - Users
- DASD + Disk Usage
«  Minidisk Cache » File Information
- Virtual Disks * Network
+  Channels
+  CCW Translation
-  REAL STORAGE Utilization
«  NETWORK Utilization (Hiper Socket
and Virtual Switch)
+  TCPIP Utilization — Server
+  TCPIP Utilization — Users
» Resource Constraint (Wait states)
+ System Health
Complete your sessions evaluation online at SHARE.org/BostonEval *s 4+ inBoston
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Use Case Scenarios

SHARE
e Overall health of your z/VM systems
o Adding Additional Linux Servers
o System running slowly
{ SHARE
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Scenario 1— Overall Health of Your System o
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Scenario 1 — Overall Health of Your System =
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Scenario 1— Overall Health of Your System %

SHARE
* Things to look for

— CPU usage

e Is any one system using more CPU than expected

e Is any one system using less CPU than expected—you may have
an underutilized processor and be wasting capacity

e Remember, a DEDICATED processor will show 100%
— Users waiting for resources

o Number of users at the end of the monitoring interval who are
either in:

— Eligible list—waiting to enter the dispatch list
— Nondispatchable

e Waiting for paging
e Waiting for /0O completion

— Dispatchable
e Waiting for a processor

54 Complete your sessions evaluation online at SHARE.org/BostonEval *e4* inBoston




Scenario 1— Overall Health of Your System i

SHARE
Teehnslony - Cassgelions - Aasulls

e Things to look for

— System paging rate
« Number of page reads per second
» Not a complete indicator of your paging effectiveness, but a

good first glance

— If the rate is low, and you don’t have many users waiting or
paging to complete (dispatch list), then you don’t have a
problem

— If rate is low and you DO have many users in dispatch list, it
may be an indication of a paging problem.

— High dispatch list number could be for other reasons such as
I/O contention. You need to check.

« If the rate is high, then you may need to tune your paging
subsystem.
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Scenario 2 — Adding Additional Linux Servers =
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Scenario 2 — Adding Additional Linux Servers  _

SHARE
Teehnslony - Cassgelions - Aasulls

e General tips
— Page space utilization should always be < 50%
— Never put Paging and Spool space on the same volume

— Allocate Spool and Page volumes to try and reduce |/O
contention b?f separating them as much as possible (control
unit, channel, etc)

— Dedicated paging devices reduce contention for paging

— Try to avoid putting highly used files on the same volume as
paging and spool space, such as the CMS system disk

— Use your fastest devices for Paging

— Multiple Paging devices allow more overlap of paging
operations

— Expanded storage can be used for paging

— Directory space is not heavily used, can be placed
anywhere
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Scenario 3 — System Running Slowly e
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Scenario 3 — System Running Slowly (cont) 3

SHARE

Teehaglony - Cosseelians - Rasulls

|@ Process - Microsoft Internet Explorer Q
3 ;;'

File Edit W¥iew Favorites Tools Help

Q- O X [@ G| P Frrown @3- -

: Address |@ http://hgdnt2.demopla.ibm. com: lglﬂp'ﬂmp,.'kdhﬂ\bfmp.hh‘nl?fIZDDD=DNEI'?4D&fEDD1=MOPHYSICAL&71D21A=REPORT&—1IJZD=‘OMEGLHX2:Lz@klz‘Prmcess&724ﬂﬂ=p@‘OMEGLN>{Iil Go

 Links @ IBM Business Transformation Homepage @ IBM Internal Help Homepage @ IEM Standard Software Installer  #2 Windows Marketplace

Tivoli. Enterprise Portal

File Edit ‘“fiew Help

EEDM$ AE | 004 &8 ®0aeam
= View |Physic:a| Ii] m B8 |l

BEEV @7 EB N

See if there ® <
= g Disk Usage s 3 i 3
is a process L et s s ‘ | =
H - A s=hd mingetty }
Wh | c h IS ¢ Systemm Information ganetd pdilush
- [Ely Users appldata
USIHg tOO = E8 =M Systom kbl 2 chdi0 supsd
¢ CP Owwrned Devices(Paging Spo 4 . ) syslogd
much CPU b = =
g LPAR -
y Metwork y rant - i - -~
g Real Storage | nsed f f f
g System -f - stress1
 TepP [Il zy 40 ] a0 100 0.00 0.01 0.02 0.03 D.04
< I 1 | [i] .ﬁcaﬁ System CPU (Parcant) O cumulative Process System CPU (Percent)
. W Process User GPU (Perzent) W cumulative Process User CPL (Persent)
i§§ Phiysical ‘

Infarmation Detail

Process Process Process FProcess | Cumulative Process | Cumulative Process !
Command name PmchESS Parent PE;?ESS Swystem CPU | W Systemn CPLU User CPLI Kernel Priority | Mice Walue SiIE-I;’,Dt:IES) RS?ZSE‘?EEQ
{Unicode) D (Percent) {Percent) (Percent) [Percent] pag Ras
stress 11852 11851 | Running 011 a6.44 ) 0.no 0.no 24 1} 474 -
I =2 | Klzagent 17249 1 | Sleeping 003 0.0z / 0.00 ono 16 ul 18044 =
=2 | kwlaoent 11447 1| Sleeping n.n04 00T 0.no o.no 16 1} 14232 i
== AT _I 1476 A4 | Clrmminn nonn nonn I ann ann qe n LEEEE-] _]ll
4 »
| (% Hub Time: Thu, 02/07/2008 0213 PM _ Sarer Avallable | Process - hgdnt2.demapkg bm cam - DMNETT40 *ADMIN MODE*
&] Apolet CMW Applet started £ Internet

mj &) prablem loading ... ﬂ 2 session A - [24... ﬂ |-T9 Local Digk (C:) “ SHARE_Orlando...

Msﬂi 3114 PM
*SHARE

61 Complete your sessions evaluation online at SHARE.org/BostonEval “e40° in Boston




—

I
r,“

Scenario 3 — System Running Slowly (cont) e

Teehnslony - Cassgelions - Aasulls

£ - .2 E3

@Bad& = \‘_/I \ﬂ \g _-_:j l/:“j Search '“3';:(’ Favorites {5‘2 [-_\'v L:\; - _J

! Address |@ http:/fhadnt2.demepkg.ibm. com: lngl‘ffmpJ‘kdhﬂibfmp.html?-llDDD:DNEF?W&-EDD1=MOPHY5!CAL&-1D2M=REPDRT&-1DZD=.DMEGLHKZ:LZ@HZ‘PrDcess&-Z‘WD=p@!‘OMEGLN}CIﬂ Go

: Links @'] IBM Business Transformation Homepage @ IBM Internal Help Homepage @ IBM Standard Software Installer 82 Windows Marketplace

Tivali. Enterprise Portal

File Ect  ‘Wiewy Help

D OHBMh4IE 2004  SQuUeE@BFER-F®: T HEBE.SA

PG View: |Prysical [v| m[ETeat Action
You can issue | % ~action tgentiy | | |
. Ehy Disk Usage Marme Kl T o 3 i i
a Take Action e etncrs e =
y Description !
co m ma n d to Ely System Inforrmation hohitared Application | |
Eky Users
stop the = % =M System ~Action Gormmand
¢ CF Crwwriedd Devices[Paging Spo
ff d H o D450 Type ‘System ot M
o en Ing ! LFAR Comrmand kill -9 11851
g Metwork g T g -~
process y Real Storage i ! :
y System [ Insert &tirioute |
g TCPIP 0.01 ooz ooz 0.04
< I {111} | [i] ative Process System CPU (Percent)
. ‘ oS I [ el I [ PEEE I [ e I ative Process User CPU (Percent)
%55 Priysicsl
Frocess Process Frocess Frocegss | Cumulative Process | Cumulative Process i
Caommand name Prnlcl::jess Farent F’I’E?[;?ESS Systemn CPU | ¥ User CPLU Systern CPLU User GPU Kerngl Priority | Mice Walue Size-l;[ma?les) Rsiselgearl
{Unicode) D (Percents (Percant Parcant Percent Pad Rac
stress 11852 11851 | Running 011 a6.44 0.0g 0.00 25 0 475 -
kizagent 1729 1| Sleeping 0.03 0.0z 0.00 0.00 16 0 18044 z
kulagent 11447 1| Sleeping 004 0.0 000 ann 16 n 14837 2
& 1 cone P I11:H;: 1 Clanning nnn nnn I nnn nnn 1E n TR _'LI
A »
| |™® Hub Time: Thu, 02/07/2008 0214 PM & Sarver available | Pracess - hadnt2.demapkg ibm.com - DMETZ40 *ADMIN MODE®
2] Apolet CMWARDlet started B Intermet
mj &) Prablem loading ... " ] Session A - [24... " {33 Local Disk (C:) H &) SHARE_Orlanda... R Process - Mioros. .. mgﬂi 3:15PM
— 4 8 I m 1} 1

62 Complete your sessions evaluation online at SHARE.org/BostonEval “e40° in Boston




Tivoli Common Reporting (TCR)

« TCR reports available on the OPAL website

« Whatis TCR?
+ Tivoli Common Reporting.
- Consistent approach to viewing and administering reports.
- Cognos based.

+ Flexible development environment (Eclipse based) for creating
report definitions.

+ Five templates provided for download.
- Taking suggestions for more

*"%

[ ]
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Sample Reports Available =
« z/VM VM System CPU Utilization
- z/NM VM System Paging Utilization
« Z/VVM Linux System CPU Utilization
« z/VNM VM System CP-Owned Device Utilization
« z/VM VM System TCP Server Statistics

fgﬁAnE
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AGENDA SHARE

Introduction

Best Practices Monitoring Requirements
+ Virtual Linux and z/VVM performance considerations
« Don’t forget the hardware

+ Integration from hardware — systems — applications Persistent historical
views

Integrated Monitoring Approach
Linux on z Health Checker

....l
[ ]
- SHARE
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What is a health check? SHARE

= A program that...
» Checks system configuration and status against best practices
» Finds potential problems before they cause an outage or affect performance
» |dentifies settings that can be optimized
» Reports findings through exception messages
» Health checks help you to maintain and increase health of your Linux instances
» Health checks provide you with expert knowledge

» A monitoring tool

» Monitoring and health checking both gather data from a system and report
problems. They both aim to ensure that important functions of a system are
available and perform well. However, monitoring and health checking differ in
some important aspects.
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What is a health check? SHARE

» Examples of what health checks should find
» Configuration errors
» Deviations from best-practices
» Hardware running in degraded mode
» Unused accelerator hardware
» Single point-of-failures
= The Linux Health Checker requires
» Perl, version 5.8 or later
» Additional perl modules that are part of standard Linux distributions
» Each health check might have additional software requirements
* Ease of use
» Simple setup: Install and run
» Primary tasks easily accessible through command line interface

s mFHEIN 31 ™
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What's the difference between health checking and  <uane
monitoring? el

* Health checking is like a medical check-up
» Analyzes current configuration and status
» |dentifies weaknesses

» Presents you with actions to take before problems might occur

= Monitoring is like a long-term ECG
» Observes selected data points in your system over time
» Discovers trends and otherwise interpret the results

= Use health checking and monitoring in combination
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Extending and Incorporating into your existing Systems Management Toolset
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Health checks in version 1.2

61 checks in total (v1.0 had 25):

Check whether the recommended runlevel i1s used and set as default
Check whether the CPUs run with reduced capacity

Verify System z cryptographic hw support through CCA

Caonfirm that CPACF is used

Verify System z cryptographic hw support for PKCS5#11 clear key [...]
Verify System z cryptographic hw support for PKCS#11 clear key [..]
Verify System z cryptographic hw support for PKCS#11 secure key [...]
Verify System z cryptographic hw support for PKCS#11 secure key [.. ]
Check whether the path to the OpenSSL library 1s configured correctly
Werify System z cryptographic hw support through an OpenS5L stack
Verify System z cryptographic hw support through an OpenSSL stack [...]
Identify I/O devices that are in use although they are on the exclusion list
Check for CHPIDs that are not available

Identify unusable /O devices

Check for an excessive number of unused I/0 devices

Identify I/O devices that are not associated with a device driver

Verify that the bootmap file is up-to-date

Identify standard DASD device nodes in the fstab file

Check if filesystems are skipped by filesystem check (fsck)

Check file systems for an adequate number of free inodes

Check for read-only filesystems

Verify that temporary files are deleted at regular intervals.

Check file systems for adeqguate free space

Confirm that automatic problem reporting is activated

Check if control program identification displays meaningful Linux names
Werify that syslog files are rotated

Check if swap space is available

Ensure memory usage is within the threshold

Identify bonding interfaces configured with single network interfaces
Identify bonding interfaces aggregating geth interfaces with same CHPID
Ensure nameserver is listed with correct address

Check for an excessive error ratio for outbound HiperSockets traffic
Check the inbound network traffic for an excessive error or drop ratio
Identify geth interfaces that do not have an optimal number of buffers
Identify network services that are known to be insecure

Ensure praocesses do not hog cpu time

Ensure the system is running with optimal load

Complete your sessions evaluation online at SHARE.org/BostonEval
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Check the kernel message log for out-of-memory (O0M) occurrences
Ensure processes do not hog memory

Ensure that privilege dump is switched off

Ensure kdump is canfigured and running

Confirm that the dump-on-panic function is enabled

Ensure that panic-on-oops is switched on

Confirm that root logins are enabled for but restncted to secure terminals
Screen users with superuser privileges

ldentify CDL-formatted DASD where metadata area used for storning data
Confirm 4K block size on ECKD DASD devices

Check Linux on zVM for the "nopav" DASD parameter

ldentify active DASD alias devices without active base device

ldentify multipath setups that consist of a single path only

Identify multipath devices with too few available or many failed paths
Spot getty programs on the /devconsole device

Check for current console_loglevel

Detect terminals with multiple device nades

Confirm that all available zWVM IUCV HVC terminals are enabled for logins
Identify idle terminals

ldentify idle users

Identify unused terminals (TTY)

Check privilege classes of z/WVM guest YMs on which Linux instances run

Checks by Component

 Boot mCPU

O Crypto WCSS

W Filesystem M Firmwara
Hlog M KMemory
HNetwork B Process
WRAS W Security
M Storage  @Terminal
O zivm
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Conclusion

- This presentation has highlighted the best practices for performance and
availability management in managing z/VVM and Linux on System z. To maximize
the benefits of your shared environment, you must also consider the following
factors:

« Security (IBM RACF®, IBM Tivoli zSecure for RACF z/VM)
« Directory Maintenance (DIRMAINT)

« Backup and Recovery (IBM Backup and Restore Manager, Tivoli Storage
Manager)

« Automation (z/VM Operations Manager, System Automation for
Multiplatform, System Automation Application Manager)

« Accounting and Chargeback (Tivoli Usage and Accounting Manager)

« Real resource management (Tape Manager, OSA/SF)

 Virtual machine provisioning and management (z/\VM 6.3 — Open Stack , IBM
Tivoli Provisioning Manager, IBM Tivoli Service Automation Manager, CSL-
Wave, SmartCloud Provisioning/Orchestration)
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