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« System z has two categories of crypto hardware

« CPACF- Provides support for symmetric ciphers and secure hash
algorithms (SHA) on every central processor. The potential
encryption/decryption throughput scales with the number of CPs.

- CEX —The Crypto Express feature traditionally could be configured in
two ways: Either as cryptographic Coprocessor (CEXC) for secure key
encrypted transactions, or as cryptographic Accelerator (CEXA) for Secure
Sockets Layer (SSL) acceleration. A CEXA works in clear key mode. The
Crypto Express 4S allows for a third mode as a Secure IBM CCA

Coprocessor
* The solutions in this presentation make use of clear key
acceleration

- SHARE
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» Coprocessor dedicated to each core
(Was shared by two cores on z196)
— Independent compression engine Core 0 Core 1
— Independent cryptographic engine 'L \

— Available to any processor type l T T l
. . . 2nd Level 2nd Level
— Owning processor is busy when its Cache Cache

coprocessor is busy

. : : IB OB OB
- Data compression/expansion engine I l TLB I I TLB
— Static dictionary compression and expansion A I

» CP Assist for Cryptographic Function |
— 290-960 MB/sec bulk encryption rate . CEmpr 16K |l16K «» Cmpr

— DES (DEA, TDEA2, TDEA3) 1 Xp l | 1

— SHA-1 (160 bit)

_ SHA-2 (244, 256, 384, 512 bit) ! | |

— AES (128, 192, 256 bit) Crypto Crypto Crypto Crypto

— CPACF FC 3863 (No Charge) is required to l Cipher Hash Hash I Cipher
enable some functions and is also required
to support Crypto Express4S or Crypto
Express3 features

: SHARE
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Crypto Express4S

One PCle adapter per feature
 Initial order — two features

FIPS 140-2 Level 4

Installed in the PCle I/O drawer

Up to 16 features per server

Prerequisite: CPACF (FC 3863)
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» Accelerator
« Clear Key (RSA <= 4k)

» Coprocessor
« Clear Key (RSA <= 4k and RNG)
« Secure Key (ECC via CCA)

Complete your sessions evaluation online at SHARE.org/BostonEval
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Three configuration options for the PCle
adapter

+  Only one configuration option can be chosen at
any given time

« Switching between configuration modes will erase
all card secrets

» Exception: Switching from CCA to accelerator or vice
versa

Accelerator
» For SSL acceleration
» Clear key RSA operations
Enhanced: Secure IBM CCA coprocessor (default)
» Optional: TKE workstation (FC 0841) for security-
rich, flexible key entry or remote key management
New: IBM Enterprise PKCS #11 (EP11) coprocessor
« Designed for extended evaluations to meet public

sector requirements
» Both FIPS and Common Criteria certifications

« Required: TKE workstation (FC 0841) for
management of the Crypto Express4S when
defined as an EP11 coprocessor

»  Supported on Crypto Express4S only---.
: SHARE
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SSL transaction throughput (normalized)
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Value of Cryptographic Hardware

CPU costs for SSL transactions (normalized)
100

CPU costs for transactions in %

4 better

Software CPACF 1-CEX3A 1-CEX3C 2-CEX3A

o]

WAS System z cryptographic setup (RSA key 4096-bit)
For additional details see:
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Average response times for the SSL transactions
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« OpenSSL needs the engine ibmca to communicate with the interface library
(liblCA). The liblCA library then communicates with CPACF or via the Linux
generic device driver z90crypt with a CEX (if available). The device driver
z90crypt must be loaded in order to use CEX features.

« Many potential exploiters
- WebSphere Application Server/Portal
« Java Applications
« IBMHTTP Server
« Apache
« WebSphere Plugin
 Linux SSH, SFTP, SCP
* In Kernel Crypto Exploiters

e DM-Crypt
* IPSec
- SHARE
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Linux on System z Crypto Stack

SHARE

ssh, sftp, scp mod_ssl mod_nssl

Standard
Crypto
Interfaces

System z HW
crypto Libraries

Operating
System

Hardware

- »des,3des,aes,sha,rng| i
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« Crypto Express hardware needs to be configured at the
HMC to the LPAR

* Need to make the Crypto Express Accelerator available to
the guest when running under z/VM

« This can be configured as dedicated, shared, or to a
specific crypto domain

 The CPACF is automatically made available with the PU,
you just need to ensure the enabling microcode is on.

« Supported algorithms vary by processor model

- SHARE
Complete your sessions evaluation online at SHARE.org/BostonEval ®e+e° in Boston



I
Making the Crypto Hardware available to Linux e

ettt
[% SCZP401 Details - SCZP401 ‘
Acceptable
Instance Product CP/PCHID | zBX Energy
Information | Information @ Status Information = Management
Ensemble name: ITSO Ensemble HMC: SCZHMCB
Ensemble
CP status: Operating Group: CPC
Channel status: Exceptions Activation profile: DEFAULT
Crypto status: Channel Last profile used: SCZP401
acceptable
Flash status: Channel Service state: false
acceptable
zBX Blade status:  Operating Number of CPs: 19
Alternate SE status: Operating Number of ICFs: 8
IOCDS identifier: A1 Number of zAAPs: 6
IOCDS name: IODF18 Number of IFLs: 4
System mode: Logically Number of zlIPs: 6
Partitioned
Lock out disruptive ) Yes @No  Dual AC power maintenance: Fully
tasks: Redundant
.<CT Assist for Crypto functions: Installed:>
OK | Apply | Change Options... | Cancel | Help | s

- SHARE
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USER RGYLXWS8 4Z2MBUN2 2G 3G G

INCLUDE LINDFLT
COMMAND DEFINE STORAGE 2G STANDBY 3G

CPU 0O

CPU 01

CRYPTO APVIRTUAL
MACHINE ESA 4

*DIRM FOR RGYLXWS8 CRYPTO APVIRT

e Provides access to the CEX
* Alternatively it could be dedicated

* Or add to your Linux directory “profile” (LINDFLT above)

* CPACF always available from a hardware virtualization perspective

Complete your sessions evaluation online at SHARE.org/BostonEval *e++* in Boston
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Preparing Linux — Required packages =

SHARE
* Required Packages
libica (qty 2)
openCryptoki (gty 3)
Given continued enhancements, the more current the better

« Examples shown in the presentation are with:
WebSphere V8

SLES 11 SP2

SYLXWS8:/ # rpm —ga grep libica-
libica-2 1 0-2.1.C

11t1;a—£_l 0-32bit-

WSB8:/ # rpm —q
peJIL"pt:?l—Lubl—

9.1
.0-0.9.1
'1]_'-—'E' openCrypto

|I
_||

o o [.. o [ [.. R
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Preparing Linux - Validating CPACF

Ws8:/ # 1icainfo
{ CPACTE :| opera tions are

following CP Z yptographic Function

[ I I e B
LL:

A
ES
DES
DE
ES

-
|

gk

“icainfo” will show the cryptographic operations supported by libica on your

system
Influenced by processor model and microcode enablement feature

LY
* L

L ]
®s,¢° in Boston
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Preparing Linux 3

“root!

is primary group name.

« The z90crypt module and pkcsslot daemon must be loaded and
started. Do this dynamically with

rcz90crypt start
rcpkcsslotd start

* Don’t forget to permanently enable
chkconfig z90crypt on
chkconfig pkcsslotd on

Complete your sessions evaluation online at SHARE.org/BostonEval ®e4e° inBoston
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Preparing Linux - Confirming CEX Adapter 3

1 handles: |

 /proc/driver/z90crypt will shows the number and type of Crypto
Express devices enabled to your system.

LN ]
* L
L]

.
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« Before the crypto hardware can be used the PKCS11 token must be initialized.

 Initializing the PKCS11 token/hardware requires a security officer and user PIN
to be set

« BOTH must be changed after they are set before crypto operations can occur on
the hardware

* A token label must also be set

* These setting are unique to the individual Linux guest, however they could be set
on a Linux master image you clone from

-'t.
- SHARE
Complete your sessions evaluation online at SHARE.org/BostonEval “e+e° in Boston



| T
Preparing Linux — Initialize Token and Change SO PIN £ %

SHARE
Techaslogy - Cerstclisns - Reslts

—

nter a unique token label: rgylxws8
« The PKCS11 token is initialized with pkcsconf, a Security Officer PIN set,
and a token label applied
* You will need to use this token label later
« The PINS must be changed after the initial setting

« The Security Officer PIN must be changed before proceeding further
* pkcsconf —c 0 —P

Complete your sessions evaluation online at SHARE.org/BostonEval *ese° in Boston
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Preparing Linux — Status After Initialization 3
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ON TOKEN|TOKEN INITIALIZED|USER PIN TO BE CHANGED|S

FFFFEFFF
{FFFFFFFF

« After initializing the token hardware is still not ready
* pkcsconf -t

« When ready the flags will be 0x44D
* Ensure you are checking the correct token/label

LY
* L
.
.
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Preparing Linux — Set and Change the User PIN =

Enter
Enter

« The User PIN is set, the SO PIN is required for this operation
* pkecsconf—c 0 —u

R user PIN.:

« The User Pin must be changed before use also.

* pkcsconf—c 0 —p

Complete your sessions evaluation online at SHARE.org/BostonEval *ss e in Boston
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Preparing Linux — 0x44D = Ready £
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w
I
|y
I,
B

PTIN Le

Public - 7 ()

Pri )XxFFFFFFFF/0xFFFFFEFF
1.0

Firmware Version: 1.0

* When ready for use, the Flags value is 0x44D, anything else does not work

LY ]
e* %
.

.
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* You can configure the Security Officer and User PINs on your
master image

* PINS must be changed after they are initially set
« Crypto APVIRT (or variation) required for a virtualized CEX

« Get the most current libica and openCryptoki from your distributor
for your version / release

* Monitor with
/proc/driver/z90crypt
icainfo/icastats
pkcsconf —t

Iszcrypt

- SHARE
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« Steps

« Update the Java policy files to be unrestricted
Set the WebSphere JVM Custom property
Create the hardware token file
Update the Java security file
Customize the WebSphere Cipher Suite
Make userid(s) part of the PKCS11 group
Validate use of the hardware

-'t.
- SHARE
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« IBM SDKs ship with a strong but limited set of policy files.

* To use the strongest encryption you need to update the policy files with
the unrestricted version.

 The link for SDK 6 is:

https://wwwld.software.ibm.com/webapp/iwm/web/preLogin.do?source=j
cesdk

* The updated files go in:
/opt/IBM/WebSphere/AppServer/java/jre/lib/security

-'t.
- SHARE
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Enabling Java and WebSphere B

cp local policy.jar local policy.jar.or

s

* Unzip the unrestricted.zip in a temporary work directory

» Copy the local_policy.jar and US_export_policy.jar in to the WebSphere
java/jre/lib/security directory

« Backup copies are handy, as maintenance to the SDK will overlay your
unrestricted file with the restricted one.

« Set permissions and ownership as desired

Complete your sessions evaluation online at SHARE.org/BostonEval ®e4 e in Boston



Enabling Java and WebSphere N
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Version 5 IMS servers

Application servers > serverl > Process definition > Java Virtual Machine > Custom properties
WebSphere MQ servers

Use this page to specify an arbitrary name and value pair. The value that is specified for the

Web servers name and value pair is a string that can set internal system configuration properties.
Clusters Preferences
DataPower | New... || Delete |

Core Groups

Eli=EE
=+ Applications = » EF

Select| Name > Value & Description
I+ Jobs hd =

ut” ut”

- You can administer the following resources:
Services

I:‘ com.ibm.security.jgss.debug off
Resources

- D com.ibm.security. krbS.KrbS5Debu off

e w.m&e:uriw.ltpa.Fur:eEuFtwareJCEF’ru'.riderFurLTPA -Er_u—e)

System administration Total 3

« JVM Custom property needed for every JVM in Cell
 Per APAR PK45677, Add JVM custom property:

com.libm.ws.security.ltpa.forceSoftwareJCEProviderForLTPA
with value of true

- SHARE

Complete your sessions evaluation online at SHARE.org/BostonEval ®e4ss° inBoston



I
Enabling Java and WebSphere :

Technglogy « Carneclions - Resulls

Need to create hwcrypto.cfg file
Suggested location is /opt/IBM/WebSphere/

Customize contents with

* Unique token label (the one you specified on the pkcsconf —c 0 |
initialization)
« Token slot number (the zero above, in this case)
Example on the next slide

-'t.
- SHARE
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« Java.security file must be customized
* Resides in /opt/IBM/WebSphere/AppServer/java/jre/lib/security

« IBMPKCS11Impl moved to the top of the list and the hwcrypto.cfg file referenced
 lts good to have backup copies just in case...

Complete your sessions evaluation online at SHARE.org/BostonEval ®e4e° inBoston
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 Qriginal java.security

kcsllimpl.provider.IBM S11TImpl
lder.
urity.provider. 3 ibm. jsse.IBMJSSEP
security.provider. 4= 1bm. Jss¢

ibm. s
ibm. :
ibm.

Complete your sessions evaluation online at SHARE.org/BostonEval *eee in Boston
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« Customized java.security
* hwcrypto.cfg line is wrapped as shown, but is a single line

S11Impl

1V.Security.

L ]
* *e
.
.
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The WebSphere cipher suite needs to be adjusted to include
those which your hardware and software will service
Older configurations might use AES 128 and/or Triple DES
- SSL_RSA WITH_AES 128 CBC_SHA
- SSL_RSA WITH 3DES EDE CBC_SHA
Newer Configurations
« SSL_ RSA WITH _AES 256 CBC_SHA

See ZSW03250-USEN-00 for a discussion of cipher support

- SHARE
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LJUIUEL ALLIVILIED

551 certificate and key management > S5L configurations > NodeDefault551 Settings > Quality

=l Servers of protection (QoP) settings
MNew sarver Specifies the security level, ciphers, and mutual authentication settings.

= Server Types General Properties

WebSphere application ser Client authantication

WebSphere proxy servers il =

Generic servers Protocal

Version 5 JMS servers =L iE ¥

WebSphere MQ servers Provider

Web servers @ predefined J55E provider
Clusters Select provider
DataPower ki

Core Groups i) custom 1SSE provider

m

Applications

Jobs
Cipher suite settings

= :
Services Cipher suite groups

Resources | Update selaected ciphears |

Strong

= Security
Global security Cipher suites
Security domains
Administrative Authorization G EI
SSL certificate and key manag | << Remove\ |
Security auditing
Bus security

JAX-WS and JAX-RPC security
runtime

Selected ciphers

SSL_RSA_WITH_AES_256_CBC_SHA
S5L_DHE_RSA_WITH_AES_128_CBC_SHA
55L_DHE_RSA_WITH_AES_256_CBC_SHA
SSL_DHE_DSS_WITH_AES_128_CBC_SHA
S5L_DHE_DSS_WITH_AES_256_CBC_SHA

[ [ [

L [ Apply | @ ' Reset || Cancel |

Environment

 Original default ciphers
: SHARE
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Enabling Java and WebSphere Y
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551 certificate and key management > S5L configurations > NodeDefault55L5ettings > Quality of protection [QoP)
settings

Specifies the security level, ciphers, and mutual authentication settings.

General Properties

Client authentication
None -

Protocol
SSL_TLS w

Provider
@ predefined 155E provider

Select provider
IBMIS5EZ W

() custom 1SSE provider

Cipher suite settings

Cipher suite groups
| Update selected ciphers |

Custom

Cipher suites

ected ciphers

SSL_DHE_RSA_WITH_AES_256_CBC_SHA Add ==
SSL_RSA_FIPS_WITH_3DES_EDE_CBC_SHA

SSL_RSA_WITH_AES_256_CBC_SHA
SSL_RSA WITH_RC4_128_MDS B

SSL_RSA_WITH_RC4_128_SHA

SSL_RSA_WITH_AES_128_CBC_SHA
SSL_RSA_WITH_3DES_EDE_CEC_SHA

« Customized high strength ciphers eligible for offload .
* Repeat for other “SSL Configurations” as needed -:.SI-.IARE
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The userid that will run the software using the pkcs11 cryptographic hardware
must be added to the pkcs11 group

* In this case wasadmin is added to the pkcs11 group
root is automatically added to this group when the pkcsslot daemon is started

Complete your sessions evaluation online at SHARE.org/BostonEval *eoe° inBoston
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Enabling Java and WebSphere

BM/WebSphere/AppServer/profil /AppSrv0l/bin ./startServer.sh se

Tool information is being logged in file
/opt/IBM/WebSphere/RppServer/profiles/AppSrv0l/logs/serverl/startServe

ADMUQ128I: Starting tool with the AppSrv0l profile

ADMU3100I: Reading configuration for server: serverl

ADMU3200I: Server launched. Waiting for initialization status.
ADMU3000I: Server serverl open for e-business; process id is 1374

=z ere/AppServer/profiles/AppSrv0l/bin # cat /proc/driver/z90

crypt

zcrypt version: 2.1.1
Cryptographic domain: 15
Total device count: 1
PCICA count: 0

PCICC count:

PCIXCC MCLZ

PCIXCC MCL3

CEX3C count:

CEX3A count:

requestq count: 0
pendingg count: 0
Total open handles:| 1

Online devices: 1=PCICA Z=PCICC 3=PCIXCC(MCLZ) 4=PCIXCC(MCL3) 5=CEX2C 6=CEXZA 7=CE
X3C 8=CEX3A

Complete your sessions evaluation online at SHARE.org/Bostonkval
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Enabling Java and WebSphere

# cat /proc/driver/z90crypt

zcrypt version: 2.1.1
Cryptographic domain: 15
Total device count: 1
PCICA count:
PCICC count:
PCIXCC MCL2
PCIXCC MCL3

count:

count:

count:

count:
requestq count: O
pendingg count: 0
Total open handles: 1

Online devices: 1=PCICA 2=PCICC 3=PCIXCC (MCLZ) 4=PCIXCC (MCL3) 5=CEXZ2C 6=CEXZA 7=C
X3C 8=CEX3A

Tl — ~ 4+ — - 1 . +
Walltlng WOrx element counts
ACAAAC AR OON OO AN AAOAAAN AAC OO OO OO OO AR N OO OO A AR A A A A

Per-device successfully completed request counts

e aTaTatatatats e aTaTatotartarts e aTatatatatats e eTaTatotatate N aTaTatatartars e aTaTatatatas e tatatetatals N aTaTatatatats

N e aTaTatata N N N aTatats P R N aTaTaTatata N N aTaTaTars P R T s

N e aTaTaTata N A N aTaTats A N N aTs N aTaTaTatata N N NN aTaTars A N aTaTs

e e e

~
Crercrcrererere)  Crerere e e e ) e eaererercitl

e aTaTatatatats e aTaTatotartarts e aTatatatatats I("II("II("II("II("II("IJ_B

N e aTaTaTata N A N aTaTats A N N aTs

e
trycrcreycreyeye)  Creyeyeyeeeye) e cyecacncily LT

T
wanat
e e e i e i T L L L L LT,

0000000 00000000 00000000 Q0000000 00000000 00000000 in Bost
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icastats — Part of libica V2
package. Tracks hardware
and software requests through
the libica package and allows
you to understand how many
request are performed in
hardware vs software

Complete your sessions evaluation online at SHARE.org/BostonEval *e+e* in Boston
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* Don’t forget to enable your deployment manager and node
agents

 Remember to reapply customizations after apply maintenance

¢ Minimum levels:
« SLES 10 SP3
RHEL 5.5
WAS 7.0.0.9
SDK 1.6 SR7
Shared CEX2C device, z/VM

-'t.
- SHARE
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« Example adopted from Dr. Manfred Gnirss & Dr. Reinhard Bundgen
* Modified to encrypt text 1000 times to clearly show in icastats

« Utilizes previously defined hwcrypto.cfg and modifed java.security file
from previous WebSphere example

LR
- SHARE
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Sample Java JCE Application e

class JCEtestz {
public static void main (String[] args)
{

SecretKey aesKey = null;

try { // create random AES key

KeyGenerator keygen =
KeyGenerator.getinstance("AES");

aesKey = keygen.generateKey();
} catch (Exception e){e.printStackTrace(); }
Cipher aesCipher;
try { // Create the cipher

aesCipher =
Cipher.getinstance("AES/ECB/NoPadding");

// Initialize the cipher for encryption

aesCipher.init(Cipher. ENCRYPT_MODE,
aesKey);

// Our cleartext
String str = "Can you read me now? "

Technglogy « Carneclions - Resulls

new String(cleartext);
System.out.printin(new String(cleartext) );
byte[] ciphertext = null;

//Encrypt the cleartext
mmmhﬂﬂﬂ;gﬁin

ciphertext =aesCipher.doFinal(cleartext);
}

System.out.printin(new String(ciphertext) );
//Initialize the same cipher for
//decryption

aesCipher.init(Cipher. DECRYPT_MODE,
aesKey);

//Decrypt the ciphertext
byte[] cleartext1 =
aesCipher.doFinal(ciphertext);

//Print cleartext1
System.out.printin(new String(cleartexti) );

} catch (Exception e) { e.printStackTrace(); }

byte[] cleartext = str.getBytes();
System.out.printin("Done!");

)

} . SHARE
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# java -cp ./JCEtestz.jar com.ibm.lbs.JCEtestz
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zEnterprise Crypto Hardware Background
Making the Cryptographic Hardware Available to Linux
Enabling Linux to use the Hardware
Enabling Java and WebSphere to Exploit the Crypto Hardware
Ib Configuring the IBM HTTP Server to use the Crypto Hardware
Enabling the WAS Plugin to Use the Crypto Hardware
openSSL and openSSH
In Kernel Crypto and DM-Crypt
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Enabling the IBM HTTP Server .

« Other HTTP servers can be enabled but the steps are
different

* Required steps:

* Install HTTP Server and current fixpack

« Generate the a certificate and key pair

» Create a Stash file for the User PIN

« Add IHS user to the PKCS11 groups

« Update the httpd.conf

- Restart the server

-:.;.SI-.IARE
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Enabling the IBM HTTP Server e

Technglogy « Carneclions - Resulls

My example environment consisted of
« SLES 11 SP2+
» IHS 8.0
« IHS Java 8.0

« IHS 6.1 will perform Asymmetric key encryption with the Crypto
Express (CEX)

« IHS V6.1 has added support for using the CPACF hardware in
APAR PK93112

* IHS 7.0 and 8.0 can perform Asymmetric encryption via CEX as
well as Symmetric key encryption via the CPACF

 Remove gskikm.jar from /opt/IBM/HTTPServer/javal/jre/lib/ext
(Only for V7, NOT V8)

- SHARE
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Enabling IHS —Certificate Generation e

Technglogy « Carneclions - Resulls

« Be sure to apply IHS fixpack
« Apply WAS SDK fixpack to IHS also.

* For V7 use ikeyman or gsk7cmd/gsk7cmd_64 to generate
certificates, used gskemd for V8

* For V7 use the 64 bit gsk7cmd_64 command with 64 bit crypto
libraries, gskcmd is always 64 bit with V8

gskcmd —-cert -—-create -crypto
/usr/lib/pkcsll/PKCS11_API.so64 —-tokenlabel
rgylxws8 -pw 88888888 —-size 1024 -dn
"CN=rgylxws8.pdl.pok.ibm.com, O=IBM, OU=LBS,
ST=New York, C=US" —-label lbstest —-expire 7300

- SHARE
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Enabling the IHS — Sample Script V7 Y

#/bin/sh

exportPATH=/opt/IBM/HTTPServer/gsk7_64/bin:/opt/IBM/HTTPServer/bi
n:/opt/IBM/HTTPServer/java/jre/bin: $PATH

export JAVA_HOME=/opt/IBM/HTTPServer/java/jre/

echo "!!!! gskikm. jar must be removed from the java path !!!"
gsk7cmd_64 -version

gsk7cmd_64 -keydb -create -db /opt/certs/dummy.kdb -pw zlinux -
type cms -expire 7300 -stash

echo "Listings certs in the pkcsll crypto"

gsk7cmd_64 -cert -list all -crypto

/usr/1lib/pkcsll/PKCS11_API.so64 -tokenlabel rgylx001 —-pw
11111111

mkdir /opt/certs

/opt/IBM/HTTPServer/bin/sslstash -c /opt/certs/pkecsll.sth crypto
11111111

chmod 700 /opt/certs/pkcsll.sth
echo "Createing new self signed certifcate"

gsk7cmd_64 —-cert -create -crypto /usr/lib/pkcsll/PKCS11_API.so64
-tokenlabel rgylx001 -pw 11111111 -size 1024 -dn
"CN=rgylx001l.ibm.com, O=IBM, OU=LBS, ST=New York, C=US" -label
lbstest —-expire 7300

Complete your sessions evaluation online at SHARE.org/BostonEval *e++* in Boston



Enabling the IHS — Sample Script V8 3
#/bin/sh
export

PATH=/opt/IBM/HTTPServer/gsk8/bin:/opt/IBM/HTTPServer/bin:/opt/I
BM/HTTPServer/java/jre/bin:$SPATH

export JAVA_HOME=/opt/IBM/HTTPServer/java/jre/
gsk8cmd —-version

gsk8cmd -keydb -create -db /opt/certs/dummy.kdb -pw zlinux -type
cms —-expire 7300 -stash

echo "Listings certs in the pkcsll crypto"

gsk8cmd —cert —-list all -—crypto /usr/lib/pkcsll/PKCS11_API.so64
—-tokenlabel rgylxws8 -pw 88888888

mkdir /opt/certs

/opt/IBM/HTTPServer/bin/sslstash -c /opt/certs/pkcsll.sth crypto
88888888

chmod 700 /opt/certs/pkcsll.sth
echo "Createing new self signed certifcate"

gsk8cmd -cert -create -crypto /usr/lib/pkcsll/PKCS11_API.so64 -
tokenlabel rgylxws8 -pw 88888888 —-size 1024 -dn
"CN=rgylxws8.pdl.pok.ibm.com, O=IBM, OU=LBS, ST=New York, C=US"
—label lbstest -—-expire 7300

* No jar removal

* New gsk command

Complete your sessions evaluation online at SHARE.org/BostonEval
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Enabling IHS —Certificate Generation O B

Technglogy « Carneclions - Resulls

Utilizing a script for certificate generation can simplify
and automate the process

Allows an easy way to test certificate management after
every fix/fixpack is applied

No gui required
Very repeatable

-'t.
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Enabling IHS —Stash file for User PIN 'y

» Crypto user PIN required and provided via “stash file”
« Can imbed in your certificate generation script
 Below 11111111 is the “user PIN” in the example

.. L ] .
s SHARE
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Enabling the IBM HTTP Server Y

Technglogy « Carneclions - Resulls

# usermod -G nobody,nogroup,pkcsll nobody

usermod: nobody' is primary group name.

Add appropriate libcrypto.so to the bottom of the httpd.conf
* LoadFile /usr/lib64/libcrypto.so0.0.9.8

* Restart Apache
* /opt/IBM/HTTPServer/bin/apachectl restart

» Test https:// with your favorite browser

LR
- SHARE
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Enabling the IBM HTTP Server s )
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e "Cryptographic token initialization failed.
Cryptographic token support will not be available.”

« Several possible causes
» pkcsconf —t does not show flag 0x44D
« For V7, using 32 bit gsk7cmd with 64bit PKCS11_APIl.s064 ?

» Pointing to a token label other than the one you initialized (the examples
here use rgylxws8)

J [crit] Error 430 initializing SSL environment, aborting
startup

° [error] SSLO153E: Initialization error, The PKCS#11l

driver failed to find the token specified by the caller.
Configuration Failed

« Incorrect token/label in httpd.conf
» Missing Loadfile for libcrypto.so.xxx in httpd.conf
' SHARE
Complete your sessions evaluation online at SHARE.org/BostonEval ®s o0 in Boston



I
Enabling the IBM HTTP Server

* Could mean the userid IHS is running under is not part of the
PKCS11 group

.. L ] .
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Enabling the IHS - Success N

b = |

@ +y i p Goagle

pv

9 ﬂ IBM HTTP Server - Windows Internet Explorer

e

QJ https://172.110.100.3/ - @ Certificate Error

i~

x B Snagit B = I

I 5. Favorites | S @ 1BM Business Transformati.. € |IBM Standard Software In.. 2| IT Help Central |
=y po-d

I@ IBM HTTP Server & 2 > [ @ * Page v Safety~> Tools~ @v I

WebSphere. software

IBM HTTP Server version 8.0

;3 | Kg Information | & | Release
Administration center notes

Done & Internet | Protected Mode: On ¢ v ®100% ~ .
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Certificate M

« Confirming the usage
of the certificate
generated from
gskemd

General | Details | Certification Path|

m | Certificate Information

This CA Root certificate is not trusted. To enable trust,
install this certificate in the Trusted Root Certification
Authorities store.

Issued to: rgybowvs8.pdl.pok.ibm.com

Issued by: rgybkavs8.pdl.pok.ibm.com

Valid from 5/ 3/ 2012 ko 4/ 28/ 2032 I

Learn more about i:ertiﬁcategﬁ

: SHARE
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cat /proc/driver/z90crypt

Complete your sessions evaluation online at SHARE.org/BostonEval *eoe° inBoston
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cat /proc/driver/z90crypt

zecrypt version: 2.1.1
Cryptographic domain:
Total device count: 1
PCICA count: 0

count: 0

C MCLZ

C MCL3

count:

count:

count:

count:
requestg count:
pendisgd count: 0
Tcital open handles: 2

Online devices: 1=PCICAR Z2=PCICC 3=PCIXCC (MCLZ2) 4=PCIXCC(MCL3) 5=CEX2C G=CEX2AR T7=CEX3C B8=CEX3R
Qo00o000000000000 0000000000000000 QOO0OOOOQOO0ODO0O00

Waiting work element counts
Qo00000000000000 Q0O000000000000000 00000DO000000000

Per-devicersSuccessfully completed request counts
Q0000’00 WlO000000 00000000 00000000 Q0000000 Q0000000 Q00000000

00000000 00000000 00000000 00000000 00000000 00000000 OO0OO0O00O00 Q0000000

L ]
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Enabling Apache for Crypto
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 /etc/apache2/ssl-global.conf
« Add the SSLCryptoDevice ibmca directive
* Enables crypto express exploitation

application/x-x509-ca-cert .crt
application/x-pkcsi-crl
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zEnterprise Crypto Hardware Background
Making the Cryptographic Hardware Available to Linux
Enabling Linux to use the Hardware
Enabling Java and WebSphere to Exploit the Crypto Hardware
Configuring the IBM HTTP Server to use the Crypto Hardware
n Enabling the WAS Plugin to Use the Crypto Hardware
openSSL and openSSH
In Kernel Crypto and DM-Crypt
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Enabling the IHS Plugin o
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 PK96110 enables use of calls for CPACF
 PK96110 enables CPACF but not CEX
* Requires two custom properties in the plugin
* SSLPKCSDriver
* SSLPKCSPassword

 Web Servers > xxxxx > Plug- in Properties > Custom
Properties

 Ensure PK82147 is applied

-'t.
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—

Cell=RGY¥LXWS8Cell01, Profile=Dmgri1

Web servers 'y

Web servers » webserverl > Plug-in properties > Custom properties

Use this page to specify an arbitrary name and value pair. The value that is specified for the
name and value pair is a string that can set internal system configuration properties.

Freferances

| Mew... | | Deleta |
Lol
© o
Select Mame 2 Valua Description
You can administer the following resocurces:
D Certlabel rgylzwsa
j’ SS5LCongoli —brere—
D SSLPKCSDriver Jusr/libe4/plkes11/PKCS511_API.so \
] 55LPKCSPassword foptfcerts/ plesii.sth /
Total 4
e? e,
[ ]
- SHARE
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Enabling the IHS Plugin >

 plugin-cfg.xml in /opt/IBM/WebSphere/Plugins/config/webserver1i
» Properties reside in the “Config” section of plugin-cfg.xml

Complete your sessions evaluation online at SHARE.org/BostonEval ®e4 e in Boston
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« Summary

» Try gskit commands instead of ikeyman. Scripting provides a more
repeatable consistent process.

> |HS 6 can utilize CEX

IHS V6.1 has added support for using the CPACF hardware in APAR
PK93112

» With GSKIT 8, you do NOT remove the JAR like previous releases

-'t.
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zEnterprise Crypto Hardware Background

Making the Cryptographic Hardware Available to Linux
Enabling Linux to use the Hardware

Enabling Java and WebSphere to Exploit the Crypto Hardware
Configuring the IBM HTTP Server to use the Crypto Hardware
Enabling the WAS Plugin to Use the Crypto Hardware

openSSL and openSSH

In Kernel Crypto and DM-Crypt
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Linux on System z Crypto Stack

Apache Mclci+ (
{mod nssl) P

oy

LUSE O/ G
KCS11

.
.

des,3des,aes,sha,rng
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The value of Open SSL and Hardware Crypto N

Improvement due to avoided compression CPU consumption
450

400 L i =
\ > > > > * y

350

300 . e SP1-CEX
sl SP1-CPACF

250

x3.8 i ek = i -3 SP1-NoHW
: e SP2-CEX

et SP2-CPACF

- 80% SP2-NoHW
100 —="= =" P————
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4
. |
|
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Throughput
B
=

—
on
=

CPU consumption per kilobyte

e i - =l —A

|
:

0
4 8 16 32 B4 128 256 1 2 4 8 16 32 64

. Concurrent Sessions
Concurrent Sessions

*Compressing the data to save cryptographic effort was the default for a while
*Counter-productive as CPACF/CEX is so fast (and CEX account as off-loaded)
*Now it is possible to deactivate compression via an Environment variable
OPENSSL_NO_DEFAULT_ZLIB=Y

*1000k payload cases w/CPACF and cards x3.8 faster now, still x2.3 without CEX cards
*Even 40b payload cases still show 15% throughput improvement
«Additionally depending on the setup 50% to 80% less cpu per transferred kilobyte : SHARE
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« ssh, sftp, and scp can benefit from the acceleration
Increased speed and reduced CPU consumption

« Consider configuring on your Linux master images for all guests
* Implementation steps are simple

Step 1 — Ensure machine has CPACF enabled

Step 2 — Install openssl-ibmca
# zypper in openssl-ibmca

Step 3 — Update /etc/ssl/openssl.cnf

(next page)

SILAJ!E
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RGYLXWS8:/etc/ssl # rpm —gl openssl-ibmca
/usr/lib64/engines/libibmca.so
/usr/share/doc/packages/openssl-ibmca
/usr/share/doc/packages/openssl—-ibmca/README
/usr/share/doc/packages/openssl—-ibmca/openssl.cnf.sample

The openssl.cnf.sample gets appended to the /etc/ssl/openssl.cnf
The first line of the sample file is added to the top of openssl.cnf
The rest is added to the bottom of openssl.cnf

When completed, validate it is now active

RGYLXWS8:/etc/ssl # openssl engine
(dynamic) Dynamic engine loading support
(ibmca) Ibmca hardware engine support

§§H%R§E
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zEnterprise Crypto Hardware Background

Making the Cryptographic Hardware Available to Linux
Enabling Linux to use the Hardware

Enabling Java and WebSphere to Exploit the Crypto Hardware
Configuring the IBM HTTP Server to use the Crypto Hardware
Enabling the WAS Plugin to Use the Crypto Hardware

openSSL and openSSH

n In Kernel Crypto and DM-Crypt
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Linux on System z Crypto Stack . g
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Apache IBM clce+ §{Ei§§«;i C/C++
éﬁ‘”‘%”%{”;‘éiﬁ sslh) SW | PKCS11
!
% 3
% 3
% 3
% 3 nss
| é :
| | | @
Standard
10 &
MMMMMM Opencrypto Crypto

CPACF
des,3des,aes,sha,rng
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Encrypting Filesystems 'y
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« Utilizes “In Kernel Crypto”
« Load required kernel modules for hardware based encryption

modprobe des_s390
modprobe shal_s390
modprobe sha256_s390
modprobe aes_s390
modprobe shab5l12_s390

H FH= H H HF

« Setup dmcrypt as normal

- SHARE
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* Linux on System z Device Drivers,
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Learn about the new cryptography
functions in the CEX3C

Deploy security-related
fechnologies in Linux on System z
Understand protected key
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