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Abstract

You attend meetings everyday where you
se terms, but do you know what they mean? The
| provide you with the background to

er operating systems for the mainframe play a
‘e\s‘entatlon as well. -
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Agenda swans

* Requirements for Communication
* What are Networking Architectures?
» Networking Architectures on System z

* Z Hardware Platform Support of Network Architectures
« Differences in Networking Applications

 Differences in Security Implementations

* Appendices:
» References
« Differences in Network Definition Processes
« Differences in File Types

« Differences in Resolving Names to IP Addresses
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Requirements for Communication
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A General Model for Sending Messages il

Tabewats e Bt

—

Retumn Address
(Source Address) ——m- —
(Sender Address) Priority Mail
Destination Address
S - —{Receiver Address)
(Recipient Address)
@ Format of a Destination address in the USA: Dead Letter Office

» Name of Recipient

« Street Address (Number + Name) é\s‘
» City, State =aps

i

» ZIP Code
Post Office for ZIP Code Street Address
Mail Truck % City, State Name of Recipient
= Sitl e
[ Py

‘SHARE 5
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A General Model for Sending Messages vl
& |dentification of communication partners
# Rules for communicating Dead Letter Office
= How o fnd the partner == ﬁ
Y+ of path (T o ety -~
= What oo I coss af e debvery — |
Post Office for ZIP Code Street Address
Mail Truck - City, State Name of Reciplent
. rl o ?
E— 5 [ |
- s Wl e @l
Digital Communications with TCP/IP
Adapter
Cable Physical Access IP Addi Port Numb pp
-‘::_“:F Error Recovery Procedures =
B ; L—
': SHARE ¢
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Requirements for Successful
Communication

+ Connecting two entities in order to exchange information.
» How to identify and locate the opposite end?
Is there @ name oraddress?
+ How to connect to the opposite end?
Can the message be sent directly or must it be transferred at

v intermediate stops along the way?

M « What are the rules to govern an orderly exchange of
g information?
’ What kind of service to provide to this piece of information?

How to know that the data has been received?
How much data should | send at once?
How to end the communication?

Illi’ ' LY o \@o‘_\

+ Communication Protocols
» Naming and Addressing Conventions
« Rules for organizing the network topology: nodes and links

» Rules for connecting communication partners: communication setup and takedown

» Rules for routing the information
» Rules for managing performance on the connection

Complete your sessions evaluation online at SHARE.org/BostonEval
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Basic Components of a Computing Platform suans
Laptop: System z:
*CPU *CPU
*Speciality and Assist m cPU
Processors
*Memory *Main Storage
*Cache Memory «Cache Storage \ Memory
*Disk *DASD
*Ethernet Port *OSA Adapter with LAN o e
Ports Ny
«Serial Port *Channels p—
g Storage
And then there is the software: L
*Operating System Software
eCommunications Access Method Software
*Application Software
*File Management and Organization Software
{SHARE 3
Complete your sessions evaluation online at SHARE.org/ BostonEval *s««* in Boston

Laptop:
Memory
Cache Memory
Disk
Ethernet Port
Serial Port
System z
Main Storage
Cache Storage
DASD
OSA Adapter with LAN Ports
Channels
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What are Networking Architectures?
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I
Foundations for Communications across a Network g =§-
-

« Communication of messages R
* Requirements: beeciaenini
* Hardware components
« Software components
* Guided by communication architectures
* SNA (IBM Systems Network Architecture)
» IBM Proprietary Architecture to allow sharing of communications devices and links (since
1974
* TCP/IP (Transmission Control Protocol / Internet Protocol) (formalized in 1982/1983)
» Heir to ARPANET and DARPANET military and university communication projects

» Governed by Requests for Comment (RFCs) regulated by the Internet Engineering Task
Force (IETF)

« Influenced by TCP/IP additions in the Berkeley Software Distribution (BSD) of UNIX
* Protocols (Controls or Rules) for Communication in General
* Roles of the participants (primary, sender, receiver, client, server, peers, etc.)
« Rules for starting and ending communication
* Rules for identifying hardware or software participants (names, network IDs, addresses, etc.)
* Rules for locating participants (finding a route or path between them)
» Rules for managing the performance characteristics of the networking path
* Rules for recovering interrupted communications
* Protocols for the Software Architecture
* Controls or Rules for Communication over the Hardware Components:
« Engineering and Signalling over the Data Links
* Channel Cables
« Serial Cables
* SDLC
 Token Ring
Ethernet {SHARE 10

Complete your sessions evaluation online at SHARE.org/BostonEval *s««* in Boston
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Identifying the Communication Partner =
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Identity depends on the Communications Architecture

Systems Network Architecture (SNA)
*By NETID and LUNAME
*Could be a terminal
*Could be an application on the terminal or server
*Can be a Virtualized LUname (“z/OS VTAM Generic Resources)
TCP/IP
*By IP Address (IPv4 or IPv6) and optionally Application Port
Number
*Could be a terminal
*Could be an application on a terminal or server
*Could be a Virtualized or “shared” IP address to represent multiples
*Sysplex Distribution (z/OS TCP/IP)
*Exploiting a Domain Name Server or a Host Local file to map a
NAME to the required IP Address ‘SHARE 11
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Locating the Communication Partner

* ldentifying the Partner

* How to identify the LOCATION of the Partner in the
Network

* “Network Topology”
* Sending Data over Routes or Paths to the Partner

* How to define routes or paths or maps to the partner

* How to assign communication to various paths
» Performance of Paths?
* High Priority?
 Low Priority
* Availability of Paths for Recovery
* Primary paths or routes
« Alternate paths or routes

Complete your sessions evaluation online at SHARE.org/BostonEval
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Managing the Data Flow between Partners

« How much data to send
* How to present the data to the end user
 When to reduce or increase amount of data to send

Complete your sessions evaluation online at SHARE.org/BostonEval
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Rules” of Systems Network Architecture = B
.
(SNA) -- 1974
0S| Reference Model Systems Network Architecture
Transaction | Provides application services
Services in the form of programs that
Network processes |mp|emgnt distributed
- P processing or management
Layer 7 Application to applications o
Presentation | Specifies data-transformation
Data representation Services T§Igc>ri‘chm$ that;cr?nslat?hdata
f rom one format to another,
Layer 6 Presentation coordinate resource sharing,
and synchronize transaction
Inter-host . :ﬂperaﬁc’ns o
. Fesi ata Flow anages request an
Layer 5 Session communication Control response processing, groups
Services messages, allows
communication interrupts
Transmission | Reliable end-to-end
End-to-end
Layer 4 Transport - Control communication, encryption,
Y P connection Services decryption i
Path Control | Routing, Segmentation,
Layer 3 Network sgt(:lresses £l e Services Re-assembly
. . Data Link Defines protocols for links:
Layer 2 Data Link Access to media Control SDLC, Token Ring, etc.
Services
) . . Physical Not Defined -- assumed to be
Layer 1 Physical Binary transmission present
Complete your sessions evaluation online at SHARE.org/BostonEval "-. " in-Bdston

From Wikipedia, the “free encyclopedia”
“The Open Systems Interconnection (OSI) model (ISO/IEC 7498-1) is a

that characterizes and standardizes the internal functions of a by
partitioning it into . The model is a product of the
project at the (1SO).”

“The model groups similar communication functions into one of seven logical layers. A layer
serves the layer above it and is served by the layer below it. For example, a layer that
provides error-free communications across a network provides the path needed by
applications above it, while it calls the next lower layer to send and receive packets that
make up the contents of that path. Two instances at one layer are connected by a horizontal
connection on that layer.”

Systems Network Architecture (SNA) also uses layers to describe networking functions.
From Wikipedia, the “free encyclopedia”

“Systems Network Architecture (SNA) is 'S proprietary architecture
created in 1974. | Itis a complete for interconnecting and their
resources. SNA describes the protocol and is, in itself, not a single piece of software. The
implementation of SNA takes the form of various communications packages, most notably
Virtual telecommunications access method ( ) which is the package for
SNA communications.”

14



“Rules” of TCP/IP Network Architecture il
7(8) Layer 0S| Model
Layer Function
8 | End User (Politics) 4 layer TCP/IP Model
7 Application
6 Presentation Application
5 Session _ _
* Ti TCE io ng
ransmission er
Transport Control Datagram
Protocol Protocol
3 IP
Network Intemet Protocol
2 Data Link Network i
1 Physical Interface and hardware
{SHARE 15
Complete your sessions evaluation online at SHARE.org/ BostonEval *+4e* in Boston

From Wikipedia, the “free encyclopedia”

“The Internet protocol suite is the networking model and a set of

used for the and similar networks. It is
commonly known as TCP/IP, because its most important protocols, the

(TCP) and the (IP) were the
first networking protocols defined in this standard. It is occasionally known as
the DoD model due to the foundational influence of the in the
1970s (operated by , an agency of the
).

“TCP/IP provides end-to-end connectivity specifying how data should be
formatted, addressed, transmitted, and received at the destination. It
has four abstraction layers which are used to sort all related protocols
according to the scope of networking involved. From lowest to highest,
the layers are:

The TCP/IP model and related protocols are maintained by the
(IETF).”

15
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Architectures on System z
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SNA Subarea Networking =

SHARE
[

“SNA nodes are Physical Units
(PUs):
¢ Subarea (SA) nodes (VTAM,
NCP) (PU 4 or 5) or

e Peripheral nodes (PU 2 or

NETA NETB

>
WTAM3 PU 1)
*Reside in Control Units like
S4=0 a 3274 or 3174
A-LSA <*Communication Partners

- reside in Subarea Nodes or
Peripheral Nodes

« Are identified by their NETID

and their Name

v/ System Services
Peripheral ;:grrrllté)ol Point (SSCP
i nodes (PU

ectcc’”)”o' Units (3174, Type 2.0) vLogical Unit (LU)

| % They are found by their

location in a NETID, a

o pandent subarea, and an element in a

w subarea o,
+ SHARE 17
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Front End Processors o
(FEP)

VTAM = Virtual Telecommunications Access Method

NCP = Network Control Program (runs in a physical Front-End Processor
(FEP) called a 3745/6 or an emulated 3745/6 called Communication
Controller on Linux (CCL) in System z)

Offloads processing from the VTAM in a partition to the FEP.

SNI=SNA Network Interconnect (to establish connections between partners
in different NETIDs)

Types of SNA Names for communication:
For Subareas:

SSCPs (a Physical Unit Type 5)

NCPs (a Physical Unit Type 4)
Peripheral Nodes

PU Type 2

PU Type 1
LUs

Dependent LUs

Independent LUs

17
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SNA Subarea Networking Definitions il

*DEFINITION REQUIRED:

«All resources (nodes,

links, paths) in an SNA

network (a NETID) must be

defined on each subarea

node for it to be able to

establish sessions through

the SNA subarea network:
*The dreaded SNA path

NETA NETB

VTAM1
Sa=1

tables
; ; « All possible session
Front End Processors Sk paths — primary and
(FEP) alternate -- (routes
_ Peripheral between subarea
Control Units (3174, nodes (PU nodes) must be
etc.) Type 2.0 predefined on all the

subarea nodes.

Ce pe ndent it
L + SHARE 18

"+ s in Boston

VTAM = Virtual Telecommunications Access Method

NCP = Network Control Program (runs in a physical Front-End Processor
(FEP) called a 3745/6 or an emulated 3745/6 called Communication
Controller on Linux (CCL) in System z)

Offloads processing from the VTAM in a partition to the FEP.



SNA Networks and their Evolution il
Subarea APPNJHPR
SA SA

[ I
z:Frcér;t)End Processors SA —==1sA | |
Control Units (3174, /V|V\ L/ \\ ‘
etc.) I

Hierarchical

SNA originally consisted of subarea protocols
*Advanced Peer to Peer networking (APPN) introduced mid
1980s
*High Performance Routing (APN/HPR)introduced in 1990s
*Enterprise Extender (EE; HPR over UDP) introduced in 1_9§§mgE 19

Complete your sessions evaluation online at SHARE.org/BostonEval *w.s* in Boston

NN: Network Node
*EN: End Node
SNA Advanced Peer to Peer Networking (APPN)

If the business partner also enables APPN, then the interconnection between the two networks can be
done using APPN Multiple Network

Connectivity and Extended Border Node(s) instead of the subarea-based SNI technology.
Peripheral node

*Non-subarea dependent LU access through an APPN network uses Dependent LU Requester/Server
technology (DLUR/DLUS)

*Session paths are computed dynamically in an APPN network and need not be predefined.
HPR is an extension to APPN, so an HPR environment inherits all the characteristics of APPN.

«If A and B are in session with each other over the link between VTAM2 and VTAM3 and that link fails,
the SNA session between A and B will no longer break as long as the links between VTAM2, VTAM1,
and VTAM3 are HPR links, such as XCF or MPC+ channels.

« When the link breaks, HPR will make a non-disruptive path switch and switch the session to go
between VTAM2, via VTAM1, to VTAM3 and

then further on to End Node 3 (EN3).
SNA High Performance Routing (HPR)

If the business partner also enables APPN and HPR then the interconnection between the two
business partners can be done using APPN Multiple Network Connectivity, Extended Border Node(s),
and HPR over IP - or in other words via the Internet instead of private lines

between NCPs.

*An extension to HPR is to use an IP network as an HPR link - this is known as HPR over IP (HPR/IP)
or HPR over UDP (HPR/UDP) or more generally as Enterprise Extender (EE)

19
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Enterprise Extender: SNA over UDP/IP

EE Link or "Transmission Group" (TG)

.Re.ﬁabﬂr‘ly BrE
|

o SNA Data between SNA Applications
et << Reliability

SNA Definitions >‘< IP Definitions IP Definitions> - < SNA Definitions

«Enterprise Extender uses "unreliable, connectionless" UDP in the IP network, but it derives its reliability
from APPN/HPR architecture, which provides:

«Error detection and retransmission

*Non-disruptive reroute

+Congestion control

«Prioritization
«The single EE connection might comprise multiple IP links interconnected through multiple IP routers.
«+Availability of the IP network is provided by redundant paths and preferably dynamic routing protocols.
«The IP network provides the packet forwarding.
«EE Endpoint is identified by means of an IP address (IP@") or a Hostname resolved to an IR-address.
«»Platform-specific coding ties SNA to IP within the EE Endpoint node. ‘SHARE 20
Complete your sessions evaluation online at SHARE.org/BostonEval "+ e in Boston
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TN3270

Complete your sessions evaluation online at SHARE.org/BostonEval

‘Many OEM and IBM client products available
‘IBM products include PCOMM and HOD (Host- On- Demand)

7/0S
- L]
-‘.‘.-“ SNA BNAJLUE......'.'t..thbSNA
3270
= Appli-
e LY cation
SNA 3270
terminal
Z0S
TCRITN3270(E)
SNAILUZ
. “II-I' "ol I .1'... SNA
—_— Backhone TN3Z70 3270
e Netwark sever Appli-
- > cation
TCPAP o=
TN3270(E)
Workstation

=

SHARE
e e

‘There are

hundreds of
thousands of
SNA LU2-
based
applications
out there
today that
will not be
migrated to
native
sockets
(ever).

29
“eas® IN BOSION
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Networks on Z: TCP/IP bl
s ™
VTAM IP Device |VTAM
USIBMWZ.S192CDRM and Link  {USIBMWZ.S193CDRM Application
Layer 5
Layer 4 Transport
Layer 3 Network
Layer 2 Data Link
Layer 1 Physical
(Hardware)
TCP/IP Network
\\ /j ave
{SHARE 22
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Network Topology Equipment s
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< Communication and Connection Path >

Cables, ST Network
Links, Adapter
hysical Connections Port

Network
Adapter

ll Platform,

Node

Router Router

Redundant Hardware and
Software for High Availability

‘SHARE 23
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Switching vs. Routing

@ A Switch connects multiple LAN Segments into a single logical LAN.
+ We have one LAN with network address of 192.168.20.0/ 24

Local Area Network Segment A Local Area Network Segment B

192.168.20.0/24

Switch

192 168200/ 24
-a4——0One-hop Communication Path——————————»

@ A Router connects multiple distinct LAN Segments to create a routing path.
@ We have two LANs — each with a separate network address. Nodes in LAN A can communicate over the router with
Nodes in LAN B

Local Area Network A Local Area Network B

10.1.1.0/ 24

. Pa—
s}

-

~u}

TWo—hop C:m—n:unicaﬁon Path4;

Complete your sessions evaluation online at SHARE.org/BostonEval

ranAanE 24
"+ s in Boston

- -
SHARE

[ -

24



Virtual Local Area Networks (VLAN) Y
. . . g
with Switching SHARE

® A Switch connects multiple LAN Segments into a single logical LAN.
¢ We have one LAN with network address of 192.168.20.0/ 24
Ethernet
Local Area Network Segment A , PORT\ Local Area Network Segment B

-o———One-hop Communication Path———————————————— =
A single physical Ethernet Cable on the left can be subdivided into multiple
VIRTUAL LAN cables to produce multiple VLAN connections to different
subnets.

192.168.20.0/24 192.168.20.0/24

{SHARE 25
Complete your sessions evaluation online at SHARE.org/BostonEval "+ e in Boston
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A Virtual Switch (VSwitch) in z/VM =

aaaaa

F 1
1 1
y 210 1
1 1
1 zNM 1
1 1
1 1
1 1
1 |
1 1
1 Trunk or Access PORT Trunk or Access PORT 1
1 ETHERNET or IP ETHERNET or IP 1
1

OSA/Express3 :

1

\ 1
—t— OAT 1
1

1

1

_________________________ 4

‘SHARE 26
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Network Topology Types

Most Common:
Local Area Network (LAN)

Sysplex Distributor:

Exploits XCF networks on System z

Point-to-Multipoint (PTM)

Broadcast, Multi-Access (BMA)

B

=
—\— Send one frame ogga .. 5-os L

the network using ) E::::n:: s

media-specific ) Token ring o
B —l\broadcast capabilities. /}/rpp, | .
- rer = Dynamic XCF
p— — s Frame Relay

Point-to-Point (PTP)
Extend unicast

| Send unicast
frames to each of
the endpoints.

==

Non-Broadcast, Multi-Access (NBMA)

-
SHARE
Pt Emts e

=
= = mm frames.
" ASend unicast frames ¥7..* Predefined XCF
for every destination ) CTC (ESCON, FICON)
.on the multi-access . cDLC
W1 network. ) LWGENT MPC+
—=. HyperChannel CLAW
. x.25
SLIP
Channel-attached routers (ESCON, FICON)

X.25 Packet Switching:
Still commeonly in use in some countries

Channel-attached Operating System Images

‘SHARE 27
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Flat Network — Static Routing

CS z/OS
IP@3
IP 1‘ |P@1

Switch or bridge

# One IP network address space
without any IP routing.

® All hosts are attached to the same
shared media.

« All addresses come from a single IP
Subnet or network

+ The media typically consist of many
segments with various bridge/switch
technologies to interconnect them,
but the entire network looks like one

an IP perspective (be careful with
such a design: broadcast storms,
bridge hops, etc.)

All z/OS operating systems and architectures have ways to statically define

routes.

Multi-Access Broadcast network from

# Outbound traffic will multipath over the two adapters
(independent of use of any dynamic routing protocel).

# Each adapter will respond to ARP requests for its own
IP address.

#® Adapters must be LCS (OSA, 2216-LCS, 3172-LCS).
MPCIPA implements similar functions in the adapter.

«|f the IP@1 adapter fails, the other adapter will do a
gratuitous ARP for IP@1 and begin responding to
ARPs for IP@1 in addition to its own IP@2.

@ If a VIPA address is defined (IP@3) and the VIPA
address belongs to the same IP network as the two
adapters (really a design violation!), then one of the
adapters will respond to ARPs for that VIPA address
(and move to the other, ifthe first adapter fails).

¢ This function s also called "ARP Takeover"

#In a fully flat network environment, there is no need to

use a dynamic routing protocol.

# Flat networks are not a recommended design
approach for medium to large IP networks.

# Flat networks do not provide the granularity you
often want to be able to segregate network
traffic for management or security purposes.

: SHARE 23

Complete your sessions evaluation online at SHARE.org/BostonEval *w.s* in Boston

With Subarea SNA, this is through path tables.
With IP, this is through Static routing definitions.
With APPN and APPN/HPR, the routing tables are dynamically learned.

With IP and dynamic routing protocols, the routes are dynamically learned or

computed.

28
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IP ROUtmg Subnet 3 Subnet 1 SHARE
| B RN -
RIESE/ Z st 2. IP Routing Tabl
1. IP Routing Table ' ounng 2R
¢ Subnet3R1 / : gugnet % 3431
* Subnet 4 R2 . Duf neit R3
» Default R1 N —/ erad
N | R R | |
N L~
— | —
Subnet 4 Subnet 2
|

» Each Host maintains a routing table

* Routing table points to next-hop address
e Each IP router along the path examines the IP header
« Examines its own local routing table to find the most suitable next-hop address
* Uses the physical address (MAC) in the frame header to forward to the next-hop
router
conpiée P2 fram A to, B.might be different than path from B to A. . 1auien >
I EEE———————_—_—_——

Host A only needs to know next hop IP address; it does not need to know the full network topology in
order to reach any given IP network address.

Each IP router along the path must examine the IP header and look into its local routing table to
decide the most suitable next hop address before forwarding the IP datagram.

Uses the physical address (Media access control address — MAC - or channel
address)) in the frame header to determine where the next-hop router is

Path from A to B might be different than path from B to A.



Router-Based Network Design

CS z/0S (subjnetts
VIPA@2 (subjetsd

CS z/OS
VIPA@!1 (sub)n

et 7

* [sub)net#2

. 4 Router
1 d (subjnet#3
. Router
v (subneta
Router
L]
(sub)net#b

+ Outbound traffic will multipath over the two
channel-attached routers (if static or OSPF routes are
used).

» Channel-attached routers and OSAs combined.

+ Back-end OS/390 systems can be connected through
sysplex connectivity (XCF or CTC).

« |f one channel-attached router fails, dynamic routing
protocols will converge all inbound and outbound traffic
over the other channel-attached router (NB: router
cost/metrics).

« T VIPA addresses are used, traffic to/from the VIPA
addresses can flow over any of the channel-attached
routers.

+n a outer-based network, network segments and routers
can fail without impacting other users than those that were
directly attached to the failing network segment. Dynamic
routing protocols will re-route IP traffic via altemate paths
between any two destinations in the network.

Router-based network design is
the recommended design for
medium to large networks.

# Multiple IP network address spaces using Routers to interconnect (sub)networks.
+ Hosts in different network segments are aftached to the same shared media
« Each network segment is in its own IP Subnet or network
=Note: Within a subnet, multiple parts of a (sub)network may be bridged or switched together.

Complete your sessions evaluation online at SHARE.org/BostonEval
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Static vs. Dynamic Routing (Both in System z) ——
Static routes -- Manual Configuration

* Route definitions are configured manually and stay static until manually changed.
—BEGINROUTES definitions in z/OS TCP/IP Profile (Preferred)
=GATEWAY (to be discontinued)
=In OMPROUTE: DEFAULT can be defined statically (and is not advertised)

* [CMP redirect messages may change statically defined routing tables.

+ OSA ARP Takeover function provides route recovery over failed interfaces although

the routing table itself does not change.
Dynamic routes -- Dynamically Learned
+ Route definitions are updated dynamically by a dynamic route update server
that uses a dynamic route update protocol to exchange route information
with other dynamic route update servers on other IP hosts.
Typical UNIX Daemons Hello RIP OSPF EGP BGP
RouteD Vi1
GateD, V2 Yes V1 Yes V1
GateD, V3 Yes V1,V2 V2 Yes V2,V3 .
HARE 31
Complete your sessions evaluation online at SHARE.org/BostonEval "s««* in Boston

31



The Evolution of the “Platform” (“Server” i )
as “Platform” or “Footprint” or “Host”) swans

Server Virtualized Virtualized Virtualized
Server Cluster Heterogeneous
Cluster

-

Advanced Management of Virtualized IT Infrastructure

:SHARE 32
Complete your sessions evaluation online at SHARE.org/BostonEval *s««* in Boston

First there were individual operating systems on individual server platforms. The
platforms were also known as a physical Server or a computing footprint or even a
physical Host. All resources on the platform were dedicated to a single operating
system.

Then virtualization of this physical server environment took over. A single physical
server could emulate or be virtualized into multiple “physical” servers running
separate hosts on a single physical platform. All these virtual servers could share
the system resources through the controls provided by a specialized operating
system known as a Hypervisor. A user desiring to reach one of these hosts or
virtual servers directed his connection or session request to one of the virtual
servers and the user’s operations would be carried out on that one virtual server
using shared resources.

Then several virtual servers could be clustered together to give the appearance of a
single system image. With the assistance of certain types of software, the user
directed his connection to what he thought was a single target. In reality, his
connection request could land at any of virtual servers in the virtualized cluster.
Such clusters shared software applications and disk storage among them so that
any single one of them could satisfy a user request. This type of single system
image was built from homogeneous platform types.

Finally the concept of heterogeneous computing allowed heterogeneous platform
types to cooperate with each other to satisfy user requests.



The Evolution of the “Server” {1’
(“Server” as “Application” or “Application Server”) sua=e

Server as Application j Server as Application

Domain

System z
WEB WAS FTP

Software Name
Server

Operating System

DB2 IMS TN3270 8 TN3270
TN rsero) [z

Compute Memory Storage Network

LPAR LPAR LPAR LPAR
#1 #2 #3 #4
Server as Platform > Server as Platform
‘SHARE 33
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On Personal Workstation, x86, or Power: Single -

Operating System vs. Multip

le Operating Systems  _*

with Hypervisor of VMware, xHyp, PowerVM e

One
Operating System Image

Micromodt e

Windows

MACHINE

Complete your sessions luation online at SHARE.org/BostonEval

Multiple Operating
System Images with
PowerVM or VMware

PowerVM
Virtual Virtual
Multiple Machine Machine
VIRTUAL
MACHINES VMware
(VMs) :SHARE 34
*s««* in Boston
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On z: Single Partition vs. Multiple Logical Partitions 7§
(LPARS) through Hypervisors of PR/SM and/or z/VM .s‘

One
Operating System Image

PARTITION or
1LPAR

z/OS or
z/VSE or
z/TPF or

PARTITION or
1LPAR

z/Linux
zIVM

Complete your sessions evaluation online at SHARE.org/BostonEval

LPAR |LPAR

z/OS and/or
z/VSE and/or
z/TPF and/or
z/Linux and/or
zIVM

HARE
s e

Multiple Operating
System Images with
PR/SM or z/VM

zIVM |

LPAR
#2

:SHARE 35
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SHARE
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Hardware Platform Support of the
Network Architectures on System z

‘....

‘

+SHARE 36
Complete your sessions evaluation online at SHARE.org/ BostonEval “vss* in Boston
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General Hardware Layout of System z

Logical Partitions -—p to 15 Logical Partitions per CSS

CSs0 CSs1 C552 C553

upto 256 | upto256| upto 256 | upto 256
i | cieine | P | CHPioe | p to 4 Channel Subsystems

s Max. of 2CSSsonz114 and z10 BC
HSA

10008 g Single HSA with one active |OCDS that
provides a single system image for I/QO

[TIT TITT JITT JITT <s===Interconnect cables
Physical Channels (PCHIDs) | < VO features

CHPID — Channel Path ID (logical)
PCHID - Physical Channel ID

devices.

HSA - Hardware Save Area which holds the 1/0 configuration data for the server

Complete your sessions evaluation online at SHARE.org/BostonEval

» Max. 60 Logical Partitions (zEC12, 2196, z10 EC)
» Max. 30 Logical Partitions (2114, z10 BC)

IOCDS - Input Output Control Data Set translates physical I/O addresses (composed of
CHPID numbers, switch port numbers, control unit addresses, and unit addresses)
into device numbers that are used by the operating system software to access

‘SHARE 37
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Controlling the Hardware from Consoles

C

Specialized microprocessors for
internal control functions

HMC

PC

}

Located in operator area

- \
ThinkPads

] [
] ]
] ]
] ]
LPART | LPAR2 | LPAR3
] 1
] ]
|~ System Control
ce||lcr ||| cP cP
| | | |
N System Control

Located inside CEC but
can be used by operators

Hardware Management Console (HMC)

Support Element (SE)

CHPID

CHPID CHPID
CHPID CHPID CHPID

CHPID

mplete your sessions 1

uation online at SHARE.org/BostonEval

'Y

Tabewats e Bt

Memory

Processors

Channels

‘SHARE 38
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-5

Specialty Processors for Offload from CP Sl
« Users of System z pay Licensin%Costs based on the processing time they use dn .
General Purpose Processors (CP — Control Processor)

* Specialty Processors have a lower licensing fee structure

» Users can reduce Licensing Costs by offloading from CPs to Speciality
Processors like:

« IFLs (Integrated Facility for Linux):

« The Integrated Facility for Linux (IFL) is a processor dedicated to Linux workloads
on IBM System z servers. The IFL is supported by the z/VM virtualization
software and the Linux operating system; it cannot run other IBM operating
systems.

« zIlIP Engines:

* The IBM System z Integrated Information Processor (zIIP) is available on all IBM
zEnterprise (zEnterprise™), System z10, and System z9 servers. It is designed to help
free-up general computing capacity and lower overall total cost of computing for select
data and transaction processing workloads for business intelligence (Bl), ERP and
CRM, and select network encryption workloads on the mainframe. Eligible workloads
include DB2, HiperSockets large messages, XML, IPSec (VPNs) with z/OS
Communications Server, and other.

« zAAP Engines:
« The IBM System z Application Assist Processors (zAAPS) is available on all IBM
zEnterprise EC12, IBM zEnterprise, IBM System z10, and IBM System z9
servers. The zZAAP specialty engine provides an attractively priced execution
environment for web-based applications and SOA-based technologies, such as
JAVA and XML. o
: SHARE 39
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Channel & Network Interface Structure on System z

Canienl Priacasane G (R0

Charmel Subrsystem (£55)
- channd programs-

Z'05  Linux
Image onz
Lopical Parthons (LIRS | LNGer
zvM

|

Subcnannes

| HiperSockets

~ .
SHARE
[

@ Central Processor Complex (CPC):
+ passes input/output (1/0) Request to
CSS
@ Channel Subsystem (CSS):
= moves data asynchronously to its
inputfoutpt devices
e Subchannel:
 the individual input/output devices in the
C3S that are assigned to the LPARs
e Channel:
« represented by a channel path ID or
CHPID and represents the actual
communication path.

g < guns * CHPID is mapped to the PCHID in the

= 4 HCD and the IOCDS.

~“5- @ Network Interfaces:

d Network « identified to TCP/IP by the CHPID and
) the Subchannel address that are

defined in the 1I0CDS.

Ofhe: rairframe (CPC)

The I/O configuration of the central processor complex is defined in a
data set called the /O Configuration Data Set, or IOCDS.

‘SHARE 40

"+ s in Boston

Complete your sessions evaluation online at SHARE.org/BostonEval

Connections to to devices or networks outside of the System z complex are
defined on hardware adapters or interfaces called channels. For system z
there are several ways to assign hardware addresses to these channels:

Note: The I/O configuration of the central processor complex is defined in a
data set called the I/O Configuration Data Set, or IOCDS. The I/O
configuration is normally done using a tool called the Hardware Configuration
Dialog, or HCD. HCD also creates a data set called an I/O definition file, or
IODF. The IODF is read by the z/OS operating system.

A central processor complex can also be configured using a less easy-to-use
statement syntax called IOCP statements. IOCP stands for I1/O Configuration
Program (IOCP). The IOCP creates an 1/O configuration data set (IOCDS).

IOCP statements can be migrated to IODF statements using HCD.

40



-
Multiple subchannel sets on zEC12 and z196 ¥

SHARE

Note: z114 supports only LCSS 0 and 1, 15 LPARs each, and had only two subchannel sets in each L€55 """

z196

Logical Channel

Logical Channel

Logical Channel

Logical Channel

Subsystem 0 Subsystem 1 Subsystem 2 Subsystem 3
Upto 15 Upto15 Upto 15 Upto 15
Logical Partitions Logical Partitions Logical Partitions Logical Partitions
Partitions Partitions Partitions Partitions
Suhl:ha"nels\ X:SEA Sul]cna\ms\s‘l\ C355-2 Subchannels C8S-3 Subchannels
IEICIEd ] JECIE]
ss2]\fisso] 1511 (552
HH HHH AR HH HH HH R T A T
[63.75K 7] [~ 64K T [T 64K JJJ\[63.75K ] [C 64K 7| 64k T N [63.75K] [ 64K 7 [ 64K 1 fj[62.75K] [ 64k [ 64K ;
N FHA -
i 7
] L= a =
= ——— b up =
Subchannels \ Subchannels Sul nels Subchannels
Channels /[ cnannst€” Channels Channels

Multiple Subchannel Sets (MSS)

MIF — Multi Image Facility can share a channel within a LCSS
Span channel — Can share a channel with other LCSS

Complete your sessions evaluation online at SHARE.org/BostonEval

‘SHARE 41
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-
Sharing Channels across LPARs and LCSSs =

SHARE
» St e

» |0OCDS - Input Output Control Data Set translates physical 1/0
addresses (composed of CHPID numbers, switch port numbers,
control unit addresses, and unit addresses) into device numbers that
are used by the operating system software to access devices.

» It defines which Physical I/O addresses are shared.

» Hardware Console Definitions and the IOCDS map the Hardware

Channel Positions (PCHIDs) to the Channel Path ID (CHPID)
numbers.

* The operating systems use the IOCDS to define the Device
Numbers in their Operating Systems.

 If you migrate to a new hardware platform, the Operating
system definitions can remain the same because they rely on
CHPID, Control Unit, and Device numbers; only the mapping of
the PCHIDs to the CHPIDs needs to change!

o e ]

.

+SHARE 42
Complete your sessions evaluation online at SHARE.org/BostonEval "+ e in Boston

Sharing channels within a LCSS is call MIF multi-image facility

Sharing channel across multiple LCSS is called "SPAN channel" or spanning
a channel
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Taxonomy: Connectivity Adapters in System z o
CLAW
MPC
2VSE
*z0S
v CTC CHANNEL CONNECTIONS
CDLC PARALLEL or ESCON or FICON or VIRTUAL (z/VM)
LCS
*ZVSE LOCAL AREA NETWORK (LAN) CONNECTIONS
*z0S LSA
ZIVM
éLinux«mCCL) ETHERNET, 802.3, TOKEN RING**
+20S
éNM m HIPERSOCKETS INTERNAL CONNECTION
[7NT- 1T E— S
:;I/-\;rrzﬂux VSwitch LAN CONNECTION over VIRTUAL SWITCH
ETHERNET, 802.3
205 ROCE Remote Direct Memory Access over Converged Ethernet*C AN
g CONNECTIONS --- ETHERNET : SHARE 43
Complete your sessions evaluation online at SHARE.org/BostonEval "+ e in Boston

z/Architecture Channel

Input/output (1/0O) channels are components of the zEC12 and System z
CSS and IBM z/Architecture®. They provide a pipeline through which data is
exchanged between systems, or between a system and external devices.
z/Architecture channel connections are referred to as channel paths.

The most common attachment to a z/Architecture channel is a control unit
(CU) accessed via an Enterprise Systems Connection (IBM ESCON®) or
Fibre connection (FICON) channel. The CU controls 1/0O devices such as
disk and tape drives.



Alternate Taxonomy: Types of Network Yy
Connectivity

* Physical Network Adapters
* Channels
* ESCON, FICON, XCF
* RoCE (RDMA over Converged Ethernet)

 Local Area Network (LAN) Adapters
» Open System Adapters (OSA) with OSA LAN Ports

* Virtual Network Adapters

 HiperSockets
« Virtual LAN Adapters over LAN or HiperSockets or VSwitch
« Virtual Channel-to-Channel Adapters (under z/VM)

‘SHARE 44
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Channels and CHPID types )

cuADE

Table 1-1 Channel and CHPID types

Channel type CHPID type Description
ESCON? CVC Conversion Channel (ESCON to Parallel BL).
CBY Conversion Channel (ESCON to Parallel BY).
CNC Connection Channel (ESCON Architecture).
CTC Channel-to-Channel (communicates with ESCON CNC).
FICON FC Fibre Connection (FICON) architecture - native FICON.
FCVP FICON converted (FICON to ESCON).
FCP Fibre Channel Protocal (full fabric attachment of Small
Computer System Interface devices).
HiperSockets QD Internal Queued Direct /0.

a. Not supported on IBM zEnterprise EC12
b. Only supported with FICON Express LX feature

Important: The IBM ESCON Director (9032-005 including all features) was withdrawn

from the market on December 31, 2004. There is no IBM replacement for the 90_33-;53'(2\5‘“E a5

elp your sessions evalyation onljne at ¢ "+ s in Boston

IARE.ore | BostonEval
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'Y

Z Network Interfaces to Attach to a Network _.,..

» Directly Attached Network Interfaces

One IP Host
IP addr-1

CS 2/0S Interface Network
Device

Device may be inboard (OSA adapter) or
outboard (3172 LCS or 2216-LCS)

+ Channel-Attached Routers

One IP Host Another IP Host
Point-

to-

Point A
Link rout Network
D:w:(:‘ or
Host

IP addr-1| [IP addr-2 |

Complete your sessions luation online at SHARE.org/BostonEval

Tabewats e Bt

+ LCS - Token-ring, Ethemet, and
FDDI (3172, OSA, 2216)

+ MPCIPA - 10 Gigabit or Gigabit
Ethemet and Fast Ethemet
(OSA-Express w. QDIO)

v HiperSockets (a form of MPCIPA)

+ X.25 PSDN

v CTC (Virtual Channel to Channel)

v XCF

+ SAMEHOST

+ SNALINK

v HyperChannel

+ ATM (LE or Native)

v Cisco CIP
CLAW
ESCON
FICON
v NCP (SNALINK or CDLC)

"es«* in Boston
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N
PCHID Mapped to CHPID; OSA Adapter/Port E:i

PCHID A and PCHID B

waMmeCs:  svon e OSA-E3: 2-or 4-Fort Adapter OSA-E4S: 2-Port Adapter
1GbE and 1000Base-T 1GhE and 1000Base-T 1GhE
— CHPID x
@ (— Porf 0
CHPID x la—porto ||| FC 3373 250, CHPID x i
Fibar) Le—pore 1
1GbE FC 3368 (2 port. Pt
1000Base-T Corpw) — FC 0404 (Fiber)
(=1 FC 0405 (Fiber)
jet— Port 1
CHPID y t—Part 0 CHPID y
|E| le—porto PCHID C
FC 3363 (4pom,
FC 3364, 3365 (Fiber) |—— = Fiber)
FC 3356 (Copper) — — FC 3367 (4pom,
Copper)
OSA-E2 GDE or 1000Base T: A OSA-E3 GbE or 1000Base-T: Multiple ports on a single CHPID
single porl on a single CHPID O5A-E4S5 GbE: Multiple ports on a single CHPID
OSA-E2: 1-Port Adapter OSA-E3: 2-Port Adapter OSA-E4S5: 1-Port Adapter
10GHE 10 GbE 10 GbE
P Py

10 GhE CHPID x
Portd
CHPID X Parto CHPID x
CHPIDY
Pertd
FC 3368 (Fiber) FC 3370 (Fiber) FC 0406 (Fiber)
FC 2371 (Fiber) FC 0407 (Fibar)

IDAII 10 GbE Adapters: A single port on a single CHPID I

-anARE 47
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Sharing OSA Ports

Intemal
Data Path

Shared OSA Port

External

Data Path|

Complete your sessions evaluation online at SHARE.org/BostonEval

@ A shared OSA Port permits
communication through the OSA path
without exiting onto the network if the
routing table identifies the OSA as the
next hop in the path.

@ Which LPAR is inbound data from the
Network sent to? Depends on:

» OSA Address Table (OAT) Entry, or

» Primary/Secondary Router
designation, or

s Virtual MAC address

+ To a certain extent: VLANID

{SHARE 48

"+ s in Boston
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Multiple VLAN Support over [Shared] OSA

z/0S and 2VM TCPIP1 z/0S and VM TCPIP2
E‘E} b VLANID 10 VLANID 11 VLANID 20 VLANID 21
(Global VLAN) (Global VLAN) (Global VLAN) (Global VLAN)
@—t==wwacto — vmacti VMAC20 _  VMAC21

192.168.1.129 / 26 182.168.1.202 / 26
4, 1101728 Shared OSA [192.168.1 7" 3/ 26
03, %ﬁ.},’ 0 A

18
©
> o
Trunk Mode
192.168.1.102/ 26 . 192.168.1.203/ 26
192.168.1.130 / 26 Switch 192168.1.194 / 26

@ Starting at V1IR10 you can have up to 8 VLANSs per stack, per OSA port, per IP version.
1. With multiple VLAN IDs per stack on an OSA port, you must assign a VLAN ID to every
one of the multiple Interfaces on that OSA port and
2. You must assign or default to separate VMACs on each VLAN ID.
3. As usual, each VLAN |D must be on a separate subnet.

s smAnKE 49
Complete your sessions evaluation online at SHARE.org/ BostonEval “vss* in Boston
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I
OSA QDIO (CHPID Type OSD) = 3

OSA/SF is not required. All IP Addresses defined in the PROFILE.TCPIP on
Interface or HOME statements are dynamically downloaded into the OSA port.

z/0S LPAR

PROFILE.TCPIP

DEVICE DEVICEL ..

LINK LINK1 ...

DEVICE DEVICE2 ...

DIO Protgcol QDIO Protocol

Q
CHPID lypi 0Sb CHPID type OSD

Host

LINK LINK2 ...
DEVICE DEVICES ...
OSA Address Table LINK LINK3 ... . dtorward | DataRouter
(OAT) INTERFACE INT1 ... IPADDR 10.10.4.111 .| oshexpresss OSAExpress3
in OSA Ports INTERFACE INT2 ... IPADDR 10.10.5.67 ...
INTERFACE INT3 ... IPADDR 10.10.6.213 ..
HOME
10.10.1.15 10.10.1.15 LINK1
10.10.2.92 10.10.2.92 LINK2
10.10.3.133 10.10.3.133 LINK3
10.10.4.111 START DEVICE1
10.10.5.67 START DEVICE2 OSA t;\dg_resls Te;ble _(OAtP
ma e displayed usin e
10.106.213 START DEVICES OSAINFO bommand. -

Dynamically maintains the OSA Address Table (OAT) through automatic download to the OSA port.
» Includes any VIPA movement/changes
Layer 3
+ 4 outbound QoS (Quality of Service) queues and 4 Inbound Queues for performance
« IP Only (use Enterprise Extender for QDIO advantages with SNA traffic)
+ IP-Assist to handle MAC addressing, ARP processing, some filtering
» TCP/IP Netstat display and purge of ARP cache

k : SHARE 50
tomFiRSJ08s NOLSURPSIL LaYer 2 YMACS insthe QA

"+ 4a*® in Boston

Supports high-speed LPAR-to-LPAR communication

OSA microprocessor communicates directly with System z using data
gueues in memory
Continuous direct data exchanges

Communications remain active
Utilizes Direct Memory Access (DMA) protocol

Reduced 1/O interrupts

Reduced Latency
Dynamically maintains the OSA Address Table (OAT).

Does not require OSA/SF.
All addresses are dynamically downloaded to the OSA.

Any VIPA movement/changes are dynamically downloaded to the OSA from
the TCP/IP stack.
Layer 3

4 outbound QoS (Quality of Service) queues for priority queuing of data
IP Only (use Enterprise Extender for QDIO advantages with SNA traffic)
IP-Assist to handle MAC addressing, ARP processing, some filtering

TCP/IP Netstat display and purge of ARP cache
Layer 2 (not supported by z/OS)

50



z/0S LPAR

Addresses
) defined by en-gte Channel
OSA Support Facility (OSA/SF) OSA/SF are PROFILE.TCPIP

Only IP

10.10.1.15 r— downloaded
10.10.2.92 into the
10.10.3.133 ( OSA port.

DEVICE DEVICES ... NIC
OSA Address Table IP Addresses LINKLINKS ... I
(OAT) defined in the HOME
in OSA Ports PROFILE.TCPIP —T 10.10.1.15 LINK1
on HOME 10.10.2.92 LINK2
10.10.1.15 I statement that ig-ig-i-ﬁi tmﬁ
10.10.2.92 are not defined in Spang
10.10.5.67 LINK5
10.10.3.133 OSA/SF are not 10.10.6.213 LINK6
known by the

OAT Table must be manually built with OSA/SF

OSA port.

OSA non-QDIO (CHPID Type OSE)

Non-QD\B
LCS Rgotpeol

CHPIE &BF

DEVICE DEVICEL ...

LINK LINK1 ...

DEVICE DEVICE2 ...

LINK LINK2 ...

START

Control
Unit

» Unless HCD access and default setting is adequate.

Layer 3

4 outbound QoS (Quality of Service) queues for priority queuing of data
CHPID Type OSE is for IP or SNA
No IP Assist — Stack does ARP processing, etc.

Complete your sessions evaluation online at SHARE.org/ BostonEval
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OAT=0SA Address Table

For OSA-E3S and prior in non-QDIO mode, OSA/SF as a host program is required
for SNA definition and for non-default TCP/IP definition.

For OSA-E4S on the second generation of the zEC12 or the first generation of the
zBC12 and higher can be configured for non-QDIO with the OSA/SF host program.
Optionally the OSA/SF on HMC is available for the configuration.

For OSA=ES5S and higher in non-QDIO mode, OSA/SF on HMC is required for SNA
definition and for non-default TCP/IP definition.

51
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HiperSockets: Internal Communication Path ;ﬁ

Tabewats e Bt

System z CEC

CEC = Central Electronics
Complex

HiperSockets = aka “iQDIO”
or Internal QDIO

Available to TCP/IP only

.~HARE 52

Complete your i luation online at SHARE.org/BostonEval *e4e* in Boston

HiperSockets is an internal communication path through hardware and
software on a single Central Electronics Complex.

Mainframe HiperSockets is a technology that provides high-speed TCP/IP
connectivity within a central processor complex. It eliminates the need for
any physical cabling or external networking connection between servers
running in different LPARSs.

The communication is through the system memory of the processor, so
servers are connected to form a "internal LAN."

52



I
IUTSAMEH or Virtual Channel-to-Channel

MVSx

TCPIP1

TCPIPT

zIVM

-
—

SHARE
[

zZIVSE 1

Virtual Machine

VCTC

zIVSE 2

Virtual Machine

Complete your sessions evaluation online at SHARE.org/BostonEval
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XCF Connectivity: for TCP/IP or SNA Connectivity _,{1’

CEC 1
MVS1 MVS2
TCPIP1 TCPIPT

CEC2

MVS3

TCPIP2 TCPIP3

Coupling
Facility

1. IUTSAMEH Device between Multiple TCP/IP Stacks in Same MVS Image
+ Can use internal hardware/software path to communicate with each other
+ Formerly called the "IUCV" path
+ Now called the "IUTSAMEH" Device or the "EZASAMEMVS" Link
+ Predefined with Device/Link or defined with DYNAMICXCF in TCP/IP Profile
2. HiperSockets Connection
« Predefined with Device/Link or defined with DYNAMICXCF in TCP/IP Profile
3. XCF connection over Coupling Facility
¢ Defined with DYNAMICXCF statement in TCP/IP Profile '

XCF = Cross System Coupling Facility



I
Types of IP Addresses 'Y

* Real Addresses |
» Associated with Physical Adapter types

* Virtual IP Addresses (VIPAS)

* Not associated with Physical Adapter types (represented with
address control blocks in software only)
« Static VIPAs (statically defined)
* Dynamic VIPAs (designed for high availability: mobility from one
system to another)
* Predefined with VIPADEFINE and VIPABACKUP
* Dynamically allocated through definition of VIPARANGE
* Dynamic VIPAs (designed for high availability and performance:
to provide traffic distribution
* Predefined with VIPADISTRIBUTE

P ]

.

+ SHARE 55
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Virtual IP Address: Basic Concepts for Static VIPA

Physical endpoint or path to Path to VIRTUAL endpoint breaks;
dpoint breaks; Establish new Ci tion survives outage if
connection over new route. re-route is timely

A timely reroute
usually requires a

! s Dynamic Routing
TCP/IP Stack ™., ¢ A SRk Protocol like OSPF
; w | s | inzos.
| Physical IP Addresses Kt | Physical IP Addresses
‘!92.16&.50.1 10.1.1.1 ‘1 \|92.1Ei&.50.1 10.1.1.1 i

Complete your sessions luation online at SHARE.org/BostonEval
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Sysplex Distributor on z/OS TCP/IP: Basic

Operation - VIPA presents Single System Image W
sD
NM2ATCP NM2BTCP NM1ATCP NM1BTCP
10.182.6.21 | [10.182.6.21]| | [10.182.6.21] [10.182.6.21]

L

Sysplex Workload Distribution On System z with z/OS TCP/IP
«All Sysplex Nodes Communicate via XCF
*XCF used for Signalling/Messaging but also for Data Transport
One Stack Performs Routing Functions
*Owns Sysplex-Wide VIPA And Advertises To Routers
*Routes Connection Requests To Application Hosts
*With Real-Time Consultation With WLM And Policy Agent
If WLM Not Available, target stack selection is random or other distribution
algorithm may be defined.
Other Network-Connected Stack Is Backup
*Takes Over From Primary In Case Of Failure =
Dynamic Routing Protocols, OSPF Or RIP, Recommended ‘SHARE 57

Complete your sessions evaluation online at SHARE.org/BostonEval *s««* in Boston

Presenting a Single System Image (SSI) to the world for traffic distribution
with z/OS.

Virtual IP Address (VIPA)
Distributed Dynamic VIPA (DRVIPA)



I
SNA Sysplex Functions CAns

*VTAM Generic Resources —
*Provides session balancing and availability
*Users logon to a generic name - VTAM
decides which application to use ENC
*Requires APPN in the Sysplex

*Multinode Persistent Sessions

(MNPS)

«Sessions can continue with application
started on another image if current

image fails

«Builds on HPR's path switch technology
*Only recommended for LU6.2 applications
where the availability requirements justify
the added CPU cost

XCF
«Cross system coupling facility

SNA

«Dynamic APPN links automatically B sNA g=lLUs
activated between all VTAM's in sysplex =) "logon
specifying XCFINIT=YES “ LUs cres"
‘SHARE 58
*e4e* in Boston

Complete your sessions evaluation online at SHARE.org/BostonEval

Members of a Sysplex share messages with each other over XCF links.

Members of a Parallel Sysplex share data and policies with each other that
are stored in a Coupling Facility.

Operating Systems may avail themselves of Coupling Facility Links to send
payload/production data to each other.
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SHARE
[

Differences in Applications
In z Networking

l....

‘

+ SHARE 59
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Securely Transferring Files over the = B
Network CAns

USER ID, Password, Data,
2l Encryption Key
. N\ S
3. Dg{a Privacy. Encryption via ...

.
// ®|Psec
o 1. Auth, Access @ SSL/TLS/AT-TLS 1. Auth, Access to file
® RACF or other ® Secured Shell (SSH) and to Server
®2. Auth, Access 4. Data Inteqrity via...
® RACF or other @ |Psec
/

( SO 2. Access to Network e ® SSL/TLS/AT-TLS

® SSH

\ @ Firewall y
\ - —IPSec - 5. No ID Spoofing via

T s -IDS _ ®|Psec
= Sy " @SSUTLSIAT-TLS
T ®SSH

1. Authentication & Access Control to file and to file transfer command.
2. Authentication & Access Control to the Network.

3. Data Privacy for USER ID, Password, Payload Data, Encryption Key.
4. Data Integrity: Proof that data was not altered in flight.

5. Non-Repudiation: Proof that the data was sent by the declared sendet _____RE 60

Complete your sessions evaluation online at SHARE.org/BostonEval *s««* in Boston
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Confusing Acronyms for File Transfer

=

IS H .A R..‘
Acronym & Meaning RFC # Function
Punched Paper Tape N/A
Punched Cards
Exchanging Tapes N/A
SFTP 913 | unsecured, unathenticated
Simple File Transfer Protocol (now historic) | transfer of files - -
TCP Port 115
TFTP 1350 | unsecured, unauthenticated,
Trivial File Transfer Protocol and functionally limited
transfer of files in a small
private intranet (usually boot
files for routers) -
UDP Port 69
SCP BSD Remote | secured, authenticated
Secure Copy Program Copy Protocol | transfer of files over SSH -
TCP Port 22 (SSH)
FTP 959 | File transfer providing
_File Transfer Protocol 2428 (EPSV) | optional RACF or application
password authentication,
directory searches, file
deletes, and more.
TCP Ports 21 and 20 \RE 61
*s««* in Boston

Complete your sessions evaluation online at SHARE.org/BostonEval
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Confusina Acronvms for File Transfer ...

Compli

Acronym & Meaning

RFC #

Function

SFTP
SSL File Transfer Protocol

959
2428 (EPSV)
4217

Original Acronym used for SSL FTP:
security provided with x.509
certificates together with SSL/TLS
procotocols

TCP Ports 21 and 20

FTPS 959 | Secured transfer of files relying
File Transfer Protocol Secure or 2228 | optionally on RACF and/or application
File Transfer Protocol SSL/TLS/ 4217 | password authentication, certificate
AT-TLS authentication and encryption through
SSL/TLS or AT-TLS protocols
TCP Ports 21 and 20
Deprecated: TCP Port 990
ftpd and ftps 959 | Address spaces and processes used

file transfer protocol daemon
file transfer protocol server

(z/OS forked address space for remote client)

SFTP
SSH File Transfer Protocol
Runs under SSH

or
959, 2228, 4217

by both FTP and FTPS
TCP Ports 21 and 20

Secured transfer of files using
authentication and encryption
facilities of Secured Shell; password
authentication is optional

TCP Port 22

SSH 4251 (Version 2) | Secured tunnel for communication
Secured Shell for:
file transfer, terminal command
interaction, and other
sftp and sftpd sftp = SSH client command for SSH

secure file transfer protocol
client and daemon

File Transfer

sftpd = SSH server listening for client
connect requests

TCP Port 22

s

—
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Confusing Acronyms for File Transfer ...

Acronym & Meaning RFC # Function
FTP over SSH. i i 959 | File transfer per RFC959 secured by
File Transfer Protacol over an SSH Tunnel 2428 (E:g;? tunnelling it through SSH
Managed File Transfer Protocols Proprietary | File transfer for DB2, with automated
Implementations | recovery of failed file transmissions

Comp your i luation online at SHARE.org/BostonEval
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I
Solution to the Alphabet Soup of Acronyms e )

SHARE
prothangieinyipton

*Do not use the terms or acronyms without explanation:
*"Secured FTP"
*"SFTP" or "sftp"
If someone else does use these expressions, ask him to ...
sldentify what technology is being used to secure the File Transfer:
*With SSH?
*With SSL or TLS or AT-TLS?
*With a VPN (IPSec Virtual Private Network )?
*Proprietary coding?
*Other?
*Explain the requirements for the File Transfer:
*Security Service that is required?
*Authentication
*Access Control
*Confidentiality (Encryption, Data Masking
*Data Integrity Preservation
*Non-repudiation
*FIPS 140 dependencies?
*Recovery/Restart Capability
*Platforms that are involved?
*Types of files needing to be transferred?
*File Organization: Record (e.g., MVS organization), Stream, VSAM, DB2, etc.?
*Cost?
«Other?
+ SHARE 64
Complete your sessions evaluation online at SHARE.org/BostonEval *s««* in Boston




'Y

SHARE
[

Differences in
Security Implementations

l....

‘

+ SHARE 65
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Security =
) ) i SHARE
Security Services and Mechanisms
| MANAGEMENT |
Bl
Authentication ‘ )Ac::ess Contrnl| Confidentiality | |Data IntegrityHNan—Repudiation . Governance
Identifying Denying  Preventing Detecting  Proof of: (Bl
Users/Entities  Accessto  Unauthorized Unauthorized = Origin Policies
Resources Disclosure of Modification »Receipt
4 Logon iDs (aka. Storedand  of Stored and ,T,ans:c“m Logging and
4 Passwords  pyuthorization) Transmitted ~ Transmitted ) Archiving
& Pass Tickets Data Data =Time where
& Digital
Certificates & Access & Encryption & Checksum & Digital Becessary
& Private Keys C_an'fmf (based on & Mt g Signatures
& Smart Cards Lists Selected integrity & Digital Fe'guralr
and FINs & Security Algorithms, code Certificates ~ 'Merna
& PCMCIA Cards ~ Labels e.g. 3DES, & Digital & Trusted Time Audits
4 Biometrics & Roles AES, etc,) Signatures
& Physical & Data & AntiVirus Required
Barriers masking External
Audits
International Standard IS0 7498-2, "Security Architecture”, provides a good starting point
: SHARE 66
Complete your sessions evaluation online at SHARE.org/BostonEval *s««* in Boston

Legacy Security Needs as depicted still exist. However, the tools or
mechanisms used to provide the security have had to become increasingly
sophisticated to meet current demands. Some of the security technologies
above are no longer as powerful as they once appeared, and new
technologies have had to arise to meet advances in security infringements.

Identification of Users
Authentication of Users with Passwords
Access Control of Users to
Building
Room
Data Access
Networks (Firewalls and [P Filtering)
Intrusion Detection and Services
Data Privacy or Confidentiality
Data Integrity — Trust in the sent or received data

66



-
Security Policies with z/OS CS Policy Agent ¥

Configuration

Assistant for z/0S Text editor, such =N
Communications as ISPF on TSO
Server SyslogD =

log files_J LQPERLOG S Console

configuration
files on z/0S

TRMD | | syslogd
(onie'per

stack)
5 Selected
policy
IP Packet events
DS PBR ATTLS
Policies Policies Policies Log buffers z/0S
TCP/IP
Stack
\ J

< IP Network 5
\/ IP Filtering to block unwanted

traffic from entering or leaving Connection-level security for
your z/OS system TCP applications without
application changes

\/ Making sure
high-priority
applications also get

high-priority processing
\/ Application-specific selection of by the network
outbound interface and route \/ Providing secure
(Policy-based routing PBR) end-to-end IPSec VPN

\/ Protection against "bad guys"
tunnels on z/0S g I

trying to attack your z/OS system

*" "

:SHARE 67
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Example of How Policy Agent Installs Policy | S
Network Operafions &
Configuration IP Security Management User
Assistant Menitor -
Application |-—f—-
Store Policy
Tocally in /08 s{;“g:“
NMI API
L]
balll ipsec TRMD SYSLOGD
Agent command
Install | Filter &
Policy IPSec
i S events
Filter Rules e
s i 3 Log TCP/IP Stack
Permit-Deny Filter Buffer
Actions Rules
1. TCPAP Stack logging ¢k logd)
+ Maintains a list of currently active IP filters (Pemit / Deny}
— Defauit Filters (implicit and Expilcit Profile Filters) ,,,j,,'“;;f'gﬁ‘?ﬂ?gg"ﬂ“* all messages and events
+ Actively filters network traffic. + Provides network management interface to the same
Z.UNIX System Services (USS) shell command “ipsec” infarmation as the ipsec command.
= Provides real-time network management data. 7. New in Z/OS V1.41
3. Policy Agent et i i iti
« Installs IP Fllter pollcles into the TCP/IP stack. ¥ ﬁiﬁgﬁ:’:{ﬂ:ﬂ“dmsim*: contain additional tunnel selestor and
4. Traffic Reg ger D (TRMD) '
= Responsible for logging P Filtering evenis that are
detected by the stack (events, updates)
:SHARE 68
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Internet Key Exchange daemon (IKED)
*Responsible for retrieving IPsec policies from the Policy Agent.
*Used for dynamic VPNSs.

Allows for secret keys and other protection-related parameters to be exchanged prior to a
communication without the intervention of the user.

TCP/IP Stack
*Maintains a list of currently active IP filters and IPsec security associations.
«Actively filters network traffic.
«Controls encryption and decryption of network data.
*Maintains counters associated with an IPsec security association lifetime.
UNIX System Services (USS) shell command “ipsec”
*Provides real-time network management data.
NMI APl new in z/OS V1.9
*Provides network management interface to the same information as the ipsec command.
New in z/OS V1.11
eipsec, NMI, and SMF contain additional tunnel selector and attribute information.
Policy Agent
*Used to configure IPsec policies.
eInstalls IPsec policies into the IKED and the TCP/IP stack.
Traffic Regulation Manager Daemon (TRMD)
*Responsible for logging IPsec events that are detected by the stack, including:
*IP Filter events
*Updates to IPsec policy
«Creation, deletion, and refresh of IPsec security associations
System logging daemon (syslogd)
*Manages the logging of all messages and events
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Secured Sockets Layer for Protecting Traffic _,

Provides security through authentication, encryption, and data integrity

Tabewats e Bt

checking over an entire network path from application or application-owning
node to remote application or application-owning node.

f —
(Applications (Applications
SSL APIs i . N h SSL APIs
Sockets API Secure c § allons. Sockets APl
TCPUDP 1) session key, TCP/UDP
IFACMP 2 use"::ssww' IF/CMP
S

Complete your sessions luati

online at SHARE.org/BostonEval

Data Link
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- i
AT-TLS vs. SSL or TLS Bl
» Application Transparent TLS vs. Secured Sockets Layer
vs. Transport Layer Security Protocols
Stands for: Designed by: | Main Features: Applications
SsLv2 Secure Sockets MNetScape Server TN3270 Server
Layer Authentication
SSLV3 Secure Sockets NetScape Client TN3270 Server,
Layer Authentication FTP
TLS-enabled | Transport Layer IETF Draft Single port for TN3270 Server
Telnet Security -Enabled |RFC SSL Negotiation
(SSL V3.1) Telnet or non-SSL
TLS 1.0 Transport Layer IETF RFC Standards-Based; | FTP Server & Client,
Security 2246 Negotiable TLS or | TN3270 Server,
SSL port AT-TLS
TLS 1.1 Transport Layer IETF RFC Standards-Based; | Any applications with
Security 4346 Mew notes, error | AT-TLS - At VIRT1
handling, notes ... | itis AT-TLS default
AT-TLS Application- IBM; complies | Foundation based | Any application; some
Transparent TLS | with previous | on Standards; applications enjoy
standards, Application additional options
incl. de facto | Transparenc
: SHARE 70
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This chart explains the evolution of Secure Sockets Layer in
Communications Server.

The SSL V2.0 protocol is described within the documentation for SSL V3.0,
because even SSL V3.0 can negotiate down to SSL V2.0.

The SSL V3.0 protocol is described at
http://home.netscape.com/eng/ssl3/draft302.txt

Note the unfortunate name applied to SSL V3.1: "TLS-enabled ...."

The only piece of TLS that is represented in TN3270 at V2R10 is the ability
to negotiate either TLS-enabled or to use a single port for both SSL and
basic (i.e., non-SSL) connections. The current draft (as of 09/00) is draft4,
whose URL is http://search.ietf.org/internet-drafts/draft-ietf-tn3270e-telnet-
tls-04.txt.

The TLS 1.0 protocol is defined in RFC 2246 at www.ietf.org/rfc.html.

The TLS 1.1 protocol is defined in RFC 2246 at www.ietf.org/rfc.html. The
updates for TLSv1.1 implement protection against security attacks and other
minor changes. TLSv1.1 is compatible with previous TLS versions. AT-TLS
can now be configured to enable or disable TLSv1.1. TLSv1.1 is enabled by
default.
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A Virtual Private Network (VPN) with IPsec  _,

E_".“‘_' E
Provides security through authentication, encryption, and data integrity
checking over an entire network path or a segment of the path.

Gateway-to-Gateway: Protection over Untrusted Network Segment

Z/0S
Bl
vll‘—.IJ intranet ) 5 q

. - .
Connection” " Tunnel mode IPSec SA

Gateway-to-Host: Protection over Untrusted Network Segment

z/OS
1 H
[ ]'
= intranet T
(= =) w=(s) |
s -
P ~ :

Connection Tunnel mode IPSec SA

New IPSec Header | I = | i
(ESP) or (AH] 1P Header TGP Header Data

‘SHARE 71
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These are two of several examples for building a Virtual Private Network.
Gateway to Gateway:

*The Data and Security Endpoints are different.

*We need an IP Header to identify the Security Endpoints;

*We need a different IP Header to identify the Data Endpoints.

«In this way we can TUNNEL the Data Endpoint IP Header inside the
Security Endpoint IP Header.

Gateway-to-Host:
*The Data and Secxurity Endpoints on the left are different
*The Data and Security Endpoints on the right are the same
*We need an IP Header to identify the Security Endpoints;
*We need a different IP Header to identify the Data Endpoints.

«In this way we can TUNNEL the Data Endpoint IP Header inside the
Security Endpoint IP Header.
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For More Information il
* IBM z/OS Communications Server Product Manuals
» Resource Link
» IBM Redbooks on http://www.redbooks.ibm.com/
» z/OS Communications Server
* OSA-Express
« IBM System z Connectivity Handbook

* Web Document z/OS V1R11 Communications Server Scalability,
performance, constraint relief, and accelerator

« http://publib.boulder.ibm.com/infocenter/ieduasst/stgvlrO/topic/com.ibm.iea.co
mmserv_vl/commserv/1.11z/hardware/perf.pdf

* Web Documents on ATS TechDocs web site
http://www.ibm.com/support/techdocs/atsmastr.nsf/Web/Techdocs

* FLASH10744 QDIO OSA Definition Migration: Device/Link to Interface

* WP101327 Performance and Capacity Planning Information for z/OS
Communications Server

¢ PRS1707 z/0S OMPROUTE Hints and Tips -- Focus on OSPF

* PRS4927 Ordering OSA Adapters with Multiple Ports per CHPID? Don't Make
these Mistakes!!

« PRS3950 Avoiding the Pitfalls of an OSA-E3 or OSA-E4S Migration (z/OS

Examples)
« PRS3296 Understanding VLANs when Sharing OSA Ports on Syste_r'g;gARE 73
complet FLASHL0Z06.0SA-E3 Multipert.and Portname Conflicts "2+ inBoston
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Documents, URLs for Performance & o B

-

Tuning suane
* http://www-01.ibm.com/support/docview.wss?uid=swg27020466&aid=3
* OSA Performance Improvements
e http://www-01.ibm.com/support/docview.wss?uid=swg27005524
» z/OS Communications Server Performance Index
e http://www-947.ibm.com/support/entry/portal/

* http://lwww-
947.ibm.com/support/entry/portal/overview//software/other_software/z~o0s_
communications_server

¢ IBM Support Assistant
e http://publib.boulder.ibm.com/infocenter/ieduasst/stgvlrO/index.jsp

* IBM Education Assistant

P ]

.

+SHARE 74
Complete your sessions evaluation online at SHARE.org/ BostonEval *s 4" in Boston

See the appendix of this document to find out about Web portals like the IBM
Support Assistant and IBM Education Assistant, which will help you navigate
to performance and tuning sites for various components, including z/OS
Communications Server.



From “More TCP/IP Hints and Tips”: Y
Performance B

IP Storage Growth and Abends

- Common and Private Storage configuration:
+ See Understanding z/0S Communications Server storage use
- ECSALIMIT parameter of GLOBALCONFIG staterment
* POOLLIMIT parameter of GLOBALCONFIG staterment

- Storage Problem Diagnosis
* APARs:
* For information on monitoring storage growth and collecting docurnentation on storage

problems, see Webcast replay: Diagnosing z/0OS Communications Server TCP/IP storage
growth and storage abends

- See section 3.36.5 Storage messages in /P Diagnosis Guide.

* See description of message EZD1170E fcpstackname WAS NOT ABLE TO GET TCP/IP
storagetype STORAGE
- See description of message EZD1187E fcpstackname WAS NOT ABLE TO GET TCP/P

storagetype STORAGE

Back to Top t

o e ]

.
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The web page for this information is http://www-
01.ibm.com/support/docview.wss?uid=swg27019687

You reach this page by going to ...

http://www-01.ibm.com/software/network/commserver/zos/ and then
selecting “Technical Articles”.

http://www-01.ibm.com/support/docview.wss?rs=852&uid=swg27006776



From “More TCP/IP Hints and Tips”: Y
Performance B

TCP/IP Performance

* Performance considerations

* For information on diagnosing throughput problems. see Using Traces for TEP/IP Throughput
Problems.

- /03 IP usage of Missing Interrupt Handler (MIH)

* For a list of recommendations for maximizing TCP/IP Performance see section 8.7 TCP/P
Performance Quick Checklist in z/05 V1R11 Communications Server: TCPAP Implementation
Volume 3: High Availability, Scalability, and Performance.

* Poor TCP/IP Performance over HiperSockets

* Performance problem with 2 TCPIP applications running on the same z/0S host

+ /05 Communications Server V1R12 performance summary

Back to Top t

o e ]

.
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The web page for this information is http://www-
01.ibm.com/support/docview.wss?uid=swg27019687

You reach this page by going to ...

http://www-01.ibm.com/software/network/commserver/zos/ and then
selecting “Technical Articles”.

http://www-01.ibm.com/support/docview.wss?rs=852&uid=swg27006776
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Manuals to Get You Started with CS = B
Migration i

e z/OS Introduction and Release Guide (GA22-7502-nn)
 Presents high-level function descriptions with pointers to the detailed
descriptions in New Function Summary
e z/OS Migration (GA22-7499-nn)
« Lists Communications Server function that requires you to take action to
migrate to V1R12 or V1R13

+ This information is not provided in this format in the Communications Server
library

e z/OS Communications Server New Function Summary (GC31-8771-nn)

» Detailed descriptions of new CS functions
¢ z/OS Summary of Message and Interface Changes (SA22-7505-nn)
« Lists all new and changed Comm Server commands, parameters, socket API
changes, FTP and Telnet changes, etc.

+ This information is not provided in this format in the Communications Server
library
* IBM Health Checker for z/OS: User’s Guide (SA22-7994-nn)

« Install Health Checker on current release to review migration warnings for
new release

P ]

.
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Appendix:

Operating Systems Supporting the
Different Architectures and Networks

o e ]
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Operating Systems: Single vs. Multiple- =
User Operating Systems 1L
* Windows

* Typically a “Single-user system”
 Typically Security mechanisms need not be as robust
as what is on a z platform
* z/OS (MVS), z/VM, Linux on z, z/VSE, z/TPF.

 Typically “Multi-user systems”

+ Strong security mechanisms
* In Hardware and Microcode (Firmware)
* In Software applications

* In centralized Security Access Facility (SAF) like
RACF or ACF2 or Top Secret

‘SHARE 79
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You have learned that MVS is an operating system that typically hosts
many users at a time. This is unlike your windows operating system on
your workstation or laptop, that tends to host only one user at a time. As a
result, MVS requires very strong security measures to ensure that users
do not interfere with each other and cannot access resources for which
they have not been authorized. Some of these security measures are
anchored in the hardware and microcode of the System z. Other security
measures are anchored in security definitions available in applications and
in security access facilities like RACF. The security in z/OS
Communications Server is thus tightly controlled through a multitude of
mechanisms.
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Pick a category

e i
St~ | Appearance and Themes ‘.r—,. Printers and Other Hardware
) =

=" Metwork and Internet Conmections User Accounts.
i v

=
= Date, Time, Language, and Regional
l@ Add or Kemave Frograms Bpticas
€, Sounds, Speech, and Audio Devices Acxesaibility Options.
Parformanse and Hambenance

:SHARE g0
Complete your i luation online at SHARE.org/BostonEval

p *e4e* in Boston
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Configuring through a GUI

- Select:
1. Network Connections
2. Ethernet Properties
3. Internet Protocol

Genersl | Athantication | Advanced |

"L Ethernet Properties(2) e

Connect using:

| B Inlel(R) PRO/1000 MT Mobile Corne

O Q- B | P o T

Addess R metwork Conectons

This connection uses the follawing tems:

N nctwork Tasks
| ] create a new connecion

9 Setuya home er emal
+ affice network W

N My Metwork Aaces
) My Doments
1§y Computer

your i luation online at SHARE.org/BostonEval

| B %= AEGIS Protocol (IESE 802 1) v3.0.07 1a]
B % 1BM Persenal Communications Driver .

& i 3

(] i el @

Degcnption

Tranemission Control Prolocol/Intemet Protocel. The default
wide area network protocaol that provides communication
acrozg diverse merconnected networia.

[#] Show leon In notfication srea when conmected
[] Notify me when this connection has imit2d ar no connectivity '

(=
i SHARE 81
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Configuring through a GUI ... =

Select:

. 3. Ethernet Protocol (TCP/IP)
4. Properties
5, Advanced

Connact uang: Omahaanaddmmmm
|- InteHRI PRO/1000 MT Mobie Corne _ @) Uge the followng I address-
- Poddress: - - - - - 1001 .1 100 -

‘J'Hmun ummwl«u

™ Y= AEGIS Protocol (IEEE 802 1x)v30.07
5 ¥ |BM Personial Commurications, Eriver -

‘Subet mask: 765 256 . 256, 0 |

4 v{iemel Pretossl (TCFAR)] Tl [ || Defeukgeteway:

; &

4] ST — ] 4) Obtain DNS serveraddress aufo F,

_ Mrwutal OmgmMDNSWM

i Description

|| Trarmisscns Contel Petocel intgmen Protocol The defa EtardONS et w12

I awudmmm R e e I - || - Akemate DNS server: - -1 1 2123 -

T e . W

(5] Nty ae e kst . P @,
[ox J[ coe ]

+SHARE 32
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Configuring through a GUI

Select: Select:
- 5. Advanced 7.DNS o
. 6 IP Seﬂin s S \_W&Wm ____________

(B R e ﬂ
S 3
3 Poaddess . . . . . Subrotmask . . 11 - - St . p— — . - o]
wiam HEEEIED . 1 - - [ - ﬁﬁ - H - il - ” m” ]
L i N - MHMWM&WWIDJcmthPM

enabied. For resolution of unqualfied names

e e ) [Chema - meﬂmmmmnﬂsm!

7 B ol s e JdW - - T HAgpend perert suffiges of the pmary DHS suffic - - -

- Defauit gabeways (%) Apcend these DINS suffives in'onder):
Cotmvay e N 0 R | B L4
waar Adomate l ............ _I
B

) o ’[.n_g,_.]: 1 N | I e . ] B

D einaio o > DNS guffictarthis sonnection:
imataen maree: 10 [ Registerthis connection’s addresses in DNS

Lise this connection’s DNS suffix in DINS registratior

:SHARE 33
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TCPI/IP Execution Environment in Windows

e 1 TCP/IP Image
® Flat File Directory
Structure

Complete your sessions evaluation online at SHARE.org/BostonEval
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Windows uses an ASCII keyboard and ASCII character set for interpreting

data.
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Comparison of ASCIl and EBCDIC Character g%

Sets snans

Character EBCDIC ASCII

A 11000001 (%'C1") 01000001 (x'41")

B 11000010 (%'C2") 01000010 (x'42")

a 10000001 (x'81") 01100001 (x'61")

1 11110001 (%'F1") . 00110001 (x'31")

space 01000000 (x'40") 00100000 (x'20")
SHARE 86
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Many control characters in ASCIl and EBCDIC are the same, but some do
vary. The control characters mapped to video terminal display keyboards

tend to be in different locations if you are using a keyboard that is attached
to an ASCII application vs. one that is attached to an EBCDIC application.

See the keyboard layouts on the following pages.
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An ASCII Laptop or Workstation Terminal Keyboard r"i’
Mapping

Esc 1 g Print
B
[Svs Rql

L e LT e
o S G T
e PP El L

- ocamlinn

Cirl

‘SHARE g7
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The visual shows you the layout of a subset of an English-language, native
3270 datastream keyboard. The keys that are “highlighted” represent
frequently used keys that occupy different positions and have different
functions on a workstation (or PC, or laptop) keyboard. A 3270 terminal
emulator running on a workstation initializes a keyboard mapping function,
which changes the standard PC keyboard’s keys to correspond to a 3270
terminal session.
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The Native 3270 Terminal Keyboard Layout .-
(EBCDIC)

PF13 F'F‘M PF15 PF16 PF17|] PF1B F'F‘I‘3\ PF20]|PF21 PF22 PF23 PF24
|Cr Bnk| | Alt Cr |
HELP PF1 ﬁ PF9 PF10 PF1‘I PF12

PAGE BACK,  Scroll LEFT, : :
CLEAR FILE, _ _
SCREEN END - - ..FORWARD RIGHT .. INTERRUPT

] DDDDDM oo JEE]
GG o ! Ell
£

EIIIDID "]

EIIIDDD l=!

:
=
m
El
I

‘SHARE s8
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The visual shows you the layout of a subset of an English-language, native
3270 datastream keyboard. The keys that are “highlighted” represent
frequently used keys that occupy different positions and have different
functions on a workstation (or PC, or laptop) keyboard. A 3270 terminal
emulator running on a workstation initializes a keyboard mapping function,
which changes the standard PC keyboard’s keys to correspond to a 3270

terminal session.
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3270 Terminal Keyboard Mapping to a PC Y

2 I? =riERT
PAGE BACK, Scroll LEFT,
FORWARD B RIGHT

Function Key

Enter Carl (right side)

Exit, and, or raturn PF3

Help PF1

PA1 or Attention Alt-Ins or Esc

PAZ Alt-Home

Cursor movement Tab or Enter

Clear Pausa

Page up PFT

Page down [

Scroll lett FF10

Scroll right PF11 LT
Reset locked keyboard Cirl (leh side) SHARE 39
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15sions eve

The visual shows you the layout of a subset of an English-language, native
3270 datastream keyboard. The keys that are “highlighted” represent
frequently used keys that occupy different positions and have different
functions on a workstation (or PC, or laptop) keyboard. A 3270 terminal
emulator running on a workstation initializes a keyboard mapping function,
which changes the standard PC keyboard’s keys to correspond to a 3270
terminal session.
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z/OS (MVS) = Marriage of “native” MVS with -
UNIX Native MVS ﬂm Native MV'S

EBCDIC == EBCDIC
EBCDIC Editor EBCDIC Editor
327 3270 data stream

Communications Server for z/OS

Sockets

SNA APIs APls

Native UNIX
ASCII

TCP/IP

ASCII Editor

ASCII terminal
or Browser access,
€etc.

UNIX viaOMVSor
ISHELL

Network Attachment

Complete your sessions evaluation online at SHARE.org/BostonEval T8 e «" IN BOSLON
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You have also heard from previous speakers, including Linda that MVS or
z/OS has evolved from what originally was a purely mainframe operating
system with an MVS identity to what is now a combination operating
system that can run both MVS applications and UNIX applications. It thus
has a dual personality: part MVS and part UNIX. You have heard that the
original name for UNIX on z/OS was "Open Edition" or "OMVS" or even
"UNIX System Services." We also reference UNIX System Services with
the acronym "USS." The SNA component of CS -- VTAM-- does not
exploit UNIX System Services in z/OS, but TCP/IP does.

UNIX tends to use ASCII character sets and ASCII terminal emulation;
MVS tends to use EBCDIC character sets and 3270 terminal emulation.

You can reach UNIX files and processes in two fashions: natively using
ASCII emulators including browsers, or via 3270 data streams entering
into the OMVS shell or the ISHELL which enables the use of the ISPF
EBCDIC editor.
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MVS Datasets for TCP/IP: Sequential File
Systems and PDS(E)s

Tabewats e Bt

. PDS
Organization PO

i Biey £8) S18] 4/ i ] 3

Command

:SYS1TCPPARMSI Doty Scb Mame . .0 . @ BYE1.TCPPARMS
: BEROFILE & ieneral Data o ., L Current Allocation

Wolume serial T ZosPGE Allocated cylinders

B

- TCPDATA - Device type . Allocated extents: .- - d
Organization . . Haximum dir. blocks . 10

Hecord length
Hlosk aize .
15t extent oyl inder
Secondary cylinders :

~ FTPDATA Record format

rent UEELizat
used cylinder
Used extents
Used dir. blocks
1609502411 Humber of memboees
FOOTTOL24

zxxMoncExs

Creation date
Referenced date
Expiration date

Be Wit Yeu formuiatin o lndew b

|mneanns s ae

L ik
BROWSE . | SYSL.TCPPRRMS o o W 0001 ot 0ODZT
Command o Scroll ===» CER
Hame Prompt Size  Created Changed m
EFAEAOEE
FTPODATA . 096 . 1996411519 . 2003712702 HCOON
LPDODA 74 10996/11/10 1996711710 PTERCE
PROF 387 F0AR/DTIZ1 FODRSOTITI FUBE
PROF A4 FOARIOTIOT  PODG/OT/ 14 GOENTE
PROFCCL 1 392 - 2006407403 - 2006/07/28 ELRUBE
386 . 2006/07/03 . 2006/07/ 18 HCDON
386 F0DAG/AT/O0  PODR/OT/ IO | HEDON
J4€  2006/07/03 2006707718 HCOON
H iE C 208B/DT/0T C 2006/ 1H HCDON
FPROFILLG B o414 - Z0OL/10419 - 20057034 17 HCOON
PROFILET . . D92 . 199¥/07702 0 2002/02/20 HGODON

TR ARN GANE/AMFAT OARE AT/ 1D A0 L

G lete your sessions luation online at SHARE.org/BostonEval
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Unix System Services File Structures: zFS
or HFS (zSeries or Hierarchical File System)

+ Organized inte "Directeries” and "Files.”

* HFS is hierarchically organized file
system

« zFS is linearly organized; it is strategic
and is the better performing file system
of the two -~ - : : :

« All data treated as byte streams

= Concurrent write to file from multiple
address space

* Permission control

« Byte range locking (voluntary)

* Special files
.a. Pipes; FIFOs; Character special files

= Import/Export to MVS data sets

= Mountable

+ ADSM or Tivoli Storage Manager for -
file-level backup/restore .

*« DFSMS/HSM for HF S-level
backup/restore

+ HFSs can since O8/390 V2R9 be
shared in write mode between multiple
MVS images in a sysplex

Root directory

=

SHAR

[ S

- DFSMS for UNIX File
Systems

f_ DSNTYPE=
B

*|[_HFS Files

DSNTYPE=HFS ™y -
Fis A
|System o

HFS Files

'OGET/OPUT

' ZFS is the strategic file
system as of 2’08 VIR7.

AT YU DSBS S ELILT S G0 FOARE AN ST e

HFS
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I
Starting and Configuring z/OS TCP/IP = 5

Applications B
IRESOLVER PROC PARMS='"CTRACE(CTIRESOO)' (ﬁ
HEZBREINI EXEC PGM=EZBREINI,REGION=0M,TIME=1440,PARM=&PARMS .‘l)

/"SETUP DD DSN=TCPIP.TCPPARMS(SETUPRES),DISP=SHR FREE=CLOSE
/*SETUP DD DSN=TCPIP.SETUP.RESOLVER,DISP=SHR FREE=CLOSE (@
II*SETUP. DD PATH='!etcf5etup.resduer,PATHOPTS=(ORDONLY}@ 5

fetelrc ]

d

_BPX_JOBNAME:'s;EIogd' lusrisbin/syslogd -f Ietc?f)log_conf &
2

1. TCP/IP Jobs & Applications can be 2. TCP/IP Applications can be

started with ...
@ JCL invoking MVS programs or UNIX
processes
@ From /efc/rc in UNIX System Services
& Some from within /etc/inetd
@ From the z/OS Unix Shell

NOTE: Not all applications can be started
either way.

Complete your sessions evaluation online at SHARE.org/BostonEval

configured with ...

o MVS Dataset Member Configuration
Definitions (Symbolics often supported’

@ UNIX ZFS or HFS Configuration

Consult IP Configuration
Guide for the instructions!

RS
"+ s in Boston
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Variables and System Symbo'lics In Start B
Proc Bl
» TCP/IP stack proc S TCPIPT, CS=USER

// TCPI PT PROC PARMS=' CTRACE( CTI EZB00) ' , PROF=TCP&CL1. A, DATA=DAT&CL1. A,
Il CS=SYS1

// TCPI P EXEC PGVEEZBTCPI P, REG ON=0M TI ME=1440,

I PARVE' &PARNE'

// SYSPRI NT DD SYSOUT=*, DCB=( RECFM=FB, LRECL=137, BLKSI ZE=137)

[ T [ lines omtted ]

// PROFI LE DD DSN=&CS. . CS. TCPPARMS( &PROF) , DI SP=SHR

// SYSTCPD DD DSN=&CS. . CS. TCPPARMS( &DATA) , DI SP=SHR

e FTP server proc S FTPT, CS=USER, DATA=FTSDAT

/1 FTPT  PROC MODULE=' FTPD , CS=SYS1, DATA=DAT&CL1. A, FDAT=FTPSEC, PARMB=""
/1 FTPD  EXEC PGME&VODULE, REG ON=OM TI ME=NOLI M T,

/1 PARME(' POSI X(ON) ALL31(ON)',

/1 ' ENVAR("_BPXK_SETI BMOPT TRANSPORT=TCPI PT"" ,

/1 ' "TZ=ESTSEDT")/ &PARMS )

[/ CEEDUMP DD SYSOUT=*
[/ SYSFTPD DD DI SP=SHR, DSN=&CS. . CS. TCPPARM5( &FDAT)
[/ SYSTCPD DD DI SP=SHR, DSN=&CS. . CS. TCPPARM5( &DATA)

:SHARE 94
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By exploiting MVS System Symbols and/or Variables in JCL, we can enhance the
usability and flexibility of procedures. For example, in our classes we use the same
procedures, but, without having to redefine statements in the procedures, we can
override certain values as is depicted in our TCPIP stack JCL and our JCL for
starting FTP.
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System Symbolics in Definitions Files il
Hlg.parmlib (IEASYMxx)
&SYSCLONE TCPIPjobname TCPIPG
&SYSNAME
HostName MVSS&CL1.G
&SYSPLEX || mostiame
eoll ——— | Lookup LOCAL DNS
Etc.

» To enhance sharing of and mobility of TCP/IP Definition Files (Configuration
Files), exploit System Symbols:
* PROFILE.TCPIP
+ RESOLVER Setup File
* RESOLVER_CONFIG
* RESOLVER_TRACE
- TCPIP.DATA File
+ OMPROUTE Configuration File
+ CSSMTP Configuration File
* BeginArchiveParms DSNPrefix parameter in SYSLOGD Configuration File
: SHARE 95
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MVS system symbols

Use of MVS system symbols in the PROFILE.TCPIP data set, and data sets referenced by VARY
TCPIP,,OBEYFILE commands, is automatically supported. This automatic support first tries to use
hiperspace memory files to perform the symbol translation, but if an error occurs, a temporary file is
used. The temporary file is created in either the directory specified by the TMPDIR environment
variable or, if the TMPDIR environment variable is not defined, in the /tmp directory. Use of MVS
system symbols in the resolver setup file and the TCPIP.DATA file is also automatically supported.
The resolver reads and processes the TCPIP.DATA file on behalf of TCP/IP applications that invoke
resolver services. System symbols are resolved as file records are read. Use of MVS system
symbols is also supported in the following cases:

*Values of resolver environment variables, like RESOLVER_CONFIG and
RESOLVER_TRACE

*OMPROUTE configuration file
*Communications Server SMTP (CSSMTP) configuration file
*BeginArchiveParms DSNPrefix parameter in the syslogd configuration file

For MVS system symbols in other configuration files, use the symbol translator utility, EZACFSM1, to
translate the symbols before the files are read by TCP/IP. EZACFSML1 reads an input file and writes
to an output file, translating any symbols in the process. For lists of the static system symbols and
dynamic system symbols supported by EZACFSM1, see z/OS MVS Initialization and Tuning
Reference.
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Typical Address Spaces for a Basic z/OS

TCP/IP Implementation

=

12 3 4
RESOLVER® TCPIP O TN3270 FTPD
Setup File ‘
) | Profile Profile ftpd.data
-+ Defines | (Configuration): (Configura- (Configura-
Operating | « Operating Parms i tion |
Parms and perding ol IS o). -
location of s Devices/Interfaces B L
Resalver o IP Addresses (Home) || — A
Files ____l + Static Routing “ oL j/ JoL
3 (optional) l (Job) | (Job)
TCPDATA s Application Ports —
ool + Autologged Jobs v "6“(
« Started Devices {OMPROUTE *.%; | SYSLOGD ...
IPNODES B omprotltgﬁori_ syslogd.gori |
i etk v e SRR e —
I"/ i ; e ~ Jetefre (Unix | :
| JCL (Job) JCL (Job) ( (Job) Process)
This presentation describes setup only for 2 above. ﬁun as Unix process(es

Complete your sessions evaluation online at SHARE.org/BostonEval
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Selected Statements in the z/OS TCP/IP Profile

=

SHARE

S ———

Sample PROFILE in "SYS1.TCPIP.SEZAINST(SAMPPROF)"

10. Autolog (for Procedures)
a. Dynamic Routing (OSPF or RIP)
Pcl‘g::l: i 1. Globalconfig in OMPROUTE
(. Ope?aiing Pl 2.IPConfig 11. Port (for Applications)
« Devices/Interfaces 3. TCPConfig 12. Netaccess (for Security)
* '; a’;‘;“;ﬁi‘;ﬁ (Home) || 4. UDPConfig 13. IPSEC (for Security) /
L]
o R 5.SRCIP - EndIPSEC
= Autologged Jobs 6. Hardware Definitions: | 14. ITRACE
« Started Devices a. DEVICE/LINK (IPv4) | 15. START (Devices, Interfaces)
b. Virtual Device Definitions
/-"'_ 2 — Static VIPAs
// =\VIPADYNAMIC/ENDVIPADYNAMIC
3 c. INTERFACE (IPvé)
oo 7.Home (IP Addresses)

8. Static Routes in
a. 'Beginroutes/Endroutes’
9. Dynamic Routing (RIP) in
a. 'Bsdroutingparms' (ORouteD)

+SHARE 97
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Appendix:
The Resolver in z/OS TCP/IP

‘.-..

‘
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— : . 5
Identifying Remote Partner’s IP Address with |
X .
Resolver (Domain Name Server or IP Nodes) i
z/OS
(i ISR Resolver routines - U =
Z DomainOrigin
gethostbyname(xyz) —-®4> Get resolver info TCPIP.DATA raleigh.ibm.com
i of NSinterAddr 10.1.1.1
L send UDP query resolv.conf L
Enter: ftp xyz - receive UDP reply
<CR> -
3 «-@—- return IP address
connect(192.168.1.1)
IP address Give me IP address for
is 192.168.1.1 xyz.raleigh.ibm.com
1. Client program: gethostbyname(xyz)
2 & 3. Resolver uses TCPIP.DATA or resolv.conf Name
to determine NameServer's address \J server
® 1st Choice: Domain Name Server (DNS) Find an IP
=DNS on same or different host address that
e 2nd Choice: Local Hosts File matches the
4.Resolver appends domainname and normally [equested
. . me!
uses UDP sockets to communicate with DNS T
5. Nameserver returns IP address to resolver Name serve hoststasit)
6. Resolver returns IP address to client program
7. Connect request issued with IP address £ 99
Complete your sessions evaluati online at SHARE.org/BostonEval Jston

Step 1: Here, a user on z/OS or OS/390 enters a request to FTP to a host named
xyz. The z/OS FTP client program issues a gethostbyname(xyz) call to the
resolver.

Steps 2 & 3: The resolver routines get control and access information from the
resolver configuration file to determine how to go about resolving this hostname.
Resolver uses Resolver Setup File to determine whether to use a LOCAL name
resolution file or a Domain Name Server to determine the IP Address; then it uses
either the IPNODES file or the TCPIP.DATA or resolv.conf to determine
NameServer's address or.

If there is no name server IP address in the resolver configuration file, the resolver
looks for a local hosts file (typically /etc/hosts) for locally configured mappings
between host names and IP addresses. This default sequence can be changed to
look in the Local file first (either etc/hosts or IPNODES).

The name server may run on the same host as the one from which the query comes

from (typically configured by specifying NSinterAddr as 127.0.0.1), or it may run on
another host in the network.

Step 4: The resolver appends the domainname it learned from the resolver
configuration file to the hostname (if no fully qualified hostname was used in the
"gethostbyname(xyz)" request) and it generally uses UDP sockets to communicate
with the name server.

In this example, the resolver finds that it is to use the DNS at address 10.1.1.1 to
resolve the hostname and that it is to append the domain name raleigh.ibm.com to
the hostname when requesting the resolution from the DNS.

Step 5: The bottom right box shows the DNS resolving the name
xyz.raleigh.ibm.com to IP address 192.168.1.1 and returning this address to the

vac~nhiArv
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LOCAL Name-to-IP Address Mapping: -5
Convert to IPNODES

SHARE
IPNODES (/etc/ipnodes or hlg.IPNODES or hlq. TCPPARMS(IPNODES)) o
10.100.5. 11 MARYS
10. 100. 5. 77 KENP
10. 100. 5. 103 MARTHAC EASY, ENHANCED USABILITY !
10. 100. 5. 189 ALEXW swith Resolver SETUP “commonsearch”
*|Pv4 and IPv6

10. 100. 5. 201 JOHNDCE

.. . . . *MVS API calls and UNIX API calls
fe80::230: 71ff: fed3: 5160 SALLYB I T

N
HOST.LOCAL for MVS HOSTS.SITEINFO
HOST : 10.100.5.11 : MARYS
HOST : 10.100.5.77 : KENP “MAKESITE” AWKWARD & RESTRICTIVE!

HOST : 10.100.5.103 : MARTHAC :::
HOST : 10.100.5.189 : ALEXW
HOST : 10.100.5.201 : JOHNDOE :: ::

*IPv4 only
*MVS API calls only

HOSTS.ADDRINFO
letc/hosts for UNIX System Services (USS)

10. 100. 5. 11 MARYS
10.100. 5. 77 KENP AWKWARD & RESTRICTIVE!
10. 100. 5. 103 MARTHAC «IPv4 only
10. 100. 5. 189 ALEXW *UNIX — USS API calls only
10. 100. 5. 201 J OHNDCE [ I
: SHARE 100
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Guidelines: Use ETC.IPNODES (in the style of etc/ipnodes) as the preferred
alternative to the generated local hosts tables from MAKESITE for the following
reasons:

*No imposed 24 character restriction on host names.

*No imposed restriction on the first eight characters of the host names having to be
unique. However, there are certain applications that require the first eight characters
to be unique, such as Network Job Entry (NJE).

*Closely resembles that of other TCP/IP platforms, and eliminates the MAKESITE
requirement of file post-processing.

*Allows configuration of both IPv4 and IPv6 addresses.

*Only one file is managed for the system, and that all the APIs can utilize the same

single file. The COMMONSEARCH statement in the resolver setup file can be used
to reduce IPv6 and IPv4 searching to a single search order, as well as to reduce the
z/OS UNIX and native MVS environments to a single search order.
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SYSTCPD DD or Global Resolver il
« MVS JCL identifies PROFILE.TCPIP and Resolver |-’

—

[ Sample Proc in "SYS1.TCPIP.SEZAINST(TCPIPROC)" |

// PROFI LE DD DI SP=SHR,
*

/[ TCPI P PROC PARMB=' CTRACE( CTI EZBOO), T DS=00"

I1*

/1 TCPI P EXEC PGVFEZBTCPI P, REG ON=0M TI ME=1440,

/1 PARVF' &PARMS'

5 5 * /IPROFILE DD DSN=TCPIVP.TCPPARMS(PROFILE)
/]* SEARCH ORDER (PROFILE):

DSN=TCPI VP. TCPPARVS( PRCFI LE)

/IPROFILE DD DSN=aaa.bbb.ccc(anyname)
jobname.nodename.TCPIP
hlg.nodename.TCPIP
jobname.PROFILE.TCPIP
TCPIP.PROFILE.TCPIP

*

* SYSTCPD explicitly
* used to obtain the
* when no GLOBALTCPI §
* (or when a second ]
* a

{ *OPTIONAL: 2nd SYSTCPD as found by Resolver Search

/ISYSTCPD DD DSN=TCPIVP.TCPPARMS(TCPDATA)
SEARCH ORDER (TCPDATA):
«If defined in Resolver Setup, Use GLOBALTCPIPDATA

Order; Example is: //SYSTCPD DD DSN=aaa.bbb.ccc(anyname)

/] *SYSTCPD DD DI SP=SHI

/* DSN=TCPI VP. TCPPARMS( TCPDATA) B

/1* +SHARE 101
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& to Resolver

MVS JCL Points to Configuration PROFILE

J/* SYSTCPD explicitly identifies which data set is to be
/f* used to obtain the parameters defined
//* when no GLOBALTCPIPDATA statement is c
//* (or when a second TCPIPDATA is to be ¢
J/* a GLOBALTCPIPDATA -- note from GJD) . GLOBALTCPIPDATA

e

//TCceIR EXEC PGM=EZBTCPIP REGICN=0M, TIME=1440, :
i‘: ; _ PARMSTERRRMS' IPROFILE DD DSN=TCPIVP.TCPPARMS(PROFILE)
i SEARCH ORDER (PROFILE):

i « [[PROFILE DD DSN=aaa.bbb.ccclanyname)
11% + jobname.nodename. TCPIP

1+ = hlg.nodename.TCPIP

I * jobname.PROFILE. TCPIP

I+ « TCPIP.PROFILE.TCPIP

ff* .

//PROFILE DD DI .

L™ DSK=TCPIVP.TCPPARMS (PROFILE)

*

- -
SHARE

Tabwats e

Sample Proc in "SYS1.TCPIP.SEZAINST(TCPIPROC)"
[/ TCEIR PROC PARMS='CTRACE (CTIEZEBO00)  IDS=00"

SEARCH ORDER (TCPDATA):
« If defined in Resolver Setup, Use

ff*
//*SYSTCPD DD DISP=SHR,

/>

T DSK=TCPIVE.TCPPARMS (TCPDATA)

~ «OPTIONAL: 2nd SYSTCPD as found by
Resolver Search Order; Example is:

/IPROFILE DD DSN=TCPIVP.TCPPARMS(TCPDATA)

/ISYSTCPD DD DSN=aaa.bbb.ccc{anyname)

Complete your sessions evaluation online at SHARE.org/BostonEval
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End of Topic
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