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The Problem statement SHARE

Techslogy - Corstelisns - Reslts

* EE between VTAM and System i (AS/400)
* Not a new installation — had been running flawless for months
* Nothing has changed
* CICS sessions terminate unexpectedly
* Have to be restarted twice an hour from System i.
* Problem was documented using standard “mustgather”

* VTAM Internal Trace to Dataspace (pre V1R13)
« F NET,TRACE,TYPE=VTAM,DSPSIZE=5,0PT=(CIA, HPR)

* CSDUMP
* F NET,CSDUMP
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IPCS — Dump Analysis — TSO DNET

IKVO01l7I DNET RTPS SWITCH (YES)

ISTO097I DISPLAY ACCEPTED
IST350I DISPLAY TYPE = RTPS
IST1695I PU NAME CP NAME COSNAME ISWITCH [FONGEST STALL SESS
IST1960I CNRO18EB DBNET1.BEVHVM14 #INTER YES NO NO 1
IST1960I CNRO18ES DBNET1.BEVHVM14 #CONNECT| YES NO NO 1
IST2084I 2 OF 2 MATCHING RTP PIPES DISPLAYED

IST3141I END

IKV001l7I DNET RTPS CPNAME (BEVHVM14) of 00010

ISTO097I DISPLAY ACCEPTED

IST350I DISPLAY TYPE = RTPS

IST1695I PU NAME P_NAME NAME _SWITCH NGEST STALI, SE
IST1960IJ CNRO18F1 DBNET1.BEVHVM14 CPSVCMG NO NO NO
IST1960I CNRO18EB DBNET1.BEVHVM14 #INTER YES NO NO
IST1960I CNRO18ES DBNET1.BEVHVM14 #CONNECT YES NO NO
IST1960I CNRO18DD DBNET1.BEVHVM14 RSETUP NO NO NO
IST20841I 4 OF 4 MATCHING RTP PIPES DISPLAYED

IST314TI END

* in Boston




D
IPCS DUMP Analysis — TSO DNET N

VTAM - D NET,RTPS,SWITCH=YES LLLL

IKVO01l7I DNET RTPS SWITCH (YES)

ISTO097I DISPLAY ACCEPTED
IST350I DISPLAY TYPE = RTPS

IST1695I PU NAME CP NAME COSNAME SWITCH CONGEST STALL
IST1960I CNRO18EB DBNET1.BEVHVM14 #INTER YES NO NO
IST1960I CNRO18ES DBNET1.BEVHVM14 #CONNECT YES NO NO
IST2084I 2 OF 2 MATCHING RTP PIPES DISPLAYED

IST3141I END

* IPCS CLIST to issue VTAM DISPLAY commands
* Same syntax and operands like the real D NET,
* Only for static information (no APING, EEDIAG etc...)

* Withdrawn in V2R1!
* D NET,RTPS,SWITCH=YES shows 2 pipes
* Currently PATHSWITCH when CSDUMP was taken.
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VTAM - D NET,RTPS,ID=cpname LRLL

IKVOO01l7I DNET RTPS CPNAME (BEVHVM14)

ISTO097I DISPLAY ACCEPTED

IST350I DISPLAY TYPE = RTPS

IST1695I_ PU NAME CP NAME COSNAME SWITCH CONGEST STALL SESS
IST1960I] CNRO18F1 |DBNET1.BEVHVM14 CPSVCMG NO NO NO 2
IST1960I] CNRO18EB |DBNET1.BEVHVM14 #INTER YES NO NO 1
IST1960I] CNRO18EO |DBNET1.BEVHVM14 #CONNECT YES NO NO 1
IST1960I] CNRO18DD |DBNET1.BEVHVM14 RSETUP NO NO NO 0
IST2084T 4 MATCHING RTP PIPES DISPLAYED

IST314I END

D NET,RTPS,ID=cpname shows a summary of all pipes

* The names consists of a prefix and an incremental number
* Name allows to recognize the sequence of activation

* There are 4 HPR pipes active

* Their activation sequence was

° RSETUP -> #CONNECT -> #INTER -> CPSVCMG
5
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VTAM Internal Trace - PATHSWITCH

DOE3D7D7
D4E2C740
D4E2C7F2
D4E2C7F2

DO9E3D7D7
D4E2C740
D4E2C7F2
D4E2C7F2

D4E2C7E2
D4E2C7F2

D4E2C740
D4E2C7F2
D4E2C7F2

D4E2C740
D4E2C7F2

3700000B
3700E4F1
E2E3C1D9
C8ES5D4F1

3700000B
3700E4F1
E2E3C1D9
C8E5D4F1

37000000
E3C840E2

3700E4F1
C9D5C1C3
C2D5C5E3

370000E4
00160000

00000032
FAF9F4D9
E3C5C440
F4404000

00000032
FAFOF4DO
E3C5C440
F4404000

E2C1E9C6
E6C9E3C3

FAF8F8D9
E3C9E5C1
F14BC2C5

E2E240D5
D4D6C4C9

00000078
D7C3D7C3
4040C3D5
00000000

000000F0
D7C3D7C3
4040C3D5
00000000

F5D7D7E3
C840D9C5

C3C3C4D9
E3C9D6D5
E5C8E5D4

D6C3C3D7
C6E840E2

97001318
15DD2990
DOFOF1F8
00000000

970D1318
15DDA990
DOFOF1F8
00000000

0040C7F2
ClE2D6D5

1736F148
C3D5D9F0
F1F44040

17B5A910
D5C16BC3

00000000
970EB59C
c5c2c4c2
00000000

00000000
970EB59C
C5F9C4cC2
00000000

COE2E3F1
7TA40E2CS8

972FDDOE
F1F8C4C5
00000000

96B8BBAC
E2C4E4D4

13A677F8
00000000
D5C5E3F1
00000000

13A67018
00000000
D5C5E3F1
00000000

F8F1F8C9
D6D9E340

00000000
D7C1lE2E2
00000000

00000000
D7404040

15DD2010
00000000
4BC2C5E5
00000000

15DDA010
00000000
4BC2C5E5
00000000

4040D7C1
DOC5D8E4

00000000
CO9E5C5C4
00000000

00000000
40400000

MSGS....SAZF5PPT. G2IST1818I Pj
MSG2TH SWITCH REASON: SHORT RE(
2
MSG ..U1488RCCDR..1.
MSG2INACTIVATIONCNRO18DEPASSI
MSG2BNET1 .BEVHVM14
12

NO)

.JMODIFY SNA,CSDUMP |..

* The VIT shows 2 HPR Pipes entering PATHSWITCH

¢ Reason iS SHORT REQUEST RETRY LIMIT EXHAUSTED
 RPNCB addresses: cNRO18EB:13A677F8 CNRO18E9:13A67018
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ISTRTPPU
CNRO018DD
CNRO18DE
CNRO18E9
CNRO18EB
CNRO18F1

Local TCID

24ADBC24@Q0010E17
24ADBC25Q0010E37
24ADBC30Q0010E4C
24ADBC32Q0010ECS
24ADBC38Q0010ES8D

APPNCOS
RSETUP
RSETUP
#CONNECT
#INTER
CPSVCMG

RPNCB

143E7018
13E9D7F8
13A67018
13A677F8
13D32D38

* These are the HPR pipes towards the AS/400
* Notice the pattern of the remote TCIDs

7

Complete

* An incremental number at offset 1

* 0060172610 006017A613 006017A617 006017A61B

* VTAM's TCIDs have an incremental number at offset O
e 24ADBC250001 24ADBC300001 24ADBC320001 24ADBC380001

your sessions evaluation online at SHARE.org/BostonEval
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VTAM Internal Trace — RSETUP Pipe I. SHARE

Description (short) TTL Mext HOP IF Address
EPHEE:143E?518 TCID:OOER1TAGI10AREDE RSN :QAOREETE ARE REQ RS
EE_MET TCID:ROERLTARLIQOOADE BSMW:O0AQOOYE ARB REQ RS By J172.021. 204 .00 Q172.21.205.5
EPHEE:143E?518 TCID:OOEELTAGLII0AAODE BSH (QO0ARDES RS
FE_MET TCID:ROERLTAGLIQAOA0D BSM:O0ARUAEC RS By J172.021. 204 002 |72 .21 .205.5
EPNEB:143E?518 TCID:OOEELTAGLIIOAAADE BSH :AO0AA1IEY STATUS ;AEHEM
FE_MET TCID:BEERLTABLIGOOAADE BSM:OOAAELIEY STATUS :DUADOAAE B4 J172.021. 204 002 )72 .21 .205.0
RPMCR :143ET018 TCID:OOEA1ITABLIOEAODE BSN:AOUARLEY STATUS :0AQ0E
FE_MET TCID:ROERLTARLIQOOADE BSM:O0AQ01EY STATUS :DUAODOAAE B4 Il?E.EEi.EHE.DEEIl?E.El.EDE.E

* There are only outbound packets for this pipe

* Notice the first hop routers address changes
* TPCONFIG MULTIPATH PERCONNECTION

 |nitial TTL of zZ/OS is 64, local IP address 172.21.205.5

8 - SHARE
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VTAM Internal Trace — RSETUP Pipe Il. SHARE
Description (short) TTL Mext HOP IF Address  Iden < IP Address (+ Port

——————————————————————————————————————————————————————————————————————————————————————————————————————————— Mode @S From @ to E
ARE RPMCB:13ES0D7FE SRikb/g):215 5Z2:143
MLFO RPMCB:13E3D7FE TCID:OOGO1T7AGLOOOGQSO BSMIOOOO44F3 ARB REQ RS

ODPK EE_MET TCID:BOGO1TAELOOE0050 BSM:000044F3 ARE REQ RS B4 172.821.204.001 172.21.205.5 VBOE @B 172.21.7.14(12001)
ARE RPMCE:13E9D7FE SRikbAs):215 S2:145

MLPO RPMCB:13ESDTFS TCID:OO0GE17AGLOOOOOSAE BSH:IOAEO45E63 RS

Q0P EE_MET TCID:AEEO1TAEBLOOOOASE BEM:OOOAYSES RS B4 172.021.204.002 172.21.205.5 7BES @B 172.21.7.14012001)
MLPO RPMCB:13ESDTFS TCID:OOGE1TAGLOOOQESA BSH:OALO4SEL STATUS :00B83F

ODPK EE_MET TCID:AEEO1TAEBLIOOOOASO BSM:0OOAY5SEL STATUS:OBOO3F2E B4 172.021.204.001 172.21.205.5 7B79 @B 172.21.7.14012001)
MLPO RPMCB:13ESDTFS TCID:OOGE1TAGLOOOQESA BSH:OALO4SEL STATUS :00B83F

ODPK EE_MET TCID:AEEO1TAEBLIOOOOASO BSM:0OOAY5SEL STATUS:OBOO3F2E B4 172.021.204.002 172.21.205.5 7BAD QB 172.21.7.14012001)
MLPO RPMCB:13ESDTFS TCID:OOGE1TAGLOOOQESA BSH:OALO4SEL STATUS :00B83F

ODPK EE_MET TCID:AEEO1TAEBLIOOOOASO BSM:0OOAY5SEL STATUS:OBOO3F2E B4 172.021.204.001 172.21.205.5 TBDF @B 172.21.7.14012001)
MLPO RPMCB:13ESDTFS TCID:OOGE1TAGLOOOQESA BSH:OALO4SEL STATUS :00B83F

ODPK EE_MET TCID:AEEO1TAEBLIOOOOASO BSM:0OOAY5SEL STATUS:OBOO3F2E B4 172.821.230.001 172.21.205.5 TBFA @B 172.21.7.14012001)
MLPO RPMCB:13ESDTFS TCID:OOGE1TAGLOOOQESA BSH:OALO4SEL STATUS :00B83F

ODPK EE_MET TCID:AEEO1TAEBLIOOOOASO BSM:0OOAY5SEL STATUS:OBOO3F2E B4 172.021.204.001 172.21.205.5 7010 @B 172.21.7.140120017
MLPO RPMCB:13ESD7FS TCID:QOGE1TAGLOO0QE50 BSH:OAOO45EL ST&TLIS HE0a3F

ODPK EE_MET TCID:AEEO1TAELOOOQASE BSMiO0OOYSEIfS TR oo ooy B4 172.021.204.002 172.21.205.5 7021 @B 172.21.7. 140120017
NLPO RFNCE:13E3DTFE TCID:O0GA17AGL00AA050 BSN:jOOAYSEL EFau]t Sensel

ODPE EE_MET TCID:BOEELTABLOOBOOSH BSM:OUOO4SELQCFault SenselADDZ2000L1Q6Y  172.021.230.002 172.21.205.5 7C40 B 172.21.7.14(12001)

* Second RSETUP pipe also shows only outbound traffic
* Finally terminates with a CFAULT segment

« SENSE 20020001 The RTP connection is terminating.
* Remote |IP address is 172.21.7.14

9 - SHARE
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VTAM Internal Trace — #CONNECT Pipe gina s

—————————————————————————————————————————————————————— 2IP - TRACE ANALYSIS PANEL ——— -
> CMRO1SES  HCONMECT pipe entering PATHSWITCH

Time{Del Description {short) TTL IF Address Iden M8 IF Address (+ Port IdegI
[ R Hode [@
B.000 ODPK EE_MED TCID:24ADBCIOEOOLAEYC BSM:OOQAMSSE STATUS :BEOOEEYD YO 172.21.205.5 M 172,217 14012003) 3ECL
B.001 MWLPI RPMCE:13AE7018 TCID:24ADBCICOOALIEEYC BSN:OQDEE9SE STATUS :000QQS
0.002 NLFO RPNCB:13467018 TCID:OOGO1TAG13000100 BSN:O00ODDE4D STATUS 00003

Sempieimy| [P EE_MED TCID:OQAEOLTAELSO0OO100 BESN:OOQQASYD STATUS :00OEO352 B4 172.21.205.5 G3DA BB 172.21.7.14012003)

.511 PLPO RPHCE:13AET01E8 TCID:OOGE17AG13O00100 BSH:OOCQOS4D STATUS 000009

DFK EE_MED TCID:QAEOL1YAEIZ0OO100 BSM:OOQQASYD STATUS :0O00EO352 B4 172.21.205.5 73CA 172,217, 14012003}

O.0039 0DPE ICMP/DESTUMR Port Unreachable oB 172.21.205.5 17z2.21.7.14 #4382
[.268 MWLPO RPMCE:13AE7018 TCID:OOEO1TAEIZOA0LO0 BSM:00Q0034D0 STATUS:00Q0QA03
f.008 0DPk EE_MED TCID:AOGO1TAGLIOOAL1OE BSM:OOO0AES4D STATUS:00OOA35S B4 172.21.205.5 T304 172.21.7. 1401208083}
H.0BL 0DPE ICMP/DESTUNR Port Unreachable SB o 172.21.205.5 172.21.7.14 #3285
B.436 HMLPO RPMCE:13A67015 TCID:OOGE1TAGIZOB01E0 BSM:00000340 STATUS:00QQ03
f.068 0DPK EE_MED TCID:AEEO1TABLZOOQ1AE BEM:OEQ0ALSY4D STATUS:OBEOA95E B4 172.21.205.5 7418 172,217, 14012003}
O.011 0DPE ICMP/DESTUMR Port Unreachable oB 172.21.205.5 17z2.21.7.14 4387
[.533 WLFPO RPMCE:138E7013 TCID:BOEE1TAEIZAAO0LE0 BSM:O0Q003Y4D STATUS :OBQAAS
G.002 0DPK EE_MED TCID:OOGO1TAGLZ000100 BSM:O0000340 STATUS 00000353 B4 172.21.205.5 TASE 172.21.7. 1401208083}
E.0B2 ODPE ICMP/DESTUMR Port Unreachable aB 172.21.205.5 172.21.7.14 a3238
0,532 MLPO RPMCE:13AGT0LS TCID:OOGOL1TAGLZO00100 BEMOOOQE3YD STATUS ;000003
B.o62 0DPE EE_MED TCID:AEEOQLTABLIOOALIOE BEM:OEOALSYD STATUS :OBEOE35E B4 172.21.205.5 TABA BB 172.21.7.14012003)
B.453 MLPO RPMCE:1ZAGT0LE TCID:OOGOL1TAGLZO00100 BEMOOOQE3YD STATUS ;000003
B.061 0DPE EE_MED TCID:AEEQLTABLZOOALIOE BEM:OEOALSYD STATUS :OBEOE35E B4 172.21.205.5 TARF BB 172.21.7.14(12003)
E.EEE HLPO RPHCE:13A67018 TCID:QOGO1TAGLIOOOLAO0 BIM:OO0OQQ34D STATUS :0@Q0803 - ;

LHez - 17AE13000160 BSM:OEAOAEEYD STATUS :OBOAASSS B4 172.21.205.5 TAFE @B 172.21.7.14(12003)
B.553JRTPP RPMCR:1ZAETOLE

* Qutbound packets get an ICMP message
* Source IP address of ICMP packet is AS400

* Destination unreachable, Port unreachable
* This happens after 70 seconds of no traffic!

LR
10 - SHARE
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VTAM Internal Trace — #INTER Pipe 1‘"

—————————————————————————————————————————————————————— 2CIP - TRACE ANALYSIS PANEL ———---=-mmmm = mmmmmmmmm oo
> CNROLBER ¥INTER pipe enterin PATHSWITCH i

Time{Del Description (short) TTL IP Address  Iden @B IP &ddress (+ Port Iden
1 e o e e Mode
002 0DPK EE_HIG TCID:QOERLTABLTOOAACES BSMN:0QQ0SCDD ARE REQ FIDG B4 172.21.2050.5 B134 172.21.7.14012002)

1]
0.012 0ODFPK EE_HIG TCID:24&4DBC3IZOOCDLIAECS BSM:OO0ZCRBCF STATUS:OBARSCFER 4o 172.21.203.5 172.20.7.14012002) SERA
0.002 NMLPTI RPMCR:13AEYT7FS TCID:24ADBCIZAOCLIAECS BSM:AQAZCECE STATUS :QOQQSC
[.215 NLFO RPMCR:13ABYT7FE TCID:OOBALYABLTHAROCE BSM:AQAASCFE STATUS:QOQ0ZCHE
0.003 0D0PK EE_HIG TCID:OOGRLTABLTOAQAECE BSM:OO00ASCFRE STATUS:00AZCBCF B4 172.21.205.5 B1a4 172.21.7.14012002 )
0.003 0DFPK EE_HIG TCID:24&4DBC3IZOOCDLIAECS BSM:OO0ZCRBCF STATUS:QEARSCFER 4o 172.21.203.5 172.21.7.14012002) SEBB
i yT RPMCE:13ABYTFS TCID:24ADBCIZOAOLIAECS BSM:AQAZCECE STATUS :QAQQSC
3. HLEO RPMCB:134677F3 TCID:AQERAL1LTAGL1TACOACE BSN:OOQ00SCFE STATUS:OORZCRE
= b . EE_HIG TCID:AQEALTAGLTACOACE BSN:OOQ0SCFE STATUS:OQ0BZ2CRCF B4 1T2.21.205.5 T9BF 172.21.7.14012002 )
[.AA9 ODPE ICHMPADESTUMRE Port Unreachahle a6 172.21.203.5 172.21.7.14 #8383
0.267 NLPO RPMCR:13ABYTFS TCID:OQOEALYABLTHAQOCES BSM:AQAASCFE STATUS :QOQ0ZCE
0.000 ODPE EE_HIG TCID:QOGRLTABLTOAAECE BSM:OO00ASCFRE STATUS:00AZCBCF B4 172.21.205.3 7309 172.21.7.14012002)
[.AA2 ODPE ICHMPADESTUME Port Unreachahle oE 172.21.205.5 172.21.7.14 &85y
[.436 NLFO RPMCER:134BYT7FE TCID:DOBALYABLTHAROCE BSM:AQAASCFE STATUS:QOQ0ZCHE
0.0060 0DPE EE_HIG TCID:OOGRLTABLTOAQAECE BSM:OO00ASCFRE STATUS:QHAZCBCF B4 1T2.21.205.05 TA1T 172.21.7. 14012002 )
[.A12 ODPE ICHMPADESTUMRE Port Unreachahle a6 172.21.203.5 172.21.7.14 #8856
[.530 NLPO RPMCR:13ABYTFS TCID:OQOEALYABLTHAQOCES BSM:AQAASCFE STATUS :QOQ0ZCE
0.002 0DFPK EE_HIG TCID:QOGRLTABLTOAAECE BSM:OO00ASCFE STATUS:0HAZCBCF FY 172.21.205.5 7450 B 172.21.7.14012002)
[.539 NLPO RPMCR:13ABYTFS TCID:OQOEALYABLTHAQOCES BSM:AQAASCFE STATUS :QOQ0ZCE
0.006 ODFPK EE_HIG TCID:QOGRLTABLTOAAECE BSM:OO00ASCFE STATUS:0EAZCBCF F4 172.21.205.5 7400 @A 172.21.7.14012002)
0.452 NLPO RPMCR:13ABYT7FS TCID:OQOEALYABLTHAQOCES BSM:AQAASCFE STATUS :QOQ0ZCE
0.001 ODFPK EE_HIG TCID:QOGRLTABLTOAAECE BSM:OO00ASCFE STATUS:0HAZCBCF B4 172.21.205.3 THBE 172.21.7.14012002)
[ AAY ODPE ICHMPADESTUME Port Unreachahle oE 172.21.205.5 172.21.7.14 #3889
[1.339 NLFO RPMCR:13ABYT7FE TCID:OOBALYABLTHAROCE BSM:AQAASCFE STATUS:QOQ0ZCE
[ . [ e IG TCID:EOEELTABLTOAAECE BSM:OQOASCFRE STATUS:00AZCBCF B4 172.21.205.5 FAFS BB 172.21.7.14012002)
(.20 RTPF RFMER:15AETTFS
* Qutbound packets get an ICMP message
* Source IP address of ICMP packet is AS400
* Destlnation unreachable, Port unreachable
* This happens after 83 seconds of no traffic! .
.' L]
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VTAM Internal Trace — inbound packets SHARE
—————————————————————————————————————————— 2cIP - TRACE AMALYSIS PAMEL ——------------——-
Inbound traffic from “as4on’ |
ﬁme(De] Description (short) TTL IP 4ddress @8 IP Address (+ Port Iden
] --------------------— e ———
0.006 ODPE EE_HIG TCID:Z24ADBCIZOOOI0OECS 4@ 172.21.205.5 @@ 172.21.7.14012002) 3EB3
O.041 ODFKE EE_HIG TCID:Z24ADBCIZOBOLIEECS 40 172.21.2050.5 M 172.21.7.14(12002) 3EBY
0,006 ODFKE EE_HIG TCID:24ADBCIZOOOLOECS 40 172.21.200.0 o 172.21.7.14(12002) 3EBS
O.0E61 ODFPK EE_HIG TCID:24ADBCIZOBOLEECS 40 172.21.205.5 & 172.21.7.14(12002) 3EBE
0,006 ODFE EE_HIG TCID:Z24ADBCIZOOOLOECS 40 172.21.200.5 o 172.21.7.14(12002) 3EBT
O.0E4 ODPE EE_HIG TCID:Z4ADBCIZOOOI0ECS 4@ 172.21.205.5 & 172.21.7.14(12002) 3EBS
0,005 ODFE EE_HIG TCID:24ADBCIZOOOLEECS 40 172.21.200.5 o 172.21.7.14(12002) 3EBRY
0.078 ODPE EE_HIG TCID:Z4ADBCIZOOOI0ECT 4@ 172.21.205.5 & 172.21.7.14012002) 3EBA
0.224 ODFKE EE_HIG TCID:Z24ADBCIZOBOLEECS 40 172.21.205.5 o 172.21.7.14(12002) 3EBR
12.631 ODPE EE_MED TCID:24ADBCI0AQQDIAEYC 4D 172.21.205.5 & 172.21.7.14(12003) 3ECL
0780 ODPE EE_MET TCID:UQEQLVAELIBUOUACH 172.21.205.5 & 172.21.7.14(12001)
0.046 O0FKE ICMPADESTUNR Port Unreachable EE 172.21.200.0 & 172.21.7.14 AB02
O.000 0DFE ICMP/DESTUMR FPort Unreachablel o6 | 172.21.205.5 & 172.21.7.14 AB33
0,003 ODFPKE EE_MET TCID:Z24ADBCISOOOLDESD “ew=d 172 21.205.0 g 172.21.7.14012001 "=
B.000 ODPE EE_MET TCID:24ADBCISOOALOESD 40 172.21.205.5 o 172.21.7.14012001) 3EDO
* All packets come from the same IP address
* All EE packets come in with a TTL of 40
* ip.id increments: 3EB3, 3EB4, .. 3ECF
* All ICMP packets arrive with a TTL of 56
* ip.1d 1ncrements: A882,A883
12 : SHARE
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VTAM Internal Trace — inbound packets SHARE
i%hme(De] Description (short) TTL IP Address @B IP Address (+ Port Iden

0,046 ODFE ICMPADESTUWR Port Unreachablel 56 §i172.21.205.5 @@ 172.21.7.14 AB02
0,008 ODPE ICMPADESTUMR Port Unreachablel 56 |J172.21.205.5 @& 172.21.7.14 ABE3
0,003 ODPE EE_MET TCID:Z24ADBCISOOOLOESD “eew=d 172 21.205.0 g 172.21.7.140 12001 )=
O.000 ODPE EE_MET TCID:Z4ADBCIBOOOIOESD 4@ 172.21.205.5 #&& 172.21.7.14¢12001) 3EDO
O.001 ODFKE EE_MET TCID:Z4ADBCIBOOOLIEESD 40 172.21.2050.5 M 172.21.7.14(12001) 3ED1
0.038 ODFE EE_MET TCID:Z24ADBCIBOOOLOESD 40 172.21.200.0 o 172.21.7.14(12001) 3EDZ
0.007 ODPKE EE_MET TCID:24ADBCIBOOOLEESD 40 172.21.205.5 M 172.21.7.14(12001) 3ED3
0.023 ODFKE EE_MET TCID:Z24ADBCIBOOOLOESD 40 172.21.200.0 o 172.21.7.14(12001) 3EDY
0,058 ODPE EE_MET TCID:Z4ADBCIBOOOIOESD 4@ 172.21.205.5 & 172.21.7.14(12001) 3EDS
0,006 ODFE EE_MET TCID:Z24ADBCIBOOOLOESD 40 172.21.200.5 o 172.21.7.14(12001) 3EDE
O.010 ODPE EE_MET TCID:Z4ADBCIBOOOIOESD 4@ 172.21.205.5 @& 172.21.7.14012001) 3ED7
0,036 ODFE EE_MET TCID:Z24ADBCIBOOOLEESD 40 172.21.200.5 o 172.21.7.14(12001) 3EDS
B.032 0DPE EE_MET TCID:24ADBCIBLAOALEESD 172.21.205.5 & 172.21.7. 140120010 _ZEDT.
0.058 ODPK ICMPADESTUNR Port Unreachablef b § 172.21.205.5 17221701 =L
0,000 ODFE ICMP/DESTUMR Port Unreachahlel 56 | 172.21.205.0 @& 172.21.7.14 AB85
0.5609 O0DFE ICMP/DESTUMR Fort Unreachahlel o6 J172.21.205.5 & 172.21.7.14 ABBE
0,000 ODFE ICMP/DESTUMR Port Unreachahlel o6 | 172.21.205.5 @& 172.21.7.14 AB87T
0.538 ODPE ICMPADESTUME Port Unreachablel 56 | 172.21.205.5 @& 172.21.7.14 AB38
0.998 ODFE ICMP/DESTUMR FPort Unreachahlel 56 | 172.21.205.5 @& 172.21.7.14 AB83
1.584 ODPKE EE_MET TCID:24ADBCIBLOALLERD 172.21.205.5 @& 172.21.7. 1412001 ) =>etre=
fO.001 ODPE EE_MET TCID: 24&DEEEBBBBIDEED 49 1?2.21.255.5 - 1?2.21.?.14£125513 JEDR

* All packets come from the same IP address

* All EE packets come in with a TTL of 40
* ip.1id increments: 3ECF .. 3EDB
* All ICMP packets arrive with a TTL of 56
* ip.id increments: A882,A883,A884 .. A889 R
13 : SHARE
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http:/tinyurl.com/ipwizards

IP TTL: The Time To Live is a Hop Count SHARE

~ Ip wizards ‘ Q The page was saved.

You are in: ip wizards Community > ip wizards Wiki > TTL

os ICMP_TTL UDP_TTL | TCP_TTL ip.id Remarks
z05 64 PING_REQ(255) G4 64 ip.id++/ stack
K .1',1_.1._.' IZARD § Linux 3.0 64 ip.id++ ftep

Linux 2.6+ 255 4 64 ip.id++ fop

Tandem 64 ipid++

DataPower 195 ip.id++itcp sets 3YM,ECN,CWR
Linux 2.5- 255 64 ip.id++ fop

Solaris 255 64

HP Printer 64

Al 255 30 &0 ip.id++istack

Win 128 128 128

IiEDS I &4 64 ip.id++istack

| Routers 255 255 255

* The ip.ttl can be used to see how far a packet has traveled
* All EE packets come in with a TTL of 40
* All ICMP packets arrive with a TTL of 56

14 :.SHARE
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.
Tune in to ICMP.fm S

ICMP Header: http://www.troyjessup.com/headers/ SHARE
ICMP Header

AFC 702 Outlires e ICMP Prolocal

Eyte
omset @B | | g | H EY L L1 | B2 | | EN
] ICMP Type Type Code ICMP Checksum —T_
[ Bites
ICMP Data

Warizhle Length Depends an ICMP Typa Code

8°'1°2°'374'5'6 708 ICMP Type ICMP Type ICMP Type

0 Echo Reply 4 Source Quench 10 Router Solicitation
0 Echo Reply I E

ICMP Type

ICMP Type ICMP Type

3 Destination Unreachable 5 Redirect 11 Time to Live Exceeded
Type Code
5 Destination Unreachabls 5 0 Metwork Unreachable Redirect for Network 0 TTL Exceeded in Transit
po 1 Host Unreachable Redirect for Host 1 TITL Exceeded in Reassembly
0 Matwoerk Unreachabla 2  Protocol Unreachable Redirect for TOS and Metwork
1 joe Uncias =3=—Reclimeachable Redirect for TOS and Host vyr——
2 Protocol Unrsscsls ICMP Type
°@ riagrnene Necessdl
3 Port Unreachable = 4 12 Parameter Problem
4 Fragment Macossang ource noute ral ICMP Type
5 Suurf:u F.IuLﬂL- Faled 6 Destination Network Unknown 8 Echo Request 0 Pointer Problem
G Duostination Metwork Unknown B 7 Destination Host Unknown 1 Required Ootion Missi
T Destination Host Unknown 8 Obsolete equir ption Missing
g 9 Destination Network Prohibited ICMP T
5 Destination Metwork Probivited estination Network Front ype
10 Destinaticn Host Brohibited g 10 Destination Host Prohibited 9 Router Advertisement
11 Metwork Unreachable for TOS 11 MNetwork Unreachable for TOS | o [\1 F F
L2 thous U neemciatibe toi TS 12 Host Unreachable for TOS Create : t Trov
TASCORVMINUCAtRE EYChiE e 13 Communication Prohibited e

* ICMP packets should never be ignored, they tell a story!
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Wireshark - How far away is the sender of o

—

the ICMP messages? sHARE

.

File Edit View Go Capture Analyze Statistics Telephony Tools Help
L . m .-\."I.-_ — I Il | I.-'-;I -:5‘- I.-'-;I
= &l & SEZTXTe A AT ¥ EE @ o
|F1Iter: ” A || Expression... || Clea[”Applﬂ
Mo. . Time len TTL Source Destination tcid Comment ANR
|
2 11:16:02.409 77 64 172.21.205.5 172.21.7.14 A06017A613000100 STATUS Request IH4EIHFFI
3 : 172 B06017AG13000108 STATUS Reguest
- ICMP error A4B0FF
5 B06017A613000100 STATUS Reguest A4BAFF
< CET : ICMP error A400FF
7 11:11:13.998 77 64 172.21.205.5 172.21.7.14 B06017AG13000108 STATUS Reguest A4BBFF
a8 :11:14. Iy 35 172.21.7.14 .21.285.5 ICMP error A4B0FF
9 11:11:14.547 77 64 172.21.2085.5 172.21.7.14 B06017A613000100 STATUS Reguest A4BAFF
: P ICMP error A4BBFF
11 11-11-15 RG> 77 RA 177 21 2A5 & 172 21 7 14 ARRATTARTIAAATAR STATIIS Remuect AARAFF
1508
ARl
63 &= . 64
[ ]
.
P
- SHARE
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.
Wireshark — pcapng (Rel. 1.8.0 and up) o

Allows you to leave comments SHARE

Technalogy - Garseclisns - Resulls

* Commenting on the file

* Commenting on packets in the file |
Ml Edit or Add Capture Comments o | @ ||

This trace shows the hash connect pipe entening PATHSWITCH after a 70 seconds idleness
on UDP port 12003, all outhound packets destined to 172.21.7.14 received an [CMP

= message that the port is not reachable. The sender of the ICMP packet is not the i3 but
% a i ﬁ ﬁ' =] E x @ & N some device (MAT)? as the TTL of the ICMP packets is 536 indicating the devices § hops
away where as the reqular EE packets from {5 arrive with a TTL of 40.
Assumption UDP connections will get removed from the connection table after 60

File Edit Miew Go Capture Analyze Statistics

Filter: camment

No. Cornment “m— seconds and new connctions are only allowed frorm 15 towards z/0%,
1 0,00
2 0.0 Help Lok || cance
3 70, ¢
4 Firewall sending ICMP packet (. 000 R e
5 0.2697 iWweshark Edit Column Details o | @ | 1;

0. 0014¢ 1

7 L4077 Title: | Comment i
= Bl Field type:  Customn El L
g " ll
10 IVENE Ficld name: | comment 1
11 y] 1:
12 0.45271 Occurrence: | [ 1;
0 -
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Wireshark — Display Filters
Allows you to keep your filters accessible

Wireshark: Display Filter - Profile: EE-HPR

o

Ve ry powe rfu I Edit Display Filter

* Down to bit level SNAPACING Reg/Rsp 1
- LU62 GDS12F2 or GDS12FF or CEEBI (end of transacton)

sl | | |LUB2 FMH5ALLOC or CEBI (end of transaction) ﬂ
File Edit Wiew Go Capture Analyze Statistics Telephony Tools | Mew | SNA Sense Code
aal & = X 2 o #A SNA BIND !
. SMAUNBIND Cleanup
Filter: [Sna.nlp.thdr.dlf eq 0 and sna.nlp.thdr.offset gt 24 E ~ HPR GAP

MNo. Time Enter a display filter, or choose one of your ;ecemly ..'9 HPR_suspicious

used filters. The background color of this field is

changed by a continuous syntax check (green is

valid, red is invalid, yellow may have unexpected
results).

[ )

HPR New Pipe
HPR Pipe CFAULT
__
APPN LOCATE

APPN DLUR

| Delete |

b

Properties

Filter name: |HPR PATHSWITCH |

Filter string: [sna.nlp.thl:lr.dlf eq 0 and sna.nlp.thdr.offset gt 24 l | Expression... |

| Hep | apy || camcel |[ ok |

L
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.
Wireshark — coloring rules e g
Allows you to assign colors to events SHARE

* Coloring rule name can be added to packet list
 Commenting on events in packet list

Wireshark: Coloring Rules - Profile: EE-HPR

Filter: [sna.rh.{] == 0x6b and data.data[0] eq 0x31

Edit Filter
- [ — ey & —2al Tr| Ei | List is processed in order until match is found
Frame — L | Name String
Coloring Rule Mame (frame.coloring_rule.name) | : .
626 1966.9SNA BIND 206 | Edit.. |

2ol e PIelal 454 LT P]._pe 286 HPR Mew P|pe sna.nlp.thdr.tcid ge 8000:0000:00:00:00:00 or sna.nip.thdr.bsn =:
T HPRPATHSWITCH  snanlp.thdrlf == 0x00000000 and sna np.theroffset gt 24
668 0.0002SNA BIND 286 | Disahle |

747 ©0.3111SNA BIND 202 ARB Slowdown sna.nlp.thdroptional.22.raa gt O

801 0.0749HPR New Pipe 284 | Delete | LALCLGNS

813 0.0211SNA BIND 284§ e

815 0.0007HPR New Pipe 234 o0  [IGICENN
| Import... | GDS12Fx x-action reply
5533 852.13SNA BIND 215 |egfogye
|E?“Fmrt 0 oo

O@’ File: "/home/mburkhar/2013/SHARE/O8_BOS/Jo

CEBI end_x-acion sna.rh.cebi==

| [ | 1

| Clear
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The “United Colors of Wireshark” Y
Join us Thu 4:30PM R202 in hands-on labs SHARE

B@eoy 8 _xgo heratTt el @EE= @

Tamin the Shark MNo. Time Source Destination Protocol = Length | Info

Thursday, August 15, 2013: 4:30 PM-5:30 PM .‘.. e
- SHARE

13282: Taming the Shark - Tips and Tricks on Using Wireshark Hands-on Lab  ipeaker; Matthias Burkhard(IBM Corporation)  ®e 4 «® in Boston



Thank You for coming this late!

Come to "Taming the Shark” - A wireshark Hands On Lab Session at 4:30PM R202

IP
y g 4. Matthias Burkhard IBM Germany

Thank You for your Time at SHARE $

http://tinyurl.com/ipwizards

>,
% ip.wizards@groups.facebook.com

A

L 3
WIZARDS

Your feedback is important:
This was session 13284 at SHARE in Boston 2013
The Journey through the layers of EE ...

21 Complete your sessions evaluation online at SHARE.org/BostonEval Created using eopenOfﬁce 4 *es e in Boston
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