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Why use different profiles? Y
A trace is atrace is a trace —isn't it? SHARE

BE@eoy e xgo hesr3 3 EE acaaH @ -

[Filter:" Vl Expression... Clear Apply Save

Time Source Destination Protocol Length Info =
3 0.146869000 18.9.1.17 178.225.15.11 TCP 54 13188 = ftp [ACK] Seg=1 Ack=1 Win=865535 L
4 0.296484000 170.225.15.117 18.9.1.17 FTP 121 Response: 220-IBM's internal systems must
5 B.296501008 18.9.1.17 178.225.15.117 TCP 54 13188 = ftp [ACK] Seq=1 Ack=68 Win=65535
6 0.443922008 178.225.15.117 18.9.1.17 FTP 226 Response: 220-business or for purposes au
7 0.443936000 18.9.1.17 178.225.15.117 TCP 54 13188 = ftp [ACK] Seg=1 Ack=248 Win=65535
g8 0.646292000 10.9.1.17 178.225.15.117 FTP 64 Request: AUTH TLS
9 0.79288900@ 170.225.15.117 18.9.1.17 FTP 72 Response: 234 SSLwv23/TLSv]
10 ©.792911e00 10.9.1.17 178.225.15.117 TCP 54 13188 = ftp [PSH, ACK] Seg=11 Ack=258 Win
11 @.7936300008 10.9.1.17 178.225.15.117 FTP 114 Request: “026%883%001\08074001%000%00683\0
12 0.93928%9000 170.225.15.117 18.9.1. 1? FTP 61 Response: 402540034001\00040024002(

3 0.93929%00@ 18.9.1.17 178.225.15.11 TCP 54 13188 = ftp [PSH, ACK] Seq=71 Ack=265 Win

0.939637000 10.9.1.17 178.225.15.117 TCP 54 13188 = ftp [PSH, ACK] Seq=71 Ack=266 Win

17 1.8884578008 170.225.15.117 189117 54 ftp = 13188 [ACK] Seq=266 Ack=72 Win=6553

@ @ File: "/home/mburkharf2013/PMRs/RIT/d0206/shop-z.systcpda. pcapng’. .. Packets: 17 Displayed: 17 Marked: 0 Load time:... { Profile: _Default )
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Why use different profiles?
Coloring Rules! Show what's in there!

shop-z.systcpda. pcapng

Tools Internals Help

d_port whazzin ACKed RTT | Info

11 0.0008 z05-Client 21 Client Hello Request: \B26\003\001\000704

._I_ﬂ_ File: "/home/mburkharf2013/PMRs/RIT/d0206/shop-z.systcpda.pcapng”... © Packets: 17 Displayed: 17 Marked: 0 Load time:... Profile: tcp
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Wireshark Labs =
3 Problems to chosefrom = =L

* Problem 1: SMTP Performance Problem
 TCP connections over WAN don't perform well
- http://lwww.cloudshark.org/captures/2021a63878f51
* Problem 2: FTP TLS to ShopZ fails
 FTP download from z/OS to ShopZ fails
- http://lwww.cloudshark.org/captures/0b9861a0cf43
* Problem 3: iSCSI Performance Problem
« SQL Server getting timeouts writing on storage array
- http:/lwww.cloudshark.org/captures/a38f5226e356
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Lab1: SMTP Performance Problem
https://www.cloudshark.org/captures/2e96a1d22cdc

* Questions

Where was the trace taken, client or server?
How far away is the remote host?
What is the RTT on the connection

Wha is the largest windowsize offered?
* By the client
* By the server

Are there any retransmissions?
 |f so, why?

Who closes the connection?

How many bytes were sent/received?
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Lab2: FTP TLS Problem L
http://www.cloudshark.org/captures/0b9861a0cf43 e

* Questions
 Where was the trace taken, client or server?
 How far away is the remote host?
« What is the RTT on the connection

 What Ciphersuites does the client offer
* By the client
* By the server
 How does the server react?
 |f so, why?
What can be done to fix this problem?
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Lab3: SCSI Performance Problem X
http://www.cloudshark.org/captures/a38f5226e356 R

« Questions
 Where was the trace taken? Client or server
* What is the operating system of the local host?
 How far away is the remote host?
 How many iSCSI requests are in the trace?
 What are the iSCSI responsetimes?
 How many retransmissions are in the trace?
 How many delayed ACKs are in the trace?
 What can be done to fix this problem?
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SMTP Performance

boston2013 1.pcapng

—

File Edit \iew Go Capture Analyze Statistics Telephony Tools Internals Help

ﬁ@@i%ﬁ 8 X288 MesATE e e @ F ﬁ
Time ACKed ColoringRuleName Source TTL s _port d pot Seq tcplen NxtSeq ACK

2 0.807702 1 paf Linux 35:64:1:%:M#%, 10.64.4.19 61 25 58839 125 = 58839 [SYN, ACK]

8 0.006324 7 10.64.4.19 61 25 58839 33 B 16 25 > 58839 [ACK] Seg:
9 0.0B8176 18.64.4.19 6l 25 58839 33 120 16 S: 250-radiuslx.f
llllllllllllllllllllllllllllllllllllllllllllllllllllll-
11 0.813534 10 10.64.4.19 61 25 58839 120 128 44 5: 258 0k
llllllllllllllllllllllllllllllllllllllllllllllllllllll-
13 0.014050 12 10.64.4.19 61 25 58839 128 136 72 5: 250 0k
llllllllllllllllllllllllllllllllllllllllllllllllllllll-
15 0.oe6148 14 10.64.4.19 61 25 58839 136 173 78 S: 354 End data w
llllllllllllllllllllllllllllllllllllllllllllllllllllll-
17 B.8131e6 16 18.64.4.19 6l 25 58839 173 30 203 1247 S: 250 0Ok: gueued
- 180.000032 17 205 outbound  10.62.42.244 64 58839 25 1247 6 1253 203 C: DATA fragment, 6 t
19 0.006204 18 10.64.4.19 61 25 58839 203 9 212 1253 5: 221 Bye

23 B.8ee312 22
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http://tinyurl.com/TamingShark

SHARE_BOS2013.TamingSharkl.pcapng

File Edit Miew Go Capture Analyze Statistics Telephony Tools Internals Help

B@eoy 8. xgs e ATy EE acaaf -

Filter: [smtp.req.parameter == "TO:<ip.wizards{@ facebook.com=" Vl Expression... Clear Apply Save ip.wizards

Mo. | Time  ACKed ColoringRuleMame Destination Source TTL

Bl

4 0.819 SMTP 2208 Welcome tinyurl.com/ipwizards de.linkedin.com/in/mreede 61

6 0.000 4  DelayACK tinyurl.com/ipwizards zO0S.VTAM.TCPIP.expert

Edit or Add Capture Comments

wizards de.linkedin.com/in/mreede 61
Wireshark Hands-On Lab at SHARE in Boston Summer 2013 wizards de.linkedin. Cgmfinfmreede 61

Want to give it a try?
Join the "ip.wizards” Community in IEM Greenhouse to get connected _ E

http:ﬂtinyurl.cum!ipwizardﬂ wizarde de Tinkedin romfindmresds |,

O M f capng” ... Packets: 23 Displayed... = Profile: tcp
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boston2013 2.pcapng

File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help

Baeo e xgo hesrrF2EE aa-

Filter: [smtp.raq.parameter == "TQ:<ip.wizards@facebook.com=" b l Expression... Clear Apply hd

Mo. | Time ACKed ColoringRuleMame Source TTL s port d port E

11 0. HEEllH TL5 Ellent Hello Z05- Ellent 54 13133

12 ©.1462
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http://www.cloudshark.org/captures/a38f5226e356
SHARE_BOS2013.TamingShark.pcapng
File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help
ﬂ ."I..Il'. 1 | I.I:-I
BEeo e xgo n +*3 EE « -«
Filter: [smtp.reqnparameter == "TC:<ip.wizards@facebook.com=" Vl Expression... Clear Apply Save
Mo. | Time ACKed CuluringRuIer‘Eme Source TTL s port d port Seq  tcp
| 680.008°°° n.com/in/mreede 63 3260 63043 1569 1
69 8.00€ (0\01ing Rule Name (frame.coloring_rule.name) M/ ipwizards 128 63043 326067121
70 0.080042 aup ack TinyurtL.com/ipwizards 128 63043 326067121
73 0.080001 dup ack tinyurl.com/ipwizards 128 63043 326067121
5 0.000028 dup ack tinyurl.com/ipwizards 128 63043 326067121
?E f.080073 dup ack tinyurl.com/ipwizards 128 63043 326067121
77 0.081668 64 de.linkedin.com/in/mreede 63 3260 /3043 8289
78 0.000049 de.linkedin.com/in/mreede 63 3260 63043 9749
79 0.000027 de.linkedin.com/in/mreede 63 3260 6304311209
80 0.000033 78 Windows tinyurl.com/ipwizards 128 63043 326067121
81 ©.202278 79 DelayACK tinyurl.com/ipwizards 128 63043 326067121
82 0.817877 de.linkedin.com/in/mreede 63 3260 6304312669
83 0.6800191 de.linkedin.com/in/mreede 63 3260 6304314129
84 D.0000GS de.linkedin.com/in/mreede 63 3260 6304315589
85 0.000083 83 Windows tinyurl.com/ipwizards 128 63043 326067121
86 0.171382 Nagle de.linkedin.com/in/mreede 63 3260 6304317049 Ky *e
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Coloring Rules!
Add some colors to your office ...

http://tinyurl.com/ipwizards ¥% ip.wizards@groups.facebook.com
1.,.\_
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Your feedback is important:
This was session 13282 at SHARE in Boston 2013
Taming the Shark
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