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What are we announcing and why is it important?

 Leverages your
investment in System z
hardware

IBM Enterprise Key
Management Foundation is
a Centralized Key
Management Solution on
zEnterprise which is well
suited for banks, payment
card processors and other
businesses that must meet
Payment Card Industry
requirements

Key enablers are z/OS with
ICSF, IBM DB2 Version 9.1
for z/OS, IBM z9 – zEC12
& CryptoExpress 2/3/4S
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Introducing - IBM Enterprise Key Management Foundation
Provide a centralized key management solution that leverages clients investments in
System z Hardware Crypto for the ultimate protection of sensitive keys and meeting
compliance standards

Solution Summary

Provide a simple centralized key management which
adheres to industry standards

 Provides a foundation that can be tailored to
address the needs of multiple industry segments to
help identify compliance issues and assist key
officers in enforcing a enterprise key management
policy requirements

 Features crypto analytic capabilities that help
identify compliance issues to assist key officers in
understand how and who has access to key material

Solution Benefits

 Provide higher quality of service by efficient key
management and automation

 Leverages clients investments in System z hardware

 Simplifies business continuity considerations for
mission critical key material

Business outcomes
Vantiv, the #1 Largest processor of PIN debit

transactions in the US*, performs over 2
billion crypto transactions per month

“The cryptographic coprocessors provide the ability to
create tremendous encryption capacity for all operating
platforms. Our use of the Crypto Express processors
has expanded beyond a single purpose, mainframe-
only solution, to an enterprise-wide encryption service”
- Vantiv

Colony Brands, believes that Secured platform
for critical business applications enabling
the best possible customer experience

“The zEnterprise provides us with a secure platform that
enables us to ensure our customers’ private data is
secure which improves our customer experience and
overall satisfaction.” – Todd Handel Director IT
Strategy& Architecture
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Tape Drives
or Disk

z Crypto Ecosystem

CryptoExpress, ICSF, TKE, RACF, z/OS PKI, ISKLM
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EKMF
Server

IBM EKMF and the z Crypto Ecosystem

EKMF leverages the Crypto Express, ICSF, TKE, RACF,
and ISKLM offering additional integration and service
offerings
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 The IBM EKMF solution comprises a highly secured
workstation, a browser application and a central
repository.

 All new keys are generated on the secured
workstation by users authenticated with smart
cards. The EKMF Workstation includes a IBM 4765.

 The EKMF Browser application features monitoring
capabilities and enables planning of future key
handling session to be executed on the workstation.

 The central repository contains keys and metadata
for all cryptographic keys produced by the EKMF
workstation. This enables easy backup and recovery
of key material.

Note that while this is a mainframe centric view, EKMF supports
distributed platforms as well

EKMF Browsers

ICSF Enabled
z/OS LPARs

Central Key
Repository

Custodians

EKMF
Workstation

IBM Enterprise Key Management Foundation

EKMF Agent
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EMV Chip Card Data Generation
 Support for SDA, DDA, and CDA

chip cards

 Generates card unique DES keys,
RSA keys, and certificates

– RSA key generation is time
consuming

– RSA keys generated in advance to
a pool

– utilizing spare capacity during off-
peak hours

 Signs data with Issuer RSA key

 Prepare data to card
manufacturer (Global Platform
support)

Card issuing
application

DKMS DDA
issuing API

Key
poo
l

ICSF
CEX3

Key generating
started task
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Architecture and Components

 EKMF workstation is online with all
mainframes in the system

–Manages the keys in ICSF key stores

–Support for several workstations

–Support for other platforms as well

 One LPAR is hosting the EKMF key
repository

–containing keys and metadata

– for easy backup and recovery

CKDS/
PDKS

CKDS/
PDKS

CKDS/
PDKS

CKDS/
PDKS

CKDS/
PDKS
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The Enterprise Key Management Foundation Model
 Different user roles for segregation of duties

– Administrators for system configuration and planning of key ceremonies

– Key Managers to generate key material

– Custodians for key generations and handling of cryptographic variables

 Key Templates for efficient key design and handling

– All keys in EKMF are based on a key template.

– Enables designing and testing before generating keys in production

– Comprises the properties of a key – such as:

– key labels, (de)activation dates, key state etc.

– origin of the key (generation, import or translation)

– where it must be placed after entering the system

 Secure audit log for reliable review by auditors

 Push model - keys are pushed to the keys stores
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Key Template
Key Creation Values:
Main attributes such as label,
activation date, origin etc.

Key Instances:
Where you want the key to
be placed after generation

Export Key Instances:
Attributes if the key is to be
Exported, e.g. as clear key
parts
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Key Template List
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Key Policies
Define a set of rules that must

be met when a key is
entering the system.

A rule refers to the attributes
of a EKMF key object.

Policies work outside the
standard EKMF access
control system.

Keys not compliant with the
defined policies can be
found using reports.
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Key Management Model

EKMFKey
Repo

Encryption
Entity

Encryption
Entity

Application Application

Encrypted
Data transfer

3rd Party
KMS

Encryption
Entity

Application

Encrypted
Data Transfer

Key Material
And metadata for
Backup/Archive

Key Exchange
(clear parts or encrypted)

Online interaction
with all IBM Crypto

Procedures
User
Roles+

Procedures for
handling physical

Security secure room,
smart cards etc.

Key
Templates+
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Monitoring and Reporting –
e-mail & EKMF Browser

Request new keys, key
renewals, or key revocation.

Requested tasks performed by
security officers

2

Analysis leading to new key
management requests

IBM Enterprise Key Management Foundation
User Example - Work flow based key management

Security
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Key
Manager
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Security
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Monitoring Service

 Monitors expiration of keys and
certificates in EKMF key repository

 Monitoring and reports are
customizable

 Alerts key managers / application
owners by e-mail

 Report available on EKMF
workstation as a list of tasks to
perform
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What makes this solution unique?

Auditing & Compliance
•Compliance with Payment Card Industry Requirements
•Bringing a heterogeneous HSM environment in control and in compliance by utilizing the IBM system z
platform as a proven base
•Centralization of key management simplifies the Security Officer or the Key Managers need to identify
compliance issues for key material

Simplification
•Facilitates a standardized set of procedures and operations to enforce a enterprise key management
policy
•Simple to manage task oriented dash board with automated management tasks to help simplify key
management operations
•Monitoring and reporting facilities provided to help identify compliance issues and assist key officers in
enforcing policy requirements

IBM Enterprise Key Management Foundation
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IBM Enterprise Key Management Foundation
Things you should ask yourself

How do you currently manage your keys?

How do you know when your keys need to be updated/changed/expired?

How do you ensure you are meeting the Payment Card Industry
requirements?

What are the difficulties in passing an audit?

What is your current investment in IBM Hardware for Security?
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References - IBM EKMF

 IBM System z Security: System z Security Page

– http://www.ibm.com/systems/z/solutions/security.html

 Lab Based Services: EKMF Information

– http://www.ibm.com/systems/services/labservices/index.html

– Or send a note to Systemz@us.ibm.com

 Crypto Competency Center

– http://www.ibm.com/security/cccc/

 Announcement Info

– . www.ibm.com/systems/zsolutions
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The following are trademarks or registered trademarks of other companies.

* Registered trademarks of IBM Corporation

* All other products may be trademarks or registered trademarks of their respective companies.

Notes:
Performance is in Internal Throughput Rate (ITR) ratio based on measurements and projections using standard IBM benchmarks in a controlled environment. The actual throughput that
any user will experience will vary depending upon considerations such as the amount of multiprogramming in the user's job stream, the I/O configuration, the storage configuration, and
the workload processed. Therefore, no assurance can be given that an individual user will achieve throughput improvements equivalent to the performance ratios stated here.
IBM hardware products are manufactured from new parts, or new and serviceable used parts. Regardless, our warranty terms apply.
All customer examples cited or described in this presentation are presented as illustrations of the manner in which some customers have used IBM products and the results they may
have achieved. Actual environmental costs and performance characteristics will vary depending on individual customer configurations and conditions.
This publication was produced in the United States. IBM may not offer the products, services or features discussed in this document in other countries, and the information may be
subject to change without notice. Consult your local IBM business contact for information on the product or services available in your area.
All statements regarding IBM's future direction and intent are subject to change or withdrawal without notice, and represent goals and objectives only.
Information about non-IBM products is obtained from the manufacturers of those products or their published announcements. IBM has not tested those products and cannot confirm the
performance, compatibility, or any other claims related to non-IBM products. Questions on the capabilities of non-IBM products should be addressed to the suppliers of those products.
Prices subject to change without notice. Contact your IBM representative or Business Partner for the most current pricing in your geography.
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