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Introduction to IBM Health Checker for z/OS Agenda

 Why do we need a health checker?

 IBM Health Checker for z/OS concepts

 Setting up IBM Health Checker for z/OS

 Sample check outputs

 Check exceptions – what they look like and what
to do about them

 Getting even more out of IBM Health Checker for
z/OS:

– Writing your own checks for IBM Health Checker for
z/OS

 Advanced Topic: new items in z/OS R12 and R13!

 Backup slides: “Demo” of setting up
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Why do we need a health checker?

 Analysis of outages showed:

– Significant number were avoidable: for example, bad
configurations with single points of failure

– Configurations that were less than optimal: for
example, unnecessary performance bottlenecks

 Situation exacerbated by:

– Parallel sysplex complex configuration requirements

– Experienced skills are limited

– Rare failures mean less experience by operations staff
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Why do we need a health checker? …continued

 Many options for flexibility:

– Sometimes, default values are best guesses.

– Best practices may not become known until good exposure in many
environments

 Best practices are not widely known or implemented:

– Many sources of best practices: product pubs, WSC Flashes, White
Papers, wizards, …

– Hard to determine applicability

– May be out of date

– Just providing documentation has a limited affect
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Why do we need a health checker? …continued

 Beyond Best Practices!

– IBM Health Checker for z/OS checks (which are INACTIVE) can assist
with migration action applicability determination.

• The migration action is not performed by the check, but can alert you that
you need to perform the migration action, then check that it was done
correctly.

– Predictive Failure Analysis (PFA) surfaces reports via IBM Health
Checker for z/OS.

• PFA’s intention is to convert “sick, but not dead” to a correctable incident.

 In a nutshell, using health checker can help you avoid outages,
help with migration, and display your soft failures!
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IBM Health Checker for z/OS –
The Pieces

 Consists of two parts:

1. Framework – interface that allows you to run and
manage checks. Shipped as part of z/OS BCP.

2. Individual Checks – programs that examine specific
settings or values for potential problems

– Shipped and owned by the component, element, or product.

– Checks are provided by some ISVs, and you can write your own!

A Health Checker instance can run on each system in the sysplex. There is only one instance of
Health Checker on a single system.

“GLOBAL” checks run only on one system in a sysplex. This is to avoid running redundant copies of
"Sysplex aware" checks. Checks of any locale can be declared "global“.
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IBM Health Checker for z/OS –
The Check Concepts

– Check Values: contains pre-defined values such as: interval,
severity, and parameters.

• Modify values via: SDSF, HZSPRMxx parmlib member, or
MODIFY command

– Check Output: issued as messages. Exceptions also
produce WTO messages.

• Details can be viewed via: SDSF, HZSPRINT utility

– Managing Checks: print, display, activate/deactivate, add,
refresh, run, update values temporarily or permanently

• Permanent check updates can only be done via POLICY
statements in HZSPRMxx
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IBM Health Checker for z/OS –
Types of Checks

– Local: runs in the IBM Health Checker for z/OS address
space. Is authorized and can be written in assembler or
Metal C.

– Remote: runs outside the IBM Health Checker for z/OS
address space. May be authorized or non-authorized, and
can be written in assembler or Metal C.

– System REXX: a kind of remote check. Runs in a System
REXX address space. Is authorized (residing in an APF
authorized library), and is written in System REXX.

*In theory, any language could be used that could call the required health checker services and conform to system linkage
conventions.
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IBM Health Checker for z/OS –
Set up

Use the following steps to set up and start IBM Health Checker for z/OS:

1. Satisfy software requirements for IBM Health Checker for z/OS, as needed

2. Allocate the HZSPDATA data set to save check data between restarts

3. Define log streams to keep a record of the check output, as needed

4. Create security definitions

5. Set up customization and security for SDSF support for IBM Health Checker
for z/OS in IBM Health Checker in z/OS SDSF Operation and Customization
(not required, but extremely helpful!)

6. Create HZSPRMxx from the HZSPRM00 parmlib member

7. Start IBM Health Checker for z/OS

8. Set up the HZSPRINT utility, as needed

9. Obtain checks for IBM Health Checker for z/OS

You may skip grayed items, if you want a quick setup!
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IBM Health Checker for z/OS –
Set up – 1. Satisfy Software Requirements, as needed

Some IBM Health Checker for z/OS checks are written in System REXX.

 Exploiters of System REXX (not just checks) require both of the
following:

– Compiled REXX needs either Alternate Library for REXX (available in
z/OS since V1R9) or the IBM Library for REXX on zSeries (5695-014).
The runtime library will need to be available to the system:

• REXX.SEAGALT can be put in the LNKLST.

• REXX.SEAGLPA can be put in the LPALST.

• If you do not APF-authorize the library, you will get an abend when
the runtime routines are requested by an APF-Authorized routine.

– System REXX customization must be performed. Customization tasks
are documented in "System REXX" in z/OS MVS Programming:
Authorized Assembler Services Guide.
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//HZSALLCP EXEC PGM=HZSAIEOF,REGION=4096K,TIME=1440

//HZSPDATA DD DSN=SYS1.system_name.HZSPDATA,DISP=(NEW,CATLG),

// SPACE=(4096,(100,400)),UNIT=SYSDA,

// DCB=(DSORG=PS,RECFM=FB,LRECL=4096)

//SYSPRINT DD DUMMY

IBM Health Checker for z/OS –
Set up – 2. Allocate HZSPDATA data set

Allocate the HZSPDATA data set to save check data between restarts

 Some checks use the HZSPDATA data set to save data required as part of
their processing between restarts of the system or IBM Health Checker for
z/OS.

 Use the HZSALLCP sample JCL from SYS1.SAMPLIB.

 Must have one HZSPDATA data set per system image! Therefore,
recommended to use &SYSNAME. in the HZSPDATA name.

Will be in HZSPROC

Don’t change these attributes
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IBM Health Checker for z/OS –
Set up – 3. Define log streams

Define log streams to keep a record of the check output, as needed

 Only the last iteration of a check is retained in the message buffer.

 It’s a good idea to retain historical data about your check results. To do that,
you must define and connect to a log stream (either CF or DASD-only).

Steps:

1. Plan for and set up the log streams. You may have one log stream per
system or (when using CF logstreams) one log stream for multiple systems.
Must begin with HZS.

2. Enable your log streams via MODIFY command or in HZSPRMxx parmlib
member.

 For permanent specification, you must use HZSPRMxx parmlib member.

3. You can disable the log stream with a MODIFY command.
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IBM Health Checker for z/OS –
Set up – 4. Create security definitions

Create security definitions

1. Set up security for the IBM Health Checker started task, similar to other started
tasks:

a) Create user ID for IBM Health Checker for z/OS that has superuser authority.
Connect that superuser ID to a group.

b) Associate that superuser ID to the started task, HZSPROC.

c) Give that superuser ID update access to HZSPDATA data set you allocated on each
system.

d) Give that superuser ID read access to HZSPRMxx parmlib members.

e) If using log streams, give update access for that superuser ID to each log stream(s).

f) Some checks may require special authority for the Health Checker ID to access
resources. That special authority should be told to you by the specific check.

2. If using HZSPRINT utility, follow instructions in the User’s Guide.

RACF-supplied class, XFACILIT, is used.

As of z/OS R12, BPX.SUPERUSER access may be used instead of UID(0).
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IBM Health Checker for z/OS –
Set up – 5. Set up SDSF support

Set up customization and security for SDSF support, if desired.
This is very helpful, and probably easier than F HZSPROC or
HZSPRINT only!

 SDSF provides support to make management of your checks easier with
the CK panel for the IBM Health Checker for z/OS.

 You can use the CK panel to display checks, attributes, and status, taking
advantage of standard SDSF sort, filter, and arrange support.

 Use “Protecting checks” in z/OS SDSF Operation and Customization:

 Authorize users to the CK command using either the AUTH
parameter of ISFPARMS or SAF.

 Authorize users to action characters or overtypeable fields with
ISFPARMS or SAF

 Customize columns on the panel for groups of users with ISFPARMS.

 Customize data displayed or user authority with user exits.
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IBM Health Checker for z/OS –
Set up – 6. Create HZSPRMxx parmlib member

Create HZSPRMxx from the HZSPRM00 parmlib member

 At first, don’t modify your HZSPRMxx parmlib member. Check to see what you get
as output from IBM Health Checker for z/OS. Then, make permanent updates for
your environment.

 HZSPRMxx should ONLY include:

 Policy statements (for changes applied to added or refreshed checks)

 LOGGER parameter (for indicating what log stream to use)

 …and when you want to add your own check, ADD or ADDREPLACE CHECK

 Other non-policy statements are ineffective, because the HZSPRMxx specified in
your HZSPROC is processed before any checks are begun.

 HZSPRM00 is supplied in your DDDEF’d PARMLIB data set (and has no values
used):

/* LOGGER=ON,LOGSTREAMNAME=HZSlogstream */
/* */
/* {ADD | ADDREPLACE},POLICY,STATEMENT=statementname,UPDATE,filters,*/
/* update_options,REASON=(reason text),DATE=yyyymmdd */

Remember, must start with HZS



IBM Systems and Technology Group

© 2011 IBM Corporation17

IBM Health Checker for z/OS –
Set up – 7. Start IBM Health Checker for z/OS

Start IBM Health Checker for z/OS

1. Copy SAMPLIB’s HZSPROC into your proclib data set.

2. Update to point to your HZSPDATA data set and HZSPRMxx parmlib
member you previously set up. (00 is good to start with.)

3. Update your COMMNDxx parmlib member with COM=‘START HZSPROC’
(when ready to start it for each IPL) - OR -

4. Start the started task: S HZSPROC

//HZSPROC JOB JESLOG=SUPPRESS

//HZSPROC PROC HZSPRM='00'

//HZSSTEP EXEC PGM=HZSINIT,REGION=0K,TIME=NOLIMIT,

// PARM='SET PARMLIB=&HZSPRM'

//HZSPDATA DD DSN=SYS1.&SYSNAME..HZSPDATA,DISP=OLD

// PEND

// EXEC HZSPROC

Your parmlib member you set up

Your persistent data set you set up
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IBM Health Checker for z/OS –
Set up – 8. Set up HZSPRINT utility

Set up the HZSPRINT utility to view print output

 HZSPRINT utility allows you to see check output in the message buffer.

 May use SDSF instead (and SDSF allows you to see logstream history)

 HZSPRINT writes the selected message buffer for the target checks to SYSOUT.

 Use the HZSPRINT sample JCL from SYS1.SAMPLIB

 If LOGSTREAM is specified, then RACF auth to the requested logstream is required.

 If LOGSTREAM is not specified, then RACF auth to the requested check(s) is req.

//HZSPRINT EXEC PGM=HZSPRNT,TIME=1440,REGION=0M,
// PARM=('CHECK(check_owner,check_name)')
//* PARM=('LOGSTREAM(logstreamname)','EXCEPTIONS',
//* 'SYSNAME(sysname)',
//* 'CHECK(owner,name)')
//SYSOUT DD SYSOUT=A,DCB=(LRECL=256)

Defaults to *,*

When using a data set, it
must be seq, FB, LRECL 256

Defaults to * Only show exceptions
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IBM Health Checker for z/OS –
Set up – 9. Obtain checks

Periodically, obtain checks for IBM Health Checker for z/OS
introduced via PTFS:

1. SMP/E RECEIVE the most recent Enhanced HOLDDATA, which contains
the latest FIXCAT information. (RECEIVE ORDER, ftp download site
using FULL, ServiceLink,…)

2. Determine what checks are missing from your system:

SET BDY(GLOBAL). /* Your z/OS global */

REPORT MISSINGFIX ZONES(TGTZOS)

FIXCAT(IBM.Function.HealthChecker).
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Sample check output - SUCCESS

CHECK(IBMRSM,RSM_MAXCADS)

START TIME: 08/13/2010 14:33:26.251651

CHECK DATE: 20041006 CHECK SEVERITY: MEDIUM

CHECK PARM: THRESHOLD(80%)

IARH108I The current number of in use CADS entries is 25, which

represents 62% of the total allowed CADS entries of 40. The
highest

usage of CADS entries during this IPL is 65%, or 26 total
entries. This

is below the current owner supplied threshold of 80%.

END TIME: 08/13/2010 14:33:26.252156 STATUS: SUCCESSFUL
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Sample check output – Not Applicable

CHECK(IBMCS,CSVTAM_T1BUF_T2BUF_NOEE)

START TIME: 08/11/2010 21:18:31.761670

CHECK DATE: 20060701 CHECK SEVERITY: LOW

ISTH019I This check is not applicable in the current VTAM
environment.

Enterprise Extender (EE) lines have been activated on this system or

VTAM Start Options associated with EE have been specified.

HZS1003E CHECK(IBMCS,CSVTAM_T1BUF_T2BUF_NOEE):

THE CHECK IS NOT APPLICABLE IN THE CURRENT SYSTEM ENVIRONMENT.

END TIME: 08/11/2010 21:18:31.762012 STATUS: ENV N/A
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Sample check output – EXCEPTION
CHECK(IBMASM,ASM_PLPA_COMMON_SIZE)

START TIME: 08/13/2010 15:21:43.391644

CHECK DATE: 20041006 CHECK SEVERITY: MEDIUM

CHECK PARM: THRESHOLD(100%)

* Medium Severity Exception *

ILRH0105E PLPA/Common page data set size is below recommended value

Explanation: The size of CSA and ECSA is approximately 35389440 bytes

which corresponds to 8640 auxiliary storage slots. The size of PLPA

and EPLPA is approximately 76984318 bytes which corresponds to 18794

auxiliary storage slots. The size of the Common page data set is

26639 slots, the size of the PLPA page data set is 179 slots. The

combined size of the PLPA and Common page data sets is 98% of the

slots required for all of CSA/ECSA and PLPA/EPLPA. This is below the

check warning threshold of 100%.

…
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Some sample check outputs – EXCEPTION …continued
Source: Aux Storage Manager

Reference Documentation:

"Auxiliary Storage Management Initialization" in z/OS
MVS

Initialization and Tuning Guide

Automation: N/A

Check Reason: To ensure that the PLPA and Common page data
sets are

sized correctly

END TIME: 08/13/2010 15:21:43.411758 STATUS: EXCEPTION-MED
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Some considerations about exceptions

 You may have had your system configured a certain way for a long time,
and now, IBM Health Checker for z/OS is telling you there are
exceptions!

 It’s worth it to look over exceptions and make an evaluation. YOU
need to decide what is appropriate for your system.

 Just because you get an exception, doesn’t mean that there is a problem
to report to IBM. Exceptions are meant to tell you about potential
impacts.

 When you get an exception, it will be issued to:

 Message buffer – you can view via SDSF or HZSPRINT

 WTO message – by default. Format is HZS message number and qualified
check name, followed on the next line by the check specific, 'actual'
exception message id and text.

 No automatic correction of exceptions is done by IBM Health
Checker for z/OS.
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Resolving your exceptions

 Resolving your exceptions is important, or they will be repeatedly
reported. (And probably get mixed up with ones you don’t want to
ignore!)

 You can resolve exceptions in the following ways:

1. Make the suggested updates to your system. This will not result
in an exception when the check runs again. This is the
recommended way!

2. Look at the values that the check is using. If the values aren’t
appropriate, update the values for your system. This will not
result in an exception when the check runs again.

3. Make the check Inactive or delete the check. (Inactive is a user-
controlled state.)

 You can make dynamic, temporary changes (via SDSF or the
MODIFY HZSPROC command) or permanent changes (HZSPRMxx).
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Helpful suggestions for managing your checks
 If you don’t want or need the messages appearing on your

console, you could:

 Set all checks’ WTOTYPE to HARDCOPY.

UPDATE CHECK(*,*) WTOTYPE(HARDCOPY)

 In addition, you might then have your automation package
inform you based on different health checker messages. For
instance:

 HZS0002E to email the z/OS sysprogs (for medium severity
exceptions)

 HZS0003E to email and page the z/OS sysprogs and
operators (for high severity exceptions)

This will inform you of just the multi-line WTO HZS messages,
though, doesn’t give you the entire check output…
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An interesting idea SHARE’d by a resourceful user*

If you want to get the full text of the exceptions emailed to
you, you could:

1. Have automation on the HZS multi-line WTO kick off a job

 You know the name of the check that is getting the exception
from the HZS message.

2. The job invokes HZSPRINT for that check, and also wraps
some useful text before and after the HZSPRINT output,
then queues it to SMTP mail.

 For instance, you can put the check name in the Subject line.

3. SMTP mail sends you an email when you have an
exception!

* Sam Knutson, Geico Company, SHARE Orlando 2011, www.share.org,
Session 9677 “Bit Bucket x’’29’”, p.32-45
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Permanent changes

Simple example from the prior exception…making a permanent change to
the parameter to resolve the problem:

 Modify or create HZSPRMyy:

 F HZSPROC,REPLACE,PARMLIB=yy

 To add this policy (with the check changes), and activate it.

 Then, update your HZSPROC if you used a new parmlib member:

//HZSPROC JOB JESLOG=SUPPRESS

//HZSPROC PROC HZSPRM=‘YY'

//HZSSTEP EXEC PGM=HZSINIT,REGION=0K,TIME=NOLIMIT,

// PARM='SET PARMLIB=&HZSPRM'

//HZSPDATA DD DSN=SYS1.&SYSNAME..HZSPDATA,DISP=OLD

// PEND

// EXEC HZSPROC

ADDREPLACE POLICY(FIXEXEPT1)

UPDATE

CHECK(IBMASM,ASM_PLPA_COMMON_SIZE)

PARM('THRESHOLD(90%)')

REASON=('90% is good for us')

DATE=(20100813)

ACTIVATE POLICY(FIXEXEPT1)
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Writing your own checks
1. Decide: local, remote, System REXX? Assembler or Metal C?

 Samples can be found in SYS1.SAMPLIB (and /usr/lpp/bcp/samples for Metal C)!

2. Write your check routine to do what you want it to do. Check names are important, for
handling them as a group with wildcarding.

3. Create a message table for the check output. As of z/OS R12 this is easier with the
DIRECTMSG enhancement, which needs no message table.

4. Ensure that the check routine (and message table, if used) is available to the system - in
LNKLST, or in a System REXX concatenated data set for System REXX checks.

5. Add the check to IBM Health Checker for z/OS:

a) Create a HZSADDCHECK exit routine. This routine adds one or more checks and
provides default values. It is called by IBM Health Checker for z/OS dynamic exit,
HZSADDCHECK, then

b) Add HZSADDCHECK exit routine to the HZSADDCHECK exit, and have system run the
exit routine. For testing, can do it via operator command (SETPROG EXIT,ADD …).

c) Then, have Health Checker pick up the exit routine right away: F HZSPROC,ADDNEW
or ?HZSCHECK REQUEST(ADDNEW).

 Or for local and System REXX checks only (which can avoid exit routines):

 In HZSPRMxx: ADDREPLACE CHECK(…)

6. Check will then run on its own, at the interval you specified for the check.
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IBM Health Checker for z/OS –
Structure of a System REXX health check

Provided by you
Or use DIRECTMSG
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System REXX checks and DEBUG

 You can turn the DEBUG parameter on for a check via SDSF, F
HZSPROC,UPDATE,CHECK=(..,…),DEBUG=ON, or HZSPRMxx

 System REXX check important keywords in HZSPRMxx and HZSADDCK are:

 REXXTSO(YES|NO): whether to run in a TSO environment

 REXXIN(YES|NO): for non-TSO environment only, if an input data set is to be
used

 REXXTIMELIMIT(nn): how many seconds it can run before the system will end it.
0 is the default; means no limit.

 REXXHLQ(hlq_name): hlq to be used for any input or output for the check

 REXXIN – rexxhlq.execname.REXXIN[.E#######]

 REXXOUT – rexxhlq.execname.REXXOUT[.E######]

 Where E####### used if ENTRYCODE(>0) specified when check was
defined

 REXXOUT DSN allocated when check is run in DEBUG mode. You can use SAY
and TRACE to write to this data set.
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Advanced Topics: New Items in z/OS R12 and R13!

Health Checker Framework improvements
 R12: METAL C headers for Health Checker and sample

check
 R12: Health check history display in SDSF
 R12: Simpler message interface (DIRECTMSG)
 R12: Run with assigned userid that has access to

BPX.SUPERUSER (that is, not required to be UID(0)
 R13: New SYNCVAL keyword in HZSPRMxx parmlib

member and MODIFY, to indicate when to run the check
(SYSTEM , hh:mm, *:mm). Can be used with existing
INTERVAL and EINTERVAL for better check scheduling.

 R13: Checks can raise message severity as conditions
change (for instance, thresholds are getting closer)

 R13: DOM control for checks, for suppressing WTOs and
any automation actions they trigger for a check that is
generating exceptions

 …and of course, always new health checks !!!
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Introduction to IBM Health Checker for z/OS Summary

 IBM Health Checker for z/OS, it’s in your z/OS release!

 Setting up IBM Health Checker for z/OS

1. Satisfy software requirements for IBM Health Checker for z/OS, as
needed

2. Allocate the HZSPDATA data set to save check data between
restarts

3. Define log streams to keep a record of the check output, as needed

4. Create security definitions

5. Helpful: Set up customization and security for SDSF support for
IBM Health Checker for z/OS in IBM Health Checker in z/OS SDSF
Operation and Customization

6. Create HZSPRMxx from the HZSPRM00 parmlib member

7. Start IBM Health Checker for z/OS

8. Set up the HZSPRINT utility, as needed

9. Obtain checks for IBM Health Checker for z/OS

 Know what check exceptions are, and what to do about them

 Write your own checks!

Read the Redbook: Exploiting the IBM Health Checker for z/OS Infrastructure!
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BACK UP SLIDES:

Screen shots for setting up IBM Health Checker
for z/OS
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Setting up
HZSPDATA
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RACF Setup for
HZSPROC
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Setting up
HZSPRM00
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Setting up
HZSPROC
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No Health
Checker

yet…
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It’s there now!

With an
exception 
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Looking at the
results
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DEMO – Setting up and using IBM Health Checker for z/OS

There are some
execeptions
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Playing around
to learn
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Changing the
interval
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Just like I
wanted…
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So much power
in SDSF
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Using
HZSPRINT
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HZSPRINT
output
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