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The Problem statement SHARE

* EE between VTAM and system i (AS/400)

* Not a new installation — had been running flawless for months
* Nothing has changed

* CICS sessions terminate unexpectedly
* Have to be restarted twice an hour from system i.
* Problem was documented using standard mustgather

* VTAM Internal Trace to Dataspace (pre V1R13)
« F NET,TRACE,TYPE=VTAM,DSPSIZE=5,0PT=(CIA, HPR)

* CSDUMP
* F NET,CSDUMP
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IPCS — Dump Analysis — TSO DNET

IKVO01l7I DNET RTPS SWITCH (YES)

ISTO097I DISPLAY ACCEPTED
IST350I DISPLAY TYPE = RTPS
IST1695I PU NAME CP NAME COSNAME ISWITCH [FONGEST STALL SESS
IST1960I CNRO18EB DBNET1.BEVHVM14 #INTER YES NO NO 1
IST1960I CNRO18ES DBNET1.BEVHVM14 #CONNECT| YES NO NO 1
IST2084I 2 OF 2 MATCHING RTP PIPES DISPLAYED

IST3141I END

IKV001l7I DNET RTPS CPNAME (BEVHVM14) of 00010

ISTO097I DISPLAY ACCEPTED

IST350I DISPLAY TYPE = RTPS

IST1695I _PU NAME CP_NAME COSNAME _SWITCH CONGEST STALL SESS
IST1960IJ CNRO18F1 DBNET1.BEVHVM14 CPSVCMG NO NO NO
IST1960I CNRO18EB DBNET1.BEVHVM14 #INTER YES NO NO
IST1960I CNRO18ES DBNET1.BEVHVM14 #CONNECT YES NO NO
IST1960I CNRO18DD DBNET1.BEVHVM14 RSETUP NO NO NO

IST20841I 4 OF 4 MATCHING RTP PIPES DISPLAYED
IST314TI END

' SHARE
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IPCS DUMP Analysis — TSO DNET Y
VTAM - D NET,RTPS,SWITCH=YES SHARE

IKVO01l7I DNET RTPS SWITCH (YES)

ISTO097I DISPLAY ACCEPTED
IST350I DISPLAY TYPE = RTPS

IST1695I PU NAME CP NAME COSNAME SWITCH CONGEST STALL SESS
IST1960I CNRO18EB DBNET1.BEVHVM14 #INTER YES NO NO 1
IST1960I CNRO18ES DBNET1.BEVHVM14 #CONNECT YES NO NO 1
IST2084I 2 OF 2 MATCHING RTP PIPES DISPLAYED

IST3141I END

* |IPCS CLIST to issue VTAM DISPLAY commands
* Same syntax and operands like the real D NET,
* Only for static information (no APING, EEDIAG etc...)

* Will be withdrawn in V2R1!
* D NET,RTPS,SWITCH=YES shows 2 pipes
* Currently PATHSWITCH when CSDUMP was taken.
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VTAM — D NET,RTPS,ID=cpname

IKVOO01l7I DNET RTPS CPNAME (BEVHVM14)

ISTO097I DISPLAY ACCEPTED

IST350I DISPLAY TYPE = RTPS

IST1695I_ PU NAME CP NAME COSNAME SWITCH CONGEST STALL SESS
IST1960I] CNRO18F1 |DBNET1.BEVHVM14 CPSVCMG NO NO NO 2
IST1960I] CNRO18EB |DBNET1.BEVHVM14 #INTER YES NO NO 1
IST1960I] CNRO18EO |DBNET1.BEVHVM14 #CONNECT YES NO NO 1
IST1960I] CNRO18DD |DBNET1.BEVHVM14 RSETUP NO NO NO 0
IST2084T 4 MATCHING RTP PIPES DISPLAYED

IST314I END

* D NET,RTPS,ID=cpname shows a summary of all pipes
* The names consists of a prefix and an incremental number
* Name allows to recognize the sequence of activation
* There are 4 HPR pipes active
* Their activation sequence was
RSETUP -> #CONNECT -> #INTER -> CPSVCMG
5 { SHARE
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VTAM Internal Trace - PATHSWITCH

DOE3D7D7
D4E2C740
D4E2C7F2
D4E2C7F2

DO9E3D7D7
D4E2C740
D4E2C7F2
D4E2C7F2

D4E2C7E2
D4E2C7F2

D4E2C740
D4E2C7F2
D4E2C7F2

D4E2C740
D4E2C7F2

3700000B
3700E4F1
E2E3C1D9
C8ES5D4F1

3700000B
3700E4F1
E2E3C1D9
C8E5D4F1

37000000
E3C840E2

3700E4F1
C9D5C1C3
C2D5C5E3

370000E4
00160000

00000032
FAF9F4D9
E3C5C440
F4404000

00000032
FAFOF4DO
E3C5C440
F4404000

E2C1E9C6
E6C9E3C3

FAF8F8D9
E3C9E5C1
F14BC2C5

E2E240D5
D4D6C4C9

00000078
D7C3D7C3
4040C3D5
00000000

000000F0
D7C3D7C3
4040C3D5
00000000

F5D7D7E3
C840D9C5

C3C3C4D9
E3C9D6D5
E5C8E5D4

D6C3C3D7
C6E840E2

97001318
15DD2990
DOFOF1F8
00000000

970D1318
15DDA990
DOFOF1F8
00000000

0040C7F2
ClE2D6D5

1736F148
C3D5D9F0
F1F44040

17B5A910
D5C16BC3

00000000
970EB59C
c5c2c4c2
00000000

00000000
970EB59C
C5F9C4cC2
00000000

COE2E3F1
7TA40E2CS8

972FDDOE
F1F8C4C5
00000000

96B8BBAC
E2C4E4D4

13A677F8
00000000
D5C5E3F1
00000000

13A67018
00000000
D5C5E3F1
00000000

F8F1F8C9
D6D9E340

00000000
D7C1lE2E2
00000000

00000000
D7404040

15DD2010
00000000
4BC2C5E5
00000000

15DDA010
00000000
4BC2C5E5
00000000

4040D7C1
DOC5D8E4

00000000
CO9E5C5C4
00000000

00000000
40400000

MSGS....SAZF5PPT. G2IST1818I Pj
MSG2TH SWITCH REASON: SHORT RE(
2
MSG ..U1488RCCDR..1.
MSG2INACTIVATIONCNRO18DEPASSI
MSG2BNET1 .BEVHVM14
12

NO)

.JMODIFY SNA,CSDUMP |..

* The VIT shows 2 HPR Pipes entering PATHSWITCH

i Reason iS SHORT REQUEST RETRY LIMIT EXHAUSTED
 RPNCB addresses: cNRO18EB:13A677F8 CNRO18E9:13A67018
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ISTRTPPU
CNRO18DD
CNRO18DE
CNRO18E9
CNRO18EB
CNRO18F1

24ADBC24Q0010E17
24ADBC25@0010E37
24ADBC30@0010E4C
24ADBC32Q0010ECS
24ADBC38Q0010E8D

APPNCOS
RSETUP
RSETUP
#CONNECT
#INTER
CPSVCMG

* These are the HPR pipes to the AS400
* Notice the pattern of the remote TCIDs

* An incremental number at offset 1

RPNCB

143E7018
13E9D7F8
13A67018
13A677F8
13D32D38

* 0060172610 006017A613 006017A617 006017A61B

* VTAM's TCIDs have an incremental number at offset O
e 24ADBC250001 24ADBC300001 24ADBC320001 24ADBC380001

Started
ACTIVE 08:28.57

PASSIVE 11:01:03
PASSIVE 11:01:03
PASSIVE 11:11:14

ae’eg

]
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VTAM Internal Trace — RSETUP Pipe I. SHARE

=» CNRO18DDH

Time Stamp Description (short) TTL Mext HOP IP Address
22,70 [iif;:
22,73 JNLPO EPNEB:143E?518 TCID:OOER1TAEI10ARE0DE BSN QAOREETE ARBE REQ RS
%%.;S EE_MET TCID:BEERLTABLLIOOAADE BSM:COAADEYE ARB REQ RS B4 J172.021. 204  A01Q172. 21,2050
22,79 |NLPD EPHEB:143E?518 TCID:OOEELTAGLIOAAODE BSH QO0ARDES RS
22,79 FE_NET TCID:ROERLTAGIIAAOA0N BSM:OOARLAEC RS By J172.021. 204 002 )72 .21 .205.5
27.40 JNLPO EPHEB:143E?518 TCID:OOEELTAGLII0AAA0E BSH (000AR1IEY STATUS ;AEUOM
27.40 FE_MET TCID:ROERLTAGLIQOOACLG BSM: 000164 STATUS :DUADOAAE By J172.021.204 .002 f172.21.205.5
a2.10 | | FO EPNEB:143E?518 TCID:OOEE1TAGLII0AAA0E BSH Q00AR1EY STATUS ;AEDOM
2,11 “eeem=tE_NET TCID:PAEALTAGLIARUA0DG BSM:OOADEIEY STATUS :HOOAEEAD B4 Il?E.HEl.ESB.DBEIl?E.El.EDE.E

* There are only outbound packets for this pipe

* Notice the first hop routers address changes
* TPCONFIG MULTIPATH PERCONNECTION

 |nitial TTL of zZ/OS is 64, local IP address 172.21.205.5

8 : SHARE
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VTAM Internal Trace — RSETUP Pipe Il.

Description (short) TTL Mext HOP IF fddress

Y

Techslogy - Corstelisns - Reslts

Iden <> IF Address (+ Port

——————————————————————————————————————————————————————————————————————————————————————————————————————————— Mode [@NES From @ to E

ARE RPMCE:13ESD7FS SRikb/s): 215 SZ2:143
MLPFO RPMCE:13ESD7FS TCID:OOEE1T7ABLOOOBESE BSMW:OAEOY4Y4F3 ARB RE( RS

O0FE EE_MET TCID:OOGALYAGLOOOO0SE BSHiOOO0O44F3 ARRB REQ RS Y4 172,021,204 .001 172.21.205,

ARE RFMCB:13E9D7FE SRikbAs):215 S2:145
MLFO RPMCB:13E3D7FS TCID:OOGO1TAGLOOCAASO BSM 00004363 RS

ODPK EE_MET TCID:ABEO1TAEBLOOEEASE BEM:BOOBYSES RS B4 172.821.204.002 172.21.2685.

MLFO RPMCB:13E30T?FE TCID:OOGO1TAGLOOOOOSD BSM00O0O45EL STATUS iQOOO3F

ODPK EE_MET TCID:ABEO1TAEBLIOOEOASE BSM:EGOOAYSEL STATUS :QEOO3FSE B4 172.821.204.001 172.21.2685.

MLFO RPMCB:13E30T?FE TCID:OOGO1TAGLOOOOOSD BSM00O0O45EL STATUS iQOOO3F

ODPK EE_MET TCID:ABEO1TAEBLIOOEOASE BSM:EGOOAYSEL STATUS :QEOO3FSE B4 172.821.204.002 172.21.2685.

MLFO RPMCB:13E30T?FE TCID:OOGO1TAGLOOOOOSD BSM00O0O45EL STATUS iQOOO3F

QDPK EE_MET TCID:AEEO1TAEBLIOOOOASO BSM:0OOAYSEL STATUS:OBOO3F2E B4 172.821.204.001 172.21.2085.

MLPO RPMCB:13ESDTFS TCID:OO0GE1TAGLOOOQESA BSH:OALO4SEL STATUS :000A3F

QDPK EE_MET TCID:AEEO1TAEBLIOOOOASO BSM:0OOAYSEL STATUS:OBOO3F2E B4 172.821.230.001 172.21.2085.

MLPO RPMCB:13ESDTFS TCID:OO0GE1TAGLOOOQESA BSH:OALO4SEL STATUS :000A3F

QDPK EE_MET TCID:AEEO1TAEBLIOOOOASO BSM:0OOAYSEL STATUS:OBOO3F2E B4 172.821.204.001 172.21.2085.
B4 172.821.204.002 172.21.205.
B4 172.821.230.002 172.21.205.

MLPO RPMCB:13ESD7FS TCID:QOGE1TAGLOO0QE50 BSH:OAOO45EL ST&TUS HE0a3F
ODPK EE_MET TCID:AEEO1TAELOOOQASE BSMiO0OOYSEIfS TR oo ooy

NLPO RFNCE:13E3DTFE TCID:O0GA17AGL00AA050 BSN:jOOAYSEL EFau]t Sensel
ODPE EE_MET TCID:BOEELTABLOOBOOSH BSM:QUOO4SELQCFault SenselABD20001

Lol I oy I o o ol o ot o oy oy e |

7BSE BB 172.21.7.140(1z2001)

TRED BB 172.21.7. 140120617
BT B 172,217 40120610
TRAD QB 172.21.7. 1401206817
JEDF BB 172.21.7.14012001)
JEFA BB 172.21.7. 140120017
010 BB 172,217 14012001
FC21 BB 172,217 40120017
Fo40 BB 172,217 140120017

* Second RSETUP pipe also shows only outbound traffic

* Finally terminates with a CFAULT segment

* SENSE A0020001  The RTP connection is terminating.

* Remote IP address is 172.21.7.14
9
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VTAM Internal Trace — #CONNECT Pipe gina s

—————————————————————————————————————————————————————— 2P - TRACE ANALYSIS PANEL ——— -
> CMRO1SES  HCOMMECT pipe entering PATHSWITCH

Time{Del Description {short) TTL IF Address Iden @8 IF Address (+ Port IdEE[
[ R Hode [
B.o00 ODPK EE_MED TCID:24ADBCIOEEOLAEYC BSM:OOOAMSSS STATUS:HEEEQEYD YO 172.21.205.5 172217 14 (12003) 3ECL
B.001 MWLPI RPMCE:13AE7018 TCID:24ADBCIEOAALIOEYC BSN:OOOOESSE STATUS:0000QS
0.002 NLFO RPNCB:13467018 TCID:OOG017AB13000100 BSN:OOODDE4D STATUS:000003

mempieimg| [P EE_MED TCID:QAERLTAELIZOOOL100 BEM:OOOQQSYD STATUS Q0000353 B4 172.21.205.5 G3DA BB 172.21.7.14012003)

.511 PLPO RPHCE:13AET01E8 TCID:OOGE17AGI3E00100 BSH:OOOBOS4D STATUS 000003

OFK EE_MED TCID:OAEQLTABLZO0O0100 BISM:OOQQ0SY4D STATUS:0OOQA353 B4 172.21.205.5 73CO 172,217, 14012003 )

O.003 0DPE ICMP/DESTUMR Port Unreachable ab 172.21.205.5 172.21.7.14 4352
[.268 MLPO RPMCE:13A8E7018 TCID:OQEEOLTAEIZAA0LO0 BEM:0000Q24D STATUS 00009
f.008 0DPk EE_MED TCID:QOEO1TAGLI0O0100 BSM:OOO0Q8S4D STATUS:OO0OQ0Q35S B4 172.21.205.5 T304 172.21.7. 14120083}
H.001 0DPE ICMP/DESTUNR Port Unreachable ab 172.21.205.5 172.21.7.14 4285
B.436 HMLPO RPMCE:13AG7015 TCID:OOEA1TAGIZOA0LEE BSM:0O000Q034D STATUS:00BQO03
B.068 0DPK EE_MED TCID:QAEQLTABLZOAQ100 BIM:00Q0Q024D STATUS:OOOQA953 B4 172.21.205.5 7A18 172,217, 14012003 )
O.011 0DPE ICMP/DESTUMR Port Unreachable ab 172.21.205.5 172.21.7.14 4337
[.533 WLFPO RPMCE:138E7013 TCID:OREALTAEBIZAA0LEE BEM:00O00QE2Y4D STATUS:OBAQ0S
G.002 0DPk EE_MED TCID:OOGBO1T7AGLIOA0100 BSH:QOOQ00340 STATUS 00000353 B4 1¥2.21.205.5 TASE 172.21.7. 14012003}
E.0B2 ODPE ICMP/DESTUNR Port Unreachable ab 172.21.205.5 172.21.7.14 4288
0,532 MLPO RPMCR 13467018 TCID:OOEO1TAG1Z000100 BEMIOOAQEEYD STATUS :000GQ5
B.062 0DPE EE_MED TCID:QAEQLTABLZOAALO0 BSM:OOO0AHSY4D STATUS:OOEOA3SE Bu o 172.21.205.5 TABA BB 172.21.7.14012003)
B.453 MLPO RPMCE:13AGT018 TCID:OOGOL1TAGIZ000100 BEMIOOAQEEYD STATUS :000GQ3
B.061 0DPE EE_MED TCID:QEEQLTABLZOAALO0 BSM:OOO0A0SY4D STATUS:OOEOA3SE B4 172.21.205.3 TARF @B 172.21.7.14(12003)
E.EEE HLPO RPHCE:13A67018 TCID:OQEO1TAGLI0OOLO0 BSMN:OO0OOQE4D STATUS:0O0GQ3 . .

LHez - 17AB13A0016E BESM:OE0AEEY4D STATUS :OBEOA95S B4 172.21.205.3 TAFE @B 172.21.7.14(12003)
B.553JRTPP RPMCR:1Z4ETO1E

* Outbound packets get an ICMP message
* Source IP address of ICMP packet is AS400

* Destination unreachable, Port unreachable
* This happens after 70 seconds of no traffic!

.. L4 L
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VTAM Internal Trace — #INTER Pipe 1‘"

—————————————————————————————————————————————————————— 2CIP = TRACE AMALYSIS PANEL ————----———mmm o mmmmmmm oo
> CNROLBER ¥INTER pipe enterin PATHSWITCH i

Time{Del Description (short) TTL IP Address  Iden @8 IP Address (+ Port Iden
1 i e et Mode
002 0DPK EE_HIG TCID:ORERLTAEITOAMACES BSM:OQQQ0SCOD ARE REQ FIDS B4 172.21.2050.5 6134 172.21.7.14012002)

]
Q.12 0ODPE EE_HIG TCID:24ADBCIZOO01IAECT BSMIQORZCBCF STATUS DAQAASCFR 4o 172.21.2085.5 172.21.7.14012002) 3EBA
Q.02 MLPT RPMCB:13AET7T7FS TCID:24ADBCIZOOUICECS BSM:OOQZCECF STATUS:@Q00Q5C
[.215 WLFPO RPMCB:13AETTFS TCID:OOEELTAGLTOOOACS BSMWIOQAQASCFR STATUS:0O002CHE
Q.03 0DPE EE_HIG TCID:QOEQLT7ABLTOMAACE BSM:QOOASCFE STATUS:QOQZCRCF B4 172.21.205.5 Blay 172.21.7.14012002)
Q.03 0DPE EE_HIG TCID:24ADBCIZOO01IAECT BSMIQORZCBCF STATUS :AQQQSCFR 4o 172.21.2085.5 172.21.7.14(12002) 3EBB
i gy T RPHCE :13AEYYFE TCID:24ADBCIZOOQ1AECT BEM:OOOZCEBCF STATUS:OOQQSC
3. HLRO RPMCB:13AETTFES TCID:OOEALTAELTOOOACS BSMIOQAASCFRE STATUS:@O002CHE
- Sd' . EE_HIG TCID:QEEQLTABLTOQMACE BSM:OOOOSCFE STATUS:OOQZ2CRCF B4 172.21.205.5 TIBF 172.21.7.14(12002)
0.009 0DPE ICMP/DESTUNR Port Unreachable ob 172.21.2085.5 172.21.7.14 ABa3
0.267 MLPO RPMCB:13AETTFS TCID:OOEE1LTYAELYOOOOCE BSM:OOQQSCFR STATUS:QO002CHE
Q.aa0 0DPE EE_HIG TCID:QOEQALTAGLTOAAACE BSM:QOOASCFE STATUS:QQQZCRCF B4 172.21.205.5 7303 172.21.7. 14012002
0.002 0DPK ICMP/DESTUMR Port Unreachable ob 172.21.205.5 172.21.7.14 Aaad
[.436 WLFO RPMCB:13AETTFS TCID:OOEE1LTAELTOOOACS BSMWIQOAQASCFR STATUS:0O002CHE
Q.ao8 0DPE EE_HIG TCID:QOEQLT?ABLTOAOACE BSM:QOOQSCFE STATUS:QOQZ2CRCF B4 172.21.205.5 TAl7 172.21.7. 1412002
0.012 0DPE ICMP/DESTUNR Port Unreachable ob 172.21.2085.5 172.21.7.14 ABBE
[.5330 MLPO RPMCB:13AETTFS TCID:OOEELTYAELYOOOOCE BSM:OOQQSCFR STATUS:QO002CHE
Q.62 0ODPE EE_HIG TCID:QOEALTAGLTOAAACE BSM:IQOOASCFE STATUS:AQQZCRCF B4 172.21.205.5 TASD @B 172.21.7.14012002)
[.539 HLPO RPMCB:13AETTFS TCID:OOEELTYAELYOOOOCE BSM:OOQQSCFR STATUS:QO002CHE
Q.86 ODPE EE_HIG TCID:QOEALTAGLTOAOACE BSM:IQOOASCFE STATUS:AQQZCRCF B4 172.21.205.5 TAGR @B 172.21.7.14(12002)
A.452 MLPO RPMCB:13AETTFS TCID:OOEELTYAELYOOOOCE BSM:OOQQSCFR STATUS:QO002CHE
Q.61 0ODPE EE_HIG TCID:QOEQLTAGLTOAAACE BSM:QOOASCFE STATUS:QQQZCRCF B4 172.21.205.5 TABE 172.21.7. 14012002
0.004 0DPE ICMPSDESTUMR Port Unreachable ob 172.21.205.5 172.21.7.14 AB83
[.559 WLPO RPMCB:13AETTFS TCID:OOEE1LTAELTOOOACS BSMWIOOAQASCFR STATUS:0O02CHE
(21 . [ i IG TCID:AREELTAELTOOOOCE BSM:OQQASCFRE STATUS:Q002CBCF Y 172.21.205.5 TAFS BB 172.21.7.14(12002)
0.5§0 RTPP RPMEER:13AETTFE
* Outbound packets get an ICMP message
* Source IP address of ICMP packet is AS400
* Destilnation unreachable, Port unreachable
* This happens after 83 seconds of no traffic!
e®e
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VTAM Internal Trace — inbound packets SHARE
—————————————————————————————————————————— 2cIP - TRACE ANALYSIS PAMEL ——--—---mmmmmmmm e
Inbound traffic from “A5400° |
E1me{De1 Description (short) TTL IF Address @8 IF Address (+ Port Iden
] -----—————— e
0.006 ODPK EE_HIG TCID:Z44DBC3IZOAOIEECT 4@ 172.21.205.5 @@ 172.21.7.14(12002) 3EB3
0.041 ODFK EE_HIG TCID:Z24ADBCIZOO010ECS 40 172.21.205.5 g 172.21.7.14(12002) 3EBY
0.006 ODFK EE_HIG TCID:Z4ADBCIZEO010ECS 40 172.21.205.5 o 172.21.7.14(12002) 3EBS
0.061 ODFK EE_HIG TCID:Z244DBCIZOO0L0ECS 40 172.21.205.5 g 172.21.7.14(12002) 3EBG
0.006 ODFK EE_HIG TCID:Z4ADBCIZEO010ECS 40 172.21.205.5 o 172.21.7.14(12002) 3EBT
0.054 ODPK EE_HIG TCID:Z44DBC3ZOOOIEECS 4@ 172.21.205.5 o 172.21.7.14(12002) 3EBS
0.005 ODFK EE_HIG TCID:Z4ADBCIZOO0L0ECS 40 172.21.205.5 o 172.21.7.14(12002) 3EBS
0.078 ODPK EE_HIG TCID:Z4&DBC3ZOAOIEECS 4@ 172.21.205.5 o 172.21.7.14(12002) 3EBA
0.224 ODFK EE_HIG TCID:Z4ADBCIZOO0L0ECS 40 172.21.205.5 g 172.21.7.14(12002) 3EBB
12.631 ODPK EE_MED TCID:24ADBC3ODOOLOE4C 40 172.21.205.5 g 172.21.7.14(12003) 3EC1
70,720 0DPK EE_MET TCID:006017A61ROAAACH 172.21.205.5 W& 172.21.7.14(12001)
0.046 ODPK ICMP/DESTUNR Port Unreachable 55 172.21.205.5 o 172.21.7.14 R
0.008 ODFK ICMP/DESTUMR Port Unreachablelse |172.21.205.5 @& 172.21.7.14 4043
0.003 ODFK EE_MET TCID:Z4ADBCISOO01OESD Cewd 172 .21.205.5 W 172.21.7.14( 12001 ) -=pe
0.000 ODPK EE_MET TCID:24ADBCISOOOLOESD 40 172.21.205.5 4 172.21.7.14(12001% 3EDO
* All packets come from the same IP address
* All EE packets come in with a TTL of 40
* ip.id increments: 3EB3, 3EB4, .. 3ECF
* All ICMP packets arrive with a TTL of 56
* ip.1d 1ncrements: A882,A883
12 - SHARE
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VTAM Internal Trace — inbound packets SHARE
i%hme(De] Description (short) TTL IP Address @B IP Address (+ Port Iden

0,046 ODFE ICMPADESTUWR Port Unreachablel 56 §i172.21.205.5 @@ 172.21.7.14 &ge2
0,008 ODPE ICMPADESTUMR Port Unreachablel 56 |J172.21.205.5 @& 172.21.7.14 &883
0,003 ODPE EE_MET TCID:Z24ADBCISOOOLOESD “eew=d 172 21.205.0 g 172.21.7.140 12001 )=
O.000 ODPE EE_MET TCID:Z4ADBCIBOOOIOESD 4@ 172.21.205.5 #&& 172.21.7.14¢12001) 3EDO
O.001 ODFKE EE_MET TCID:Z4ADBCIBOOOLIEESD 40 172.21.2050.5 M 172.21.7.14(12001) 3ED1
0.038 ODFE EE_MET TCID:Z24ADBCIBOOOLOESD 40 172.21.200.0 o 172.21.7.14(12001) 3EDZ
0.007 ODPKE EE_MET TCID:24ADBCIBOOOLEESD 40 172.21.205.5 M 172.21.7.14(12001) 3ED3
0.023 ODFKE EE_MET TCID:Z24ADBCIBOOOLOESD 40 172.21.200.0 o 172.21.7.14(12001) 3EDY
0,058 ODPE EE_MET TCID:Z4ADBCIBOOOIOESD 4@ 172.21.205.5 & 172.21.7.14(12001) 3EDS
0,006 ODFE EE_MET TCID:Z24ADBCIBOOOLOESD 40 172.21.200.5 o 172.21.7.14(12001) 3EDE
O.010 ODPE EE_MET TCID:Z4ADBCIBOOOIOESD 4@ 172.21.205.5 @& 172.21.7.14012001) 3ED7
0,036 ODFE EE_MET TCID:Z24ADBCIBOOOLEESD 40 172.21.200.5 o 172.21.7.14(12001) 3EDS
0.032 0DPK EE_MET TCID:244DBC3IZ0Q01Q0ERD 172.21.205.5 & 172.21.7. 140120010 _ZEDT.
0.058 O0PE ICMPADESTUMR Port Unreachablefoe |172.21.205.5 17221701 aHEY
0,000 ODFE ICMP/DESTUMR Port Unreachahlel 56 | 172.21.205.0 @& 172.21.7.14 &85
0.5609 O0DFE ICMP/DESTUMR Fort Unreachahlel o6 J172.21.205.5 & 172.21.7.14 &386
0,000 ODFE ICMP/DESTUMR Port Unreachahlel o6 | 172.21.205.5 @& 172.21.7.14 &a8a87
0.538 ODPE ICMPADESTUME Port Unreachablel 56 | 172.21.205.5 @& 172.21.7.14 43588
0.998 ODFE ICMP/DESTUMR FPort Unreachahlel 56 | 172.21.205.5 @& 172.21.7.14 &8819
1.584 ODPE EE_MET TCID:24&4DBC3IBRAQLIQERD 172.21.205.5 @& 172.21.7. 1412001 ) =>etre=
B.0Aa1 ODFK EE_NWET TCID: 24&DEEEBDBBIBEED 49 1?2.21.255.5 - 1?2.21.?.14£125513 JEDB

* All packets come from the same IP address

* All EE packets come in with a TTL of 40
* ip.1id increments: 3ECF .. 3EDB
* All ICMP packets arrive with a TTL of 56
* ip.id increments: A882,A883,A884 .. A889 e,
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http:/Itinyurl.com/ipwizards ™
IP TTL: The Time To Live is a Hop Count A L1

TR IP TTL - Who is sending this packet ?
Initial TTL Valuse by Operating System

0s ICMP_TTL UDP_TTL | TCP_TITL ip.id Remarks
z05 B4 PING_REQ(255) G4 64 ip.id++ / stack
- =

WIZARDS Linux 3.0 64 ipid++ fop
Linux 2.6+ 285 B4 64 ip.id++ fep
Tandem G4 ipid++
DataPower 185 ip.id++icp sets SYMN,ECHN,CWR
Linux 2 .5- 255 64 ip.id++ fep
Solaris 255 64
HP Printer G4
AlX 255 30 60 ip.id++istack
Win 128 128 128
505 64 64 ip.id++istack
| Routers 255 255 255

* The ip.ttl can be used to see how far a packet has travelled
* All EE packets come in with a TTL of 40

* All ICMP packets arrive with a TTL of 56
[ . _ - : SHARE
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Tune in to ICMP.fm o

ICMP Header: http://www.troyjessup.com/headers/ aARE
ICMP Header

AFC 7E2 Oullines e ICMP Proloco!

I

ICMP Data l

Wariahis Length Depends an ICMP Type Codia

[ |2r3 4 5'6 7 Brﬂl

EDp———

! o B |
a8

AEEE TR EEEE D RN ETE N
ICMP Type Type Code ICMP Checksum |
ﬁ 1 2 3 4 5 B ?IS 9 1 1

2123'455
8

ICMP Type ICMP Type ICMP Type
0 Echo Flepmr 4 Source Quench 10 Router Solicitation

ICMP Type

ICMP Type ICMP Type

3 Destination Unreachable 5 Redirect 11 Time to Live Exceeded
Type Code
0  MNetwork Unreachable Redirect for Network 0 TTL Exceeded in Transit
1 Host Unreachable Redirect for Host 1 TIL Exceeded in Reassembly
2 Protocol Unreachable Redirect for TOS and Network
3 Port Unreachable Redirect for TOS and Host

ICMP Type
12 Parameter Problem

5 Source Route Failed
6 Destination Network Unknown
7 Destination Host Unknown

ICMP Type

8 Echo Request 0 Pointer Problem

1 Required Option Missing

8 Obsolete

9 Destination Metwork Prohibited ICMP Type

10 Destination Host Prohibited 9 Router Advertisement

11 Metwork Unreachable for TOS IC [ ] PE
12 Host Unreachable for TOS Created by Troy

13 Communication Prohibited

* |ICMP packets, when closely inspected can tell the topoloqy

15 - SHARE
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Wireshark - How far away is the sender of  r ¥
the ICMP messages? LLLL

File Edit View Go Capture Analyze Statistics Telephony Tools Help

B e BExes #M AT EE acaBl @

|F1Iter: ” b || Expression... || Clea[”Applﬂ

Mo. . Time len TTL | Source Destination tcid Comment AMNR

|
2 11:16:62.409 77 64 172.21.285.5 172.21.7.14 A06017A613000100 STATUS Request IFMEIEIFFI
3 11:11:13.228 77 pd 172.21.205.5 172.21.7.14 B06017AG13000108 STATUS Reguest
q :11:13.229 7 35 172.21.7.14 72.21.285.5 ICMP error
5 11:11:13.499 77 @b 72.21.205.5 172.21.7.14 B06017A613000100 STATUS Reguest A4QBFF
¥ . 2.. ICMP error A4BBFF

7 11:11:13.998 77 B84 172.21.285.5 172.21.7.14 BE6017A613000108 STATUS Request A4BBFF
8 :11:14.0809 Iy 35 172.21.7 .14 72.21.285.5 ICMP error A4BBFF
9 11:11:14.547 77 b4 172.21.285.5 172.21.7.14 BE6017AB13000188 STATUS Request A4BBFF

: ICMP error A4BBFF
11 11-11-15 AG? 77 A4 177 2?1 PAS & 177 21 7 14 AARATTARTIAAATAA STATIIS Renunect AARAAFF
i50S
fu’wt,‘
‘: - TTL
62 63 - 64
- &—§F
, .'o
-SHARE
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Wireshark — pcapng (Rel. 1.8.0 and up) o

— g

Allows you to leave comments LRLL

* Commenting on the file
* Commenting on packets in the file
Ml Edit or Add Capture Comments o | @ ||

This trace shows the hash connect pipe entening PATHSWITCH after a 70 seconds idleness
File Edit Miew Go Capture Analyze 3tatistics *|  on UDP port 12003, all outbound packets destined to 172.21.7.14 received an [ICMP

= message that the port is not reachable. The sender of the ICMP packet is not the i3 but
% a i ﬁ ﬁ' =] E x @ & N some device (MAT)? as the TTL of the ICMP packets is 536 indicating the devices § hops
away where as the reqular EE packets from {5 arrive with a TTL of 40.
Assumption UDP connections will get removed from the connection table after 60

Filter: camment

No F— T— seconds and new connctions are only allowed frorm 15 towards z/0%,
1 0, 0f
2 0.0 Help Lok || cance
3 7Ot
4 Firewall SEI'IEHI'IL] ICMP ‘”’7’777’77"77'7'77777'7'7’777—
5 Q 2607 iWweshark Edit Colurmn Details o @[ &]]1;
3] 0.0014¢ ) 1
7 0.4077 Title:  Cormment i
S BERM e  Field type:  Custom L
5 0.5372 P ] 1i
10 SRR Ficld name: | comment 1
11 0. 5435 1:
12 0.45271 Occurrence: | [ 1;
13 0. 5680 [ 1:
‘ ) |
=l
1 . o . ‘SHARE
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/ __h | #SHAREorg

Technalagy - Connections - Results

The Journey through the Layers of
Enterprise Extender continues
| knew it must be the firewall !

Matthias Burkhard Mike Riches
IBM Germany IBM United Kingdom
mburkhar@de.ibm.com mike_riches@uk.ibm.com

Thursday Feb. 7 2013  8:00-9:00 AM

Session 12856 Golden Gate 3

Twitter @mr-cde
Find us on Facebook at ip.wizards@groups.facebook.com
sha.wizards@groups.facebook.com

SocialBusiness
IBMSmartCloud
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