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. MQ
- WebSphere MQ Extended Reach (MQXR)
- WebSphere MQ HTTP Bridge

. Message Broker

- Introduction to Worklight
- Worklight Adapters
- Message Broker Mobile Patterns

. Mobile enablement for Microsoft .NET applications
. Create flexible mobile services on top of Message Broker
« Outbound push notifications for asynchronous data delivery
« Resource handler including security and caching
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Tightly Coupled Systems s 3
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Digital devices have now been embedded into systems for over 40
years.

Typically they have used propriety interfaces, tightly coupling the
devices to their data capture systems.

Controllers

[ Sensors 1

[ Actuators 1

[Embedded}
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Embedded and Mobile Devices R

« Popularisation of custom embedded circuitry

()
« Mobile Phones / Tablets

« Appreciation by industry as to the possibilities of
making data available to the user
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T he.lnternet.of Lhings

Billions of smart
devices instrument
our world today




nternet Communication E
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WebSphere. MQ Version 7.1

Search: m Scope: All topics WWW
co &7 E BT BRI TN HTTP
[/ ibm.com: About 1BM . WebsSphere MQ > Developing applications

e Message Service Cli

b @ - - -
@ websphereMe || peveloping applications for

I C Planning WebSphere MQ Telemetry
4 Migrating and upgr:
# Installing Telemetry applications integrate sense and control devices with
& Securi other sources of information available on the internet and in
ty °
= 4 Configuring enterprises.

14 Administering
= 1 Developing
# 4 application deve|
[ 14 Deciding which Iz~

HTTP serves as the de-facto protocol for

# Sample WebSpht devices to WebSphere MQ.

. .

m o i

i e communication between browsers and
riting client apl Sample scripis are provided to demonstrate the basic usage of

. :
U; User exits, APl e the MQ Telemetry Transport v3 Client application. Use the
124 Building a WebS, scripts to publish a message and subscribe to a topic.

.
e the internet
Creating your first MQ Telemetry Transport publisher

[ Running the ¢
B creatf"g your| application using Java
5 Creating an a: The steps to create an MQTT client application are described
Creating a req;) in tutorial fashion. Each line of code is explained. Atthe end of
3 the task, you will have created an MQTT publisher. You can

= > browse the publications using WebSphere MQ Explorer. =

Develop lications for MQ Telemetry using design
patterns, worked les, sample i
an

What protocol should
machines use to communicate
with each other?

) Internet of Things
A common Machine to g

Machine (M2M) protocol
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MQ Telemetry Transport (MQTT) .=

To save inventing a new protocol every time a new embedded device came SHARE
along, a common protocol is needed.

—

MQTT is that protocol. It traces its roots back to 1999, where Dr Andy

Stanford-Clark of IBM, and Arlen Nipper of Arcom (now Eurotech) devised the
protocol.

Design goals of MQTT:

« Works over unreliable communication
networks

. Minimal data overhead (low bandwidth)

. Capable of supporting large numbers of
devices

. Simple to interface the data with the traditional
IT world

. Simple to developers to write applications to use

 SHARE
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MQ Telemetry Transport (MQTT) BN
. Expect and cater for frequent network .
disruption — built for low bandwidth, high

latency, unreliable, high cost networks

GI

- Expect that client applications may have
very limited resources available.

= Publish/subscribe messaging paradigm
as required by the majority of SCADA and
sensor applications.

- Provide traditional messaging qualities of
service where the environment allows.

- Published protocol for ease of adoption
by device vendors and third-party client
software.

- SHARE
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MQTT Sample Usage Applications £
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Medical devices in hospital equipment | £-5-chook Messenger

-\/_\ Low latency (milliseconds)
MQTT ‘ Low battery usage
Broker

Uses data sparingly
i’ ~ Implemented within weeks

The Andy Stanford-Clark Mouse Trap State Advisor

(i)
‘ ; i MQTT

Broker é
' SHARE
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MQTT Qualities of Service R
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QoS 0: At most once delivery (non-persistent)

— No retry semantics are defined in the protocol. QoS0
— The message arrives either once or not at all. m

QoS 1: At least once delivery (persistent, dups QoS1
possible)
— Client sends message with Message ID in the message header

— Server acknowledges with a PUBACK control message
— Message resent with a DUP bit set If the PUBACK message is not seen

QoS2
QoS 2: Exactly once delivery (persistent) m
PUBFIEC

— Uses additional flows to ensure that message is not duplicated
— Server acknowledges with a PUBREC control message PUBREL
— Client releases message with a PUBREL control message PUBCONP

— Server acknowledges completion with a PUBCOMP control message
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MQTT Power Usage Jg#
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How does MQTT use power?
- HTC Android mobile phone
% Battery / Hour
Keep Alive .
3G Wifi
(Seconds)
60 0.77641278 0.0119021
120 0.38884457 0.0062861
240 0.15568461 0.00283991
480 0.07792208 0.00134018
Protocol allows tuning to suit devices
Complete your sessions evaluation online at SHARE.org/SFEval .:.SHARE
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MQTT Data Usage Jg#
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How does MQTT compare to HTTP for data usage?

Scenario HTTF MITT n3

1. Getting a single piece of data from the server 126 bytes 69 bytes

2. Puiting a single piece of data o the serve 141 bytes 47 bytes

3. Getting 100 pieces of data from the server 12600 bytes 2445 bytes

4, Putting 100 pieces of data to the server 14100 bytes 2126 bytes
Very favourably — of the order of a 5x saving!
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WebSphere MQ Telemetry £
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Supplied as a component WebSphere MQ V7.1 and v7.5,
under the component name “WebSphere MQ Extended
Reach” (or MQXR).

MQXR brings MQTT protocol functionality to WebSphere MQ!

TGN software

. Highly scaleable : 100,000+ clients
« Security : SSL channels, JAAS authentication, WMQ OAM

« Ships with reference Java and C clients

- Small footprint clients
- other APIs and implementations of MQTT available via 3"

parties

--."‘
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WebSphere MQ Telemetry — Further Reading § -

—

MQTT homepage:
MQTT Specification
WebSphere MQ and MQ Telemetry
MQTT: the Smarter Planet Protocol
Lotus Expeditor (micro broker)
Complete your sessions evaluation online at SHARE.org/SFEval .::é:H:#SEHEHI‘ICiSEH
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. MQ
- WebSphere MQ Extended Reach (MQXR)
- WebSphere MQ HTTP Bridge

« Message Broker

- Introduction to Worklight
- Worklight Adapters
- Message Broker Mobile Patterns
« Mobile enablement for Microsoft .NET applications

« Create flexible mobile services on top of Message Broker
« Outbound push notifications for asynchronous data delivery
« Resource handler including security and caching

‘SHARE

Complete your sessions evaluation online at SHARE.org/SFEval *e.«* in San Francisco



WebSphere MQ HTTP Bridge

HTTP web
clients  Browser The WebSphere HTTP Bridge
SEST over {- 6, OE=] grants HTTP client applications the
HTTP 9= ability to access WebSphere MQ

messages on queues and topics.
Javascript /

AJAX

L Queues and topics

UUUEg:

WebSphere MQ

JEE
Application
Server
HTTP Bridge

The HTTP Bridge comprises of a JEE Web application (servlet),

which is to be installed into a JEE Application server in order to be
used.
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WebSphere MQ HTTP Bridge BN

The WebSphere MQ HTTP Bridge provides two key benefits:

1) Zero Client Footprint .
No WebSphere MQ MQI client libraries are required on the application host.
In addition, any platform which supports HTTP can access WebSphere MQ data.

TN

()

Queue

2) Simplifies access to WebSphere MQ messages  from browser based internet
applications.
No WebSphere MQ programming knowledge is required to program the client
applications

-
LR
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WebSphere MQ HTTP Bridge £
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How does data access work from HTTP?

HTTP Request Result

POST Puts a message to a queue or topic (MQPUT)

GET Browses the first message on the queue (MQGET with browse)

DELETE Receives a message from the queue (destructive MQGET), or
creates a non-durable subscription from a topic

PUT Not used

The HTTP request defines the location and name of the the queue or
topic access point:

POST /msg/queue/myQueue/ HTTP/1.1
Host: myhost.mydomain

-
LR
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WebSphere MQ HTTP Bridge Y

Example 1: MQPUT
Put a messsage to a queue, with message body containing a string message:

POST /msg/queue/myQueue/ HTTP/1.1
Host: myhost.mydomain

Content-Type: text/plain
X-msg-correllD: 1234567890
Content-Length: 60

Here iIs my message body that is posted on the queue.

This HTTP POST response is of the form:

HTTP/1.1 200 OK

Date: Wed, 2 Jan 2007 22:38:34 GMT

Server: Apache-Coyote/1.1 WMQ-HTTP/1.1 JEE-Bridge/1.1
Content-Length: 0

{SHAHE
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WebSphere MQ HTTP Bridge Y

SHARE
Example 2: MQGET
Destructively receive a message from a queue, waiting a maximum of 10 seconds:

DELETE /msg/queue/myQueue/ HTTP/1.1
Host: myhost.mydomain

X-msg-wait: 10

X-msg-require-headers: correllD

This HTTP DELETE response is of the form:

HTTP/1.1 200 OK

Date: Wed, 2 Jan 2007 22:38:34 GMT

Server: Apache-Coyote/1.1 WMQ-HTTP/1.1 JEE-Bridge/1.1
Content-Length: 60

Content-Type: text/plain; charset=utf-8

X-msg-correlld: 1234567890

Here is my message body from the queue.

{SHAHE
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e MQ
- WebSphere MQ Extended Reach (MQXR)
- WebSphere MQ HTTP Bridge

« Message Broker

- Introduction to Worklight
- Worklight Adapters
- Message Broker Mobile Patterns
« Mobile enablement for Microsoft .NET applications
« Create flexible mobile services on top of Message Broker
« Outbound push notifications for asynchronous data delivery
« Resource handler including security and caching
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® Worklight £ i

An 1BM® company SHARE
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Worklight Studio

The most complete, extensible environment with maximum
code reuse and per-device optimization

Worklight Server

Unified notifications, runtime skinning, version management,
security, integration and delivery

Worklight Runtime Components
Extensive libraries and client APIs that expose and interface
with native device functionality

Worklight Console

A web-based console for real-time analytics and control of
your mobile apps and infrastructure

' SHARE
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Worklight Architecture G worklight cuane

@ Worklight Studio @ Device Runtime

Cross-platform
Compatibility Layer

Server Integration

Optimization
Framework

Framework

Integrated

: BlackBerry
Device SDKs

SDK

Encrypted Storage

Runtime Skinning

Reporting for Statistics
and Diagnostics

W
=
in)
c
L
=
=
|

3" Party Library
Integration

Public and Private App Stores

JC1E@

L

———— ———

f% U e w ik Lty

O T

-

Application Version Management

Client-side
App Resources

Push Management

Stats Aggregation

Reporting and Analytics
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® Worklight _E .

Worklight Overview e AN
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@ Device Runtime

Client-side E PhoneGap

App Resources

* Cross Platform Technology

Direct Update :
rect Tpdate @ Worklight

Mobile Security and
Web Apps Authentication
Back-end Data Integration

Unified Push Post-deployment control
Notifications and Diagnostics

Complete your sessions evaluation online at SHARE.org/SFEval
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Types of Mobile Application ﬁw"';',&!ﬁgj:}; =
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Hybrid Apps - Web Hybrid Apps - Mixed Native Apps

Written in HTMLS HTMLS code and User augments web Platform-specific.

JavaScript and Worklight runtime code with native Requires unique

CSS3. Quick and libraries packaged language for unique expertise, pricy and

cheap to develop, within the app and needs and long to develop.

but less powerful executed in a native maximized user Can deliver higher

than native. shell. experience. user experience.

Mobile Browser Native Shell Native Shell Native Application

1001010101011101001010
0100101011101001001101
WEb COde 0101010100100100101111
0010011001010101001010
1010200101010101010101
0101011111100000101010
1010201001001010101010
1010001111010100011110
1010011101010111110010
1101111010001011001110

Device APIs Device APIs Device APIs

Web Code

(0) ® ® ®
Browser Access Downloadable Downloadable Downloadable
'I. o ¥
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¢ MQ
« WebSphere MQ Extended Reach (MQXR)

« WebSphere MQ HTTP Bridge

« Message Broker
e Introduction to Worklight
»  Worklight Adapters

 Message Broker Mobile Patterns
* Mobile enablement for Microsoft .NET applications
e Create flexible mobile services on top of Message Broker
« Qutbound push naotifications for asynchronous data delivery
e Resource handler including security and caching
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An 1BM® company SHARE
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» Adapters provide the glue between Worklight and back-end applications
— Provides the extensibility mechanism for Worklight to call out to back-end systems

= Worklight has two built-in interfaces that adapters can use (HTTP and SQL)
— Worklight has client-side JavaScript APIs so that applications can invoke services
— Likewise, server-side JavaScript APIs are available to implement procedures (adapters)

Mobile Devices

i %\ '-,
D Worklight WebSphere Message Broker
L,
- Pl ’
E = oy T~ i)
Mossage Enforcament | | |
Mohile
; Brok Point ~
D ‘ sppicaton | | G ‘ (PEP) %IZ‘ .
I: Procedure  WebSphare Extrema
Handbers Scale Cache
JavaSecript
D Procoduras /
REST
(JSONHTTP)
Policy
Decision
Proind
(POP} |

L { SHARE
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Worklight Adapters @ worklight =
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» An adapter contains two files for configuration and implementation
— The first file is XML and contains the overall metadata (procedure names, protocol etc)
— Second file is JavaScript and contains one function (procedure) for each entry point

= Adapters are uploaded to Worklight Server ready for mobile applications
— Once deployed, adapters are managed through the Worklight Console

@ Worl(light‘ Welcomne, Guest | Logout | About

Deploy application or adapter. Felihe-xl:]

MyBank ErExport X Delete
l Last updated at: 2012-06-20 14:34
‘i i Worklight integration adapter

Connectivity: Type: HTTF
Protocol: hitp
Daomain: localhost
Port: 7800
Use Proxy: false

Procedures: GetBalance, TransferMoney, FindMissingAccount

Hide details &

' SHARE
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@® Worklight £ i

Invoking Worklight adapters e o ——
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= Adapters are invoked from mobile applications using HTTP/JSON
— This convention makes Worklight adapters easy to test using web browsers
— Client side applications use the XMLHttpRequest object for asynchronous calls
— Mobile toolkits (JQuery, Dojo and Sencha) wrap this in a device independent layer

1} Edit Configuration L
Edit configuration and launch. y
Mame: | Invoke Procedure MyBank_WorklightAdapter - MyBank | Invocation Result of procedure: 'GetBalance' from the Worklight Server:
Invoke Procedure Data . Worklight Server conﬁguration\] L
T"errors®™: [1,
Project name : |MyBank_\"a'orklightAdapter vl wimgans (1,
FiaSuccessful™: crue,
Adapter name : |MyBank vl "r:s;jlv:." :
Erres e e - |GEtBaIance 3 | #H51": "urn://bankingapplicacion/recailbank Vi,
flasctlUpdaced”: *20/06/2012 135:08:19",
"recurnValue®: "1000.00%
) . 1,

Signature: tacatusCode®: 200,

GetBalance (accountMumber) #sratusfReason®: "OEY,

o ters ted): “warnings®: [] 5] 1Run on Server Alt+shift+, R
ATEMELErs |mmma-separa ‘ b “ 2 Deploy Worklight Adapter
123456789

ﬁ 3 Invoke Worklight Back-end Service
" 4 Invoke Worklight Procedure
Run Configurations...
[ Apply ] [ Revert ]

@ [ Run ] l Close l svs,
: SHARE
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* Message Broker Mobile Patterns
Mobile enablement for Microsoft .NET applications
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Worklight to Microsoft .NET Service Enablement A VAN
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» Creates a mobile-ready service around a Microsoft .NET application
— Generates a web service implementation which is deployed to Message Broker
— Builds a Worklight integration adapter and a sample mobile application
— Inbound data from the mobile application is sent to Worklight as JSON/HTTP
— The adapter converts the JSON data into/from SOAP/HTTP for the .NET web service

Mobile Applications
(JavaScriptt HTML/CSS)

WebSphere Message Broker

Worklight to Microsoft NET
request-response pattern instance
I WSDL

Web services
(HTTP/SOAP)

User-defined Application Assembly

i. * .'
Complete your sessions evali = -'E.H-#SE'EEHI‘ICESEG
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Configuring the Pattern Instance INJ NET ——
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» Pattern is configured with Microsoft .NET and Worklight information
— Server address is a key field as it is used to configure both ends of the connection!
— Standard set of error handling and logging options are provided by the pattern
— Adapter configured with the maximum number of concurrent (HTTP) connections
— Once this limit is reached, Worklight will queue inbound requests from applications

=
Major version = | 1 |
Minar version * | 0 |
Enterprise domain * | BankingApplication |
~ Worklight Service domain | |
Service name * | RetailBank |
Adapter description | Waorklight integration adapter
Enable support for query
Maximum concurrent | 99 WeE
connections * Server address * | http:/flocalhost: 7800 |
Enable audit *
+ Microsoft .NET assembly =
Class name |_ noApolication. RetailBan | [confiaure... |
} Logging [
¥ Error handling (]
"%
b General ] -
- SHARE
= N £ p & G ™
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Configuring the Microsoft .NET Assembly Nﬁ"’“’“

» User-defined editor allows the pattern user to select their .NET assembly
— Selection proceeds to a class and the (static) methods available in that class
— Assembly can be developed in any .NET language (for example, VB.NET or C#)
— Return value and parameters are reflected on and displayed by the user-defined editor

Configure Microsoft .NET Service

Configure Microsoft .NET service Micrgsoft”
Configure your \MET assembly that the service invokes, N E T
Azzembly file name: | D:\WwmBstuffiBankingApplication.dll | [ wﬂb Refresh l I Select,,, l
Assembly Information
Class name; |BanldngAppIication.Retaleank v |
Methods on the dlass that the service will invake:
Method Name Abstract Static Public Private Return Type Mullable Web Method
GetBalance Mo Yes Yes MNa System.String Mo Mo
TransferMoney Mo Yes Yes Mo System.Siring Mo Mo
FindMissingAccount Mo Yes Yes Mo System.String No Mo
Mo Mo Yes Mo 5 Me Mo
Mo Mo Yes Mo Me Mo
Mo Mo Yes Mo Mo Mo
Mo Mo Yes Mo Io Mo
| Wisdectal || [Clceara |
Parameters:
| Parameter Name Type Input Output Reference Optional Mullable
accountMumber System.String Yes Mo Mo Mo MNo
lastUpdated System.String Mo Yes Mo Mo 3]
[ oK l ’ Cancel ] st e,
Complete your sessions evaluation online at SHARE.org/SFEval s
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Generated Message Broker Projects INJ NET cHARE
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» The pattern generates an application and a library Applications and Libraries Quek stars.. O

— Application contains the mechanics of the pattern instance 8 Dotret
H - - - 1 DotMet_DotMetServiceApplication
— Library contains subflows for user customizations B DotNet.DofNetServiceL brary

— Customizations are never deleted on re-generation!

Projects MNew... B

» WSDL represents the selected .NET methods 553 Dothet DotetSevicesppicationFions

=[5 Schema Definitions

— One WSDL operation for each .NET (static) method 8§ (defaukt namespace)
— Likewise one message part defined per operation - h@t“ﬂf;;";:fjjd"caﬁ”“*’feta“ba”k
— WSDL types are defined in a separate XML schema file 8 htto: fschemas. xmisoap. org/soap envelope/

=7 wsDL Definitions
= E'é'a http: ffbankingapplication retailbank
3 RetaiBank,wsdl
= Flows

— WSDL and XSD are deployed directly to Message Broker

L5 RetailBank = F masi
= RetailBankPort 0] & RetailBankPortType EDH\JEEE;\nce.msgﬁow
rror. msgfiow

http://localhost: 7800/ret... 4 GetBalance
il A = EsqLs

Blinput [P GetBalance [e] GetBalance =5 masi

<11 output [/ GetBalanceResponse [8] GetBalanceResponse B' DotMetService.esql

Eﬁl Error.esql
SR DotMet_DotMNetServicelibraryFlows

i TransferMoney

() Elements Exlinput [ TransferMoney [] TransferMoney = Flows
(8] FindMissingA. t i
= fnd SSRAACEedn <lloutput | [P TransferMoneyResponse [€] TransferMoneyRespanse = mos
FindMissingAccountResponse rpe— - DothetServiceCustomAfter. msgflow
(€] GetBalance &k FindMissingAccoun DotMetServiceCustomBefore. msgfiow
(8] GetBalanceResponse [#linput [ FindMissingAccount [®] FindMissingAccount
(8] TransferMoney
[€] TransferMoneyResponse 1l output [/ FindMissingAccountRespanse [€] FindMissingAccountResponse
Generate

-
L B I

' SHARE
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Worklight Adapter G Workiight s

= Worklight adapter generated which reflects the web service methods
— Integrates the mobile application with the Message Broker .NET web service
— One procedure is generated for each operation (method) on the web service
— Adapter manages the conversion between JSON and SOAP/XML data formats
— Adapter generated in a separate project so it can be deployed to Worklight Server

@ Worl(light‘ Welcomne, Guest | Logout | About

Active Users

Deploy application or adapter: [
MyBank B Export X Delete
l Last updated at: 2012-06-20 14:34
‘I i Waoarklight integration adapter
Connectivity: Type: HTTF
Protocal: hitp
Domain: localhost
Port: 7800
Use Proxy: false
Procedures: GetBalance, TransferMoney, FindMissingAccount

Hide details A

SHARE
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® Worklight fﬁ

An IBM® company
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Mobile Application

» Pattern also creates a mobile application to test the Worklight adapter
— Each operation has views (pages) to configure and invoke the back-end service
— Application is built using Dojo Mobile (ensures it is device independent)
— More information on the Dojo mobile toolkit here: htip://dojotoolkit.org/features/mobile

Bﬁ MyBank_Testapplication Parameters GEtBaIance
EII?E JavaScript Resources
(= adapters Test Application S
== apps I returnValue 1000.00 I
EI&E- TestApplication GetBalance >
= iz commen lastUpdated 21/06/2012 13:26:53
B css
(= images TransferMoney >
=- f=0":
EI & controllers FindMissingAccount > isSuccessful true
‘ IB . BaseController.js

IB . FindMissingAccountController. js
E GetBalanceContraller. js statusCode 200
E! . HomeController.js
- . TransferMoneyController . js
E\ 8—} dojo
- = dojox
I;T-.I auth.js
El messages.js
E\ restConfig.js
EI . Testapplication.js
. Testapplication.html
- B mobilewebapp
‘|| application-descriptor, xml

Menu 'F;aram'eters" Invoke

statusReason OK

Parameters Invoke

987654321 | P,

- ' SHARE
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Mobile Application

» The mobile application has a single mobile web environment
— Application is best suited for browsers on small screen mobile devices
— Easy to add extra environments for iOS, Android and many more!

'I:? New Worklight Environment |z|@ SR

Worklight Environment % m & 12:34em
Create application folders for new environmenits, I H’ml Emlﬁm
Results
Projectname ;| MyBark Testippicaton ] returnvalue 1000.00
Application name :_TestAppIicaﬁon v!
o lastUpdat...21/06/2012 13:34:08
Mobile General
IF] E iPhone
[ i3 Android phones and tablets isSuccessful
[ g Blackserry
IF] ‘) Windows Phone
O B pad statusCode
Desktop
(& Windows 7 and Vista
0 2Adobe AR statusReason
[] & Mac 05 % Dashboard 12:124: eveloper] <
Web "eum" h[].

|l ﬁ Facebook "y ful": true,
",

[ [§ icoogle " ALH . “upn: //hanklngappllcatlon/l etallhank _u1
O || Embedded web page lagtUpdated "21,86-2012 13:34:-88"
“peturnlalue': “10608.88"

“statusCode:
"statusReason: "OK"

() F e "warnings'": []

n"'t
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* Message Broker Mobile Patterns
Create flexible mobile services on top of Message Bro  ker
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Worklight Mobile Services kg e

» Creates a mobile-ready interface around a Message Broker service
— Services are a first class artifact in Message Broker alongside applications and libraries
— Builds an adapter to integrate Worklight and Message Broker services
— Inbound data from the mobile application is sent to Worklight as JSON/HTTP
—Makes it very simple to mobile enable a Message Broker service!
— The adapter passes the inbound request straight through to the service
— Pattern adds an HTTP/JSON message flow (binding) to the service project

Mobile Applications
(JavaScript HTML/CSS)

D Worklight WebSphere Message Broker
Mobile Application
|:‘ Web Services
) Message (HTTP/SDAP) Message Broker
davascript - 1 proker Service
Froceduras Adapter
Message
SN Flows
- WSDL
REST
(JSON/HTTPR)
ot ..
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Configuring the Pattern Instance G mens
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» Create a Message Broker service and then instantiate the pattern
— You choose which operations in the service are available to mobile applications
— Standard set of Worklight pattern parameters provided to configure the adapter

Warklight Mabile Service 3

Configure Worklight service @ work’ight

Select the operations that will be configured for your Worklight service

An IBM" company
Service Information

Service name: AddressBookService “ | -;éh Refresh

Select the web service operations that the Worklight service will invoke:

Operation Name Input Type Mame DuEt IE Mame Dn-e—wav?

%? Savehddress 1 Person % Savebddreced senanea he
' Findaddress 1 Name ~Interface B o=
Configuration
Name AddressBook
MNamespace | hitp: /faddressbook.com/
Operations ¥ E B | I | e
= COperations and their parameters
e Worklight integration adapter [ Message Type [ Name Type
L4 %_.;g SaveAddress
Worklight wersion | Worklight v5.0 | 1 Person Person PersanType
- [ SaveAddressResponse | SaveAddressResponse boalean
Adapter description | Message Broker service adapter |
v ;.;g FindAddress
Maximum concurrent | 99 | 1 Name Mame string
connections *
[ Address Address AddressType
Enable audit * || FindadairessFault FindAddressFault FindAddressFaultType
" "%
-
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Configuring the Pattern Instance S S ARE
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» The mobile service pattern can also be launched from the Navigator
— Intuitive user experience for mobile enablement of Message Broker services
— The selected service name is passed to the pattern as the launch configuration
— Pattern instance is configured automatically and can be immediately generated

x

Worklight Mobile Service

Configure Worklight service @ workli ht
Select the operations that will be configured for your Worklight service g
An IBM® company
Service Information
Seryice name: AddrezsBookService
Application Development
Select the web service operations that the Worklight service will invoke: = 3 AddressEockservice
aﬁ. Service Description
Operation Name Input Type Name -5 Resources New 3
2 saveAddress [+ Person open
%,»? FindAddress. B Mame
Copy
Add Bookmark...
E2g Import...
£ Export...
Refresh
Create Mobile Service »
Properties
-""
-
- SHARE
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An |1BM® company 5 H A n E-
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» Generates a Worklight adapter which reflects the web service methods
— Integrates the mobile application with the Message Broker web service
— One procedure is generated for each selected operation in the service
— Request-response and one-way interactions for the service are supported # ¥

IBM Worklight Console

Catalog

AddressService

s

ELLWETW DGR ELE S Choose File

Last updated at.

Push Notifications

Test Application!

Message Broker service adapter

Connectivity:

Procedures:

Hide details A

SaveAddress >
FindAddress >
2012-07-10 16:49
Type: HTTP
Protocol: hitp
Domain: localhost
Port: 7300
Use Proxy: false
SaveAddress, FindAddress
"%
-
- SHARE

Complete your sessions evaluation online at SHARE.org/SFEval *._.* inSan Francisco
- w




Agenda =

SHARE
Taskoisgy - (ocmhs - Anady

([
[ J
[ J
([
[ J
* Message Broker Mobile Patterns
Outbound push naotifications for asynchronous data del very
Complete your sessions evaluation online at SHARE.org/SFEval :'E.H'#Sﬁ'iEmnCiSEﬂ



® worklight !ﬁ

Worklight Push Notification Services oy g

= Worklight supports asynchronous push notifications to mobile applications
— Push naotifications have a measurable impact on the success of mobile applications
— There are many IT challenges in supporting push notifications (devices, delivery etc)
—Push notifications are applicable across many industry verticals
— Healthcare, retail, travel, transportation, government, insurance and more!
—All the major mobile platforms support push notification services
— Apple iOS 3, Google Android 2.2, RIM Blackberry 5 and Windows Phone 7

-
LI
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Worklight Push Notification Services R

» Users receive notifications when the mobile application is not active
— Efficiency gain as application does not need to issue constant queries
— Saves battery life and also reduces network bandwidth (communication fees)

—Notifications are not always appropriate and have disadvantages
— Users need to subscribe on their device to receive push notifications
— Notifications are limited in the size of their payload (for example, 256 bytes on i0S)
— No quality of service is guaranteed and there is no delivery notification
— No guarantee either that the end-to-end delivery chain is secure

= = ull @ Q 14:37 ’. y Yonni Harif

BB Settings

==} Mail message

General settings

Notifications sl ATET 7

' Notifications

Auto-update apps Notification Center m‘ Xk CET anl ATET =
i-Fi Show 5 Unread Items > - ' i Local Weather
Update over Wi-Fi only > m o/ New York
\ HelloBookStore
Alert Style ;s You have 4 coupons. @ Calendar &
Auto-add shortcuts e — WorkLight - KeyScouts Weekl... 300eM

Close " View skype

Worklight - Roadma... Tomorrow, 8:00 AM
. - U Webex and conference call info inside
Clear search history v &/ mai
Viber
Yonni Harif
None Banners Alerts -
User controls ° - “ is i
AR a “— Yonni Harif
Alerts require an action before proceeding. oy Worklight |
Banners appear at the top of the screen and Christine Hevey

Final Reminder
Hi Yonni This em
register for our uj

em
“ w
)
Badge App Icon M YouTube Service L]
. ) A new user has subscribed to you on YouT... L]
]

Complete yi sassions evaluation or e at SHARE.org/SFEva . *
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Worklight Push Notification from WebSphere MQ O Workiight
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» Creates a push notification adapter from a WebSphere MQ queue
— Generates a web service implementation which is deployed to Message Broker
— Builds a Worklight integration adapter which polls for pending notifications
— Pending notifications are written to a WebSphere MQ queue by a provider application
— The adapter converts the notifications into JSON and arranges delivery to the mobile

Worklight

Mobile Application

Wab Sorvicos
] (HTTR/SOAP)
Javaseript = "giﬁ“
Mobile Devices Procedures Aedapier -

(Google, Applo, RIM, Microsoft)

MNotificatson

5
4 =
5
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Configuring the Pattern Instance e swame

» Pattern is configured with Worklight and Message Broker information
— Server address is a key field as it is used to configure both ends of the connection!
— Standard set of error handling and logging options are provided by the pattern

—Application specific fields can be delivered in the push notification
— Configured as part of the pattern instance so that an accurate schema can be created

+ Worklight ]

Worklight version | |

Adapter description | Worklight push notification adapter |

Event source | HealthcareAppointments |

Payload MName Add. ..
TimeOfAppointment

Physicianhame

« Service information
Palling interval *
II Service name | notifications |
Enable support for query 7]
WsDL =
} Logging Motification queue name * | NTEY |
» Error handling Server address | http:/flocahost: 7800 |
b General = .-ii'
-
- SHARE
-
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Worklight Adapter o
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= Worklight adapter generated which periodically checks for notifications

— Integrates Worklight with a queue of notifications managed by Message Broker

— Generated pattern instance project includes a schema for the notification messages

— Adapter manages the conversion from XML to JSON for the Worklight server-side calls
—Polling interval for pending naotifications is configurable in the pattern

— Adapter greedily processes all pending notifications each time it wakes up

<xsd:complexType name="Pavioad":»
<xsd:annotation>
¢xad:documentation xml:lang="en":Application specific data in the notification messages.</x=sd:documentation>
</xsd:annotation>
<xsd:sequence>
<xsd:element minOccurs="0" name="TimeOfippointment” type="xsd:string"/ />
<xsd:element minOccurs="0" name="PhysicianName" type="xsd:string" />
</xsd: sequence>
</x=sd:complexType>

<x=ad:element name="Notification">
<x=sd:annotation>
<xsd:documentation xml:lang="en">Response message for notification messages.</xsd:documentations>

</xsd:annotation>
<xsd:complexType> &9 NotificationPortType

<xsd:sequencer
<usd:element name="UssrId" type="xsd:string"/ /> 2= =i
<xsd:element minOccurs="0" name="Badge" type="xsd:string"/> Exlinput [ GetMotification (€] Gethotification
<xsd:element minQccurs="0" name="Sound" type="xsd:string"/> <:]] output [ GetMotificationResponse (] GetMotificationResponse
<xsd:element minCccours="0" name="ActivateButtonLabel" type="xsd:string"/>
<xsd:element minCccurs="0" name="NotificationText" type="xsd:string"/>

48 Puthotification

<xsd:element name="Payload" tvpe="tns:Pavload " D] input [/ PutMotification E Putiotification
</xsd:=sequence> lloutput | [P PutMotificationResponse (8] PuthotificationResponse
</xsd:complexTypes>
</xsd:element> I "%
: SHARE
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Worklight Resource Handler S SHARE

» Resource oriented architecture is a well known implementation pattern
— Provides a common set of functions (CRUD — Create Read Update and Delete)
— This pattern provides an adapter which implements CRUD operations
— A Message Broker service is generated with subflows for each operation
— The service integrates security authorization and authentication (LDAP)
— Operations optionally integrate with the Message Broker Global Cache (WXS)

Mobile Devices

D Worklight WebSphere Message Broker
Mobile Application Worklight Resource Handler Pattern Instance
o g
— [

fWBbSpfmm Extrame [ Fead |
M -H&.'ad
i int ERale \E\Ecala Cache
: avascrip Broker Resource
rceduras Adapter o
] Handler —|Creats|

(CRUD)
—Dpdata

|: —| Dalate
\_ J
REST . £
(JSOMHTTP) Authentication @ [ Authorization

Palicy Decisicn ‘

Point
ot ..

SHARE
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Implementing Resource Handlers =
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» Complete the pattern instance by implementing the resource handlers
— Subflows are generated for each CRUD operation in a customization project
— Pattern generates a reference implementation of a back end system in ESQL

» Message Broker has excellent support for enterprise applications

— Common design pattern to integrate with SAP, Siebel, JIDEdwards and PeopleSoft

— Wizards makes it easy to discover the application content (for example, SAP iDocs)
— Rich SAP support includes iDocs, ALE, BAPI and query SAP tables (QOISS)

&P Adapter Connection

e | L.
. x| |] e | ; Lu...:‘-sl}
(Ll —
Find and Discover Services =
s SAPInput o SAP Reply
To discover objects on the enterprise syskem, create a guery by pressing "Edit Query” and \____J equest
then press "Execute Query”. o |
OEIjects discovered by query: .- -I-‘--E £ :- q .-!-- .F.. L 'F Sl Pracas l Pemits -i-l:-:-l--- 'I_::'."T"”I' ..Th 0|
S g =
=) AE Recetver port Bo08560918[=) Transacional RFC
EQQ\' Discaver IDac From System (filtered) Pack Sire 188
Pl Q.\' MATMASOL [} Queus Processing
0) maTMASR T T
\I | et rla tamsesiet®
i g; MATMASO3 & Transfer IDoc Immed. Output Mode 2
§ D) MATMASD -
P ) Collect IDocs
WebSphere Message Broker = = — —
IDoc Type
Worklight Resource Handler Poﬂ_a_r_rr Instance Basic type HATMAZES Enhancament Distribution ol S
/ = Extension
| WebSphare Exirome +—{Road | View
Resource E&W C tPr o Afler S Error
Handler _: ancal Frocessing Aler Syntax Emo
Seg. release in IDoC typa Segmant Appl. Rel
—{ Dalate

| & ke L ]
o L |
T T . : SHARE
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WebSphere Extreme Scale (WXS)

» WebSphere Extreme Scale is tightly integrated with Message Broker
— Provides a highly scalable, fault tolerant, elastic in-memory data grid
— One or more execution groups manage a single logical cache of key-value data
— WXS components are hosted within the execution group processes
— Default scope is one cache per broker but this can be extended to multiple brokers

—Vital for mobile applications where the number of devices can be huge

— Caching fits perfectly with a CRUD model of many readers and (generally) few writers
— Message Broker activity log shows the cache activity as CRUD operations complete

IA” Columns "I | | o Apply filter | | /7 Cles I.l'-\ll Threads V| £ select columns... 02 Previous:| | S5 Next | | | 13 entries |
Message Mu...  Timestamp =« MSGFLOW Message Summary ThreadID CACHEKEY CACHEMAME

i BIP115011 23-Jul-2012 21:55:01.000 BST RESTProviderFlow Received data from input node 'HTTPInput', 4960

i BIP11506I 23-Jul-2012 21:55:01.000 BST RESTProviderFlow Committed a local transaction. 4960

i EIP115041 23-Jul-2012 21:55:05,000 BST RESTProviderFlow Received data from input node 'HTTPInput, 4960

i BIP11103 23-Jul-2012 21:55: 19,000 BST RESTProviderFlow Got data from map rhworklightCache' 4960 1 WMB

il BIP111011 23-1ul-2012 21;55:19,000 BST RESTProviderFlow Put data into map 'rhWorklightCache’

i BIP11508I 23-1ul-2012 21:55:19.000 BST RESTProviderFlow Committed a local transaction. 4960

i EIP115011 23-Jul-2012 21:55:35.000 BST RESTProviderFlow Received data from input node ‘HTTPInput’, 4960

if BIP111031 23-1ul-2012 21:55:35.000 BST RESTProviderFlow Got data frem map rhWorklightCache'

i EBIP11506I 23-1ul-2012 21:55:35.000 BST RESTProviderFlow Committed a local transaction. 4960

i BIP11501I 23-Jul-2012 21:55:39.000 BST RESTProviderFlow Received data from input node 'HTTPInput’, 4960

i BIP111071 23-3ul-2012 21:55:39.000 BST RESTProviderFlow Got data from map rhworklightCache'

i BIP11506I 23-Jul-2012 21:55:39.000 BST RESTProviderFlow Committed a local transaction. 4960

i BIP11501I 23-Jul-2012 21:56:26.000 BST RESTProviderFlow Received data from input node 'HTTPInput’, 4960

il BIP111031 23-1ul-2012 21:56: 26.000 BST RESTProviderFlow Got data from map rhWorklightCache'

i BIP115061 23-1ul-2012 21:56:26.000 BST RESTProviderFlow Committed a local transaction. 4960
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Authorization and Authentication
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» Patterns provides a security model based around LDAP
— Caching fits perfectly with a CRUD model of many readers and (generally) few writers
— Users are authenticated using HTTP basic authentication by the HTTP Input node
— Authorization is then done by splitting the users into two groups (readers/writers)
— A user is authorized if they are a member of the group in the LDAP directory
— The LDAP queries are issued by the message flow using the Security PEP node
— Caching changes are made through WXS after the user has cleared security

« Security (LDAP)

Security required *

Connection details *

Authenticate users by
searching in this directory
tree location (dn) =

Directory search scope for
authentication *

Authenticate user IDs by
matching against this LDAP
attribute

Authorize readers by
checking the members of
this group {dn) *

Authorize writers by
checking the members of
this group (dn) *

Complete your sessions evaluation online at SHARE.org/SFEval
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| ldap: flocalhost: 339

Flow Order Reques
~X (e}

| ou=users,o=ibm,com

| Allow directory subtrees to be searched

| Common name {cn) w

| cn=readers,ou=groups,o=ibm.com

| cn=writers,ou=groups,o=ibm.com

Route to REST Verb

=
Errar

o i@k -

= & E

GET AuthoriseReaders ExtractlD ChEI:kCache

POST AuthoriseWriters ExtractBodyandverb  RemoveFromCache — Route to CRUD Verb
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Monday Tuesday Wednesday Thursday Friday T
08:00 Are you running too many
gueue managers or
brokers?
09:30 What's New in Diagnosing | CICS and
WebSphere Message Problems WMQ - The
Broker for MQ Resurrection
of Useful
11:00 Extending IBM WMQ - Introduction BIG Data Sharing with the Getting the best availability
WebSphere MQ and to Dump Reading cloud - WebSphere from MQ on z/OS by using
WebSphere Message and SMF Analysis - eXtreme Scale and Shared Queues
Broker to the Cloud Hands-on Lab WebSphere Message
Broker integration
12:15
01:30 Introduction to MQ MQ on z/OS — Vivisection | Migration and The Dark Side of
maintenance, the Monitoring MQ - SMF 115
necessary evil and 116 Record Reading
and Interpretation
03:00 First Steps With BIG Connectivity with WebSphere MQ Using IBM WebSphere
WebSphere Message | WebSphere MQ and CHINIT Internals Application Server and IBM
Broker: Application WebSphere Message WebSphere MQ Together
Integration for the Broker
Messy
04:30 WebSphere MQ What's New in the MQ & DB2 — MQ WebSphere MQ Channel
application design, WebSphere MQ Product Verbs in DB2 & Q- Authentication Records
the good, the bad and | Family Replication
the ugly
06:00 Clustering - The
Easier Way to
Connect Your
Queue Managers ¥y
-
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