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Today

4
GPRS /3G

‘ F | ; /l/
POTs/DSL  ———— ‘QL = 'g

/\ Network »
Internet /
\4

= -
NAT / FW
SEae

HFC

‘ Network .
e Devices

— Separate Data /Video /Voice

* Applications

— Assumption of asymmetric traffic
Networks * Works well for email and web
— Broadband Modem < surfing e the
_ Gateway (maybe part of Modem) — essions |n|F|ate Inside the home
_ * Assumption that human starts
» Almost certainly has NAT session
« Configuration required on a per e Doesn’t work well for
protocol basis

— automated devices

— Some Wireless, mostly wired — multiplayer games
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Tomorrow o

g Network-
= =
Broadband Video Services

Home Information & Entertainment
e v Network
Multi-room video

Broadband Data Service
Interactive gaming

Instant messaging

- Mobile access

T 1 % I Home automation

nformation
delivery to car

Ehhanced Voice: Home monitoring
Audio Mobility
Services Videophone ] ]
Consumer has access to what they want, when they want it, where they want it
e Devices * Applications
— Converged Networks — Traffic is much more symmetric
— Broadband Modem(s) + Gateway .

File Sharing (audio and video)
IP now embedded into all devices

e Game playing
« Computers, Entertainment — Sessions start outside as well as
e« Command & Control inside the home
— Pervasive use of Wireless

Things talking to things
» Bluetooth and 802.11 variants o Home Automation
01/15/2013
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Commercial Use Driving IPv6

Distributed Wireless

Computing Mobility
Consumer
Services

-This despite increasingly intense conservation efforts
NAT (network address translation)
.CIDR (classless inter-domain routing)
.PPP / DHCP address sharing

-Theoretical limit of 32-bit space: ~4 billion devices
-Practical limit of 32-bit space: ~250 million devices (RFC 3194)
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IPv6 Consumer Considerations

customer

* Network impact is minimal, the user
IS no-perceived.

* |IPv6 users visit IPv4 service.
* Enhance the user experience of

IPv6
cost

» Weighed between the cost

« Start from closed business,
of reconstruct and upgrade, interoperability is
choose the time to introduce undemanding, easy to deploy.
« IPv6 mobile services, dual * [Pv4/IPv6 will be long-term
stack terminal cost, single- I PV6 coexistence.
stack terminal need large

Deployment * Integrated service
volume of NAT-PT. intercommunication

network

* Reduce impact to the network,
consider build a new private

network, using an independent IPv6
Gateway to access IPv6 users

» Consider the end-to-end deployment
of IPv6.

I EEEEEEEEEEEEEEE——————
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IPv6 Is Evolutionary

Access Network

e 7".
T Service Network

\

Entertainment
Service Platform

IPTV Server

Internet

NGEMS

] Central Multiznedia
| Services Comm. Platfonn

g i

—

; 1CT |
- Sevice Platfornm |

ueReRsayRI) ‘amsedxg a5 - Y05

T
——

| Analysis | O
B _Center 48 - —

Service

ment ork

r w w

»The parts of IPv6 E2E evolution:
»the network nodes, including the access, metro, backbone, management, terminals and services.

»The objectives of IPv6 E2E evolution :
»upgrade the whole network to IPv6.

»The State of IPv6 network:
» Chips and external components of the main vendor equipments support IPv6 well, can be upgraded
to support IPv6 natively.
»Main vendors support IPv6 routing, VPN and other basic protocols well; IPv6 access, interoperability

waiting for standardization.
-
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Typical IPv6 Architecture

Manage
Iment SNMP v6 SSH v6 DNS v6 Cops v6 Alarm/LOG
ayer

Value-
added SBC v6 DPI v6 IPSEC v6 Mobile ipv6 NetStream v6
Service

PPPoX v6 llese Radius v6
Borvics /Snooping
Access e Interface .
Control IPvé QoS ACL v6 Eiscihg IHEAGE HEN

?;’:f;:on MPLS (PWE3/EoMpls/6PE/6VPE/TE) IP(Bover4/6tod/GRE/L2tp/Isatap/Toredo)
Base Unicast routing & Multicast Routing
Protocol [ Base Ipv6 Protocol (Address/Interface/ND/ICMP/socket)
Link- . ~

Ia:;er i Ethernet

Base

Platform
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Native IPv6

"R

e P IPv6
Network
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Client in the Home

IPVv6
Home , IPvA

; IPVv6
Network (4 Internet : Internet

DSL Router
(Existing)

Concentrator

01/15/2013
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IPv6 Using L2TP

Home

h ‘ H IPv6
Network = 3 Yoo AR Internet

IPv6 LNS
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IPv6 Using PPPOE

IPVv6
Internet

IPv6 LNS

_______________________________________________________________________________________________________________________________________|
01/15/2013 © Applied Expert Systems, Inc. 2013

13



Business Service Management for Performance

Host Access Using Software

!F . IPv4

IPVv6
| Internet
IPv4 Router

Internet
Softwire
Concentrator

01/15/2013 © Applied Expert Systems, Inc. 2013
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Routing in a Home Network

IPoE IWF IPv4

802.1ad

Ethernet

Routing

IPoE IWF
802.1ad

“Ethernet | Ethernet [N Ethernet

ATM

DSL 802.3 PHY

01/15/2013
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Routed Gateway with PPPoE WAN (1)

jq Subnet A 0
ﬁ Subnet B [\-/

Routed Gatewa

PPPOE

PADI — PADO — PADR - PADS

PPP LCP ConfReq
ConfReq: MRU, Magic Number
PPP LCP ConfReq
ConfReq: MRU, Magic Number, Auth=PAP

PPP LCP ConfAck
ConfReq: MRU, Magic Number, Auth=PAP

PPP LCP ConfAck
ConfReq: MRU, Magic Number

PAP Authenticate-Request

Username (Peer-ID)+ Password

RADIUS Access-Request
User-Name, Password, Service-Name VSA
Service-Type=Framed, Framed-Protocol=PPP;

RADIUS Access-Accept
Delegated-IPv6-Prefix, IPv6-DNS,
(IPv6-Address/Framed-IPv6-Pool)

01/15/2013 O D PeT XDt SySteTe, Me- 2012 16
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Routed Gateway with PPPoE WAN (2)

.;]j Subnet A 0
!iq subnetB ~ 7

Routed Gatewa

PAP Authenticate-Ack

IPv6CP ConfReq
Interface-ld= 64-bit Interface ID/Client
IPv6CP ConfAck

Interface-ld= 64-bit Interface ID/Client

IPv6CP ConfReq
Interface-ld= 64-bit Interface ID/BNG

Interface-ld= 64-bit Interface ID/Client

RADIUS Accounting-Request
Start, User-Name, Service-Name VSA
Service-Type=Framed, Framed-Protocol=PPPE,

01/15/2013
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Routed Gateway with PPPoE WAN (3)

.;p Subnet A {0
]j SubnetB = T~ 4

Routed Gatewa

Multicast Router Advertisement
Numbered: M=1,0=0, No PIO

Un-numbered: M=0, O=1, No PIO

RADIUS

DHCPv6 ADVERTISE
IA_PD-Option + Prefix, (IA_NA)

IA_PD-Option, (IA_NA-Option), DNS-Servers Option

DHCPv6 REPLY
IA PD-Option + Prefix, (IA_ NA

01/15/2013
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Routed Gateway with Ethernet WAN (1)

!p Subnet A o
!iq SubnetB ~—~ #

Routed Gatewa

Multicast Router Advertisement
Numbered: M=1,0=0, No PIO
Un-numbered: M=0, O=1, No PIO

DHCPv6 SOLICIT
IA__PD-Option, (IA_NA-Option), DNS-Servers Option

RADIUS Access-Request

User-Name, Password, Service-Name VSA
Service-Type=Framed

RADIUS Access-Accept

Delegated-1Pv6-Prefix, IPv6-DNS,
(IPv6-Address/Framed-IPv6-Pool)

DHCPv6 ADVERTISE
IA PD-Option + Prefix, (IA NA
DHCPv6 REQUEST
IA_PD-Option, (IA_NA-Option), DNS-Servers Option

DHCPv6 REPLY
IA_PD-Option + Prefix, (IA_NA)

01/15/2013 O D PeT XDt SySteTe, Me- 2012 19
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Bridged Home with PPPoE Host

N © )

PPPOE
Ethernet - 802.1ad 802.1ad

L
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Bridged Home with PPPoE Host (1)
N 9

PPPoE

Client
PPPoE

PADI — PADO — PADR - PADS

PPP LCP ConfReq
ConfReq: MRU, Magic Number

PPP LCP ConfReq
ConfReq: MRU, Magic Number, Auth=PAP

PPP LCP ConfAck
ConfReq: MRU, Magic Number, Auth=PAP

PPP LCP ConfAck
ConfReq: MRU, Magic Number

PAP Authenticate-Request

Username (Peer-1D)+ Password

RADIUS Access-Request

User-Name, Password, Service-Name VSA
Service-Type=Framed, Framed-Protocol=PPP;

RADIUS Access-Accept
IPv6-DNS, Framed-IPv6-Prefix

01/15/2013 O D PeT XDt SySteTe, Me- 2012 21
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Bridged Home with PPPoE Host (2)

N @
PPPOE .

PAP Authenticate-Ack

IPv6CP ConfReq

Interface-ld= 64-bit Interface ID/Client
IPV6CP ConfAck PPP
Interface-Id= 64-bit Interface ID/Client Phase
IPv6CP ConfReq
Interface-ld= 64-bit Interface ID/BNG

IPv6CP ConfAck
Interface-ld= 64-bit Interface ID/Client

RADIUS Accounting-Request
Start, User-Name, Service-Name VSA
Service-Type=Framed, Framed-Protocol=PPP,

01/15/2013 O D PeT CXPETT SySteTe, Me- 2012 22
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Bridged Home with PPPoE Host (3)

N @
PPPOE .

Multicast Router Advertisement
M=0, O=1

Prefix Information Option: from Framed-IPv6-Prefix

DHCPv6 INFORMATION-REQUEST
DNS-Servers Option

DHCPv6 REPLY
DNS-Servers Option

01/15/2013
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OCN IPv6/IPv4 Dual ADSL Service outline
Features:

oo
o0 ¢
— Broad band (12M) access service via ADSL line of ACCA networks \69
— Provide IPv4 and IPv6 dual stack connectivity
|PV4 access
— Ease to set up by Plug and Play function S
OCNv4 — g
Prospective customer segments:

|PV6 access
— Advanced individual / So-Ho users

Service description
— IPv6 applications or devices developer

Address assignment:

ADSL access line  Customer’s LAN

IPv4 : one global address (dynamic)
IPv6 : one /48 global address prefix (static)

Auto configuration
For router

Ruto configuration

For hosts
Additional service: Plug and Play function
— As same as OCN IPv4 services (e-mail, Web, News, etc...)
— IPv6 DNS service

01/15/2013 O D PTeT CXPETT SySteTe, The- 2012 24
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OCN IPv6/IPv4 Dual ADSL Service with PnP function

PE CPE Host

ADSL @ LAN ll

C—

Global IPv4 Address

Ve Private IPv4 Addé'ess
IPv4 connection [ O IPCP |
....... PPP
IPv6 connection KO IPV6CP+P
7
Link local IPv6 address '\ Global IPV6 ad dreiiss /48
/48 /64 : |

Site Prefix | 2272 | 22222727

........

. Interface ID
DHCPv6-PD :
_ L !

Site Prefix | NW ID | ???2777??

T
01/15/2013 ) . o5
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Standardization

CPE Host
ADSL

Authentication |
[ Link configuration ] RADIUSV6 PPP(IPV6CP)
RFC3162 RFC2472 s

CPE configuration
[ (Prefix / DNS) ] DHCPv6-PD

RFC3315

RFC3633 Stateless ADDR
N (DHCPv6-lite or etc) g
 RFC3736

NTT Communications |pr3646
Host configuration contributed to these
(Address / DNS) RFCs

01/15/2013
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New Internet Business model created by IPv6

Global IP address RO e e e T L L L L A L L LA L WAL L L LI LR LTI e

. Mobile equipment

d
»

Real-time data
distribution

Remote

Secure End-to-End
Communication

Remote
Control

Data exchange _

=
Private address . Information appliances OA equipment .
IPv4 : one-way communication IPv6: two-way communication
- due to NAT, the business model is -two-way communications between information
only client & server. appliance and mobile equipment
-New intern iness models will r

01/15/2013 P 27
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VPN model in IPv4 world and IPv6 world

[I IPv4 (conventional model)

Access from “MANY”

Office

| Access from “IN side” to “OUT side”

===l | Web server
Mail server

/‘_(
. IPv4 Internet

T

IPsec

‘IIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII

. . P
Node |Secure Transmission : Site to Site IPsec VPNI

Private address Global address segments
segments

-

Private address
segments

[ IPv6 (improved model)

@‘ess from “OUT-side” to "IN-side”
:
N

Restricted, secure access

Secure Transmission :
‘IIIIIIIIIIIIIIIIIIII | N | ]
<

Global address segments
1/15/2013
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One of a problem of p2p secure communication...

IPv4 | IPv6 |

eLack of Global IP address «Enough Global IP address
Global IP Address *Apply NAT and

eCan assign Global IP addresses
introduce private address on every device networked
o *Only Site to Site secure eCan setup secure communication
Secure communication  communications available not only Site to Site connection
but also End to End connectio:
the key of the IPv6 market

— =

One of a problem is Management of security configuration
End users have to manage security policy which can involve
many different configurations at end equipment.

4 b
Our solution is : P2P VPN Platfon.

1/15/2013
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IPve P2P VPN Platform Trial Service

IPsec policy server to provide IPsec policy file to each peer on demand

- Effortless setup: Set up end-to-end secure communication easily using web interface
No or low skill requirements

- Adaptable to all communication modes: Client-Server, Peer-to-Peer, Mobile
- Secure instant communication: Connect instantly, while achieving end-to-end security

.I
> 4 IPsec SN — =
> . Vg Z
W Ifseé = B e
\ / _~ ntt.netIPv6 Global Backbone s

Branch Office !B _ 'T?sec

-

EDigital Certificate

Branch Office :A

r R

Data Center | —

Headquarters

Server

IPsec cexT+]%: - > 4 HOTSPOT

&

Joint development b.y

it
"
\!TTCommumcat.'ons

01/15/2013
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Number 1 Application Driver: Mobile IP

Broadband Subseription Forecast Glebal Handset Shipments by Technology
S L0
g 250 _Zn‘
E 20K -E— 1
E LELKD ‘E;
E Laa %
‘: L0 E
Jom N
MEread MG wCOMGPRGTOSE  mODMALs = CCAA DVDD
u JMTS B HEDMAHIUMPA S 4 | LTE
z ¥ 1 Gibps (Targeted | |
g _
. LTE stands for Long Term
Evolution — Technology to
vovuge 7o RSB EATY provide all IP networking;
g In other words, IP from Mobile
- ' terminal to support growing

TR — v,ﬁ; mobile broadband needs

Source: Ericsson, ABI
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IPv6 — New Information Types — Critical to LTE

Utility ~ VOICE
4%

Browsing
Productivity 1%

8%

Games
PIM 14% 4%

Time allocation
per application

Multimedia

Messaginc
16% 37%

Voice is 12% of usage

01/15/2013 O D PTeT CXPETT SySteTe, The- 2012 33
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LTE — 4G _ |
verizon g atat T - -Mobile-
Flat IPv6 metro CS :ﬁ"m‘ MDDi
N etWO r k TeliaSonera %A% / &ﬁ‘nnc(‘:r\w .
= vodafone belgacom
"kpn
ngh ThrOugh- {e’stra A TELUS telenet &l MI ﬂﬂ?ﬁﬁ
put
Low Latency _TD-SCDMA
T HSPA+ /
HSPA /
Increased il
SpecC trum
flexibility EV-DO:

RevA/RevB

01/15/2013 , MC. 2%
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Future of LTE

Future releases of LTE

HSPA Evolution

Market impact ; 2009 ~2014

Peak rate ' 42 Mbps ~150 Mbps ~1000 Mbps
Typical user rate downlink 1-10 Mbps 10-100 Mbps Operator dependent
Typical user rate uplink 0.5-4.5 Mbps 3-10 Mbps Operator dependent

01/15/2013 O R PeT XDt SySteTe, Me- 2012 35
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MobilelPv6 Benefits

 MobilelPv6 +
Broadband ‘Direct’
model is a powerful
enabler of IP mobility

 End-users running
services are
continuously on-line
and contactable while
roaming between
broadband network
access segments

01/15/2013 P 36
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MobilelPv6 and Broadband

= Without MobilelP,
connections from UserA

to UserB have to go via
ISP Aand ISP B

= |nefficient routing
= Poor scalability

= Multiple single-points-of-
failure

01/15/2013 P 37
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MobilelPv6 and Broadband

Subsequent
traffic direct to
Care-of-address

Holds care-of-
address of
user B

Initial traffic
only passes
through ISPs

Holds care-of-
address of
user A

01/15/2013 & APPIEU EXPETL SYSIETS, T 38
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MIPv6 Operation

 Mobile Nodes ‘Acquire’
— Home address
— Home agent
 When away from home

— Acquire care-of address

— Register care-of
address with home
agent and any relevant
correspondent nodes...

— Mobile IPv6 ensures
correct routing

01/15/2013 O D PTeT CXPETT SySteTe, The- 2012 39
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MIPv6 Bindings Cache

Maintains a mapping
between the mobile node’s
home address and its
current care-of address

Held by home agents and
correspondent nodes

Provides info to allow correct
routing of IPv6 packets to
mobile node via IPv6 routing
header...

Provides a de-coupling
between an IPv6 address
and routing information

01/15/2013 O D PTeT CXPETT SySteTe, The- 2012 40
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Mobile IPv6 Example
Mobile node on home network

IPv6 Data

Home Address
2001:630:80:7000::1

1/15/2013
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Mobile IPv6 Example
Mobile Node on foreign network

IPv6 Data

Home Agent

IPv6 Data
Binding Update

IPv6 Data

Binding Update
ditaticsement

2001:630:80:7000::1

01/15/2013
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Mobile IPv6 Example
Route Optimization

Home Agent

IPv6 Data

Home Address: 2001:630:80:7000::1

,, Care-of Address: 2001:630:80:8000::1
01/15/2013 O APPICa CXPCTt SYyotee, M- 2015 43
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Mobile IPv6 Example

« Okay, but what If we move again?

e TWO cases

— Move from one foreign network to another
— Return home...

 Need to send more binding updates...

01/15/2013 O RPPNCD CADETt SyoteS, Me- 2015 44
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Mobile IPv6 Example
Optimised MN-CN session

Home Agent

IPv6 Data

Home Address: 2001:630:80:7000::1
Care-of Address: 2001:630:80:8000::1

01/15/2013 O D PTeT CXPETT SySteTe, The- 2012 45
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Mobile IPv6 Example
MN moves again! Stale Bindings Cache

Home Agent

IPv6 Data

\Binding Update
Router Solicitation -
Router Advertisement \

Home Address: 2001:630:80:7000::

Care-of Address: 2001:630:80:9000::1
01/15/2013 O APPICa CXPCTt SYyotee, M- 2015 46
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How to update CN?

* Bindings cache entry out of date...

e Solution

— Maintain a list of active correspondent nodes in
mobile node.

— Generated when a tunnelled packet received from
home agent

— Known as the binding update list

01/15/2013 O D PTeT CXPETT SySteTe, The- 2012 47
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Mobile IPv6 Example
MN maintains BU list

CN

Binding Update

01/15/2013

IPv6 Data

Home Agent

IPv6 Data

IPv6 Data

Home Address: 2001:630:80:7000::1
Care-of Address: 2001:630:80:8000::1

© Applied Expert Systems, Inc. 2013
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AES Sessions

12777 Network Problem Wednesday 9:30 AM Golden Gate 3
Diagnosis with February 6
Packet Traces

12150 I’'m Running IPv6 Wednesday 3:00 PM Golden Gate 4

How Do | Access?  February 6

12149 Kick Start your Friday February 8  8:00 AM Golden Gate 4
IPv6 Skills using
your home network

01/15/2013 r 1T 49
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