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Preface

 This presentation highlights best practices from customers who
use OMEGAMON XE for Mainframe Network to monitor their
z/OS Networking environment

- Features custom Navigator view and workspaces created for
customers with customers

 Available on IBM Service Management Library:

« OMEGAMON Dashboard Edition (DE) is required
* YouTube:

© 2012 IBM Corporation
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Best Practices in Monitoring

© 2012 IBM Corporation

Proactive performance and availability
monitoring of z/0S, network, applications

Monitor and collect key performance and
availability metrics across entire enterprise
(System z and distributed)

Proactive & predictive alerts (generate events)

Automated actions on events (issue command or
send e-mail notification)

Enhanced trouble shooting with:

- Side-by-side real-time and historical data
provides rich context for problem
identification

- Historical locking to “stay” in the problem
while navigating

Dynamic thresholding enables thresholds to be
customized per resource, date, day of week, etc

Identify potential problems, generate event,

Situations
automate actions (e.g. command or e-mail)

= ﬁ Mainframe Metworks
= & TCpap
= S TCPIPMVEA
Bl Anplications
Bl Address Space
= Bk Cornections
'@ M3T_Conn_REnd_Trip_Time

—1|

Highlight metrics in a table you are

View Thresholds
viewing

l]- Fesponse

i Qrigin Maode

System D

TCPIP:MWSA | MYSA
TCPIP:MWSA | MYSA

Response Time GE 5.00
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Create a baseline

— ldentify “normal” network profiles for
your applications, interfaces, and
TCP/IP stacks

— Analogous to blood pressure monitoring

= Which application is having a
. Apphicstions Sunmary Tabés
» At rest = after IPL or early in @& problem? |

: Collethon Applicabon | Connnction|  Ackve | Accopied | Connection| . M¥TY® Tima stemg r | b
morni ng L ‘ Tims Name | Count | Connectons | Comnectons | Rale H;ﬁ.h".:‘:;'“:m ”Hmfuﬁ?fm." .
[HXI0 94455 AM APF1Z34E 4005 563 15108 3021 1270 102972010 10:29

(TR0 112980 ANM  OYWI2348 3024 213 13304 2684 315 1111672010 15:49

» Busiest = most active time of uay

» Quiet time = end of business day
— Start with: Performance over time — historical |

o data is important
Applications Summary Table
» Connection Rate®

. : : Active Time stamp for
Collection Application | Connection Active Accepled | Connection

° Concu rrent con r\; Time ‘ Name Count | Connections | Connections Rate ng:w;:n"m A‘:::;if.;’ﬁf;":’ﬁs J
. 11/1/2010 844  X300000CK 1017 999 129 25 1270 10/29/2010 10:29
» High water mark 11/1/2010 8:59  XXOXKXX 1041 1023 103 20 1270 10/29/2010 10-29
11/1/2010 9:14 XCCO0O0XKXX 1068 1050 102 20 1270 10/29/2010 10:29
° 11/1/2010 9:29  XCCOCOOKX 1115 1093 108 21 1270 10/29/2010 10:29
Byte rate for eac 117172010 944  X0000KXKX 4005 563 15108 3021 1270 10/29/2010 10:29

© 2012 IBM Corporation
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Create a front end to the Physical Navigator

— Example from one customer

]
h

« At-a-glance view of LPAR or TCP/IP status es TCPIP Address Space

- Navigate quickly to workspaces

& TCPIP Connection Workspace

e Ear view Help

G-- 00 LPBMRSIDT GOFT ad BPWHENNEHEBEROD@TEOAR &

£E Havigot. T [ B x| € mainfrome Networks 2 T 0B MO x
[* N* N N* N* N* N* N* N* N* X*
] i
-
o =l
<58 Manirame Netwarks &
&= Phyaica Irl_l

@2 TCPIP Application Workspace

-pace

[ situation Event Con s 2 0 B MA@ %

00AAE
I Surver by | Biai.lsl =) Wm EUﬂ'Ef summan}, )punul.il Agu! Lutal Tirneslsrny |Typu| Silualun IDI

& VTAM CSM storage
== YTAM EE Links

> YTAM Address Space

|Eventa: 0 ltern [iter Manframe Networks

L1

mBeQnx

Gl Lraks =2 YTAM HFR Links [ % | [ hotes ‘

& LinkWizard...

&= Link Anchor...

Inels

S

|rkspace

s

[by Remote IP Address
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Add a logical Navigator view

— Download and import Network Extended views and workspaces

f & N : :M |i " | | L 0 | o~ A ‘ o d o Ikt | jrili:'Ul [ 0
+ & mvss Workspace [ v IP Stacks Summary all LPARS I\
&—J MVSE Taks Action... HH  Connection Rate issues
® & mvsg e ]  OSAExpress - ZI0S 1.12 view

o Launch'" | TN3270 High response time all LPARS
] [— N.;vigatur i 5]  Connections with high response times
: EE HPR
(Il  Splitvertically = , _
= [———— 5 TCPzombie connections
it horizonta
iz Y e 2
X Remaove
@ e E TCPIP and VTAM Address Space Summary and Storage
review...
@ ;nt E Connection Backlogged or rejected
a F_r"; ; o  Application View (from a link only) DO NOT SELECT
e : =] Application Listeners
e F  OSA-Express -z/0S 1.11 or earlier
ennection Details (Link only workspace
@ TCPIP C ction Details (Link onl k ) DO NOT SELECT
= Connections with Bytes Buffered
[e—— kI &5 MFN Health

© 2012 IBM Corporation
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Enable historical data collection

— Choose a set of tables that meet
business needs

- Initially to establish baseline
- Diagnose intermittent problems

» Periodically re-assess baseline and
business needs

— Add other tables to historical
collection when debugging specific
problems

— Short term (24 hours) vs. long term
(data warehouse)

© 2012 IBM Corporation

VTAM Buffer Pocls
VTAM Buffer Pool Extents

WTAM Buffer Usage by Category

WTAM Buffer Usage by Address Space

CSM Storage
EE Connections

EE Connections Details

FTP Sessions

Started

15 minutes

TEMA

Off

TCFIP FTP

Started

15 minutes

TEMA

off

HPR RTF Connections

IPSec Status

WTAM Surnmary Statistics

Started

15 minutes

TEMA

Ooff

TCPIP Applications
TCPIP Address Space

|Started

13 minutes

TEMA

for

OSA-Express Channels

Started

15 minutes

TEMA

Off

TCP Listener

TCPIP Connections

TCPIP Details

Startec

a5 minutes

TEMA

off

TCPIP Devices

TCPIP Gateways

OSA-Express3 Ports Control

Started

15 minutes

TEMA

off

OGA-Express3 Ports Etrors

Started

15 minutes

TEMA

off

0SA-Express3 Ports Summary

Started

15 minutes

TEMA

off

OSA-Express3 Ports Thraughput
Interfaces

[Started

15 minutes

Started

15 minutes

TEMA
TEMA

off

s

O5A-Express LPARS

THN3270 Server Sess Avail

OSA-Express Ports
TCPIP Memory Statistics

TCPIP Stack Laver

Starled

15 minutes

TEMA

Off

0OSA 10 Gigabit Ports Control

0SA 10 Gigabit Parts Errars

0OS5A 10 Gigahit Ports Summary

OBA 10 Gigabhit Ports Throughput

UDP Connections
YTAM Address Space

Started

15 minutes

TEMA

off

VWTAM SI0
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TCP/IP Key MetriCS = Interfaces key metrics

— Status— Is the interface up or down?

— Discards

* Inbound- indicates possible problem w/ interface, adjacent
node, or network

*  Outbound- indicates possible problem w/ interface, IP
stack, or application

— Throughput-- uneven distribution across defined interfaces
indicates possible problems with path to gateway or lack of
network availability

= |IP key metrics

IP /ICMF — Discards
* Inbound- checksum errors can be caused by problems w/

local interface or problem at adjacent node; security
definition problems; routing errors

*  Outbound- security definition problems; routing errors
— Throughput

« Significant drop for extended time can indicate network
problem

+ Significant increase for extended time can indicate
application error.

— Fragmentation/Reassembly: frequent
fragmentation/reassembly can indicate an application problem
or an error in a recent network configuration change

= UDP key metrics
— Discards— checksum errors or no port
— Throughput

© 2012 IBM Corporation
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TCP/IP Key Metrics (cont)

= TCP key metrics

IP /ICMF

© 2012 IBM Corporation

Session count- large change from typical value for a significant
amount of time can indicate a problem w/ application, OS, or
network

Connections dropped- large number during one or more
consecutive intervals can indicate problems w/ application, OS, or
network

Retransmits-- ACKs for data sent not being received

+ Is data being sent successfully and arriving at partner node?

* Is partner generating ACKs and successfully sending them?
Duplicate ACKs— Data being sent is not being received by partner

* Need to figure out whether data is being sent successfully, if so,
then where is it being dropped?

Segment errors received — checksum errors indicate problem

w/partner endpoint

Window probes— large numbers can indicate problem w/remote

application

* Partner has closed window (sent a 0 window) and no data can
be sent

*  Window probe requests window be opened so data can be sent

« If window probe threshold is reached connection is dropped
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Monitor key metrics automatically using situations

* Analyze historical data to determine the
appropriate situation thresholds for your
enterprise

L [interfaces]
= TCPIIP

LA M3T_DLC_Accelerated_Bwtes
IE RAT_DLC Max Staging_Gueue_ Depth
L8 M3T_DLC_Read _Deferrals

L8 M3T_DLC_Reads_Exhausted
L M3T_IF_Rew Ll

L MAT_IF_ LMl

L MET_IF_mt_ Uil

IE AT _Interface_Bandwidth_ LIl
[ M3T_Interface_xmit_Rcy_Bytes
L8 M3T_Pct_IF_Err

L8 M3T_Pct_IF_In_Err

L8 M3T_Pct_IF_out_Err

L8 M3T_Pct IF_PKt Disc

© 2012 IBM Corporation

& [TCPIP-4085
= TCPIP

[ maT _connection_Count

E MM3T_Fragmentation_F ailure_Pct
[ MaT_Fragmentation_Pct

[ MAT_Input_Discard_Pct

[ MaAT_Cutput_Discard_Pct

[ maT _Reassermbly Failure_ Pet
[ MaT_Reassembly_Pct

[ MaT_Retransmission_Pct

[ MN3T_Throughput_Rate

[ MaT_UDP_Discard_Pet

= [TCPIIP Stack Lavers]|

=l TCPIIP

L] M3T_IP_Input_Discard_Pct
L[] MN3T_IP_Out_Disc

IE RAT_IP_Output_Discard_Pct
[ M3T_Pet_IP_In_Disc

L] MaT_Pet_TCP_ 00O _Sens
[ N3T_TCP_Conn_Drop

L M3T_TCP_Flow _Controls
[ N3T_TCP_In_Errs

] N3T_TCP_Probes
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OSA Express and Interfaces

Metwortks || | a3 0SA Interface Topology - - Interface Hames and System IDs L T M B O x |
9 ~oMEG = : , =]
FA *OMEG MVSAl | ] ] yi
4 MWVSC
CE CH
O ~ = =
i OSXM00P  OSX3200P o
o Me £l s
Interface Statistics OSA onhy - all LPARS z/05 1.12 onhy s 3 M H O % | [7] Interface Write Queue Statistics g 3T M H B =
Device Tatal Quthound IP Total Inbaund Frarme
System 1D | Interface Mame In!rerfaéce or Datapath ﬂ Instteartrﬁge A Packets Discarded | Address &) Packets Discarded System ID | Interface Mame In!rerfaéce E Instteeﬁge Act%?el?ator Inwalication g#s;:; 2
m Status for Mo Storage Wersion in Errar w Support
W SE QSAFECOL 05A QDIO ethernet 05D 0| 1Pv4 4| = ||| WySA Q5X3400P Q5AG.. Mo Yeg 4 ;I
Wy SC OBAFBCOL 08A GDI0 ethernet 05D 0| IPvd 4 ht/ S A 08X3400F O8AG.. Mo Yes 3 |
hWEA EZE0SMO1 Q54 QDIO ethernet OSM 24 | IPvE 32 M SA Q5X3400F Q5A Q.. Mo fes 2
W SA EZBOEMOZ 08A GDI0 ethernet O5M 24 | IPvE 32 h S A 08X3400P O8AG.. Mo Yes 1
W SA QSAFBCOL 054 QDIO ethernet OSD 0| 1Pvd 2 hSA Q5X3200P O5A Q.. Mo fes 1
My SA O8X3200P 08A GDIO ethermet 08X 0 1Pv4 i] :l M SA Q8X3200P 08AG.. Mo Yes 3
(X iI=0% MoV IANND fal faTm 1l Wt ST o At =t (AR | =12% } n
_‘f-ﬂ- Ql ; Hhare ket . IS4 Q5X3200F jST_\_Q___ Mo Yes 2 ;E
[T 054 Interface Status < 5 M B O % [7] interface Read Queue Statistics # T M B O =
IFP Device ~ Duplicate Actual TCP Segmentation E Q
Intetface Intetrface 3 Actual rarme Leue
Address | [ or Datapath |2 . Address = fi Inbound @ Offload Syster 1D | Interface Mae | M2MMECE ) GDIO Invalidation | Workinad | Queue 1D | 22!
Versian Status s Count e Performance Type | 10 Valu® Active . ' Status. | Accelerator) Te b | Mame Interr
IPvd 0| 05A QDID ethern... | DYRAMIC o :_ CSA-E MYSE OSAFBCOL Mo Yes PRIMARY 1 505,
0| 0SA QDI ethern... DYNAWC : A QSA-E MYSC EF =0t 1 41 D.
1| 05A QDD ethern... =1 : | LLLES CSA-E WS = 1
= OSA E B —
~ Interfaces E Xpress RY 1] 4,126
2 2 hfy'S R 1
° ol
Device Inactive e High PCI Utilization
. . . s .
High bandwidth Utilization « Channel utilization

* No traffic

- QDIO is Accelerating Bytes
« Max Staging queue depth

+ DLC Read deferrals

+ DLC Read Exhausted

* Missed packets
* Not Stored Frames

© 2012 IBM Corporation
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Connection in Backlog or Rejected

ﬁ Listeners with Connections in Backlog or Rejected

_— : Backlog Total Backlog | Backlog Connections
aystem D 'ﬁprﬂléﬁ-gm Lﬁgﬁl by C:iﬁngnaecclﬂgns Eﬁrrﬁ!i?g. Connections ‘Connections Rejected
£ Fejected Fejected Time Stamp

ﬁ M3 B FORTHMART 111 0 2 ofp 6 | 081811 14:54:40
A | nvse DEZSDIST | 5445 5 10 0

ﬁ S FORTHMART 111 1] %ﬁeﬁl 1] 08r18M1 14:11:03
ﬁ S, CHEGDSST | 1920 0 10 0 OBr20011 10:05:35
ﬁ WS, FORTMAR 111 a T op 0Br18M1 143527
.-':ﬁ? kAY TN ol [l Ll B | 4 00 (m} m] - affdnddd 4 4.27.4 5

4

| | =

Il

Maximum
connection
requests
Queued

*Increase Backlog Limit (TCPIP profile or in Application)
*Stagger automatic logons, if possible.

© 2012 IBM Corporation

Connections
Queued
Exceeded
Backlog Limit
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Correlate Response Times with Errors

ﬁ Response times = .5 seconds A 2 0 B O =
3
Taotal Segment Retransmissions or Duplicate Acks
8] 10 20 a0 40
a7 1478091 |
- - |
L] 9.12.240.18 | {
! : i | | | | |
Q7214237 | | | | | |
I : I [ [
i 0978218421 : T ;
. ! ' ! |
' = | |
9.72.213.431 ! ] i
8] 10 20 30 40 a0 G0 o &0
Rezponse Time 110 Seconds
IERespnnse Time .Duplicate ACKs
| W Total Sagments Retransmitted
S S A I P T S R i il P | Lastparameia
© Last 24 Hours. el
Thivea & od LiFman
B Connections with Response times ».5 seconds all LPARS
Bril
BQ Rl -
T Inbound : Out of :
: S Application Remote Response Cuplicate | 4 Cannection Bite Local
Recording Time | Systen D} ™0™ P address | Time Q “ucie | 5.33:-22:115 v Rt Rate | IP Addres
0B/05M1 02:30:00 | MVSA DDS0903 | 9164158174 39.07 2BTYE00 | 9.39.68.14 =«
08/05/11 03:30:00 | MWSA TH3ZF0 97821843 10.16 0] 9.39.68.14]

b

@ Last 24 Hours.

*See if poor response time correlates with any errors.
Duplicate ACKs, out of Order Segments, Segments Retransmitted

*Turn on history to see when

problems are occurring

© 2012 IBM Corporation
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Zombie connections

& Tracerie 12 Addrese

S oiimard [naut
Harirame arIP Address: [9.4E.421

« Connection that do not get dropped —_— e
- Connection with no traffic for a long time w0 e o
« Connection may be hung (not established) .

ie conneclions -

HPBASE - Ernie Gilman *ADMIN MODE*

BT 1

TINEDA 5 eaigeni- a-vDIE s st bmocan (2411 6] D D D

w Halp :

Dd B 080H| fEL hEad@Eidnr — — 3
|E‘3Hnnmhmnpunremmmu. _ . S 3T M B O x
How to issue POPUFP commands

| Right Click anywhere on a connection and select: DROP PING TRACETE NSLOOKUP or EXPORT
ﬁ'ﬁmﬂhmwﬂnuﬂﬂhﬂlﬂh!- all LPARS s F DB O =

Time |

g BYe | g oo [7a Connection | ;. g | i

Application Remote | Remaote Local Local

Bystem 1D T hamia P Address | Port | IP Address | Por
MvEA  |BBOS002S |9.38.88147 9558 [9.3868.147 | 134
MVEA BEOSO02E |9.3968 147 9558 93968147 | 183 k)
b SA BEOSO02S 3962147 09558 93968147 183
MYSA [E W Sh 31 OE65.25247 25461 93968147 LE [
MVE."_; | C}{EGE 9.3 E.EEL_'I 4_? Drop Cannection \ 139
"“{3"‘" '_“:'?2_ — QGEEE'_H?_ Ping [P Address “2‘

I WivEA ADMIFOTC | 0,309,689 147 121

Naves  apporiin  osces1a7 i

Tracerte [P Address
kNSLDDI{up IF Address,/

E_gg

_ Tirme
k. Since Last

Inbound

Connection =
State | -

Hez

Inbound

Bytes

Buffered

23

ﬂﬂﬂﬂ%

© 2012 IBM Corporation
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Create Application Network Filtered Views

Examples:

Connect:Direct

‘MQ L Application
CICS

‘WebSphere

Address Application
Space Listener

-CPU Connection Rejections
*Storage Backlog limit
*Priority Number of Connections

© 2012 IBM Corporation

Client

TCP/IP
Connections

*Response times
-Buffers queued
*Connection hangs

«Congestion
 Reset windows
 Retries,

* QOut of order
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Monitoring Connect:Direct
.Status of the Connect:Direct Listeners (Default Ports 1363 & 1364)
«Notice we have bytes backing up for one of them
-Check the dataset response time (MSR)
.Connect:Direct address space CPU utilization with drill down to the current WLM

[] TCP Listener

/T OB O x|
T : Hex ; ; Active Time Stamp for
Origin Node | APRICANON | LOC3L) gugem | COLEETON ASID | Connection | o pocdl | A | Accented | COMMBCION|  connaetions | Active Connections
Mumber High Water Mark | High Water Mark
TCPIP:MVSA | CDCONN | 1363 | MVSA 01123112 08:37:58 | 0X0033| 0x2R2RF92R | 9.39.68.147 0 0 1] 011812 16:41:57
TCPIP:MVSA | CDCONN | 1364 | MVSA 01/23/12 08:37:58 | 0X0033| 0%2R2AF929|9.39.63.147 5 1| 0118112 16:41:57
Bl | | b
[7] Active connections s F 0 B 8 =
S Inhand Inbound Hex : Connection 2
oysrip | Wgleton) Lol | Femle | Lol "sius | aueveiata| comsoton | B BfE | Oeelon | Remde| g "™ | Cometon
Buffered | Time Stamp Mumber Tirme
# | Mvsa COCONM | 93968147 |9.3068.147 | 1363 0 O¥308BR4AD 4760 01/2311203:37:58 | 7712 0X.. | 0172312 . 489
# |Mvsa  [CDCONN |9.30.68.147 [930.68.147 | 1364 [JIERREY 01/231208..| ox3oaosees| 47| 01/23/1208:37:58 | 16481 0X..[ 012312 9
A |
ECunnec’tDirectﬂatase‘ts 4 T M B B % |l Application Active TCP Connection Topology by Remote IP Address only £ 2 0 B 0O «
Dataget with Percent| ; Highest| Total |Lai @ @ & ¢+ @A @ @ | =& |
Largest Allocation Q Dsed | MSR | Datasets| 4 = : :
# | CONDIR USER XFER OUT 21 2 n =
—l‘ | 4 CDOONN
[T] 2105 Address Space Utilization o7 . A 3 )= (e
i
Joh SwcClass CPLU TCEB SRE }
Marme HIppS SvECisE Period a Percent | Percent | Percg -
# |cocomw |Batch |BATMED 2 722] 14| 93968147 =l
K |*|
] + || Total: 2 Selected: 0 I | Lastrefreshed: 01/2312012 09:38 Al

© 2012 IBM Corporation
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TN3270 high response time exception view

@ UH BAPDAUE @¢EY QLARCUOODENEyNAADDE] O

¢! Havigator 2 M H X o TH3270 Average Reponse times > .5 Seconds s = [0 H B = | loresponsetimesby.. <~ % [ H O =
[ View: {Networks { MFN ) > | ) @ B3
Metworks { MEN ) - - | | W eucket 1
= *DMEGAMDNKE_MAINFR' - Oeucket 2
B ﬂ MYSA 9.1890.178 8937 | 9.190.179.981 [ usket 3
= [& TCRIP:MySA . Oeucket 4
Address Spac 078218681 Meuckets
- = 975218587
Anplications T =
Connections 0782081751
Ll B
L atEwaya ANty = 9782021751
FTF —|  @.181.286 671
Interfaces
IP Filters | 4807 4221 i 0131 266 57
IPSec Tunnels. e e AT = ,,f
gl=1} 400 600 200 1,000 1,200
1 TCP”P Mem_':'ﬁz Millizeconds 045 07 122
1—I | [P—l Dﬁwerage IF Response Time
g ; || egmnas -1|h mﬁwerage SHA Response Time| 0 20 40 B0 S0 400 e R
=8 Physical | o Networks | 4]
("] TH3270 SESSIONS with response time » .5 seconds s 2 D B O =
5 &
A . Averane Response Time Total
i Remote Session | Average Total | o Average P Average SMA ; : i
System 1D | Application ﬂ o N i : (B : ; ; Transaction Collection Transactions
s IP Address End Response Time Response Time | Response Time Eont s Detacted
ﬁ hWSA [SL8MGR |9.78.218. ¢ 1123 931 192 2| 072611 212518
ﬁ MWSA DOCTSO.., [9.78.208... 8a1 320 541 0| 0726011 21:25:33
ﬁ hWSA DOCTSO.. [9.181.258.. ¢ B30 471 144 0| 07261 21:25:29
il | | | |

© 2012 IBM Corporation
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FTP sessions and transfers

& FTPs - XPBASE - Ernie Gilman *ADMIN MODE*
File Edit View Help
@-L-|DH BRASBAVNE HOFER EaodDaEsaadsaTBHB| B
ok & M E| | [l FTP Transfers = 10,000 bytes - Top 10 by duration in last ftp interval s 2 M B B =
E&‘ View:ﬁ EC'; @
Metwork: = Bytes Transmitted
= 8 *OMEI 24,200,000 24,700,000 25,100,000 26,500,000 25,000,000 26,200,000
S | 5 |
| 076 1458 - .
= q _ !
9.76.14.58 : : z - ; T |
- 1T i
% it B e e
FH # e 0 4,000 2,000 12,000 16,000 20,000 24000 28000 22000 326,000 40,000 44,000 48,000 52,000
i” | 4 Curation in Milliseconds Seconds
l :‘3 et bt L !HTransmission Curation .By‘tes Transmit‘tedl
[7] FTP Transfers - Active # 2 [0 B B = ||[]F1P=essionlogonerrors s 2 0 B 0O =
B B4
ote [P Local ; Local IP | User|D ogsseérlvtér Client Biale Transmissi System ID ;T;jiﬁ]i?e Remuote Remo
ort IP Address Fort an Semver Extorded User|D Start i IF Address Fort
5374 | 93968147 35399 | NETOF2 | METCOP2 Serer 0852511 16:38| MWSA 9 39 6R103 445';‘
MySA 9.39.66.103 44
=T 93966103 3445
4 AT AN e ke AN
| ﬂﬂ“ﬂ_ N e 40 ﬁ
EFTP Transfers - Conpleted at least 10,000 bytes 10 longe... < £ [ H 0O = = =
4
@ a : ”
Last Reply
Last Reply : Trans
L TCRIP Server ¢ Heils to Client E
e Nl systomiD| STC | JCRLAR | Logging | o clent izl -
Mame Session ID ; ; ;
Closing_data_connection_--_requested_file_action_successful
NETOP2 MUSIC.MP3 WS4 TCPIP | 0%09740847 | FTPD10B226 = Closing_data_connection_--_requested_file_action_successful
METOP2ZMUSIC MP3 =T TCPIP | 0x0371E6FS | FTPD106221 Requested_action_ahorted_—_local_errar_in_pracassing
METOPZMUSIC MP3 WYEA TCPIP | Ox09704554 | FTPD10B218 | L Requested'actmn'ahmed'__'lDcal'ermfm'pmessmg
METOPZ MUSIC MP3 MYEA TCPIP | 00870241 | FTPD10621 = i ' EaTE
4 ' | — RI]EY | :
”@ Hub Tirme: Thu, 08/25/2011 0437 FM HGSewerA\railable ” FTPs - HPEASE - Ernie Gilman *ADMIN MODE*

© 2012 IBM Corporation



IBM Software Group | Tivoli software

EE and HPR

@- - U0 BEESRE0E O sE
| HPR all LPARS s 2 [0
3 &
Lo El
Recording Time | System ID et gessions @~ 278 | prp}
d f CP Mame 2 Mode K “
DS(0A11 21:00:00 | MYSA USIBMMNR. NDCMVSE 11| Yellow CHRL~ @
| 030501 19:00:00 | MYSA USIEMNR NDCMYSE 11| Yellow CNR( || SRR DEes B3
| D8/051119:00.00 | MVSA USIBMNR. NDCMYSE
OB(05011 18:00:00 | MYSA USIEMNR.NDCHYEC 1S MR NDCMVSE
| 0805111 20:00:00 | MVSA USIEMNR. NDCMVSE &
OB(0A(11 19:00:00 | MYSA USIBMNR. NDCHYEC -}
DB(0A11 18:00:00 | MYSA USIBMNR. NDCMYSE -
DB(0A/11 18:00:00 | MYSA USIBMNR. NDCMYSE US BMNRNDCMVEA I
DS(0A11 20:00:00 | MYSA USIBMNR.NDChYSC Ed
Anmnriaa amanan |tesme T P 4 ]E

0 Last 4 Haours.

Total: 4 Selected: 0

Last refreshed: D806

[| Enterprise Extender all LPARS s 2 0 BH 0O =
BQ
Percent of Packet Transmit | Receive
e : ; PL Local Eemote RTF , Fackets L : " | Bytes | Bytes
Qrigin Mode'| System IO : ; Sessions ] Fackets Fetransmigsion Eyte’ Eyte’
Marme [P Addressz | IPAddress | Pipes Retransmitted Baianeriad Eain Rata Eafa sent | Received
YTAMMWSA | MDA EX000012 | 9.39.6812 (965189 66 1 2 0 0 0 33 33 33 a3
A g

© 2012 IBM Corporation



IBM Software Group | Tivoli software

TCP/IP and VTAM address spaces and storage
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OMEGAMON XE for Mainframe Networks Agent Health

Displays status information about the agents running on your z/OS LPARSs.

Display this view after installing OMEGAMON XE for Mainframe Networks to ensure that the
monitoring agent is running, configured properly and connected to TEMS/TEPS.

Check the agent health view if data is not being displayed. Verify agent configuration settings,
network connection, etc.

& MFN Health - XPBASE - Ernie Gilman *ADMIN MODE*
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Scenario A:
Scheduled logons and “silent” failures

The setting:
A mainframe network systems programmer was building a baseline for network
performance of his LPARs and applications. A very high number of rejected connections
were being reported by OMEGAMON XE for Mainframe Networks just after 10 pm each

evening. At first, the systems programmer thought he had found a problem with the
monitoring software.
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Scheduled logons and “silent” failures

ﬁ Listeners with Connections in Backlog or Rejected

1. Johann, the network

o e e [ e Y e |
(=== p==

B3 Q

SyStemS programmer’ Application | Local [ . Connections @ Backlog Backlay

. . System 1D " : ‘ : : Connections

enabled a situation that ; Name ™ | Port | ™ inBackiog | Limt | Ry
. . Z [wise | PORTMAPT | 111 0] i
e-mails him when 4% |mvSBE | DBISDIST | 5446 5 10
. B 3
backlog connections are | five — creeoeer e a
rejected. A e 1

Total Backlog | Backlog Connections

‘Connections
Rejected

Rejectad
Time Stamp

| D8MBIM1 14:54:40

031811 14:11:03

| 02/20011 10:05:35

| 08Men1 143827

L nnenida 442749

2. The e-mails confirmed
that thousands of

===

] BacklogConnsRejected - The number of rejected backlog connections for FTPD1 on
connection requests SYSXXis 6,842: 11/16/09 22:07EST.

were being rejected

BacklogConnsRejected - The number of rejected backlog connections for FTPD1 on
before the FTP server gysiiis s,04s: 11/17/09 22:06EST.

was able to accept.
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The backlog limit for the
FTP server is 50, which

is reasonable for B ot ik stener Summary Taie £
eXpeCted aCtiVity e Accapled | Cormaction ,1:rL:I|r|.:TI:nr=. Pr::-r'gELEIfr;rEIF.;LCIEld':?:g;“ll:l:lj; sarer :f.'u:ur'nenu:-'li.-I:nﬁg‘:ﬁ?q; 33-:._-.3$1£EE:_-'!|2:3“” i Backlod |

:t.!urn'EIL-tlrﬂE:ﬂlt'}E Rate Figh Water Mark| H'ﬁ“m_?.aﬁr_'"_mf__:__-;‘-f-':-fﬂ: Up Time | InBatklog Rasgetsd Time Stamp Limil |

s 1] 0 151141 001 am0i 1] o 01050
After looking at a
= i Session B - [24 x 80] 9 [=]FS
paCket trace On the File Ed\ﬁew Communlcatlon Actions  Window Help
| @|m| ) 0:[%| (2| 3] @|@]

listener port and
consulting with a
project manager,
Johann determined that
an application timer on
10000+ workstations
triggered an FTP logon
at 10 pm. The timer
was adjusted to prevent
the bursts.
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) FFFF Urgent Data P
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Scenario B:
Slow response time in web service

The setting:
A company recently deployed a set of web services that replaced a very high profile
application. The operations team monitors the performance closely. When performance
degrades, its time to investigate...
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An alert identifies a
response time problem.
Annette, an operator,
determines that slow
response times are
being recorded for the
new web services.

Annette checks the
number of requests and
the message size and
determines this is a

normal volume of traffic.

Annette passes the

issue to Johann, a SME.

Slow response time in web service ...
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Slow response time in web service ...

3. Johann begins by
looking closer at the
web services. Identifies
flows and response time
for each step.

4. Problem appears to be
with the network
between the CICS and
DB2 servers. These two
LPARSs are connected
by a data center
network.

01 sec 97 sec
«—>

«—>
Measures— = Njgt Serv Net Serv 3
Response Time

% Operation Flow - D4:soawin14-server == "‘
«-%- 0|6
Kl et 1031 - W= Hae o 0 e :
200000 #; l@
lookup CustomerByName & 4/—‘In..ervMIm! r%|
. A
Innkupcunnmrrﬂwim:\’@
_ _ cnr‘pnm..:rB\rN:mn E_._
APP Server
=
Web Server CICS
Client =
=
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Slow response time in web service ...

5. Johann views metrics for
connections between CICS

and DB2 on the two LPARSs.

6. Johann notices there have
been retransmits and out-
of-order segments between
CICS and DB2 servers. But
what is the root cause?
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Slow response time in web service ...

7. Johann checks the OSA
cards and discovers the
OSA on the DB2 server
has high PCI and
processor utilization.

8. Further checks reveal
contention on OSA with
other LPARs in the CEC
is causing the
performance issues.

Each OSA is dedicated to
an LPAR, but also serves
as backup OSA for a 2nd
LPAR. Switch other
LPAR to its primary OSA.
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Scenario C:
DB2 is working, it must be the network

The setting:
A multi-tier application framework is being used by a team of programmers to develop a
Java application. The application is stored as large binary objects (BLOBs) in a DB2 on
z/OS database. Each programmer retrieves, changes, and then saves a BLOB. Long
delays that occur sporadically during the save are frustrating the application team.
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DB2 is working, it must be the network ...

Facing revolt from his
team, the team leader
asks the DB2 systems
programmer to check for
performance problems.

The DB2 systems
programmer checks
thread CPU time, lock
contention, and query
plan, among other things.
He determines that DB2
is not the cause of the
slowdown.

el
o 3O |2}
R L R T L B ] |

F— T b Tinm Thu, DO GI00a 0419

] At (WPt ataiteed
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DB2 is working, it must be the network ...

3. Expecting that the

problem may be due to
an underlying network

problem, the team leader
turns to Johann for help.

Johann views the DB2
application and

associated connections.
Large amounts of data is

being transferred over

the DB2 connections with

no retransmits or out of
order segments.
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DB2 is working, it must be the network ...

Interesting... Response
time and response time
variance are higher than
expected (0.5+ sec, 0.5+).
Also, much more data is
being sent from DB2 than
received from the remote
system.

Applicatixn servers
Load bilancers

—

Application
programmers

Why is ACK from remote
system taking so long?

Worked with distributed
network and application
server SMEs to identify
and resolve.
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Tivoli System z Sessions at SHARE

Monday
11:00 11207: Automating your IMSplex with System Automation for z/OS
1:30 11832: What's New with Tivoli System Automation for z/OS
1:30 11896: Problem Solving with Consolidated Logs
3:00 11886: Improve Service Levels with Enhanced Data Analysis
Tuesday
9:30 11792: What’s New with System z Monitoring with OMEGAMON
11:00 11791: Tuning Tips To Lower Costs with OMEGAMON Monitoring
1:30 11900: Understanding Impact of Network on z/OS Performance
Wednesday
9:30 11835: Automated Shutdowns using either SA for z/OS or GDPS
1:30 11479: Predictive Analytics and IT Service Management
1:30 11899: Top 10 Tips for Network Perf. Monitoring w/ OMEGAMON
4:30 11836: Save z/OS Software License Costs with TADz
Thursday
8:00 11887: Learn How To Implement Cloud on System z
9:30 11905: Using NetView for z/OS for Enterprise-Wide Mgmt and Auto
11:00 11909: Get up and running with NetView IP Management
Friday

38 9:30 11630: Getting Started with URM APIs for Monitoring & Discovery
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Session 11899

Top 10 Tips for z/OS Network Performance Monitoring with
OMEGAMON

Thank
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