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The Operational Impact of VolP and Convergence Tech.
ldentifying the Key VolP QoS Metrics

* VoIP service availability and reliability is mandatory
Relationship Between Infrastructure and VolP

- Key infrastructure component metrics for VolP serviceability
Critical Capabillities to Manage the Entire Domain
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UC, VoIP and Convergence Impact

- Leverage VM on Mainframe for UC Management
« Converged Voice Network Lay Foundation for Advanced
Communications
 Collaboration, Workforce Mobility and UC
« Creates 24x7 end user demands

« Convergence Impact on the Technology Domain
» Multi-vendor network devices, switches and servers
» Voice traverses the data domain

« Network impairments affecting call quality are instantly
noticed
- Diverse protocols, metrics, KPIs
3 :..'o.
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Obstacles to Convergence Success

« “Management Gaps” that Endanger VolP Services
+ Lack of visibility across VolP, SIP, UC and Infrastructure
» Poor end-to-end visiblility

- Knowledge Barriers that Drive Up Costs
- EXisting staff are not equipped to handle support load
 Lack of optimization as VolP traffic grows

- Lack of New Communications Technology Adoption
- Reduced IT staff to address end-user complaints

« Poor user experience upon technology rollout
: SHARE
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Convergence Aggravates Silos nRAE

Gaps in Visibility, Gaps in Visibility,
Staff Expertise and Staff Expertise and
Management Management

Network
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Gain Visibility Across Domains

« Unify Management Across Silos
 Improves support effectiveness and reduces cost
* Reduces risks and increases service levels
* Minimizes complexity and maximizes staff resources

.

Quality and Priority vs.
Performance Data Apps

Network
Capacity and
Infrastructure

L ]
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Nemertes Research Quantifies Real Cost

Operational Costs of IP Telephony (per end unit) by
Management Strategy

>50% Savings
Specialty tools

IP PBX tools

No tools

$- $200 $400 $600 $800 $1,000 $1,200 $1,400

» Reference: Nemertes Research 2011

7 r-;\\ @
— r -
Complete your sessions evaluation online at SHARE.org/AnaheimEval k\Lk:Jp oﬂtmrrlrmnsrmmmm .°.s.|l-"i?||A‘nEheim




o~

Visibility Required to Achieve Savings

Session Border SIP Handsets

Corporate LAN
,»/'-"“ ‘-._,-"“‘"'-5_\ /",,/"‘“’\\x. COﬂth“EI’S p @
\ ~ Service
[ ' IP TRUNK
L PSTN / \ﬂProwder }S UNKS
1\\"‘\....»“'/ \“‘/ (

IP PBX Data

Network

B SIP Trunks: Isolate QoS and
Performance Issues at the SIP
Trunks, Before Entering Corp LAN

B SBCs, Gateways: Measure Health,

QoS, and Performance Session Border

Controllers

B Switches and LAN: Monitor both
VoIP QoS and underlying Network

Infrastructure PSTN /]’
\-*\\\\ ‘/'-.»-/"
B UC and Softphones: Measure QoS Home Office o
and Performance across
environment Branch Office
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Why Metrics Matter?

VolIP QoS and Infrastructure Service Assurance

Networking
Components

Avaya Aura Application Servers

Passive VoIP QoS

RTCP VolP QoS Metrics Metrics

Component Availability Component Availability

Call Detail Records Call Detail Records Component Reliability Component Reliability

Component Availability Component Availability Component Resources HW/SW Resources

Link Status, Availability
and Reliability

Application Events and

Component Reliability Processes

Component Reliability

Link Bandwidth Usage

DSP\System Resources and Errors

System Resources HW/SW Connectivity

DB Status and

Component Connectivity Performance

Component Connectivity Trunk Status and Usage

SIP Trunk Status,
Avallability and Reliability

Application Specific

License Usage Performance

License Usage

Trunk Traffic Usage and
Capacity

Trunk Traffic Usage and

Capacity Environmental

Environmental
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Unified VolP Services Management View

Virtualize the SIP, UC, VolP and Infrastructure Service Assurance

Performance

VoIP QoS Analysis Fault Management Management

Real-Time Views Automation

Real-Time VolP RTP

Advanced Data
and RTCP Analysis

Dashboards Extraction

Alarms/Knowledgebase Trend Analysis

Operations-centric
Activity

Automate Routine

QoS Dashboards Tasks

Alarm Customization Capacity Analysis

QoS Thresholds Access Device-centric Activity CDR Fault Trigger Action

Trend Real-Time
Metrics

QoS Performance Audit Trail/Notification Historical Trends AdvanceAc:] ;;;fi(s)rmance
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VoIP QoS — How Do You Quantify? it

User Experience

User Experience % by RTCP Collector

100% — ‘
LRl
RTCP 99.23%. 393 of 298 Streams
MO5 4.37, Latency 44.27. Loss 0,00, Jitter .56
Ll
[ELY
mow
P

« Quantify VolP QoS Traffic by Real-Time Mean Opinion

Score (MOS) Metrics
» Derived from ITU-T G.107 E-model R-factor value

« Consumer prediction by MOS Scale between 1 and 5

- Best achievable MOS value in dependent on Codec
11 ~—
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VoIP QoS - Expanded MOS Definition i

« R-factor values to MOS scaling showing user opinions

R USER SATISFACTION MOS

G.107 100
Default —» 94 Very Satisfied 4.4
Value 90 4.3

80 4.0

70 3.6

60 3.1

Nearly All Users Dissatisfied
50 2.6
Not Recommended
0 1.0 _ _
» Reference: tiaonline
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VoIP QoS — Impairments Affecting MOS

»

Packet Loss (%)

»

»

Latency (msec

»

»

Jitter (msec) N

Y

Percentage of packets identified as lost and can include late/discarded packets
Highest acceptable rate is 1%...however it is dependent on codec

length of time for a packet to traverse the network including codec and buffer delay
ITU-T G.114 recommends maximum of 150 msec latency

Measure variation of the packet inter-arrival time
Should be less than 40msec...mitigated by Jitter Buffers

G.711 - Bit Rate = 64 kbps - Best Achievable MOS = 4.3
G.729 - Bit Rate = 8 kbps - Best Achievable MOS = 4.0

i e e e e e

Impact of
impairments are
almost instantly
perceived by the
end-user

e e e e e e e e, e e e e e e

e e e e e e e e e e e e e e e e e e e

== |
N U NUY MOS Values are
dependent on
- Packet Loss,
s Latency, Jitter
E=)| r=] . and Codec
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VolIP QoS — Why Metrics Matter? SRAAE

» Average Values Can Hide Spikes in VolP QoS
Impairments -

§ =3 2

Call) (Acceptable)

Latency o mter = = (0]
Min MOS = 2.9 - Max PL = 2%

T — = m
- “Bursty” Impairments can be seen by:
Minimum MOS Values
Maximum Packet Loss %
Maximum Latency
Maximum Jitter

Jitter Buffer Delay, Underrun, Overrun
- Packet Settings for the VolP call...RSVP, DiffServ, CoS

L ]
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VolIP QoS - Path Statistics neAnE

* |dentify the Path of VolP Conversations to Troubleshoot

Call Paths: Call Controller 192.168.200.1

gwp®192.168.1.100 -> gwp®192.168.1.200 I gwp@ 192, 168, 1. 200 -> gwp@192. 158. 1. 100
Sat - Order Hop RTT
58 0 192 168.201.2 2
£ 1 192.168.201.3 1
=B 1 192.166.201.2 2
EB 1 152 168.201.3 1
5T 0 192 168.201.2 2
&7 1 192 168.201.2 2
56 0 192 168.201.2 2
= 1 192.166.201.3 3
55 0 192 168.201.2 2
[

Hop IP Address
Hop Round Trip Time (RTT) msec

°o® LIS
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VolIP QoS — Baseline Your SIP Routes i

» Proactively sample possible paths on SIP trunks
 Either test RTP or tag packets
- Between branch locations

--I Trace Summary o

40ms
32ms
é 24ms
.g 16ma g
| I
: | L ()] |
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3 o 3 3 3
Traceroute Summary Data e
Sampie«  HopCount  AvgRTT M AT Max RTT Less % Jiter
.09 1072 " 0.00 0.8
2 10 a2 a5 241 0.00 289
3 10 1280 1222 1282 0.00 0.0
" a8 &85 1014 0.00 428
s " 1069 1038 11,08 0.00 om |
[ ] * 1 754 0.00 .43 -
0 (e % 1030 0.00 234
] 0 1057 103 1oz 000 L
s 10 1058 1027 1098 0.00 0.1
10 10 10.18 ars 1080 0.00 082
1 10 1050 298 " 0.00 121
12 " 1108 1087 138 0.00 068
13 " am 251 1011 o0 060
1" " 1530 1599 1659 0.00 060
15 a7 1202 0.00 n
1® " 058 165 0.00 088
” o 8s 2 1282 0.00 58
1" " 11,88 1n.as e 0.00 0.38
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VolIP QoS - Identify Call Record Results

Troubleshooting VolP QoS Issues Requires Access to:
« VoIP QoS Call Endpoint Detalils

g e 0800000000000 66 00D0 &00omss0000s OIS CH00 G550 00 SO0E0I0I0 SHNNN00 00 05  DICHD SO000MIDIIIIINNE00000 600 & SHHHICLD OB SMOMCLIIMOMCOMHCS SOOI
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All Call Voice Quality
DateTme « Endpontt Endpont2 Duraton Codec  AvgMOST  AvgMOS2  Avglatency!(ms) Avglaescy2(ms) Avgitter! (ms) Exenson2  AvgJoec2(ms)  AvgPlosst (%)  AvgPitLoss2 (%)
101201091124 gwp@33.123.0.0 57550 192. 168,11 ' G728 410 ‘e 119.00 53 40 om0 0.00 000
INIR0I0 G126 123450 192188 1.1 543210 192.168.1.1 59027 T 441 253 27 M7 000 000 000 455

- Associated Call Detail Records for ANI, Trunk, Node, etc...

All Call Detail Records

Date/Time « Call Type Calling Number Dialed Number In Trunk InTAC  Out Trunk Out TAC Duration Condiion Code FRL  Feature Flag  Node Number
41572011 22:08:12 Qutbound 11081 0116596507831 93 1007 00:09:48 7 2 4 1
4572011 22:08:12 Inbound 7605366160 2343 1 1008 00:09:48 9 1 0 1

17 .
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VoIP QoS — CDR vs QoS Record ShAAE

« Understanding Call Flow is helpful when Troubleshooting

QoS Q0S5
Record ) 9 A

QoS

QoS Q0S
Record B 9 A

QoS

°® LI
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VoIP QoS - Overview of Visibility et
 Dashboards

- Show deviations to normal trends

* Provide a “state of the union” overview of the network
« Live Statistics

- Real-time statistics for active calls
* VoIP QoS Records

 Trace end-points, path and raw metrics for each call

- Baseline QoS performance
« Call Detail Records

+ ldentify ingress/egress locations for trouble calls
:(Ii-ogmplete your sessions evaluation online at SHARE.org/AnaheimEval x@ mmrrmms:mmnA s E.f Hﬁlﬁnfheim




But What About the Infrastructure = e

VoIP QoS is Dependent on the Physical Network
« A “Channel” failure will cause calls to fail but “alarm”?
« Are system resources affecting VolP packet loss?

- Are there sufficient DSP resources?

52 ¢ = W o®

Session Border Routers/
Controllers IP PBX Switches UC Applications Softswitch SoftPhones SIP Handsets

S &£ & & & & &

/- Hardware \ /.pr HW/SW \ /- Hardware Stat% /- Hardware \ CHardware Sta@ /I Hardware Stat@ [ m Hardware Status)

Status/Avail. Status/Avail. Avail. Status/ Avail. Avail. Avail. Avalil.

= SIP Trunk = Line Card = System = SW/OS = Link Status = Registration = Registration
Status/Avail. Status/Avail. Resources Performance Avail./ Perf. Status Status

" gfz;tf:/Avail = Devices Avail. " ;'\:‘;I‘Q'/Sggﬁ;js . gisstoe::(:es = Traffic Usage = Configuration = Configuration

= System Resources o

= SIP Trunk VolP = Trunk / Channel || = Application = System
QoS Quality = License/Traffic Avail. and Events Resources
Degradations ) KUsage ) \ Capacity )

NG = DB Events o VAN Wy,

SOFTWARE corPoratiov  °, .+ in Anaheim
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Key UC Infrastructure Statistics s
« Monitor Health of Infrastructure Components

« SNMP Alarms

- Component and Trunk Availability

- CM SAT Automation T
- Monitoring Performance of Infrastructure !

 Trunk Group Busy Hour/Usage g o |

Trunk Group Capacity Planning e —
Call Rates and Activity =0

. - -@a
- DSP Resource and Activity .
- DSP Resource Usage = e T
- Attendant Statistces —
21« VoIP QoS Statistics -~
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“Single Pane of Glass” — Effective Fault Mgmt:=--

« A 360 Degree View is Required

- Consolidate VolP QoS and Infrastructure Issues to a Single
Screen for Operations

e
VolIP QoS Issues in MOS & Packet Loss % T S R o]
‘—J v RTCP_Collector_S00S Average MOS scoce for collector falls below specified threshol 1d. 3
| criticat T or_t Average total loss is above threshold. Endpoint=gwp®192.168.16.69 1
| criticat TSN Average total loss is above thrashold. Endpoint=gwo@192.168.16.60 1
[ critical [ RTCP_Collector_5005  Average MOS score falls below specified thrashold. Endpointegwo@192.168.16.60
PBX/I P_PBX DEVi ce Problems ; New RTCP_Collector_S003  Average MOS score falls below specified thrashold. Endpointegwo@192.168.16.69 2
[ MIN 01D03A DS1-FAC  Problem is off Board
) MIN 06402 DS1C-BD Problem is off Board
MIN 01D SN-CONF Problem is off Board 3
Major ow ~Ava A MA) 03 CAS-PFL  Problam is on Board 1
L MA) 21A PKT-INT _ Proslam is on Board :
Gatewa Link and Channel AI arms i  Major Naw NY-Avays! $8300_G450  MA) 14 Problem signal lost s
A "¥ i - - NY-AvayaS8300_G350  MA) 14 Problem -Synchronization signal I lost s
~ O v Port 0/1. 1 2 3
linkDown Port 0/2/0 Downi Channel 20 Out of Service 2
| crtical IO CISCOVG: Ping failed: Ko reply from device in 3000 milliseconds .
— CISCOVG20002 moduleDown: Index 24:1Type 245 2
Device Connection Latencx i uisge excoads apactys ot 0/3/0 :
A 3 Minor 3
‘/ 2 CISCOVG20002 coldStart 3
cIscoumtTYoz SQL Server Service failure 3
CISCOUNITYO02 Total CPU Usage > S0% S
B dw'dth U E d C A avCsGateway Service failure 1
| an A I AL ~ sa e Xcee S a ac' CaliMan, agerfailure. Device Name.: CUCM7_1@NYCO1 Most [D: 10.10.10.25 Reasor e
CISCOCTMPO2 B channel is out of service. Device Name.: CUCM?_1@NYCOL1 Channel 1d.10 Unique 3
MPO2 Media Resource Type.: 2 Media Resource List Name.
PO, Device Name.: SEPO344234234 Device MAC address.: 01 A2 0 3
e ———— ciscoszasoz .
System Resource Issues \
‘——l
°® *%
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Impact of Infrastructure — Why Metrics Matter ——~

Router with High Processor Usage May Create
Excessively High Packet Loss

» Monitor and alarm on deviations of call patterns for
Impairments

Level Start Date/Time State  Entity Center Text Count
[T 32872012 5:00 New  LA-AvayaS8800-RTCP LosAngeles Average MOS score falls below specified threshold. Endpoint=gwp@192.168.16.64 656
-
II' 32801 pparm History
“ 328201z Date/Time User Elapsed Time Message
M) 3282012 41772012 7:09:01 system 19days 22hours Bmins  User 'systent changed alarm level MIN' to FYT

[ 3282012 411772012 7:09:01 ystem 19 days 22 hours 8 mins (Evaluated Value)[3.86] less than (Target Value)[2.9]

- Monitor and alarm on processor/interface usage on routers
. Isolate troubleshootlng to the dewces on the call path

Start Date/Time
28201285 LiAvaysSss00  LosAngeles mory-utization im exceeded for mor o 388
] wseonze Ladveyssssoo  Losangeies T 10AANT Problem s on Bo '
T LA-AvaysS3800  LosAngeles I 010 SN-CONF Problem 2
AT 220 LA-AvaysSEs800  LesAngekes 1) TTR-LEV Problem is of

2 LAAvaysSesoo  LosAngeles MAJ 03 CAB-PFL Protiem
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Impact of Infrastructure — Why Metrics Matter

Server based communications application may not have
sufficient resources to perform core functions

« Monitor and alarm on deviations of system resources

CPU % Used Chart QIR ¥ [« » DX | Memory Status Chart 2| ¥i«i»iaix) - | Disk (Logical) % Used Aggregate Chart 8i2ivj«inioix
110% 11.18G8 110%
9.69G8 88%
8.2G8 66%
6.71GB 44%
5.22G68 2%
o A
o R R R ME?&’Q PP P
D D222, 8 22 A0 2S00
PAFLRL S L M BB 0)\ PR
=0 mE [ G -Q:
Interface OUT Bandwidth Chart @ 2% « » 0O X | Process Stats Table [FH .0 Faers ~ |33 [ R I¥ LN IOEX
70Kb Sampie Date/Time Process Name Memory Used (MB) VO Reads oW
36Kkb 4202012 93528 System Kie Procass. 0.02 [} 0
AZRD 4202012 9:35:28 System 1508 nr 1
47202012 9:35:28 Smss exe 147 14 S
42012012 9:3528 carss.exe 624 6270 0
47202012 9:35:28 wining exe 685 4 0
R N S R h(, o 420201293528 csrss exe w21 1048640 0=
@ 1x1 11b/g/n Wireless LAN PCI Express Half Mini Card Adapter @ Intel(R) W 1x1 11b/g/n Wireless LAN PCI Express Half Mini Card Adapter @ m.ltR) 47202012 9:35:28 services.exe 1487 534 4
82579LM Gigabit Network Connection B VMware Virtual Ethernet Adapter for 82579LM Gigabit Network Connection B VMware Virtual Ethermet Adapter for 420201293528 isass.exe 23 20775 1
VMneti B VMnare Virtual Ethernet Adapter for VMnets VMnet1 @ VMnare Virtual Ethernet Adapter for VMnet8
4 420201293528 Ismexe 898 [ [}
[ Interface IN Bandwidth Aggregate Chart QiR |« IR OIX rfa Chart QIRI¥IKINIOIX 4202012 9:35:28 svchost exe 1543 738 0
4202012 9:35:28 bmpmsve exe 504 0 0
1.1Mb 1.2Mb
4202012 9:3528 nvvsve.exe 1014 2 0
£880Kb 960Kb
42072012 9:35:28 svchost exe ase [} 0
660Kb 720Kb
4720201293528 svchostexe 2852 2558 7
440Kd 480Kb
Ry Satith 47202012 9:35:28 winiogon.exe 987 H ]
ob ob 420201293528 svchost exs 289.73 3436 1
" 5 o N N OSSO
SRR ::»::\\ \::3: ::\e\\ RS 2 9,,’. 2R ‘2\%}}::‘:,:‘@_,?&,:{,\ S kS A 420201293528 svehostexs 9724 19731 7
AL A o Polddadoddlddd s ol 20201293528 UMVPFSrvexe 1383 7 2>
& 1x1 11b/g/n Wireless LAN PCI Express Half Mini Card Adapter | Intel(R) B 1x1 11b/g/n Wireless LAN PCI Express Half Mini Card Adapter @ Intel(R)
82579LM Gigabit Network Connection # VMvare Virtual Ethernet Adapter for 82379LM Gigabit Network Connection B VMvare Virtual Ethernet Adapter for 4 il L4
VMneti B VMware Virtual Ethernet Adapter for VMnets VMnetl @ VMware Virtual Ethernet Adapter for VMnets N4 1S b ¥ 43 v Disphaying 1 - 30 of 148 %
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Total Visibility for VolP Assurance

« Objective is Proactive Management

- Fault management for Infrastructure and VolP QoS based on
pre-defined thresholds

- Trends and analysis to identify pattern deviations
- Automation to identify and address advanced events
- Reactive Management must also be addressed
« Access to actionable data for VolP QoS faults
- Consolidation of various data views...CDR, Qo0S, resources,

bandwidth
- Ability to adjust fault conditions to strive for proactive
management
25 :.. ® LIPS
Complete your sessions evaluation online at SHARE.org/AnaheimEval @ 7a”£ﬂanw4ne AL T ’*%ﬁ%%ﬂ%heim




Summary

Metrics do Matter

Nemertes Best Summarized Recommendations
+ “UC management can’'t be an afterthought”
» “Plan for the long term — don’t buy unitaskers and stop-gaps”

- Measure performance before, during and after transitions
and deployment

Manage Faults, SLAs, Events, Metrics, KPIs
Insist on Deep QoS RTP and RTCP Visibility
Include Trend Reporting for Capacity and Quality
Automate Recurring Events and Integrate to OSS

e%e
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About Tone Software Corporation e e

* Proven Track Record
 Privately Held, Established 1974
- Profitable & growing
* Proven Technology, Customer-focused
+ Global “World-Class” client base
- Partner and Customer Relationships are Key to Success
 Clients include MSPs, Integrators and Large Enterprises
« Support and Service
» Technical Support/NOC/Professional Services
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