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What is System z Firmware and How is it Released? 


 

System z firmware is Licensed Internal Code (LIC) including microcode, millicode and just 
plain code that runs in various system components including the HMC and SE



 

Firmware is released in sets called “Drivers” that define a specific machine level of function 
and feature support that usually corresponds to an announcement letter. 



 

Driver level must be upgraded to a higher level to get newly announced support 

Machine Machine Type Driver Release 
Date

Current 
Support

SE, HMC 
LIC Version

z114 GA, z196 GA2 2818, 2817 93G 9/2011 Full 2.11.1

z196 GA 2817 86E 9/2010 Reduced 2.11.0

z10 BC GA2, EC GA3 2098, 2097 79F 12/2009 Full 2.10.2

z10 BC GA, EC GA2 2098, 2097 76D 10/2008 None 2.10.1

z10 EC GA 2097 73G 2/2008 None 2.10.0

z9 BC GA2,9 EC GA3 2096, 2094 67L 5/2007 Full 2.9.2

z9 BC GA, EC GA2 2096, 2094 64X 4/2006 None 2.9.1

z9 EC GA 2094 63J 9/2005 None 2.9.0

z890 GA, z990 GA3 2086, 2084 55K 5/2004 Limited 1.8.2

z990 GA2 2084 53P 10/2003 None 1.8.1

z990 GA 2084 52 6/2003 None 1.8.0
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What is “LIC CC”? Is it part of a Driver?



 

No, LIC CC is Licensed Internal Code for Configuration Control specific to one machine. 



 

LIC CC and VPD (Vital Product Data) records internal to the machine keep track of 
purchased entitlements to use the machine’s hardware. Usually the right to use all physically 
present hardware has not been purchased. 

– Purchased processor unit (core) types: (Number of CPs, IFLs, etc)
– Purchased memory, Plan Ahead memory, and Flexible Memory information
– CP capacity setting for full or sub-capacity
– CP capacity “highwater” mark for CP capacity purchased but delivered inactive
– OnDemand records for CBU, On/Off Capacity on Demand, and Planned Events
– zBX blade enablements for System x and POWER7 blades
– Unified Resource Manager level: Manage or Automate/Advance Manage 



 

Many concurrent upgrades can are done just by changing LIC CC and/or VPD
– An IBM Service Representative can change LIC CC on site from media 
– A customer can do some of these using Customer Initiated Upgrade (CIU) OnDemand 

function if required contracts are in place
• Upgrades are configured, priced and purchased on Resource Link
• Required LIC CC changes are “manufactured” and made available for download
• Downloading changes the LIC CC and accomplishes the upgrade.
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What is in a Driver? And how to I know my machine’s level?”


 

A Driver contains (ECs) Engineering Change streams that include LIC for specific functions



 

The Driver Level, EC streams and, EC stream fix levels can be displayed on the HMC and 
can also be determined by customized reports from the Resource Link website. 



 

On the HMC, display “System Information” for the machine. The WSC TSYS z196  is at 
Driver 93, SE Version 2.11.1 with SE Framework EC N48168 at fix level 375. (There are 
many more EC streams that the five shown.)  
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How is that done? (Not that they would let me near an HMC!)


 

Select the machine object (TSYS at the WSC) and double click “System Information”


 

This HMC’s level is also shown in the top blue bar as 2.11.1 (Driver 93)


 

An HMC at a higher level can manage machines at a lower level. 
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What is Resource Link and how do I use it to get that information? 


 

Resource Link is the System z Hardware Support Website


 

A no charge IBM Registration ID is required to use it. If you don’t have an ID already, 
register here: https://www.ibm.com/servers/resourcelink/svc03100.nsf?Opendatabase

https://www.ibm.com/servers/resourcelink/svc03100.nsf?Opendatabase
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So, how can I get this information on Resource Link?


 

Register for “Machine Information”*

*Note: “Machine Information” is available only if the machine is under IBM Maintenance.
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Identify Your Company Customer Number(s) and an IBMer to Verify


 

This information is treated as confidential to your company by IBM.


 

Wait for a confirmation to the email address you registered on Resource Link
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So, what happens next with Machine Information


 

After confirmation, Machine Information will allow you to “View All Machines”


 

“All Machines” means all supported machines for the customer number(s) registered


 

Machines must be configured to “Transmit System Availability Data” weekly to IBM 
(See the TSAD How To Video on Resource Link)

https://www-304.ibm.com/servers/resourcelink/hom03010.nsf/pages/gettingStarted/$file/transmit_tsad2_viewlet_swf.html
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“Customer Data” Report on TSYS, our z196 M80

Available Reports
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Resource Link EC/MCL Report for TSYS in “Machine Information”
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Ok, so you told me about an EC; but, what is an MCL and a Bundle? 
And, I saw HIPERs mentioned. Sounds scary. What are they?



 

An MCL is a Microcode (or Machine) Change Level sometimes called a hardware patch
– Some MCLs implement new function in existing EC streams 
– Some MCLs are problem fixes
– The vast majority of problems are found in ongoing IBM testing
– MCLs are numbered in sequence for each EC stream in the Driver 

(For example, SE Framework EC N48168 shown earlier had 375 MCLs applied) 
– The Machine Information “Missing MCL Report” provides details



 

A Bundle is a group of MCLs tested together and then released to IBM Service 
(For example, Bundle 30za mentioned had 9 MCLs and was released on May 16, 2012) 


 

A HIPER MCL is a fix for a High Impact PERvasive problem
– They are very rare but they need special attention 
– Subscribe on Resource Link for notification of HIPER Alerts
– The concept is a analogous to Red Alerts subscriptions for software 



 

There are also Machine Alerts on Resource Link
– Some are notifications of potential problems
– Others are information general interest to customers.
– Subscribe on Resource Link for notification of Machine Alerts
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Resource Link EC MCL Report for TSYS in “Machine Information”
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View Hiper Alerts and Machine Alerts under Fixes
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Resource Link Hiper Alerts for z196



 

Click individual alerts to view



 

Click “Subscribe to this page” to have email notification sent to email address you registered 
on Resource Link. (Look for “Subscribe on other pages)  
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Resource Link Machine Alerts for z196



 

Click individual alerts to view



 

Click “Subscribe to this page” to have email notification sent to email address you registered 
on Resource Link. (Look for “Subscribe on other pages)  
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Subscription Details – Email, syndication or folder - You choose how. 
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And, one more thing: Driver Exception Letters


 

A Driver Exception Letter documents general items of interest for the driver level, 
recommended MCL service levels, hardware compatibility issues with IBM or OEM 
equipment, and announced function that either cannot be used or does not work correctly.


 

Always review the applicable Driver Exception Letter before moving to a new driver or 
implementing significant new function. 
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Links to Exception Letter PDFs for z196 Drivers 86 and 93
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Contents of SC28-6909, the June 22nd Exception Letter for Driver 93
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So what do I do about MCL fix application and Driver Upgrades? 


 

An IBM Service Representative downloads* and applies MCL bundles and does Driver upgrades



 

MCL Installation Strategy:
• Between driver upgrades, regular installation of MCLs is key for optimal performance. IBM 

recommends that microcode maintenance is performed at least quarterly.
• HIPER MCL information should be reviewed as soon as available. If the HIPER MCL is applicable to 

your environment, IBM recommends that it is installed as soon as a maintenance window can be 
scheduled.



 

Driver Migration Strategy:
• Because new drivers contain fixes as well as new function, driver upgrades should be installed 

regularly as part of normal machine maintenance. 
• For customers with conservative change management policies,  Product Engineering recommends 

migration to the latest driver within one to two quarters (three to six months) after becoming 
available.

• If you wish to use new features or function(s) being provided with a new driver you may wish to install 
the latest driver as soon as it becomes available.

• IBM will support the n-1 driver for six to nine months following the GA (General Availability) of a 
new Driver to allow enough time to transition to the latest driver. 

*Note: MCL download from IBM is available only for machines under IBM Maintenance. For other 
machines, MCLs can be ordered from IBM Boulder. Orderable MCL packages are updated quarterly.
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IBM MCL Support  for an n-1 Driver


 

From the GA of the latest (n) driver the previous (n-1) driver will enter a period called "reduced 
support". During this time, it is possible that not all problems discovered will be fixed in the n-1 driver 
unless they are deemed to have Customer impact. 

– Examples of problems that will be fixed in the current driver during this reduced support period:
• Data Integrity - Problems that result in unscheduled outages (UIRA) 
• Reliability, Availability and Serviceability (RAS) function 
• Breakage in base functionality

– Examples of problems that will not be fixed during this "reduced support" period:
• Low or non-impacting problems 
• Problems with a valid workaround
• Non-pervasive problems 



 

The next three months will be a period of "Limited Support" for the n-1 Driver. 
– Examples of problems that will be fixed during this "Limited Support" period are: 

• Pervasive UIRA fixes (HIPER) 
• Data Integrity 
• Serious Maintenance Package problems 



 

At the end of the "Limited Support" period, the n-1 driver will enter "End of MCL Support".  IBM will 
continue to analyse problems, but no new MCLs will be released for a driver that has reached "End of 
MCL Support". Fixes, that is MCLs, will only be delivered at later driver level.
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So, how do I go to a new Driver if I want  to do that? 


 

Enhanced Driver Maintenance (aka Concurrent Driver Upgrade) EDM (aka CDU) is a 
process that upgrades the machine concurrently from specific EC stream MCL levels  
in the n-1 driver to specific EC stream MCL levels in the new Driver level



 

A Min/Max or Sync Point MCL - Establishes an the 'from' point in the n-1 driver and 
a the 'to' point in the new driver   

– The min/max also defines the concurrent AROM control level for media with the 
specific Driver and MCLs that are to installed during the EDM process. 

– There may be flexibility to specify multiple AROM control levels that may be used 
during an EDM upgrade.

– The Sync from / to points are the exact MCL levels that the EDM package was 
tested for.

– If a Driver update is being planned, care should be taken not to install MCL 
bundles that go past the desired sync point MCL in the n-1 driver. Normal 
maintenance function will not move past a sync point without specific direction to 
do so. 



 

A driver upgrade can also be done disruptively using a different AROM control level 
for disruptive upgrade and performing a Power on Reset (POR)
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What determines when a EDM sync point MCL is released and how is it 
communicated ?


 

Consistent with the 'quarterly microcode maintenance' recommendation, a new EDM 
min/max will also be released approximately once per quarter. 



 

The “EDM Sync Point” schedule is communicated via a Field Info when a new Driver is 
released. This schedule identifies when a new EDM upgrade package (consisting of the 
EDM AROM and min/max MCL) are targeted to be released. This information flows 
to Resource Link “Machine Alerts”



 

An EDM 'sync point' may not require a new concurrent AROM to be released. It could 
be accomplished by releasing an updated min/max MCL to be used with the existing 
EDM AROM.



 

Additional min/max MCLs may be released to adjust the EDM “from/to” point due to the 
release of HIPER MCLs or MCLs to correct the EDM process itself.



 

An EDM concurrent upgrade can not skip a driver level (upgrade the n-2  to the n 
driver). (Example: For z10 machines you can not use EDM to upgrade Sync Driver-73 
directly to Driver-79. You must upgrade Sync Driver-73 to Driver-76 then to Driver-79.) 



 

A driver level can be skipped by a disruptive upgrade. 
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Enhanced Driver Maintenance
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So, what is the MCL fix application process? 


 

For machines under IBM Maintenance, MCL application is done by an IBM Service 
Representative.



 

Most commonly, Bundles of MCLs are downloaded* to the HMC from the 
IBM Remote Support Facility and are applied from there 

–They can also be copied to media, DVD or USB memory stick, and applied from there.



 

Bundles are applied in order and all fixes in the Bundle are applied. 
–“Cherry picking” is a bad idea because MCLs in a Bundle are tested together
–Product Engineering may occasionally recommend deviation from this policy.



 

The vast majority of MCLs can be installed and removed 100% concurrently
–A small percentage enter a “pending” state and require follow-up actions to complete activation
–Examples:

• Some CFCC MCLs require CF LPARs to be deactivated/activated
• Some Cryptographic Co-processor MCLs require co-processors to be taken offline and brought back online
• Some OSA-Express MCLs require CHPIDs to be taken offline and brought back online

–This can involve an especially large number of actions after a concurrent Driver upgrade
–HMC function has also been added to reduce the work to perform these follow-up actions
–Development work is done to reduce the number of these in every new System z server 
–Plan configurations where possible so activation can be done without production outages

* Note: MCL download from IBM is available only for machines under IBM Maintenance. For other 
machines, MCLs can be ordered from IBM Boulder. Orderable MCL packages are updated quarterly.
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Pending Conditions Query After Concurrent MCL Apply
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TSYS – “Single Object Operations”
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Change Management, Query Pending
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Current Pending Conditions in Detail 
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Resource Link Pending Status Report in “Machine Information*”

*Note: “Machine Information” is available only if the machine is under IBM Maintenance.
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What’s the story on the IBM Remote Support Facility*?  


 

Support functions
– Transmit System Availability Data (TSAD): Periodic transmission of hardware inventory, 

system configuration, and system availability data. (Highly Recommended) 
– Download OnDemand orders configured on Resource Link on request

• Customer Initiated Upgrade permanent upgrade orders for installation
• On/Off Capacity on Demand, Capacity Backup, or Capacity for Planned Event 

new record orders or record replenishment orders for temporary upgrades
– Report problems to open Hardware Problem Records (PMHs or PMVs)

• Automatically to open Hardware Problem Records (PMHs) for problems detected by the HMC or SE on 
a System z server 

• On “Report a Problem” HMC function to open Viewable Hardware Problem Records (PMVs)
– Transmit additional data and logs needed by IBM support for problem analysis

• Automatic or on request by an IBM Service Support Representative
– Download firmware fixes: Microcode Change Levels (MCLs) for a System z  server being 

managed or for an HMC or SE to be applied by IBM Service



 

RSF Communication
– Always initiated from the HMC and always encrypted using certificate-controlled SSL
– Always checked by RSF to validate that the connecting HMC is “known” to RSF
– NEVER includes client data
– Using broadband: Fully compatible with proxy servers and firewalls
– Using dial modem: Through PPP to AT&T to RSF over a “Fenced Internet” connection 

(Note: Statement of Direction: Modem support is planned to be withdrawn in the near future)

*Note: RSF is available only for a machine under IBM Maintenance.
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1 All statements regarding IBM's plans, directions, and intent are subject to change or withdrawal without notice. Any reliance 
on these Statements of General Direction is at the relying party's sole risk and will not create liability or obligation for IBM. 

Removal of HMC Dial Modem Support 
(October 12, 2011 Statement of Direction1 )



 

Beginning with the next System z server after the IBM zEnterprise 196 and 114, the 
new Hardware Management Console (HMC) LIC is intended no longer to provide 
modem support. As a result, it will no longer be possible to use dial access to the 
Remote Support Facility (RSF) or to access an External Time Source (ETS) for Server 
Time Protocol (STP). Only broadband connections will be allowed. The new HMC LIC is 
planned to support Network Time Protocol (NTP) authentication support to provide 
enhanced security when an NTP server is accessed to get accurate time for the STP 
Coordinated Timing Network (CTN).


 

Enterprises using modems for RSF or STP should plan to migrating to broadband 
connections. The currently available NTP server option for ETS, as well as internet time 
services available using broadband connections, can be used to provide the same degree 
of accuracy as dial-up time services. 
Reference: Integrating the Hardware Management Console's Broadband Remote 
Support Facility into your Enterprise, SC28-6880


 

Note: When implemented, the above changes are intended to apply to new HMC orders 
for z196 and z114, as well as upgrades of older HMCs to this new version of HMC LIC.
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

 

Designed to be a closed platform with no access to the underlying system 
– The HMC Application LIC is the only “application” that can run. 
– Nothing else can be installed



 

Uses TCP/IP to connect to managed System z servers and to IBM RSF, but: 
– The integrated firewall is designed to block inbound HTTP access by default 
– Only specific configured ports can be opened only by enabling specific HMC functions
– Access can be controlled for individual authentication by LDAP or strong passwords



 

All data communication is encrypted using Secure Socket Layer (SSL)
– The HMC can create and use self-signed, customized certificates
– The HMC can use certificates created by a certificate authority



 

Firmware fixes transferred from IBM are encrypted, digitally signed and checked 
prior to use



 

HMC Remote Access reference on Resource Link:
– HMC Operations Guide, Version 2.11.1 (for z196), especially Appendix C and D

How Secure is a System z Hardware Management Console?

https://www-304.ibm.com/servers/resourcelink/lib03010.nsf/pagesByDocid/F287015984420833852578FF0067D8F9?OpenDocument
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Remote Support Facility (RSF*) Broadband Access

Client
Intranet

RSF

• Proxy Server (optional)
• Must support basic proxy headers (RFC #2616) 

and the CONNECT method
• Basic proxy authentication (RFC #2617) is optional

• Communication always initiated by the HMC
• Uses TCP sockets with SSL encryption (Port 443)
• Network Address Translation (NAT) is supported

Client
Intranet

RSF

*Note: RSF is available only for machines under IBM Maintenance.
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RSF* Broadband Access and References 


 

RSF IP Addresses for HMC Driver 73 or later (z9 EC GA – February, 2008) 
(Check the applicable HMC Operations Guide for earlier Driver levels) 

– IPv6 (Configure for TCP port 443)
• 2620:0:6C0:1::1000
• 2620:0:6C1:1::1000
• 2620:0:6C2:1::1000

– IPv4 (Configure for TCP port 443)
• 129.42.26.224
• 129.42.34.224
• 129.42.42.224



 

Remote Support Facility references on Resource Link: 
– Broadband Remote Support Facility (RSF) Z121-0244-03
– Integrating the HMC Broadband Remote Support Facility on your Enterprise SC28-6880
– HMC Operations Guide, Version 2.11.1 (for z196), especially Appendix C and D

*Note: RSF is available only for machines under IBM Maintenance.

https://www-304.ibm.com/servers/resourcelink/lib03010.nsf/pagesByDocid/95C8B4E3F03B2496852574E9006E1943?OpenDocument
https://www-304.ibm.com/servers/resourcelink/lib03010.nsf/pagesByDocid/AC9716B1992E4E0B85257554005CA806?OpenDocument
https://www-304.ibm.com/servers/resourcelink/lib03010.nsf/pagesByDocid/F287015984420833852578FF0067D8F9?OpenDocument
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How do I get a problem reported if I think I have one? 


 

Most likely the machine will use RSF* to open a PMH automatically and IBM will contact you


 

If not, ask an IBMer to open a PMH OR


 

Especially for suspected problems with the HMC use “Report a Problem” to open a PMV

*Note: RSF is available only for machines under IBM Maintenance.
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Problem Management Viewable (PMV) Record Support 
(Requires Driver 93 on the HMC)


 

A PMV Record is a new viewable hardware problem record (PMH) in the IBM Service Support System 
(Retain) that is designed to facilitate reporting of and work on problems encountered with zEnterprise 
Ensemble Licensed Internal Code (LIC). For example, a PMV may be appropriate for problems encountered 
with the Unified Resource Manager or LIC running in hardware components in the zBX when a problem is 
suspected but is NOT reported automatically as a classic hardware PMH record by the SE and HMC Remote 
Support Facility (RSF) “phone home” function. 



 

A PMV record like a software PMR record (but unlike a classic hardware PMH record) can be viewed, 
refreshed, and directly updated by a customer. 



 

A customer can report a problem in a PMV record using new PMV option in the HMC  “Report a Problem” 
Console Task. This can be done for any z196 or z114 managed by the HMC. A customer can view and update 
PMV records created for any z196 or z114 on the HMC using the new “View PMV Records” Console Task. 
This includes PMV records created on any HMC for the same CEC.

“Request Service” offers the option of an electronic RSF 
“phone home” or telephone contact to a specified number.
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Enter Contact Information, Select Electronic, Request Service
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“Report a Problem”, Select PMV, Enter Description, Request Service
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Console Actions zEnterprise Driver 93 
“View PMV Records”
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View, Refresh,  Add a Comment, View, Add or Download an 
Attachment to a PMV Record (System Generated Information is shown)
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System z Social Media



 

System z official Twitter handle:
– @ibm_system_z



 

Top Facebook pages related to System z: 
– Systemz Mainframe
– IBM System z on Campus
– IBM Mainframe Professionals
– Millennial Mainframer



 

Top LinkedIn Groups related to System z:
– Mainframe Experts Network
– Mainframe
– IBM Mainframe
– System z Advocates
– Cloud Mainframe Computing



 

YouTube
– IBM System z



 

Leading Blogs related to System z:
– Evangelizing Mainframe (Destination z 

blog) 
– Mainframe Performance Topics
– Common Sense
– Enterprise Class Innovation: System z 

perspectives 
– Mainframe 
– MainframeZone
– Smarter Computing Blog
– Millennial Mainframer

http://twitter.com/#!/IBM_System_z
http://www.facebook.com/IBMsystemz?ref=ts
http://www.facebook.com/group.php?gid=26433265296
http://www.facebook.com/group.php?gid=15888095404
http://www.facebook.com/millennialmainframer
http://www.linkedin.com/groups/Mainframe-Experts-Network-55779?itemaction=mclk&anetid=55779&impid=&pgkey=anet_search_results&actpref=anetsrch_name&trk=anetsrch_name&goback=.gdr_1299582558851_1
http://www.linkedin.com/groupsDirectory?itemaction=mclk&anetid=910927&impid=&pgkey=anet_search_results&actpref=anetsrch_name&trk=anetsrch_name&goback=.gdr_1299582558851_1
http://www.linkedin.com/groupsDirectory?itemaction=mclk&anetid=670987&impid=&pgkey=anet_search_results&actpref=anetsrch_name&trk=anetsrch_name&goback=.gdr_1299582558851_1
http://www.linkedin.com/groups?about=&gid=155723&trk=anet_ug_grppro
http://www.linkedin.com/groups/Cloud-Mainframe-Computing-4452774?trk=myg_ugrp_ovr
http://www.youtube.com/user/IBMSystemZ?feature=mhee
http://www.destinationz.org/Community/Evangelizing-Mainframe.aspx
http://www.destinationz.org/Community/Evangelizing-Mainframe.aspx
https://www.ibm.com/developerworks/mydeveloperworks/blogs/MartinPacker/?lang=en
https://www.ibm.com/developerworks/mydeveloperworks/blogs/commonsense/?lang=en
https://www.ibm.com/developerworks/mydeveloperworks/blogs/systemzblogger/?lang=en_us
http://www.mainframe.typepad.com/
http://www.mainframezone.com/
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Thank you! 
ibm.com/systems/z

www.SHARE.org/AnaheimEval
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