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•
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•
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B
are M

inim
um

 Profiles

•
C

reate catchall profiles w
ith U

A
C

C
=N

O
N

E
•

C
K

F.** 
•

C
K

G
.** 

•
C

K
R

.** 
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C
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.**
•

N
O
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•
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O

LK
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C
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.** 

•
grant R

E
A

D
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zS
ecure

•
N

O
TE: a w

ider generic profile like *.** is not sufficient
•

N
O

TE: zS
ecure requires the IR

R
.** FA

C
ILITY class profile



Setting up for C
K

FR
EEZE

•
C

K
FR

E
E

ZE
 (program

: C
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C
O

LL) gathers data to be 
analyzed later – snapshots the system

•
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ecure R
A
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C
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•
D
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 function.

•
B

roken out by product
•
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ppendix B

 in Installation and C
onfiguration G

uide



Setting up for C
K

FR
EEZE

•
First w

e’ll do a setup files
•
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D
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K
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Populate C
K
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EEZE

•
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C
lean up

•
G

o to 3.4
•

Type in your userid
•

Find your C
K

FR
E

E
ZE

.D
ATA dataset

•
/ in action colum

n
•

C
hoose D

elete

•
S

etup Files
•

‘E
’dit your fileset

•
R

eplace dsnam
e w

ith 'S
H

A
R

E
.ZS

E
C

12.LA
B

.C
K

FR
E

E
ZE

‘
•

D
O

N
’T FO

R
G

E
T TH

E
 quotes (‘)



C
K

F.* profiles

•
N

eeded for w
hichever products you w

ant to collect data for
•

zS
ecure A

lert
•

C
ollection job userid
•C

K
F.A

LE
R

T
•C

K
F.C

O
LLE

C
T



C
K

R
.** profiles

•
D

eterm
ines w

hich displays can be seen by user
•

W
ho is allow

ed to see all R
A

C
F database records?

G
ive only central adm

inistrators R
E

A
D

 perm
its.

C
K
R
.
R
E
A
D
A
L
L
 
 
 
 
 
 

N
O
N
E

•
W

ho is allow
ed to invoke C

K
R

C
A

R
LA in A

P
F-authorized 

m
ode?

C
K
R
.
C
K
R
C
A
R
L
A
.
A
P
F
 

N
O
N
E



M
enu controls

•
Frequent ‘gotcha’

•
S

ym
ptom

: blank or om
itted lines from

 M
enu

•
The resource nam

es follow
 the sam

e nam
ing convention: 

•
first qualifier: 'C

K
R

' 
•

second qualifier: 'O
P

TIO
N

' / ‘A
C

TIO
N

’
•

third qualifier: m
ain panel option 

•
fourth qualifier: secondary m

enu option etc. 

•
S

o for the m
ain panel, the resource nam

es are: 
•

C
K

R
.O

P
TIO

N
.S

E
.1 for S

E
TU

P FILE
S

•
C

K
R

.O
P

TIO
N

.R
A for R

A
C

F 

•
C

K
R

.O
P

TIO
N

.**  U
A

C
C

(N
O

N
E

) 
•

C
K

R
.A

C
TIO

N
.**  U

A
C

C
(N

O
N

E
)

•
E

xercise – 
•

W
hat m

enu options are controlled?
•

U
seful for H

elpdesk m
enu tailoring



C
K

G
R

A
C

F controls

The C
K

G
R

A
C

F user does not require any special R
A

C
F authority such as the 

S
P

E
C

IA
L or group-S

P
E

C
IA

L attribute. The C
K

G
R

A
C

F program
, using A

P
F 

interfaces, adopts w
hatever authority it needs for a task. Therefore, you m

ust 
control w

ho can use the C
K

G
R

A
C

F program
 by putting each C

K
G

R
A

C
F user 

or group of users in the access control lists of several X
FA

C
ILIT class profiles.

•
E

nsure C
K

G
.** w

ith U
A

C
C

(N
O

N
E

) is defined 
•

Very extensive guide for C
K

G
 profiles in A

udit/A
dm

in U
ser G

uide: C
hapter 14



zSecure Toolkit for C
IC

S

•
1. D

efine the Toolkit S
V

C
 to R

A
C

F w
ith the R

D
E

FIN
E 

com
m

and. 
R
D
E
F
I
N
E
 
F
A
C
I
L
I
T
Y
 
T
O
O
L
K
I
T
.
S
V
C
 
U
A
C
C
(
N
O
N
E
)

•
2. G

rant S
V

C
 access to each C

IC
S

 region that w
ill have an 

installation of the toolkit. 
P
E
R
M
I
T
 
T
O
O
L
K
I
T
.
S
V
C
 
C
L
A
S
S
(
F
A
C
I
L
I
T
Y
)
 
I
D
(
u
s
e
r
i
d
) 

A
C
C
E
S
S
(
R
E
A
D
)

•
w

here userid is the ID
 of the C

IC
S

 region.
•

3. B
uild the generic block: 

R
D
E
F
I
N
E
 
F
A
C
I
L
I
T
Y
 
T
O
O
L
K
I
T
.
*
*
 
U
A
C
C
(
N
O
N
E
)

•
4. D

efine the specific functions to users



zSecure C
IC

S Toolkit

•
R

eview
 your site

•
C

K
R

•
R

A
.R

 (R
A

C
F R

esources)
•C

lass: FA
C

ILITY (not X
FA

C
ILIT)

•P
rofile: TO

O
LK

IT.**
•

C
heck for TO

O
LK

IT.S
V

C
•U

A
C

C
(N

O
N

E
)

•P
erm

it C
IC

S
 regions

•
C

heck for TO
O

LK
IT.** (or 4 letter transaction codes)



zSecure C
om

m
and Verifier

•
C

ontrol w
ho has access

•
C

4R
.EXEM

PT – U
P

D
ATE

 or higher is uncontrolled!!

•
This profile specifies to display the com

m
and that is 

passed to R
A

C
F before executing it. U

se only the R
E

A
D 

access level at this tim
e.

•
C

4R
.D

EB
U

G
  N

O
TE: This profile is now

 deprecated. Instead, 
use the C

4R
.=M

S
G

.C
M

D
 profile.

•
C

4R
.=M

SG
.C

M
D



zSecure C
om

m
and Verifier

•
R

eview
 your site

•
C

K
R

•
R

A
.R

 (R
A

C
F R

esources)
•C

lass: X
FA

C
ILIT

•P
rofile: C

4R
.**

•
W

atch for any W
A

R
N

IN
G

 (Y
) profiles

•zS
ecure C

om
m

and Verifier does not support the use of w
arning 

m
ode on policy profiles

•
C

heck for C
4R

.** profile – N
O

T recom
m

ended
•

C
heck for C

4R
.E

X
E

M
P

T 
•Is anyone above the rules?



Sum
m

ary

•
S

tarting up w
ith zS

ecure
•

IFA
P

R
D

xx not required to enable
•

A
ppendix B

 in Installation and C
onfiguration G

uide
•

C
K

F.**  - C
K

FC
O

LLE
C

T - C
K

FR
E

E
ZE

•
C

K
G

.** - C
K

G
R

A
C

F – special com
m

and handler
•

C
2R

.**  - authorization w
ith A

udit / A
dm

in
•

N
O

T C
4R

.** - C
om

m
and control over all

•
TO

O
LK

IT.** - C
IC

S
 interface to zS

ecure
C

2X
.** - controlling the exits



Thank you

•
P

lease subm
it your session evaluations

11687

•
O

nline at S
H

A
R

E
.org/A

naheim
E

val
•

P
aper copy if needed


