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« FTP Today and in the Workplace

« Security Breaches and Compliance
* Risks associated with FTP
 Options to Secure FTP
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FTP in the Workplace
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Complete your sessions evaluation online at SHARE.org/AnaheimEval

Most Computers have the ability to
exchange data (Users desktop)
Embedded in services of TCP/IP
Business to Business FTP transfers are
uncontrolled and insecure

Critical Lynchpin in Business to Business
Communications

Facility used for file transfers between
diverse computing platforms

The manner in which the way FTP is
implemented by Business needs attention
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FTP Today = ° LLL

B Local Bank Trorsfer
O Norrlocal 2ank Tramsfer

Complete your sessions evaluation online at SHARE.org/AnaheimEval

Been around since 1971 (before TCP
and IP protocols — very aged protocol)
Millions of critical files and data
exchanged by corporations daily

Few Managers realize the Security
and Management Risks with the
prevalent use of FTP

FTP has not “evolved” over the years
and is rife with Security Exposures
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FTP and Compliance — Recently suARE
In the News

Security pros say that hackers have the upper hand
Posted on 13 October 2011,

Healthcare Information Security Articles

TRICARE Hit With $4.9 Billion Lawsuit

i:? credic Damages Sought for Privacy Violations in Breach Incident
Eligitle Qctober 14, 2011 - Howard Anderson, Executive Editor, HealthcarelnfoSecurity.com

MEWS

Verizon PCl report finds firms struggling
to maintain compliance

Robert Westervelt, News Director = AA D068 D

Published: 28 5ep 2011
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http://www.net-security.org/
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http://www.healthcareinfosecurity.com/
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FTP and Compliance
1.PCI-DSS

1. Any time credit card information is sent it must abide by the PCI-DSS compliance
standards for security and confidentiality.

2.HIPAA, SOX, GLBA, FISMA & Others

1. HIPAA - The HIPAA Security Rule mandates health plan providers, healthcare
clearing houses, and other organizations processing health information to take
reasonable and appropriate precautions to protect health information.

2. SOX - Section 404 of SOX requires top management to establish an adequate
internal control structure and include an assessment of its effectiveness in the
annual report. Additionally, an external auditor needs to verify the management
assertions.

3. GLBA - The Safeguards Rule issued by the Federal Trade Commission (FTC) is
established standards for financial institutions to develop, implement, and maintain
administrative, technical, and physical safeguards to protect security, confidentiality,
and integrity of customer information

4. FISMA - FIPS 140-2 requires certified cryptographic modules to meet the
compliance requirements for government agencies and certain contractors

5. California SB 1386, Basel Il, Massachusetts Privacy Law "mxﬂ”
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Risks associated with FTP

= Anyone with READ access, also
has “Transfer Out” access

= Read Clear Text Exposure

= Password interception

= Eavesdropping

= Hijacking

= “Man in the middle”

= Connection “hijack”

= Spyware

=  Wireless Connectivity

= Can open portal behind firewall
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FTP Packet Trace Example

WIP IP Packet Trace from system 01400 on stack TEPIP Thu Jul 31 14:30:43 EDT 2003
Line = Length | Time (Agent Local) Delka(d) = LocalIP Dir | Remote IP Prato  Other Information
[ T L T LD LD LUz MU UL Ly LWL LT LZl — L2 LW LU LU L Ir STV U LT [ HALR | BLR L DS WY A
3] 108]13:25:39.867 (31202008) |00:00.054 | 10.14.0.1:21 = |192.168.10.186:3165 | TCP | Seq=3178565720 [ACK PUSH] Ack=2010128188 Win=32768 =
4 40[13:25:40.103 (312u2008) [00:00.236 | 10.14.0.1:21 & |192,168.10,186:3165 | TCP | Seq=2010128189 [ACK] Ack=3178565788 Win=65467
5| 102]13:25:40.103 (312u2008) |00:00.000 | 10.14.0.1:21 = |192.168.10.186:3165 | TCP | Seq=3178565788 [ACK PUSH] Ack=2010128189 Win=32768
B 40| 13:25:40.403 (312u2008) |00:00.300 | 10.14.0.1:21 & [192.168.10.186:3165 | TCP | S2q=2010128183 [ACK] Ack=3178565850 Win=55405
7| 52[13:25:59.847 (312U2008) |00:19.444 | 10.14.0.1:21 & |192.168.10.186:3165 | TCP | Seq=2010128189 [ACK PUSH] Ack=3178565850 Win=65405
8 67]13:25:59.851 (312u2008) |00:00.004 | 10.14.0.1:21 = |192.168.10.186:3165 | TCP | Seq=3178565850 [ACK PUSH] Ack=2010128201 Win=32756 =
9] 40[13:26:00.105 (312u2008) |00:00.254 | 10.14.0.1:21 & |192.168.10.186:3165 | TCP | 5eq=2010128201 [ACK] Ack=3178565877 Win=65378
3 3,253 ; 00:03.148  10.14.0.1:21 &  192.168.10.186:3165 5eq=2010128201 [ACK. PUSH] Ack=3178565877
1] 65)13:26:03,392 (310u2008) |00:00.138 |10.14.0.1:21 = |182,168,10,186:3165 | TCP | Seq=3178565877 [ACK PUSH] Ack=2010126214 Win=32755 ||
12 40/13:26:03.661 (31ul2008) |00:00.268 |10.14.0.1:21 & [192.168.10.186:3165 | TCP | Seqe=2010128214 [ACK] Ack=3178565902 Win=65353 v
éﬁﬁﬁﬁ?:ﬂ!?e | End v/ [ Fnd |[Frdmasciit | @7wa
5 E-Lenlglth: 53 3
 Linkname: OSALNKR +0000 45000035 d4134000 7d06543e clalaba | E..5..8.1.T>.... | ol hoiimes
Ee-[_] TP Header +0010 0a0e0001 0cSA00LS T7dDIE4S bATSI0ES | .vovndouWe Totes | vvves)ortenn 8
e TeP +0020 S018££62 5e1b0000 50415353 20626174 | P..b~...PASS bat | c.0. ;... RN
B4 Data +0030 Gd&1620d 0000000 | man. . |
i--13 bytes of data
.I"".
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WIP IP Packet Trace fram system Q1400 an stack TCPIP Thu Jul 31 14:30:48 EDT 2002
Line = Length = Time (Agent Local) Delka(d)  LocalIP Dir | Remote IP Proko | Qther Information
4 T LS d T 0L DL AU ) LULERLELY P AL AW LT LaZl — L2 U, LW Ly, Ll 1=r ST ST LU MR | HLR—d L A 2 WY A
3 108(13:25:39.867 (312012008) |00:00.054 |10.14.0.1:21 = [192.168.10.186:3165 | TCP 5eq=3178565720 [ACK PUSH] Ack=2010128189 Win=32768 =
4 40| 13:25:40,103 (312012008) |00:00,236 |10.14.0.1:21 & |192,168.10.186:3165 |TCP | 5eg=2010125189 [ACK] Ack=3178565788 Win=65467
5 102(13:25:40,103 (312ul2008) |00:00,000 | 10.14.0.1:21 = [192.168,10.186:3165 | TCP Seq=3178565788 [ACK PUSH] Ack=2010125189 Win=32768
] 40| 13:25:40,403 (31Jul2008) | 00:00.300 |10.14.0.1:21 & |[192.168.10.186:3165 | TCP 5eq=2010128189 [ACK] Ack=3178565850 Win=65405
7 52| 13:25:59,847 (312012008) |00:19.444 |10.14.0.1:21 & [192.168,10.186:3165 | TCP 5eq=2010128189 [ACK PUSH] Ack=3178565850 Win=65405
] 67| 13:25:59,851 (31Jul2008) | 00:00.004 |10.14.0.1:21 =2 [192.168.10.186:3165 | TCP 5eq=3178565850 [ACK PUSH] Ack=2010128201 Win=32756 =
9 40| 13:26:00,105 (3120l2008) |00:00.254 |10.14.0.1:21 & [192.168,10.186:3165 | TCP Seq=2010128201 [ACK] Ack=3178565877 Win=65378
3 13:26:03.253 (3110l2008)  00:03.148 10.14.0.1:21 & 192.168.10.186:3165 Seq=2010128201 [ACK PUSH] Ack=3178565877 Win=65378
11 .
i 1
12l | |
4 Packet Fn;: :
'?"EJL“’IPTJ:' +0000 45000035 44134000 7d08543: c0af0aba | E..5..0.}.T=.on | o0 M UYeiuwes
_ILI':‘E +0010 Oalz0001 Ocad0015 77d01f£4% bd7010£5 | .....)..w. 1w | ovei)onfe g !
] = 1 1
o || 10020 S018£E2 Se1b0000 50415353 20626174 fP..b...PASS bat) c.0.;...ENNNM |
Cyoas! !
“BBA| 10030 GdELE=Dd DaD00000 | nan. P |
| 1
— 1
1 1
| |
I_ __________________________________________________________ 1
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What Are The Options To Secure Your
FTP Secure ?

Firewalls / VPN

FTPS /SFTP/ Vendor Solutions /IBM
Ported Tools

FTP Server Off M/F

10
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Options to Secure your FTP Data rs
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SSH SSH
Server/Client Server/Client
Responsible for Responsible for
authentication, encryption, authentication, encryption,

compression COMpression
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Options to Secure your FTP Data

SSH SSH
Server/Client Server/Client
Responsible for Responsible for
authentication, encryption, authentication, encryption,

COMpression COMpression

- —— === o

= \What are some alternatives
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Options to Secure your FTP Data £
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SSH SSH
Server/Client Server/Client
Responsible for Responsible for
authentication, encryption, authentication, encryption,

COMpression COMpression

- —— === o

= What are some alternatives
= Why or why not use the methods and tools
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Options to Secure your FTP Data r

SHARE
SSH SSH
Server/Client Server/Client
Responsible for Responsible for
authentication, e_ncryption, authentication, encwption,

Compression Compression
= What are some alternatives
= Why or why not use the methods and tools
= When is a good time to use the solution
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FTP (File Transfer Protocol) S
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SSH SSH

Server/Client
Responsible for
authentication, encryption

Server/Client
Responsible for
authentication, encryption

compression compression

SFTP
Subsystem

[

cCOFTP T FTP
-~
A \\
;’ A

PGP ‘ PGP

= FTP
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FTPS (FTP over SSL) .
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SSH SSH
Server/Client Server/Client
Responsible for Responsible for
authentication, encryption authentication, encryption,

compression compression

SFTP
Subsystem

[

____FTP |
| ServeriClient

PGP

= FTP
= FTPS
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FTP over SSH Tunnel /5
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SSH SSH
Server/Client Server/Client
Responsible for Responsible for
authentication, encryption, authentication, encryption,

compression compression

= FTP
= FTPS
17- FTP over SSH Tunnel
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SFTP (SSH Secure FTP) 3
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SSH SSH
Server/Client Server/Client
Responsible for Responsible for
authentication, encryption authentication, encryption

compression compression

SFTP
Subsystem

FTP

= FTP = SFTP
= FTPS
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FTP/SFTP Hybrid ”

Techaology « Carneclions « Results

SSH SSH
Server/Client Server/Client
Responsible for Responsible for
authentication, encryption authentication, encryption

compression compression

SFTP
Subsystem

FTP

= FTP = SFTP
= FTPS = FTPto SFTP

19 " FTPover SSH Tunnel
: SHARE
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VPN (Virtual Private Network) £
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SSH SSH
Server/Client Server/Client
Responsible for Responsible for
authentication, encryption authentication, encryption,

compression COMpression

= FTP = SFTP
= FTPS = FTPto SFTP
. " FTPover SSH Tunnel = VPN
: SHARE
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PGP (Data at rest) =
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SSH SSH
Server/Client Server/Client
Responsible for Responsible for
authentication, encryption, authentication, encryption,
compression COMmpression

= FTP = SFTP
= FTPS = FTPto SFTP

= FTP over SSH Tunnel = VPN
21 = PGP - SHARE
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SSH SSH
Server/Client Server/Client
Responsible for Responsible for
authentication, encryption, authentication, encryption,

Compression compression

SFTP
Subsystem

[

FTP
Server/Client

= FTP = SFTP
= FTPS = FTPto SFTP
= FTP over SSH Tunnel = VPN
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SSH SSH
Server/Client Server/Client
Responsible for Responsible for
authentication, encryption, authentication, encryption

compression compression

ETP
FTF in SSH Tunne

= FTP = SFTP
= FTPS = FTPto SFTP
= FTP over SSH Tunnel
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SSH SSH
Server/Client Server/Client
Responsible for Responsible for
authentication, encryption authentication, encryption
compression compression

FTP
Server/Client

= FTP
= FTPS
= FTP over SSH Tunnel
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= FTP
= FTPS
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FTP =

= Pros
= Ubiquitous
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FTP -

= Pros
= Ubiquitous
= Common knowledge
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FTP SHARE

Techaslogy « Corneclions « Results

= Pros
= Ubiquitous
= Common knowledge
* Included in base OS
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FTP suARE

Techaslogy « Corneclions « Results

= Pros = Cons
= Ubiquitous = Very little security
= Common knowledge
* Included in base OS
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FTP £

SHARE

Techaology « Carneclions « Results

= Pros = Cons
= Ubiquitous = Very little security
= Common knowledge » Not firewall friendly
* Included in base OS
30  SHARE
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Active Firewall

Y

234586 Command Connect{on 21 j
-

g

Internet FTP server

23457 Data Conneﬁi\on 20

FTP client

- SHARE
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FTP client

D
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23456 Command Connect{on
Firewal
Internet
23457 Data Connegtion

FTP server
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Passive FTP

T~

D

FTP server
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234586 Command Connectjon
- Use Port 65432
|
FTP client Fi | I
clien irewa
: Internet
|
} -
23457 Data Connegtion I 65432
|
|
|
|

—
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FTP SHARE

Techaology « Carneclions « Results

= Pros = Cons
= Ubiquitous = Very little security
= Common knowledge » Not firewall friendly
* Included in base OS = No native compression
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FTP =

SMH.CQ"“EME
*Pros -Cons
*Ubiquitous *Very little security
Common knowledge *Not firewall friendly
Included in base OS *No native compression
‘Lacks integrity validation
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= Common uses
= Public information
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FTP SHARE

Techaslogy « Corneclions « Results

= Common uses
= Public information
» Intranet transfers (careful, not everyone on the intranet is
safe)
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FTP SHARE

Techaslogy « Corneclions « Results

= Common uses
= Public information
» [ntranet transfers (careful, not everyone on the intranet is
safe)
= Far too many things that should really use something better
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FTP over SSL (FTPS) mrant

= Pros
= Same FTP familiarity
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FTP over SSL (FTPS) 3

= Pros
= Same FTP familiarity
= |ncluded in base z/OS
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FTP over SSL (FTPS) AN

= Same FTP familiarity
= |ncluded in base z/OS

= Supports X.509 certificates (trusted authority) and
keberos

41
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FTP over SSL (FTPS) SRARE

= Pros
= Same FTP familiarity
* Included in base z/OS
= Supports X.509 certificates (trusted authority)
and keberos
» RACF keyrings supported
?ozmplete your sessions evaluation online at SHARE.org/AnaheimEval :'s!.-'ﬁlll:\'nfheim
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FTP over SSL (FTPS) AL

= Pros = Cons
= Same FTP familiarity = Not firewall friendly (even
* |ncluded in base z/OS worse than straight FTP)

= Supports X.509 certificates
(trusted authority) and

keberos
» RACF keyrings supported
43 s
Complete your sessions evaluation online at SHARE.org/AnaheimEval '.s HARE

«* inAnaheim



Passive FTP

T~

D

FTP server
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234586 Command Connectjon
- Use Port 65432
|
FTP client Fi | I
clien irewa
: Internet
|
} -
23457 Data Connegtion I 65432
|
|
|
|

—

3

SHARE

Techaology « Carneclions « Results

- SHARE

*e.+* inAnaheim



EHETHET O
FTP over SSL (FTPS) L1

= Pros = Cons
= Same FTP familiarity = Not firewall friendly (even
* Included in base z/OS worse than straight FTP)
= Supports X.509 certificates = Can’t assume it’s
(trusted authority) and available on the other end
keberos

» RACF keyrings supported
45
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FTP over SSL (FTPS) suane

= Common Uses
= 7/OS to z/OS
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FTP over SSL (FTPS) 3

S I'l. A R E
= Common Uses
= 7/OSto z/OS
= 7/OS to i/Series
47
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FTP over SSL (FTPS) whadencs

= Common Uses
= 7/OSto z/OS
= 7/OS to i/Series
= Servers and clients available on platforms
48 I SHARE

Complete your sessions evaluation online at SHARE.org/AnaheimEval .+ inAnaheim



s
FTP over SSH Tunnel '..’
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SSH SSH
Server/Client Server/Client
Responsible for Responsible for
authentication, encryption, authentication, encryption,
cCompression COMpression

= Pros
= Same FTP familiarity
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FTP over SSH Tunnel /’A’

Techaology « Carneclions « Results

SSH SSH
Server/Client Server/Client
Responsible for Responsible for
authentication, encryption, authentication, encryption,
compression COMpression

= Pros
= Same FTP familiarity
» Firewall friendly
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FTP over SSH Tunnel /r’

SHARE

Techaology « Carneclions « Results

SSH SSH
Server/Client Server/Client
Responsible for Responsible for
authentication, encryption, authentication, encryption,
compression COMpression

= Pros
= Same FTP familiarity
» Firewall friendly
= Compression of data
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FTP over SSH Tunnel ”A’

Techaology « Carneclions « Results

SSH SSH
Server/Client Server/Client
Responsible for Responsible for
authentication, encryption, authentication, encryption,
compression COMpression

Proxy

= Pros
= Same FTP familiarity
» Firewall friendly
= Compression of data
» Good checksums of data, at least for

- the internet piece
: SHARE
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FTP over SSH Tunnel 1

SSH SSH
Server/Client Server/Client
Responsible for Responsible for
authentication, encryption, authentication, encryption,
compression COMPression
Proxy P C j 'r
FTF in SSH Tunne
- Firewall Firewall -
m FTP FTP m
Server/Client Server/Client
= Pros = Cons
= Same FTP familiarity = More parts need to be
» Firewall friendly choreographed

= Compression of data
= Good checksums of data, at

53 least for the internet piece SHARE
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FTP over SSH Tunnel g

SSH SSH
Server/Client Server/Client
Responsible for Responsible for
authentication, encryption, authentication, encryption,
COMmpression COmMpression

Proxy P C j W

FTP in SSH Tunne

- Firewall Firewall -
w FTP FTP w

Server/Client Server/Client

= Pros = Cons
= Same FTP familiarity = More parts need to be
» Firewall friendly choreographed
= Compression of data » Requires SSH and FTP on
» Good checksums of data, at both ends
least for the internet piece
o4 : SHARE
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FTP over SSH Tunnel -
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Techaology « Carneclions « Results

SSH SSH
Server/Client Server/Client
Responsible for Responsible for
authentication, encryption, authentication, encryption,
compression COMpression

Proxy

= Common uses
» Sites that have a significant reliance on FTP already in place
that need to implement SSH encryption for transit
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Secure FTP (SFTP) £
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—

SSH SSH
Server/Client Server/Client
Responsible for Responsible for
authentication, encryption authentication, encryption

compression compression

= Pros
= Point to point encryption
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Secure FTP (SFTP) ”

Techaology « Carneclions « Results

SSH SSH
Server/Client Server/Client
Responsible for Responsible for
authentication, encryption, authentication, encryption,
compression compression

= Pros
» Point to point encryption
= Compression and Integrity built-in
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Secure FTP (SFTP) /é

Techaology « Carneclions « Results

SSH SSH
Server/Client Server/Client
Responsible for
authentication, encryption,
Compression

Responsible for
authentication, encryption,
compression

= Pros
» Point to point encryption
= Compression and Integrity built-in
= Already ready to go on Unix/Linux

servers
o...C
o8 : SHARE
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Secure FTP (SFTP) 'A,

SSH SSH
ServeriClient Server/Client
Responsible for

Responsible for
authentication, encryption, authentication, encryption,

COMpPression

COMpression

= Pros = Cons
» Point to point encryption = Not part of base on z/OS
= Compression and Integrity or Windows
built-in
= Already ready to go on
59 Unix/Linux servers
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Secure FTP (SFTP) /é

Techaology « Carneclions « Results

SSH SSH
ServeriClient Server/Client
Responsible for

Responsible for
authentication, encryption, authentication, encryption,
COMpression

COMpPression

= Pros = Cons
» Point to point encryption » Not part of base on z/OS
= Compression and Integrity or windows
built-in = May not be as familiar to
= Already ready to go on users
50 Unix/Linux servers
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Secure FTP (SFTP) Cane

SSH SSH

Server/Client ServeriClient
Responsible far Responsible for
authentication, encryption, authentication, encryption,
compression compression

SFTP

SFTP
Subsystem

Subsystem

/ SFTP \

- Firewall Firewall -

= Pros = Cons
» Point to point encryption = Not part of base on z/OS or
= Compression and Integrity windows
built-in = May not be as familiar to users
= Already ready to go on » Only protects data in transit
Unix/Linux servers
?jmplete your sessions evaluation online at SHARE.org/AnaheimEval ..‘.s.!"'iAnﬁnEheim



Secure FTP (SFTP) SHARE

SSH SSH
Server/Client Server/Client
Responsible for Responsible for
authentication, encryption, authentication, encryption,
compression compression

= Common uses
» Easy access for distribution to Unix/Linux farms
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FTP to SFTP Conversion (Vendor Solution) iuans

SSH SSH
Server/Client Server/Client
Responsible for Responsible for
authentication, encryption, authentication, encryption,
compression compression

= Pros
» Satisfies SFTP requirement
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FTP to SFTP Conversion (Vendor Solution) SUANE

SSH SSH
Server/Client Server/Client
Responsible for Responsible for
authentication, encryption, authentication, encryption,

compression compression

= Pros
» Satisfies SFTP requirement
= Can still use the FTP client on the z/OS
side
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FTP to SFTP Conversion (Vendor Solution) SHARE

Techaology « Carneclions « Results

SSH SSH
Server/Client Server/Client
Responsible for Responsible for
authentication, encryption, authentication, encryption,

compression compression

= Pros = Cons
= Satisfies SFTP = Not a perfect match of
requirement functions
» Can still use the FTP
65 client on the z/OS side
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FTP to SFTP Conversion (Vendor Solution) SHARE

Techaology « Carneclions « Results

SSH SSH
Server/Client Server/Client
Responsible for Responsible for
authentication, encryption, authentication, encryption,

compression compression

= Common uses
» Leveraging FTP already in place, but transitioning it to
your SFTP knowledgeable partners

66 ‘SHARE

*e.+* inAnaheim

Complete your sessions evaluation online at SHARE.org/AnaheimEval




HEHHHHHNN I
~

VPN SHARE

Techaslogy « Corneclions « Results

= Pros
= Network to Network encryption
(everything covered)
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VPN
Techaology « Carneclions « Results

= Pros
= Network to Network encryption
(everything covered)
= Some integrity built-in
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VPN SHARF

= Pros
= Network to Network encryption (everything
covered)
= Some integrity built-in
= Compression might be included
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= Pros
» Network to Network encryption (everything covered)
= Some integrity built-in
= Compression might be included
» Transparent to the applications
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SHARE
Techaology « Carneclions « Results

= Pros = Cons
= Network to Network encryption = More complex
(everything covered) to set up

= Some integrity built-in
= Compression might be included
» Transparent to the applications
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Techaology « Carneclions « Results

= Pros = Cons
= Network to Network encryption = More complex
(everything covered) to set up
= Some integrity built-in » Intranet traffic
= Compression might be included IS unprotected
» Transparent to the applications
Zozmplete your sessions evaluation online at SHARE.org/AnaheimEval :'.s.!.-l%'l:\'nfheim



VPN SHARE

Techaology « Carneclions « Results

= Pros = Cons

= Network to Network encryption = More complex to set up
(everything covered) » Intranet traffic is unprotected

=  Some integrity built-in = Usually managed by another

= Compression might be group
included

= Transparent to the

73 applications SH ARE
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VPN =

= Common uses
» Trusted partner networks
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PGP (Data at Rest) suamE

Techaology « Carneclions « Results
_ Any transport
- -
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PGP

PGP
= Pros

= Full control of sensitive data
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PGP
= Pros
= Full control of sensitive data
» Transport is not important
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PGP (Data at Rest) SHARE

_ Any transpart
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= Pros
= Full control of sensitive data
» Transport is not important
= Compression and Integrity
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PGP (Data at Rest) SHARE

* I o
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PGP

f

= Pros

= Full control of sensitive data
» Transport is not important
= Compression and Integrity
78 = Not just for transfers SH ARE

Complete your sessions evaluation online at SHARE.org/AnaheimEval

PGP

*e.+* inAnaheim




PGP (Data at Rest) SHARE

_ Any transport
’.—” “““\-
- Y
” -
ra Y
. Y
’ A
PGP

r) A

= Pros = Cons
= Full control of sensitive » Requires staging of data
data
= Transport is not important
= Compression and Integrity
79 = Not just for transfers : SHARE
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PGP (Data at Rest) .

SHARE

Techaology « Carneclions « Results

_ Any transpart
/,’ \\\\
:’, N
It 1
= \. ./ -

= Common uses
= Sensitive data that needs protection at destination as well as
In transit
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PGP (Data at Rest) sHARE

_ Any transport_
/,’ “\\\
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= Common uses
» Sensitive data that needs protection at destination as well as
in transit
= When network component is not managed by interested
parties
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FTP — All The Options nrARE

SSH SSH
Server/Client Server/Client
Responsible for Responsible for
authentication, encryption, authentication, encryption,

compression Compression

= —— =

= Common uses
» Mixed requirements — unfortunately, one size rarely fits all

properly
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Summary LN

 What is that you wish to accomplish ?

« Evaluate each solution and
determine which solution/s I1s best for
your company

* |Implement one / or more solutions

* Regular Audits to make sure your
compliant
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Techaology « Carneclions « Results
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Thank You
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