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Download wireshark 
http://www.wireshark.org/

Wireshark is constantly improved and updated so  check out the website regularly
As of August 2012, the latest stable release is 1.8.1 
Help → About Wireshark will tell you what's installed.  
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Default Configuration: Not to everyone's taste

Depending on where the trace was taken, the IP 
checksum might not be calculated yet.
  Need to disable IP checksum verification!
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Default Configuration: Edit - Preferences

Change the configuration for IPV4 and TCP traffic 

Uncheck the functions you don't need/like
While you're here, check out the TCP checksum!
Offloaded to HW in some TCP/IP stacks also  
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Default Configuration: Edit - Preferences

Add additional columns to the packet list window 

Using a field type of Custom, you can select any 
addressable field in a packet
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Default Configuration: Coloring Rules

Assign different colors based on direction of traffic 

Initial TTLs can be used to identify the 
operating system of the sender...
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Default Configuration: Display Filters

Change the pre-defined Display Filters

Create your own Display Filters and keep 
them for later use 
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Default Configuration: Where is it kept?

Help → About Wireshark → Folders 

3 files form a wireshark 'Profile' 
dfilters, colorfilters, preferences
Copy those to the Global configuration
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New Profile: Create a Profile for ctg problems

Configuration for CICS Transaction Gateway problems

Some Background on CICS Transaction Gateway flows

 

CTG was using SNA LU6.2 (APPC) protocol originally

Native TCP Socket support came later 

Inside the TCP segment there are still LU6.2 structures to be found 

SNA Sequence Numbers

SNA RH (Request Response Headers

SNA FMH5 (0x0502FF) to start (ATTACH) a Transaction Program 

SNA GDS Variables (0x12FF,0x12F2)

SNA FMH7 to report SNA Sense Codes 
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Background: CICS Transaction Gateway
'SNA LU62' protocol within TCP 

2cIP  http://www.ansynova.com2cIP  http://www.ansynova.com



AIX (CTG) closes the connection 
 Why?  Who is at fault? 



Windows CICS Client ABENDs the transaction
 … sends FMH7 with SNA sense 08640000
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ctg profile
dfilters

"ctg_up_down" tcp.flags.syn==1 or tcp.flags.fin==1 or tcp.flags.reset==1 or data.data contains 0b:9001:0707 or 
(data.data[13:3] eq 05:02:ff and data.data[22:4] eq c3c3:c9d5 ) or data.data[12:4] eq 0034:12ff
"3-way_handshake" tcp.flags.syn==1 or (tcp.ack==1 and tcp.seq==1 and tcp.len==0 and !tcp.analysis.window_update)
"delay" frame.time_delta gt 0.02
"p0f fingerprints" tcp.flags.syn==1 or tcp.flags.reset==1
"ctg_response GDS12F2 " data.data contains 12f2 and !data.data contains 0502:ff
"ctg_request FMH5 ALLOCATE" data.data contains 0b:90:a0 and data.data contains 0502:ff
"ctg_req_resp  filter on SNA SNF " data.data[6:2] eq 0e46 
"ctg_init FMH5 TP:CCIN" (data.data[13:3] eq 05:02:ff and data.data[22:4] eq c3c3:c9d5 ) or data.data[12:4] eq 
0034:12ff
"ctg_fmh7" data.data contains 0b:9001:0707
"ctg_heartbeat 'PING'" (data.data contains 013a:12f2 or data.data contains 0502:ff) && data.data contains 
2020:5049:4e47
"ctg_large_data : No TG at offs 0 in segment" tcp.len gt 0 and !data.data[0:2] eq 0000 and !data.data[4:2] eq 0000
"ctg_req_rsp" data.data contains 0b:90a0 or data.data contains 03:9001 or data.data contains 0b:9001

"ctg_up_down" tcp.flags.syn==1 or tcp.flags.fin==1 or tcp.flags.reset==1 or data.data contains 0b:9001:0707 or 
(data.data[13:3] eq 05:02:ff and data.data[22:4] eq c3c3:c9d5 ) or data.data[12:4] eq 0034:12ff
"3-way_handshake" tcp.flags.syn==1 or (tcp.ack==1 and tcp.seq==1 and tcp.len==0 and !tcp.analysis.window_update)
"delay" frame.time_delta gt 0.02
"p0f fingerprints" tcp.flags.syn==1 or tcp.flags.reset==1
"ctg_response GDS12F2 " data.data contains 12f2 and !data.data contains 0502:ff
"ctg_request FMH5 ALLOCATE" data.data contains 0b:90:a0 and data.data contains 0502:ff
"ctg_req_resp  filter on SNA SNF " data.data[6:2] eq 0e46 
"ctg_init FMH5 TP:CCIN" (data.data[13:3] eq 05:02:ff and data.data[22:4] eq c3c3:c9d5 ) or data.data[12:4] eq 
0034:12ff
"ctg_fmh7" data.data contains 0b:9001:0707
"ctg_heartbeat 'PING'" (data.data contains 013a:12f2 or data.data contains 0502:ff) && data.data contains 
2020:5049:4e47
"ctg_large_data : No TG at offs 0 in segment" tcp.len gt 0 and !data.data[0:2] eq 0000 and !data.data[4:2] eq 0000
"ctg_req_rsp" data.data contains 0b:90a0 or data.data contains 03:9001 or data.data contains 0b:9001
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ctg profile
colorfilters
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ctg profile
preferences 
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Thank You for your time!

  : mreede            IP Wizards 

ip.wizards@groups.facebook.com 
  Matthias Burkhard                                                                    
             IBM                                                               
   mburkhar    de.ibm.com@
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