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Download wireshark 75, i

Technslogy « Corneclions « Resulls

http://www.wireshark.org/

Wireshark is constantly improved and updated so check out the website regularly
As of August 2012, the latest stable release is 1.8.1
Help —» About Wireshark will tell you what's installed.

(] Most Visited §J¥ Getting Started 5] Latest Headlines | | I8M [ | IBM | | IBM [ | IBM

[i About Wireshark 1
W | R E S H AR Wireshark |Auﬁ-mrs || Folders || Plugins || Lir.ense|

Wireshark Get Hel

Download Wireshark Network Protocol Analyzer

Version 1.8, 1 (SWN Rev 43946 from ftrunk-1.8)

Get Wireshark

The current stable release of Wireshark is 1.8.1. K supersedes all previous releases, including all Mew! Virtual Cas
releases of Ethereal. You can also download the latest development release (1.8.0rc2) and

documentation. © Ensure pack

whenever pri
e Speed probl
e Monitor phys
{- 11} ]
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Default Configuration: Not to everyone's taste sua=s:

il do731.client.pcap [Wireshark 1.8.1 (SVN Rev 43946 from ftrunk-1.8)] Mi=[<
File Edit Wew Go Caplure Analyze Statistics Telephony Tools Internals  Help

1 ] » a2 R
B ol 8l EEXEEE Qe+ DT ILI|IBIE QA0 WHEM:H B
Filter: | ip.checksum_bad== [VI Expression..., Clear Save
Time SoLlrce src_port  |Destination dst port |Protocol  ILength  lipid TIL Info [A
766 0.484 192.168.90.43 64807 192.168.2.9 8497 TCP 447 0x1494 128 64807 > 8497 [PSH, |
I Wireshark: 9337 Expert Infos Mi==
Errors: 1(8630) |Warnings: 3 (14) || Motes: 15 (28} || Chats: 5 (667) | Details: 9337 || Packet Comments: O
Group 1 |Protocol 1 [Summary 1 [Count 1
i+ Checksum  IPv4 Bad checksum 8530

Depending on where the trace was taken, the IP

checksum might not be calculated yet.

Flags: 0x02 (pon't Fragl  Need to disable IP checksum verification!
Fragment offset: O

Time to live: 128
Frotocol: TCP (&)
+# Header checksum: 0x0000 [incorrect, should be O0x0720 (may be caused by "IF checksum o

¢ |

0000 00 12 ¢l f7 90 14 00 50 56 a6 40 3c 08 00 45 00 ....... P V.0, .E.
0010 01 bf 14 94 40 00 80 06 QOO0 cO a8 53 2b <0 a8 v B b 24
0020 02 09 fd 27 21 31 d7 13 35 27 4d 0Ob 94 55 50 18 R - T
0030 01 02 df 36 00 Q0 00 00 01 97 00 00 0Oe 47 00 Ob B G. .
0040 90 a0 27 05 02 ff 00 03 dl 00 40 04 c2 22 d4 c9 e e oo,
(AT 18 Nk MY ~F ~0 ~23 AT ad AT ~E A0 AN AN Ak n1 ke AR

o |ﬂ Header checksum (... | Packets: 26221 Displayed: 8630 Marked: 0 Load time: 0:01.312
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Default Configuration: Edit -

Y

Technalogy - Garseclisns - Resulls

Preferences

Change the configuration for IPV4 and TCP traffic

| d0731.client.pcap [Wireshark 1.8.1 (SVN Rev 43946 from /trunk-1.8)]

u@wﬂ

File | Edit | VYiew Go Capture Analvre Statistics  Telenhonv  Tonls  Tnternals Heln
& | Cor il Wireshark: Preferences - Profile: Default
% EindPacket... Inmnicana
Filte i -Internet Protocal Yersion 4
81| FindNext Infiniband SOP
Find Previous — Decode IPv4 TOS field as DiffSery field:
ﬂark PaEkEt :thgIE:' IPMI .‘!'-TC.‘!'.
) / Reassemble fragmented IPv4 datagrams:
Mark &ll Displayed Pack Pvé
Ve Show IPv4 summary in protocol tree:
ISAKMP Validate the IPv4 checksum if possible:
P iSCSI : } :
lonore Packet {togdle) <o Uncheck the functions you don't need/like hardware:
ISMACRYP While you're here, check out the TCP checksum!
. P lookups:
iSNS Offloaded to HW in some TCP/IP stacks also
(L) set Time Reference (to :
ISUP Interpr flag (RFC 3514):  []
ITDM (T

g?

5 Complete your sessions evaluation online at SHARE.org/AnaheimEval

@® Time shift... Shift+Ctrl+T (4364807 TCP 40 0x6b50 59 8497 = Ed-ECI?> 1 i

— 4355329 TCP 40 Oxdbb7? 59 B497 = 55329

if Editor Add Packet Comment... SR | e ——— e

Configuration Profiles... Shift+Cirl+a E
: 2 NN 45 0N PV (R 5 BN
% o Preferences... Shift+Ctrl+P Fo = time: 0:01. 190 Profile: Def; @\\
/\E‘/{é -
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Default Configuration: Edit - Preferences suARE

Technalogy « Carseclinn: - Resulls

Add additional columns to the packet list window

| d0731.client.pcap [Wireshark 1.8.1 (SVN Rev 43946 from /trunk-1.8)] M}
Ele | Edit | Yiew Go Capture Analvee Statistics  Telenhonv  Tools  Internals  Heln Il
& | Cor M Wireshark: Preferences - Profile: Default

T, Find Packet...
Filter Find Next = User Interface -Columns
Find Pre_iinus Layout [The first list entry will be displayed as the leftmost column - Drag and drop entries to change colu

rae Displayed Title Field type
7 Mark Packet (toagle) e Mo, Mumber

r i Font
;' Mark All Displayed Pack ol Time Time (format as specified)

g Unmark & znlayved Pz olors

: e e Caphis Source Source address

NEXT Mark apture
7 Find Previous Mark Printing TTL Custom (jp.tH)
7 . . 0
7t ame Resglution Using a field type of Custom, you can select any
76 Fiter Expressions addressable field in a packet
7 Statistics
(X set Time Reference (to Protocols
e ( | src_port  Src port (unresalved)
o P _; .: h::\;—;_.:_. dst_port  Dest port (unresolved)
- Find Previous Time Ref: Info Information
7¢ © Time shift...
7 4355329 TCP 40 0xdbb7
< —[ f# Edit or Add Packet Comment... === ] ——— e e s

= Configuration Profiles... Shift+Ctrl+a4

[RTataty NN 45 NN (=AY @-:-’ =
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Default Configuration: Coloring Rules

Assign different colors based on direction of traffic

il d0731.client.pcap [Wireshark 1.8.1 (SVN Rev 43946 from /trunk-1.8)] M=)
File Edit View Go Capture Analyze Statistics Telephony Tools Internals  Help
% w2 | = i Wireshark: Coloring Rules - Profile: Default [Z]@
Eiltar: -Edit Filter Order
List is processed in order until match is found

Ma, Time Source | Mew Name :

758 0.000 192.14i

T5O 0. 000 102, 1601 [ | o || S A

7al 0,000 192,141

7al 0,000 192.1481 TCFRST

762 0.000 192.14i " . =z .  —L

763 0.003 197,16 - Initial TTLs can be used to identify the

TCP SYM/FIM .

764 0.128 192.16! operating system of the sender...

765 0,000 192,141

766 0.484 192.16| Windows TTL ip.ttl le 128 and ip.tH ge 64 own

767 0.001 192.168!|| Manage {ip.tH le &0 and tcp) or (ip.tH le 30 and udp)

T o oa 1e 1o _ \

tle 54

769 0.000 192.16! ip-th e &

770 0.000 192.16! ipx || spx

771 0.000 192.16! DCERPC P

772 0.000 192.161| | |Routing hsrp | eigrp |1 ospf 11 bap 11 edp 1] vern 1] qurp 1] b |

773 0,000 192,

774 0,000 192.188. 2 8 54 Dxdbbe 4[] 192 168. 90. 43TCP 8497 55329 8497 = 5532

| 1 |
|"'||"'|!'"||"'| NN &N RBAR afq A0 3~ NN ‘I-?' 1 -'FT-' an 14 N8 NN A5 NN Py (A E ‘I\If\
O M|File: "C:\Document... |F'aEkE1E: 26221 Displayed: 26221 Marked: 0 Load time: 0:00.328 Profile: Defr’/k@\\
TRD

: SHARE
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Default Configuration: Display Filters swaRe

Technalogy « Carseclinn: - Resulls

Change the pre-defined Display Filters

.client.pcap res| N rom ftrun [ res : [hspl 1lter - e: ault
File Edit Wew Go Capture Analyze Statistics Telephony Tools Interma || Edit— Display Filter
Bl il & & & = EE G &« & 9 F & Ethernet address 00:08: 15:00:08: 15
_ = - Ethernet type Ox0506 (ARF)
Filter: |: res : Disp ilter - e: Default Ethernet broadeast
% Edit— Display Filter Mo ARP
759 F-way Handshake IP only
7a0 Delay greater 1sec IF address 132, 183.0.1
zg New BING requests and replies IP address isn't 192, 168.0. 1, don't use | = for this!
7H3 ICMP Errors IPX anly
764 EEorly TCP anly
765 . L] Delete LIDP only
EE Link upj/down ; p
766 ) Create your own Display Filters and keep
767 HPR. PATHSWITCH th f | t
768l | — HPR. ARE_Slowdown em for later use
764 ] =
770 Properties ﬂ
771 || [Properties Filter name: | /
772 ||| Fiter name: | HPR GAP | e st — A
773 Filter string: | 7
774 || | Filter string: |sna.nlp.mdr.upﬁunal.ﬂe.gap==1 | [Emessiun. = ]
T
HA.\
.823 Profile: Def: @,\
ﬁh/f g —

?ﬁléAnE
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Default Configuration: Where is it kept? suame

Technalogy « Carseclinn: - Resulls

Help — About Wireshark — Folders

I ) | j— 'I'I-—-I"l
W About Wireshark .
E? Wireshark
| Wireshark " .ﬁ.uthors| Folders | Plugins " License| ! Fle Edit View Favorites Tools Help
Mame 1 [Faolder : = 3
P i ( .

"File" dialogs C:\Documents and Settings'\AdministratorDesktop'sha |f : Q R I\) L% /D e @ Folders
Temp CHDOCIUME ~1WADMINL ~ 1N OCALS ~ 1\ Temp!,

! Address |E‘.‘ C:\Documents and Settings\AdministratorApplication Data\Wireshark

Personal configuration C:\Documents and Settings\AdministratoriApplication C
: , — Folders x
Global configuration @ \Proagram Files\Wireshark
System 4 '\Program Files\Wireshark @ Desktop @ =
4 I. L J_ I3 My Documents E_I dfilters
Prograrn C:'Program FilesYWireshark = & My Computer M F'FEfEFEI'"IES
Personal Plugins Z:\Documents and Settings\Administrator \Application T < P A SR *] 5 < ]
l | i i
Global Plugins C:'Program Files\Wiresharkplugins'l.8. 1 I—
( files form a wireshark 'Profile’
T Wireshark 3 files form a wiresha ofile

dfilters, colorfilters, preferences
__Copy those to the Global configuration

File Edit WView Favarites Toaols Help

0 Back. I'\J L@ p Search ‘E‘- Folders

| Address |[E: C:'\Program Files\Wireshark M Y .o
Folders w Mame cine &l
I PuTTY &] l:ﬁlters

I Reference Assemblies ED|Drﬁ|ters

IS Snapshot Viewer [l I:Iﬁlters

= =l manuf

[l |HE:| Symantec M Bl manuf
< l | b £ 1y ]
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New Profile: Create a Profile for ctg problems sua=:

uuuuuuuuuuuuuuuuuuuuuuuuuuu

Configuration for CICS Transaction Gateway problems
Some Background on CICS Transaction Gateway flows

B CTG was using SNA LU6.2 (APPC) protocol originally
B Native TCP Socket support came later

M Inside the TCP segment there are still LU6.2 structures to be found

B SNA Sequence Numbers

B SNA RH (Request Response Headers

B SNA FMHS5 (0x0502FF) to start (ATTACH) a Transaction Program
B SNA GDS Variables (0x12FF,0x12F2)

B SNA FMH7 to report SNA Sense Codes



Background: CICS Transaction Gateway
'SNA LUG2' protocol within TCP

o~

SHARE

Technslogy « Corneclions « Resulls

————————————————————————————————————————————————————————————————— 2c1F - TRACE ANALYSIS PANEL ---4------

Command ===>

NA_ 192.168.2.8(84397) < 1

RH_REQ

“MAC Etﬁérnet IT

OOEE AA12C1FT 9148050 S6AB403C A300

OOEE 450001BC 14CO4000 SEOGAROND CAASSAZE

OE1E COASE2Od

IP_%4 Header
TCP)

C TCP Header
pEEE DE212131 2F7527AS GBEVEY3CO SO180@FD

nElE DF3ZOEEME

CTG CTG CICS Transaction Gateway
OEEE BOEEE194 EBAOERE4T EH@

EH REL Fequest
OEEE BE9EAD

FM Header 5:

Header

Attach (LU 6,2

OEE 2TOSEZFF OOQ@3D160 dR@dC2EZ2 DAC9150E
OE1E @2C3C9C3 EZE4EZCS D940400E QlBFOORE

0020 HEO0Q0EEED

noEE @1e112F2
oEle pEOZOOED
noZE EVCYEACY
E3E Qlz2C012F
OOd4E ZOZ2OZ2E20
QESE ZnzZOoZOZn
OOEE ZOZO0ZE20
eEyE ZnZOoZOZo

OMSm ST m T T T m

00 EEE

ORSSEZ02
OTE1ERRR
CIE3mEaT
OEIE3IR30
20Z2EZ2R20
20202050
20Z2EZ2R20
20474554

AMmAT T

O1E2EE00
pEsoelon
OEC2E2D4
38534553
20Z2EZ2R20
494E4720
20Z2EZ2R20
S56414C55

AMmAT T

2CIP http://lwww.ansynova.com

O1E4BE4S
DOERABZE
ConEEsEd
53494F 4E
20Z2EZ2R20
20202020
20Z2EZ2R20
45202020

AMmAT T
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EBC:

EBC:
EBC:

EBC:
EBC:

EBC:
EBC:

EELC:
EEC:
EELC:
lser Control Data (%'12F2') GDS Yarilabl
EELC:
EEC:
EELC:
EEC:
EELC:
EEC:
EELC:
EEC:

Cor .

I . N

FMH-5 ATTACH(BSMI) UCD RU{JFMD

. J B=MI
CICSUSER
e

“GUICT B=MI

T

R A

-

ASC:

ASC:
AZC:

AZC:
ASC:

ASC:
ASC:

ASC:
AZC:
ASC:

ASC:
AZC:
ASC:
AZC:
ASC:
AZC:
ASC:
AZC:

Il i

L

R O A AT AT LN

-,

==

SO UOEEZESSION

FIMG
GETWALUE

Rt

L R T e

{SHARE
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AIX (CTG) closes the connection SHARE
Why? Who is at fault?

Mo. . | whazzin Time TTL | ip.id Source tcp_len | tcp.seq data

131 ctg big data 0.00220 59 @xdc51 192.168.2.8 1300 1853275232 38303738303835202020304452422B85347454C30303
132 tcp delay ack 20219 128 Ox151e 192.168.90.: B 796208225
133 ctg big data .Be871 59 @xdc5e 192.168.2.8 1388 1853276532 20303031303833230303630313530323130323238323
134 tcp delay ack 20042 128 8x1523 192.168.90.: @ 796208225
135 ctg big data .00144 59 @xdc72 192.168.2.8 1380 1853277832 20A7393920AT3633204444A73035534C53534C53534
136 ctg heartbeat ©.17204 128 0x1526 192.168.98.: 404 796208225 0000019400000E50000B90A0270502FFO003D1060400
137 ctg big data .00098 59 @xdcc2 192.168.2.8 1380 1853279132 30303434333430323847454C46454747454C3030383

138 ctg heartbeat ©.88779 59 Bxdccc 192.168.2.8 1308 1853284368 0000014600000E4900039001013A12F207430E02000
139 tcp ack B.068062 128 Bx1527 192.168.90.: B 796208629
140 ctg big data 0.00076 59 Oxdcd® 192.168.2.8 1300 1853280432 36303236303333303339303635A7323720304452422
141 tcp ack B.060003 128 Bx1528 192.168.90.: B 796208629
142 ctg big data ©0.00076 59 Bxdcdl 192.168.2.8 1306 1853281732 AT3I93920A73633204444AT73035534C53534C53534B5
143 tcp ack B.060801 128 Bx1529 192.168.90.: B 796208629
144 ctg big data 0.00108 59 Bxdcd? 192.168.2.8 1306 18532836032 38303738303738308373830373830373830373830383
145 tcp ack B.060801 128 Bx152a 192.168.90.: B 796208629
ctg heartbeat @ Bxdcd3 . 2. 1380 1853284332
147 tcp_ack b.00004 128 0x152b 192.168.90.: B 796208629
148 ctg big data 0.00080 59 BOxdcd4 192.168.2.8 4 1853285668 2D02D2D23
158 tcp ack B.0600851 59 BOxdcds 192.168.2.8 B 1853285672
152 tcp ack B.060112 59 Oxdcde 192.168.2.8 B 1853285672
154 FIN 0.06868 59 Oxdcd8 192.168.2.8 B 1853285691
155 tcp ack 0.060061 128 Bx154e 192.168.90.¢ B 796208667
157 RST AIX f.AR1R4 59 @xdcdf 192.168.2.8 @ 1853285692

- i -

[ ]

. . . . ] & o
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Windows CICS Client ABENDs the transaction suas-
... sends FMH7 with SNA sense 08640000

| Fitter: || data.data[6:2] eq Oe4s v | Expression... || clear | Apply |

Mo. . | whazzin Time TTL | ip.id Source tcp_len | tcp.seq data
5B ctg start tx ©.55268 128 09x1490 192.168.90.: 821 796206192 DOOOO33500000E46000B90A02T70502FFOOO3D10
95 ctg reply B.59758 59 Oxdbd3 192.168.2.8 1300 1853253132 00007ARD400000E460003900179F812F207430ED

P Frame 95 (1354 bytes on wire, 1354 bytes captured)

P Ethernet II, Src: CheckPoi f7:90:14 (008:12:c1:f7:908:14), Dst: Vmware a6:48:3c (©0:50:56:a6:408:3c)
[* Internet Protocol, Src: 192.168.2.8 (192.168.2.8), Dst: 192.168.90.43 (192.168.90.43)
P
=

Transmission Control Protocol, Src Port: 8497 (8497), Dst Port: 55329 (55329}, Seq: 1853253132, Ack: 7962070813
Data (1308 bytes)

Data: 0OOOT7AQ400000E460003900179F812F207430E0200000079. ..
[Length: 1388]

39 7f 85 00

LESEN
GET-DE ALDATA
ETNEXT
() Data (data.data), 1300 by... Packets: 157 Displayed: 4 Marked: 0 - Profile: ctg
.. 4 L
: SHARE
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Wireshark: Display Filter - Profile: ctg 1 f____
-Edit———‘Display Filter ,

ctg profile o vt LLLL
. delay
dfilters 0t fingerprints

ctg_response GDS12F2
ctg request FMHS ALLOCATE

ctg_req _resp filter on SMNA SMNF
ctg_init FMHS TP:CCIN
Delete

— ctg_fmh7

ctg_heartbeat 'PING'
ctg large data : Mo TG Header at offset 0 in segment ~

‘Properties

Filter name: [ctg_req_resp filter on SMNA SMF ]

Filter string: | data.data[6:2] eq 0e46 | [ E;pressiun...]

"ctg_up_down" tcp.flags.syn==1 or tcp.flags.fin==1 or tcp.flags.reset==1 or data.data contains 0b:9001:0707 or
(data.data[13:3] eq 05:02:ff and data.data[22:4] eq c3c3:c9d5 ) or data.data[12:4] eq 0034:12ff
"3-way_handshake" tcp.flags.syn==1 or (tcp.ack==1 and tcp.seq==1 and tcp.len==0 and !tcp.analysis.window_update)
"delay" frame.time_delta gt 0.02

"pof fingerprints" tcp.flags.syn==1 or tcp.flags.reset==

"ctg_response GDS12F2 " data.data contains 12f2 and !'data.data contains 0502:ff

"ctg_request FMH5 ALLOCATE" data.data contains 0b:90:a@ and data.data contains 0502:ff

"ctg_reqg_resp filter on SNA SNF " data.data[6:2] eq 0e46

"ctg_init FMH5 TP:CCIN" (data.data[13:3] eq 05:02:ff and data.data[22:4] eq c3c3:c9d5 ) or data.data[12:4] eq
0034:12ff

"ctg_fmh7" data.data contains 0b:9001:0707

"ctg_heartbeat 'PING'" (data.data contains 013a:12f2 or data.data contains 0502:ff) && data.data contains
2020:5049:4e47

"ctg_large_data : No TG at offs @ in segment" tcp.len gt 0 and !data.data[0:2] eq 0000 and !data.data[4:2] eq 0000
"ctg_reqg_rsp" data.data contains 0b:90a0@ or data.data contains 03:9001 or data.data contains 0b:9001

. . . . ] & o
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ctg profile
colorfilters
Wireshark: Coloring Rules - Profile: ctg
Edit Filter Order
List is processed in order until match is found -
| New | Mame String hal
: SYN z0Ss tcp.flags.syn == 1 and ip.ttl le 84 and tcp.window_size eq 65535
| Edt... | SYM Winxp tcp.flags.syn == 1 and ip.ttl gt 64 and ip.ttl le 128 and tcp.window_size eq 65535 i
SYMN Win7+ tcp.flags.syn == 1 and ip.ttl gt 64 and ip.ttl le 128 and tcp.window_size eq 8192 and tcp.options contains C
SYM Solaris tcp.flags.syn == 1 and ip.ttl le 84 and tcp.window_size eq 49232 B
el TCF RST tcp.flags.reset eq 1
| Disabe | ctg CCIN (data.data[13:3] eq 05:02:ff and data.data[22:4] eq c3c3:c9d5 ) or data.data[12:4] eq 0034:12ff
— =| | Move
|_ Delete | ctg_heartbeat (data.data contains 013a:12f2 or data.data contains 0502:ff) and data.data contains 2020:5049:4e47 SradiEl e
data.data[8:4] eq 0003:9001 R
Manage data.data contains 0b:90:a0 and data.data contains 0502:ff
|m| data.data[0:3] eq 16:03:01 or ssl.handshake or data.data[0:3] eq 14:03:01 or data.data[0:3] eq 80:1f:01
D tcp.len gt 0 and !data data[0:2] eq 0000 and !data.data[4:2] eq 0000
|E}WLIT| J-way-HS tcp.flags.syn==1 or {tcp.seq==1 and tcp.ack==1 and tcp.len==0) | Down |
_ | FIN tcp.flags.fin==1 and ip.ttl <= 60
|_ Clear | FIN Win ten flans fin==1 and in tl = 100 and in tHe=178 ¥
(<] I | [»)
| Hep | | appy || cance || ok |
- SHARE

15 Complete your sessions evaluation online at SHARE.org/AnaheimEval *e..* inAnaheim



—

=
ctg profile suaRE

Technalogy « Carseclinn: - Resulls

preferences

Wireshark: Preferences - Profile: ctg

= User Interface ~Columns
Layout [The first list entry will be displayed as the leftmost column - Dr
Title Field type
Font Mo, Mumber
Colors whazzin Custom (frame.coloring_rule.name)
Capture Time Time (format as specified)
Printing TTL Custom (ip.ttl)
Mame Resolution ip.id Custom (ip.id)
Statistics Source Met src addr (resolved)
I* Protocols tcp_len Custom (tcp.len)

tcp.seq Custom (tcp.seq)

data Custom (data.data)

Info Information

tcp_ack Custom (tcp.ack)

nxt.seq Custom (tcp.nxtseq)
delta_time Custom (frame.time_delta)

tcp ws Custom (tcp.window_size)

- SHARE
*«.+* inAnaheim
2012
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Thank You for your time! SHARE
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