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What network protocols did you run before 1990? 
 Bisync 
 IPX/SPX 
 Appletalk 
 NetBios 
 DECnet 
 XNS 
 Others????  
 
What network protocols did you run between 1990 and 2000? 
 Above and introduced IPv4 
 
What network protocols are you running now? 
 IPv4 
 IPv6???? 
 SNA over IPv4 
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• FCAPS 
• Fault 
• Configuration 
• Availability 
• Performance 
• Security 

 
• Leading to  

• Service Level Achievement 
• Optimum Resource Utilization 
• Highly available systems 
• High performing systems 

Monitor 

Analyze 

Diagnose Remediate 

Report 

07/27/2012 
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FCAPS 
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Fault Management 
     What is the Status? 
 
Configuration Management 
      What is the configuration?  
 
Availability Management 
   What’s down?      What’s available? 
   What’s up? 
 
Performance Management 
   How consistent?      How many? 
   How much?        How fast? 
 
Security Management 
   Who can access?      Identify yourself? 
   Can everyone see it? 
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SNMP infrastructure 
 
Old tools new features 
 Ping6, Tracert6, netsh, 
 
IPv6 management data can be sent over IPv4 network 
 
Existing management tools must: 
 Support larger address space 
 Provide screens to view new IPv6 management data 
 Provide threshold settings for IPv6 management data 
 Understand that an interface can have multiple addresses  
 Understand that interfaces can have multiple default routes 
 Changing an IP address no longer breaks a connection 
 Provide details on new functions like Neighbor Discovery  
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Introduction and goals 
 
Management planning model 
 
Practices for Management planning 
 
Example 
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How it was 
supported 

How the customer 
was billed 

How the consultant 
described it 

How the programmer 
wrote it 

How the analyst 
designed it 

How the Sales Person 
understood it 

How the customer 
explained it 

How the project was 
documented 

What operations 
installed 

What the customer 
really needed 
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If anything can go wrong, it will 
 
If anything just cannot go wrong it will 
 
Left to themselves, things tend to go 
from bad to worse 
 
If everything seems to be going well, 
you have obviously overlooked 
something 
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Sales Invoicing/ 
Collections 

Order 
Handling 

Problem 
Handling 

Customer 
QOS 

Management 

Customer Care Processes Service 
Planning and 
Development 

Rating and 
 Discounting 

Service 
Configuration 

Service 
Problem  

Management 

Service  
Quality  

Management 

Service Development and Operations Processes Network 
Planning and 
Development 

Network 
Data 

Management 

Network 
Provisioning 

Network 
Inventory 

Management 

Network 
Maintenance  
& Restoration 

Network and Systems Management Processes 

Inform
ation S

ystem
s M

anagem
ent P

rocesses 

Physical Network and 
Information Technology 

Network Element Management Processes 

Customer 

Customer Interface Management Processes 

ITU – M.3xxx 
- Physical Focus 
- Defines interfaces & functions 
- M.3400 focuses on functions 
- Recommended architecture for TMN 
- Recommended interfaces Qx CMIP 

eTOM 
- Extends M.3xxx 
- Process & Functional Architecture 
- Defines processes for providing services 

ITIL 
- Process Focus 
- IT Service management 
- Service level 
- Equates to COBIT Dxxx processes 

COBIT 
-IT Infrastructure 
       management focus 
-IT Governance 

- Planning 
- Investment 
- Projects 
- Quality 
- Delivery 
- Support 

Integrated 
Service 

Management 
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Agenda 

07/27/2012 © Applied Expert Systems, Inc. 2012 11 

 
 
 
Introduction and goals 
 
Management planning model 
 
Practices for Management planning 
 
Example 
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Effective Management 
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Implement 
Changes  

Gather Configuration  
and Traffic Information  Observe Statistics  

Collect Capacity 
Data  

Analyze Traffic  

Solve  
Problems  

Plan Changes  
Evaluate  

Performance 
Baselining  

What-if  
Analysis  

3rd Party 
Services 

3rd Party 
Services 

Services Services 

Services 
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Link/segment utilization 
CPU Utilization 
Memory utilization 
Response Time 
Round Trip Time 
Queue/buffer drops 
Broadcast volumes 
Traffic shaping parameters 
RMON statistics 
Packet/frame drop/loss 
Environment specific 



Business Service Management for Performance 

Plan 

07/27/2012 © Applied Expert Systems, Inc. 2012 14 

Develop information collection plan 
 Define resources to be monitored for availability 
 Define parameters to be monitored/measured and the thresholds 
 Acquire proper authority to collect and monitor/measure 
 Acquire proper authority to change thresholds 
 Determine frequency of monitoring and reporting 
 Define parameters that trigger alert mechanism 
 
Define performance areas of interest 
 
Report and interpret results 
 
Determine tools for collecting information 
 
Determine tools for analyzing information 



Business Service Management for Performance 

Agenda 

07/27/2012 © Applied Expert Systems, Inc. 2012 15 

 
 
 
Introduction and goals 
 
Management planning model 
 
Practices for Management planning 
 
Example 
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Management Practices 
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ActiveActive PassivePassive
SamplingSampling

EmbeddedEmbedded ExternalExternal
SourceSource

Device/LinkDevice/Link End-to-End/PathEnd-to-End/Path
ScopeScope

User Network
Perspective
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Active and Passive Management 
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Embedded or External Sourcing 
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EmbeddedEmbedded
• Definition

Mechanisms for collection of 
network statistics are integrated 
into the network communication 
device (e.g., router or switch), 
itself

• Advantages
Follows network infrastructure
Gathers metrics that cannot be 
observed externally

• Disadvantages
Performance monitoring has 
device -level performance 
implications

ExternalExternal
• Definition

Mechanisms for collection of 
network statistics are provided by 
a stand-alone device specifically 
designed to collect network 
performance statistics

• Advantages
Validation of performance 
performed independent of the 
devices that transmit network traffic

• Disadvantages
More hardware to administer
Observed statistics limited to 
points of deployment
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Scoping Practices 
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Device or Link OrientedDevice or Link Oriented
• Definition

Performance measurement based 
on analysis of specific device or 
device interface, and typically 
based on utilization rates

• Advantages
Detailed application performance 
monitoring of critical network links

• Disadvantages
When network-wide performance 
problems exist, how does one 
select which device or link 
to evaluate?

End-to-EndEnd-to-End
• Definition

Performance measurement
based on analysis of response 
time across two or more network 
devices, and typically based on 
latency

• Advantages
Starting point performance 
troubleshooting
Reflects end-user experience

• Disadvantages
Prior knowledge of relevant
end-to-end paths is needed
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User or Network Perspective 
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Steps to Effective Performance Management 
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Monitor 

Establish 
Baselines 

Review 
and 

Remediate 

Analyze 

Monitor over a 
long period of time 
to develop baselines and 
trends 
 
Data analysis with no  
preconceived bias for 
capacity and performance 
trend development and 
any time dependencies 
 
Report on trends, 
changes, and exceptions 
 
Baseline re-evaluation 
and resetting 
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Baseline Your Network 
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Gather inventory information 
 
Gather statistics at a given time(s) 
 
Monitor statistics over time and  
study traffic flows 
 
Have logical maps of network, server and application views 
 
Know the protocols and traffic profiles 
 
Document physical and logical network 
 
Document detailed and measurable SLAs 
 
Have a list of variable collected for your baseline 
 
Be part of change control system 
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Introduction and goals 
 
Management planning model 
 
Practices for Management planning 
 
Example 
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Monitor: IPv6 Fields 
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Monitor: IPv6 Fields 
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Monitor: IPv6 Fields 
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Trace IPv6 and ICMPv6 
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Operation of Dual Stack Services 
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What happens when I retrieve a web image?     The web site is dual stack. 
 IPv6 only 
 Dual stack IPv6 and IPv4 
 IPv4 only 
 IPv6 only with no DNS 
 

V4 V6 Dual Node Type 
✔ ✖ V4 V4-Only 

✖ ✔ V6 V6-Only 

✔ ✔ V6 V6-Preferred 

✔ ✔ V4 V6-Capable (V4-Preferred) 

✔ ✖ ✖ Dual-Stack Loss 

Look at retrieval rates, behavior, and transaction time 
Based on work at www.apnic.net 
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Dual Stack Preference 
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As you move to IPv4/IPv6 dual stack investigate which stack is being used 

From APNIC Study 

Around 4% of the monitored 
nodes can use IPv6, but only 
0.2% are using IPv6 
 
Why is the number so small 
based on those capable of 
using IPv6 
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Impact of Address Type 
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IPv6 Preferred 

IPv4 Preferred 
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Impact of Address Type 

07/27/2012 © Applied Expert Systems, Inc. 2012 33 

IPv6 Preferred 

IPv4 Preferred 

Most hosts with unicast IPv6 prefer IPv6 
 

Most hosts with 6to4 auto-tunnel prefer IPv4 
 

Age of dual stack software impacted these 
statements 

 
Older dual stack software preferred IPv6 

 
Newer OS release have changed the preference 

policy  
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Tunnel Performance 
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Tunnel Performance 
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Unicast IPv6 is equal to IPv4 performance for web 
object retrieval 

 
Auto-tunnel performance is horrible and more erratic 

due to tunnel setup time and RTT delays 
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6to4 Packet Path 
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External Relay 

Auto-Tunnel 
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6to4 Performance 
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Setup Time 

RTT Incremental Delay 
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6to4 Packet Path 
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External Relay 

Auto-Tunnel 

6to4 adds to retrieval time 
One way addition 

In this case it was 1.2 seconds 
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Why so Little Teredo Traffic? 
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• Windows 7 and Vista will not query for a AAAA record if only 
local IPv6 traffic is Teredo 

• If we change the URL to force IPv6 what changes? 
 
 

30% fetched URL using Teredo 
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Teredo Performance 
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Lots of overhead in setting up Teredo client 
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Teredo Performance 
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Setup Time 

RTT Incremental Delay 



Business Service Management for Performance 

Teredo Performance 
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Setup Time 

RTT Incremental Delay 

Toredo adds 1-3 seconds to the image download 
Setup varied between .6 and 3 seconds 

Average RTT was 300ms 
HIGH OVERHEAD 
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Observations 
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• Unicast IPv6 appears to be as fast as IPv4 for 
object retrieval 

• Auto-tunneling IPv6 attracts some performance 
overheads 
• these are strongly context dependent 
• widespread deployment of 6to4 relays and 

Teredo relays and servers would mitigate 
this, to some extent 

• Dual Stack servers may want to consider 
using local 6to4 relays to improve reverse 
path performance for auto-tunneling clients 
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IPv6 Management Challenges 
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Double monitoring metrics 
 
New monitoring metrics 
 
Dual stack metric consolidation 
 
Debugging which path? 
 
IPv6 is a ‘flat’ network architecture 
 
Tools still in infancy 
 
Addressing significantly changes network topology 
 
Tunneling can hide critical data 
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laurak@aesclever.com 
www.aesclever.com 

650-617-2400 

mailto:laurak@aesclever.com
http://www.aesclever.com/
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