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Agenda

■ Motivation

■ Some cryptography basics

■ Crypto HW support on System z

■ The Linux on System z SW crypto stack 
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What is Cryptography Good For ?

■ Protect data from unauthorized or even hostile access
– to

• protect secrets, privacy
• avoid fraud: stealing or tampering data
• establish trust among among communication partners

– during
• confidential communication (https, ssl/tls, IPsec, vpn)
• storage of confidential data (encrypted disks, tapes, files, backups!)
• secure financial transactions (ATMs, POS, e-business, e-banking, online shopping)
• e-business, e-contracts

■ Cryptography provides a tool box to achieve the following goals in IT security
– confidentiality of data (encryption)
– data integrity (digests, MACs)
– authentication of partners (signatures, certificates)
– authorization of data usage (passwords, management of encryption keys)

IBM Presentation Template Full Version
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Why Crypto HW Acceleration?

■ Trust & reliability 
– Proven implementation in HW

■ Cost
– Security does not come for free: minimize extra cost

• Save money
– Off-load expensive CPU workload

• Save time
– Faster crypto algorithms

■ Ultra high security needed
– Banks: secure key/CCA

■ Functionality
– special build-in security functions for banking and 

financial applications:secure key/cca

■ Regulations
– FIPS 140-2 certified cryptographic adapters
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Cryptography Basics: Terms & Definitions

cryptographic operations: ciphers, hashes, random numbers

clear key vs. secure key cryptography

keys & key lengths
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Types of cryptographic operations

■ Symmetric Encryption
– DES, 3DES, AES
– fast
– encrypt messages, files, disks

■ Asymmetric Encryption
– RSA, ECC, DH
– Used during key negotiation
– slow
– encrypt keys or hashes

■ Sealing (Digest/Hashing)
– MD5, SHA-1, SHA-2, CMAC
– fast

■ Signing
– Certificates
– DSA (RSA, ECC) 
– Slow

■ (Pseudo) random numbers
– e.g. for key generation
– requires entropy

OK?

OK?

Alice Bob

public key

private key

private key

public key
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Clear Key vs. Secure Key Crytography

master key

Hardware Security 
Module (HSM)
tamper proof

Clear key in memory

secure 
(i.e. encrypted)
key in memory

Clear key Secure key
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On Key and Hash Lengths
■ Why do we care about lengths a of keys and hashes?

– the longer a key the lower the probability to guess the right key
– the longer a hash the lower the probability to guess a matching text for a given hash
– key and hash sizes that are considered secure change over time

■ Cryptography is not security, it is only low probability!? - But “Low” is “V E R Y  L O W”!
■ Examples of sizes

■ Key lengths for symmetric keys are not comparable to those of asymmetric keys
– E.g.  only a “few” numbers out of 21024 1024-bit numbers are valid keys for RSA 

German Lotto (6 out of 49 with super digit) 1 / 139,838,160 to win approx. €5,000,000

DES: 256 different keys 72,057,594,037,927,936

age of the universe 5*1028 ns

AES-128: 2128 different keys 38 digits

number of atoms in the earth about 1.33*1050

number of atoms in our solar system about 1.2*1057

AES-192: 2192 different keys 58 digits
 AES-256/SHA-256: 2256 different keys/hashes 77 digits

number of atoms in the universe about 1082

SHA-512: 2512 different hashes 154 digits



10   © 2012 IBM Corporation

Recommended Key and Hash Lengths

Criteria Hash Symmetric ECC

Level 7: -2030 224 112 2432 224
(2010) Level 8: -2040 256 128 3248 256

Level 9: “forever” 512 256 15424 512

BSI 2011 - 2015 224 1976 224
(2011) 2016-2017 256 1976 250

> 2017 256 1976 250

NSA Suite B secret 256 128 256
(2010) top secret 384 256 384

FINSA 2010-2020 200 100 2048 200
(2010) >2020 256 128 4096 256

NIST 2011-2030 224 112 2048 224
(2007) >2030 256 128 3072 256

>>2030 384 192 7680 384
>>>2030 512 256 15360 512

Recommending Org Assymmetric

ECRYPT II

source: http://www.keylength.com/ 

http://www.keylength.com/
http://www.keylength.com/
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Crypto HW support on System z 

CP Assist Cryptographic Functions (CPACF)

Cryptographic accelerators and co-processors

z/VM guest crypto support
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System z Crypto HW Overview

Crypto 
HW

sym.
crypto

asym.
crypto

hashes random
number 
generation

secure 
crypto

CPACF DES
3DES
AES

SHA-1
SHA-2
CMAC

Pseudo
RNG

Crypto
Express
Accelecator

RSA (fast)

Crypto
Express
Coprocessor

RSA
ECC (via 
CCA)

True RNG via CCA
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System z HW Crypto Support Details

Supported Crypto Mechanisms Linux support via

CPACF z9 DES, TDES, AES-128, SHA-1, SHA-256
Modes of Operation: ECB, CBC
PRNG

z10 AES-192, AES-256, SHA-224, SHA-384, SHA-512
protected key new

z196 / z114
new

CEX2A z9, z10 RSA (ME, CRT) key <= 2048
CEX2C z9, z10 RSA (ME, CRT) key <= 2048

RNG
 

CEX3A z10 RSA (ME, CRT) key <= 2048
z196 / z114 RSA (ME, CRT) key <= 4096 new

CEX3C z10 RSA (ME, CRT) key <= 2048
RNG

z196 / z114 RSA (ME, CRT) key <= 4096
ECC CCA 4.1 new

Crypto 
feature

z HW

in-kernel, libica
/dev/prandom
in-kernel, libica
CCA (with CEX*C)

Modes of Operation: CFB, OFB, CTR, XTS, CMAC 
(GCM,CCM) in-kernel, libica 2.1

libica
libica, cca
/dev/hwrng

libica
libica 2.0
libica, CCA
/dev/hwrng
libica, cca
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CPACF MSA4 extensions: new modes of operation

http://en.wikipedia.org/wiki/Block_cipher_modes_of_operation

block 1 block 2 block n

block 1 block 2 block n

■ for DES, 3DES, AES en/decryption

■ standardized by NIST SP 800-38A,B;D;E

block 1 block 2 block n

IV

block 1 block 2 block n

ECB

ECB

OFB mode kernel libica

ECB X X

CBC X X

CFB 2.1

CTR 3.0 2.1

OFB 2.1

XTS (AES) 3.0 2.1

CMAC 2.1 (AES)

GHASH 3.0
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CPACF MSA4 extensions: new modes of operation (cont'd)

block 1 block 2 block n

block 1 block 2 block n

block 1 block 2 block n

IV

block 1 block 2 block n

CBC

CFB (base)

IV

block 1 block 2 block n

MAC

IV

block 1 block 2 block n

block 1 block 2 block n

Ctr 0 Ctr 1 Ctr n

CTR

CMAC (base)
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CPACF MSA4 extensions: new modes of operation (cont'd 2)

Reasons for having different modes of 
operation
■ avoid the effect that the same plain 

data always encrypts to the same 
cipher text

■ deal with transmission problems
– detect missing / forged data
– self synchronization

■ restrictions on message length
– multiples of cipher block length
– stream cipher

■ kind of data
– messages in communication
– stored data

Handling modes of operation
■ initialization vector (IV) or initial 

counter value (Ctr 0) must be 
transferred in addition to message

– in plain text
– must not repeat

■ standard crypto libraries like openssl 
or opencryptoki support different 
modes of operation

– extend openssl engine and ica 
token to support modes of 
operation from libica

■ the kernel supports some modes of 
operation
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Crypto Adapters

■ 2 adapters per CEX2 or CEX3 feature

■ Adapter modes
– copressessor: CEX2C, CEX3C

• clear key 
– RSA (<= 4k keys)
– long random numbers (RNG) 

• secure key
– CCA (incl. ECC)

– accelerator: CEX2A, CEX3A
• clear key

– RSA (<= 4k keys)

■ up to 16 Domains (queues)

■ LPAR access to adapters and domains 
must be configured at SE
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CEX

CEC

On Features, Adapters, APs, Domains, Queues and such

■ There may be up to 8 crypto express 
features per CEC

■ Each CEX2, CEX3 feature has two 
adapters (aka APs)

■ Each adapter has an AP Id
■ Each adapter has a mode

– coprocessor or
– accelerator

■ Each adapter can be divided in upto 16 
domains (HW virtualization)

■ each domain in an AP is represented in 
SW by an AP queue

■ Configuration constraints
– each LPAR may be granted access to 
– a list (a1, a2, ..., ak) of  APs and 

– a list (d1,d2, … dj) of domains
– resulting in access to AP queues     

(a1d1, ..., a1dj, a2d1, ..., akdj)
■ The Linux on z device driver

– only uses one domain/AP queue per 
AP

CEX

CEX

CEX

CEX

CEX

CEX

CEX

CEX

CEX

CEX

CEX

CEX

CEX

CEX

CEX

CEX

CEX

CEX

CEX CEX

CEX CEX

CEX CEX

CEX CEX

CEX CEX

CEX CEX

CEX CEX

Crypto Express Feature

Crypto Adapter

Crypto Domain
(AP queue)
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z/VM Crypto Guest Support
■ A guest may have

– either dedicated adapters
• CRYPTO DOMAIN d APDED a1 a2 ...

– or shared adapters
• CRYPTO APVIRT

■ Shared adapters
– are of a single type

• uses only highest priority type 
• priority: 

– CEX3A > CEX2A > CEX3C > CEX2C
– should only be used for clear key operations
– Support of CEX3 requires VM64656 before 

z/VM 6.2
– Support for 4k RSA keys requires APAR 

VM64829 before z/VM 6.2

■ Checking Crypto Configuration
– show status of crypto facilities

• Q CRYPTO [ DOMAINs [Users] ]
– show status of crypto facilities of guest

• Q V CRYPTO
CEX3ACEX3ACEX3A

CEX3CCEX3A CEX3C

z/VM

Li
nu

x 
w

eb
 s

er
ve

r 1

Li
nu

x 
W

S
 M

Q
 s

er
ve

r

Li
nu

x 
D

B
 s

er
ve

r

Li
nu

x 
ba

nk
 a

pp
lic

at
io

n

Li
nu

x 
w

eb
 s

ea
l s

er
ve

r 

Li
nu

x 
w

eb
 s

er
ve

r 2

virtual
CEX3A

CRYPTO APVIRT

CRYPTO DOMAIN d APDED ...
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The Linux on System z SW crypto stack

kernel support

libica 

CCA library

openssl /opencryptoki



21   © 2012 IBM Corporation

Linux on System z Crypto Stack

CPACF
(DES, 3DES, AES, SHA, PRNG)

Accelerator
(RSA)

Co-Processor
(RSA, RNG, ECC)

Kernel 

Kernel crypto framework
zcrypt device driver

ICA CCA

System z backend

Crypto Adapters 

openssl opencryptoki
(pkcs#11)

ibmca 
engine

ica 
token

cca 
token

openssh
(ssh, scp, sftp)

Apache
(mod_ssl)

GSKIT

SWG SW
WASApache

(mod_nss)

NSS

Customer
SW

Application
Layer

Standard
Crypto 

Interfaces

System z
HW Crypto

Libraries

Operating
System

Hardware

Java
JCA/JCE

PKCS11ImplProv

Cust. SW

clear key

protected key

secure key

CPU

IPsec dm-crypt
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The Linux on System z Crypto (Adjunct Processor) Device Driver
■ the device driver

– ap (zcrypt_cex2a, zcrypt_pcixcc, zcrypt_pcicc, zcrypt_pcica, 
zcrypt_api)

– z90crypt

■ maps all crypto card to one device (typically /dev/z90crypt)
– supports RSA functions (modular exponent & Chinese 

Remainder Theorem)
– supports CCA functions (for CEX*C, secure key)
– crypto functions (i.e. IOCTL calls to /dev/z90crypt) are 

• routed to a crypto card depending on the card's
capability (function, key length supported)
the card performance & load (clear key only)

• asynchronous
– on z/VM and pre z10 LPARs: DD polls for answers

» enable polling for short latency 
» costs CPU time!
» /sys/bus/ap/poll_thread
» /sys/bus/ap/poll_timeout (ns resolution)

– on post z10 LPARs: thin interrupts

■ provides real random numbers (aka “long random numbers”)
– on /dev/hwrng (for CEX*C)

■ dynamically adding or removing crypto adapters
– on LPAR when timer /sys/bus/ap/config_time expires

kernel
crypto DD

CEX2ACEX3A CEX3C

/dev/z90crypt /dev/hwrng

crypto
request
scheduler

RSA_modexpo
RSA_crt

CCA request read random no

crypto requests submitted by
user space applications:
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Crypto Adapter Administration

lszcrypt shows crypto device  attributes
■ - V - VV verbose adapter attribute
■ -b show AP bus attributes
■ Example

[root@R1745030 ~]# lszcrypt -VV
card00: CEX3A       online  hwtype=8  depth=8 request_count=0
card03: CEX3C       online  hwtype=9  depth=8 request_count=3163
[root@R1745030 ~]# lszcrypt -b
ap_domain=4
ap_interrupts are disabled
config_time=30 (seconds)
poll_thread is disabled
poll_timeout=1500000 (nanoseconds)

chcrypt can modify some attributes
■ -e / -d enabale/disablble adapter
■ -p / -n enable/disable poll thread
■ -t set high resolution polling timer 
■ -c set timer for reconfiguration scanner

See “Device Driver Features and Commands” for details

/sys/bus/ap
        ap_domain
        ap_interrupts
        config_time
        devices
                card00 -> ../../../devices/ap/card00
                card03 -> ../../../devices/ap/card03
        drivers
                cex2a
                        card00 -> ../../../../devices/ap/card00
                        module -> ../../../../module/z90crypt
                pcixcc
                        card03 -> ../../../../devices/ap/card03
                        module -> ../../../../module/z90crypt
        poll_thread
        poll_timeout
/sys/devices/ap
        card00

depth
driver → ../../../bus/ap/drivers/cex2a
hwtype
online
request_count
subsystem -> ../../../bus/ap
type

        card03
 depth
 driver → ../../../bus/ap/drivers/pcixcc
 hwtype
 online
 request_count
 subsystem → ../../../bus/ap
 type
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The New Version of the Libica Library
■ libica library provides a C API for 

– symmetric crypto & hash mechanisms (CPACF support)
– RSA encryption, ME,CRT decryption (coprocessor & accelerator support)
– RSA key generation (SW)
– pseudo random numbers (coprocessor/CPACF/kernel)

■ libica version 2.1
– upward compatible with version 2.0
– New symmetric mechanisms according NIST standards

• DES-CFB, DES-OFB, DES-CTR
• 3DES-CFB, 3DES-OFB, 3DES-CTR
• AES-128-CFB, AES-128-OFB, AES-128-CTR, AES-128-XTS, AES-128-CMAC
• AES-192-CFB, AES-192-OFB, AES-192-CTR, AES-192-CMAC
• AES-256-CFB, AES-256-OFB, AES-256-CTR, AES-256-XTS, AES-256-CMAC
• example AES OFB function:
unsigned int ica_aes_ofb(

– const unsigned char *in_data, 
– unsigned char *out_data,
– unsigned long data_length, 
– const unsigned char *key,
– unsigned int key_length,
– unsigned char *iv,          /* input/output value */
– unsigned int direction);   /* encryption /decryption */

– new version function
■ libica is the backend to openssl/ibmca engine and opencryptoki/ica token
■ libica book: libica Programmer's Reference - SC34-2602-xx
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icatools

■ icainfo
– displays which CPACF ciphers 

and hash algorithms are available 
on your system

■ icastats
– displays how often which ciphers, 

hash and random number 
generators were processed by 
libica using HW and SW 

– works only while there is at least 
one process that uses libica

– trick to obtain a “long running” 
process using libica

• configure openssl to use 
ibmca engine

• start “openssl speed”
• suspend “openssl speed” 

process (ctrl-z)
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Secure Key Cryptography:  The CCA 4.1 Library

■ Common Cryptographic Architecture (CCA)
– IBM proprietary architecture for secure key cryptography on crypto coprocessors
– targeted to support  banking and financial applications
– Linux on System z cca library available as free download  (see link below)
– usage

• direct calls to  CCA C API
• JAVA: via CCA JNI
• calls to opencryptoki API (PKCS#11, restricted functionality only)

■ New functions in CCA 4.1
– Enhanced PIN security with the addition of ANSI X9.8 restriction capabilities
– Wrap CCA keys in Cipher-Block Chaining (CBC) mode
– Elliptic Curve Cryptography (ECC) support

• key generation
• digital signature generation and verification using the EC Digital Signature Algorithm

– Hashed Message Authentication Code (HMAC) support for key generation and 
processing, but not for key storage.

■ download: http://www-03.ibm.com/security/cryptocards/pciecc/ordersoftware.shtml

■ programmers guide: http://www-03.ibm.com/security/cryptocards/pciecc/library.shtml

http://www-03.ibm.com/security/cryptocards/pciecc/ordersoftware.shtml
http://www-03.ibm.com/security/cryptocards/pciecc/library.shtml
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Standard Crypto Libraries
■ OpenSSL

– open source library to implement SSL/TLS
– a de-facto standard
– has some limited build-in exploitation for CPACF functions since version 1.0 (RHEL 6.0)
– can be extended by “engines” to exploit HW support

• the ibmca engine exploits System z clear key crypto HW (CPACF & CEX) via libica
– ibmca version 1.2 (available with RHEL 6.2 and SLES 11 SP2) supports ECB, 

CBC, OFB (new)  and CFB (new) modes of operation

■ OpenCryptoki
– open source implementation of PKCS#11 standard
– has “slots” into which “tokens” can be put
– a token represents a HW crypto feature (e.g., a smart card or a crypto adapter)

• the ica token provides access to the System z clear key crypto HW (CPACF & CEX) 
via libica

– the ica token of opencryptoki 2.4 (available with RHEL 6.2 and SLES 11 SP2) 
supports  ECB, CBC and CTR (new) modes of operation 

• the CCA token provides access to the System z secure key crypto HW (CPACF & 
CEX*C) via cca library

– the CCA token of opencryptoki 2.4 (available with RHEL 6.2 and SLES 11 SP2) 
supports ECDSA

– slot management requires PINs for security officer (SO) and user
– can be called and exploited by Java (JCE) via IBMPKCS11Impl provider
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IBM Crypto Libraries

■ C/C++
– GSKIT (part of IBM Products)

• ICC - symmetric crypto uses CPACF functions (ECB & CBC modes) directly
• SSL/TLS support can use RSA via opencryptoki/icatoken

■ Java
– Java Cryptography Architecture (JCA) / Java Cryptography Extension (JCE)

• JCA providers implement cryptographic mechanisms
• IBMPKCS11Impl provider implements cryptographic HW support via opencryptoki
• configuration of available providers via java.security file
• configuration of IBMPKCS11Impl provider by special configuration file referenced as 

argument to the provider
• requires to “log into” PKCS#11 token
• links: 

– JCA: http://www.ibm.com/developerworks/java/jdk/security/60/secguides/JceDocs/CryptoSpec.html

– PKCS11Impl: 
http://www.ibm.com/developerworks/java/jdk/security/60/secguides/pkcs11implDocs/IBMJavaPKCS11Imple
mentationProvider.html
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System z HW Crypto Enablement
■ CPACF -- install CPACF feature 

– check CPC Details/Instance Information on SE or HMC
– the feature is free, but must be installed by a CE

■ /dev/prandom  -- modprobe prng

■ /dev/hwrng -- modprobe z90crypt

■ in-kernel crypto -- enable CPACF

■ RNG based in-kernel entropy -- modprobe z90crypt (SLES 11 SP2 only)

■ libica -- install libica rpm, enable CPACF, 
– optional RSA support: modprobe z90crypt, 
– optional PRNG support: modprobe prng

■ CCA -- install cca rpm, modprobe z90crypt

■ openssl -- install ibmca rpm, configure openssl.cfg, enable libica
– see “Using Hardware Cryptographic Support With OpenSSH in Linux on System z” on 

how to configure openssl.cfg

■ opencryptoki -- install opencryptoki rpm, 
– enable libica (for clear key) or enable CCA (for secure key)
– start opencryptoki: pkcs11_startup, pkcsslotd
– initialize token(s): set SO and user pins with pkcsconf
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Random Numbers

■ Where needed
– in cryptography: session keys, IVs, nonces, salts
– in kernel: e.g: address space randomization
– simulation & modelling
– random sampling
– ...

■ Types of random numbers
– pseudo random numbers (seed + mathematical function)
– cryptographically secure pseudo random numbers
– true random numbers

■ “Entropy”
– randomness observable to kernel
– kernel collects entropy input in entropy pool
– used to (re)seed pseudo random number generators (PRNGs)

■ Sources of (pseudo) random numbers in Linux on System z
– /dev/urandom (platform independent PRNG)
– /dev/random (platform independent “RNG”)
– /dev/prandom (PRNG using CPACF instruction)
– /dev/hwrng (RNG using CEX*C function)
– libica
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References
■ Kernel & kernel management tools:

– Device Drivers Features and Commands (part “Security”) 
http://www.ibm.com/developerworks/linux/linux390/documentation_dev.html

■ Good overview on using System z Crypto HW (LPAR & z/VM configuration)
– Redbook: Security for Linux on System z (SG24-7728-00), Chapter 5 

http://www.redbooks.ibm.com/abstracts/sg247728.html?Open

■ Programming against the libica library
– libica Programmer's Reference - SC34-2602-xx 

http://www.ibm.com/developerworks/linux/linux390/documentation_dev.html

■ Enabling of openSSH (openssl configration)
– Using Hardware Cryptographic Support With OpenSSH in Linux on System z 

http://www.mainframezone.com/it-management/using-hardware-cryptographic-
support-with-openssh-in-linux-on-system-z

■ Enabling HW Crypto for IBM HTTP (opencryptoki configuration)
– Configuring WebSphere V7.0 and IBM HTTP Server V7.0 to use Cryptographic 

Hardware for SSL Acceleration on Linux on IBM System z                 
http://www-03.ibm.com/systems/resources/was7_ish7_hwcrypto.pdf

■ Using HW crypto from Java (JSSE)
– Exploiting IBM System z Cryptographic Hardware using 

http://public.dhe.ibm.com/software/dw/linux390/perf/ZSW03153-USEN-01.pdf

http://www.ibm.com/developerworks/linux/linux390/documentation_dev.html
http://www.redbooks.ibm.com/abstracts/sg247728.html?Open
http://www.ibm.com/developerworks/linux/linux390/documentation_dev.html
http://www.mainframezone.com/it-management/using-hardware-cryptographic-support-with-openssh-in-linux-on-system-z
http://www.mainframezone.com/it-management/using-hardware-cryptographic-support-with-openssh-in-linux-on-system-z
http://www-03.ibm.com/systems/resources/was7_ish7_hwcrypto.pdf
http://public.dhe.ibm.com/software/dw/linux390/perf/ZSW03153-USEN-01.pdf
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Conclusion

■ Crypto support for Linux on System z helps you to
– Leverage unique cryptographic hardware features

• CPACF
• Crypto Express adapters

– Off-load valuable CPU cycles and accelerate workloads that use cryptographic 
operations

• in-kernel drivers, for example, IPsec, dm-crypt
• Applications that use OpenSSL, NSS/PKCS#11 or GSKIT/PKCS#11

– Heighten security by protecting and storing cryptographic keys in the hardware

■ There is new improved crypto support
– for CPACF (new modes of operation for symmetric encryption)
– crypto accelerators: 4k RSA key
– Coprocessors/secure key: CCA with ECC
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Questions?

IBM Deutschland  Research 
& Development GmbH
Schoenaicher Strasse 220
71032 Boeblingen, Germany

Phone +49 7031 16-1130
buendgen@de.ibm.com

Dr. Reinhard Buendgen

Linux on System z 
Architect for Crypto & RAS


	Slide 1
	Trademarks
	Slide 3
	Slide 4
	Slide 5
	Slide 6
	Slide 7
	Slide 8
	Slide 9
	Slide 10
	Slide 11
	Slide 12
	Slide 13
	Slide 14
	Slide 15
	Slide 16
	Slide 17
	Slide 18
	Slide 19
	Slide 20
	Slide 21
	Slide 22
	Slide 23
	Slide 24
	Slide 25
	Slide 26
	Slide 27
	Slide 28
	Slide 29
	Slide 30
	Slide 31
	Slide 32
	Slide 33

