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The Mainframe Lives?



The Mainframe Lives?
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Is the Mainframe Vulnerable?

• Hacking/Theft

• 2007 T J Maxx Breach mainframe security hack

• 2008 LensCrafters mainframe security hack

• 2009 Mainframe computer physically stolen from Trinity 
Valley Community College

• 2010 Sydney Airport mainframe computer physically stolen

• Insider Threat?

• Long considered the most serious threat

• Insiders have access

• Insiders have knowledge

• Insiders have economic motivation

• Insider collusion is a “force multiplier”
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Change Can Leave You Behind
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This was then

The Ugly

The Bad

The 
Good

Quality of Security Implementations

This is now!Regulations, privacy issues, technical growth and internetworking
have raised the bar of acceptable security quality

It’s the 90’s – do you know who is accessing your data?



Mainframe Vulnerabilities
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Mainframe Security Report 1:

Security Officer Representation: We restrictively secure our 

mainframe based-on the concept of “least privilege”. Nobody 

gets access to anything unless it is approved.

Report Finding: The mainframe security and the protection-

by-default mechanisms of the mainframe security software 

have been promiscuously configured to the point of providing 

access by default instead of protection.  The security of system 

and application resources cannot be assured.

Reality of security contradicts perception   



Mainframe Vulnerabilities
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Mainframe Security Report 2:

Security Officer Representation: It is our practice to 

empower business units to make decisions regarding the 

security of their applications and services.

Report Finding: As authorized by a business unit, CICS 

regions were running with full security bypass privilege, leaving 

CICS technical resources and the data of all applications 

vulnerable to system programmers, CICS sub-system 

programmers, and application programmers.  Result: No 

separation of function between applications; no assurance of 

data privacy protection; no assurance of production operation.

No Security Implementation Standards
a.ka. “Adult Supervision”   



Mainframe Vulnerabilities
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Mainframe Security Report 3:

Mainframe security is being managed and administered 

using legacy practices and standards that pre-date the 

increased technical sophistication of the mainframe and 

its increased leverage for Web-based services.  As 

such, security is woefully inadequate to assure security , 

privacy, and compliance in the current environment.

Mainframe is Dead Legacy…
Low investment,  weak skills, weak governance, 

maybe coupled with a false sense that the 

mainframe is inherently secure



Story of a Security Consultant
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Unix System Services Hack

Due to the regular mis-configuration of security in the z 

Unix System Services environment and inappropriate use 

of security bypass privileges, one security practitioner 

has repeatedly demonstrated the ability to compromise 

mainframe security and grab any data desired.

His record hack time: Less than 20 minutes!!!

One of the successes was by invitation against a security 

software company.



Story of a Security Consultant
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Mainframe Security Penetration Test

A mainframe security penetration test used a basic, low-

privilege TSO account.

Using the account, the testers discovered a site-defined 

Supervisor Call (SVC) 

The SVC provided an emergency security bypass account 

for the system programmer, and the password was 

incorporated in the source code in plain text.

Result: Complete system compromise



Advice of a Career Auditor
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“You don’t know what you don’t know, 

and what you don’t know will hurt…!”

David Hayes,
U.S. Government Accountability Office

SHARE 2012 Atlanta

SEC Project Keynote Presentation



TCS InfoSec Optimization Principles
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• Strategy, Policy, Standards

• Governance, Organization

• Business Alignment

• Targeted Maturity Level and Roadmap

Vision

• Information asset identification

• Risk assessment

• Prioritized focus and investment for early and high impact

• Event monitoring and investigation

Visibility

• Enterprise-wide ownership, responsibility, and participation

• Distributed responsibility for funding and executing IRM/InfoSec
solutions and processes

Accountability

• Defined, continuous operational solutions and processes

• Automated balanced, coordinated, and cost-effective solutions  
to protect and enable the enterprise

• Preservation: Maintain to current levels and for enterprise 
changes (organizational and technological)

Sustainability



Advice of a Career Consultant
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“If nobody is minding the store, 

someone will surely steal the goods”

Me!

The one thing you can do to immediately strengthen 

security without risking unintended denials of access is 

to initiate aggressive monitoring and investigation.

What you see will surprise you!  The visibility will 

convince you!  The implications will  motivate you.

You need to determine what you don’t know before you 

can do anything meaningful!



A Final Keystone Issue
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A Final Keystone Issue: Balance Required
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Take Charge

• As you move into the action phase

• You need to take the lead to set the foundations

• Prepare and obtain top level management support for a 
foundational Security Implementation & Administration 
Policies document

• Actions must be based upon what you see and what needs to  
be controlled as defined by your document

• What do you look for and how do you move towards the 
target state of control and compliance?

• Automate the review and enforcement of controls both 
existing and those established during this ongoing process



Common IT General Control Deficiencies

Excessive Access to Systems / Databases

��Developer / programmer access to production environment

��Developer / programmer access to production data

��DBA access 

��System Administrator access

Lack of Access Controls

��User provisioning and administration
Changes in responsibilities

Changes in organization 

Terminations

��No documented access policies and standards

��General monitoring of the security infrastructure



Technology can help

• Define the security policy in monitoring tools

• Operating system and security settings against baselines

• Operating system and security changes against baselines

• Data access against standards

• Access by technicians should fit production profile

• etc.

• In case of conflict

• Deny the action, prevent the change from taking place, or

• Issue a real-time message to data security officer, or

• Generate an exception report for review by management

• Document

• Baseline or security standard

• Exceptions and transgressions



Baseline

• Why establish a baseline

• Each system will have specific and different characteristics

• Know where you started

• Know where you are headed

• Know where you have gotten

• Examples

• Freeze an image of your operating system 

• Unload a copy of your security definitions



Baselines

• Use the baselines to create “Where we are”

• Examples to consider

• z/OS Integrity
• z/OS itself
• System Critical Datasets
• Authorized Libraries
• Program Properties Table (PPT)
• Command Authority (System, Operator)
• User Supervisor Calls (SVCs)

• ESM 
• ESM System Options
• Critical User Attribute (CUA)
• Public Data Sets and Resources
• Password (Default and Trivial)
• ESM Common Problems

• What do these look like?
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System Information
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System SMF Information
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System SMF Information
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System IPL Information



System Critical Datasets

• Many system datasets and activities are critical to overall security and 
effectiveness.

• SYS1.PARMLIB

• The IEASYSxx member of SYS1.PARMLIB contains controlling 
system parameters that specify how other members are to be used 
by the system as well as certain operating characteristics. 

• SMF Datasets

• Certain system libraries are instrumental to the operation of MVS 
providing controlling parameters as well as history and audit trail 
functions.  Any violation of those datasets could severely impact 
system reliability and personnel accountability.  

• Master Catalog

• The MVS Master Catalog contains indices used to reference other 
catalogs and data groups.  Write access to the Master Catalog 
should be restricted.  Such access could potentially damage 
strategic information or, perhaps, render the system unusable. 



System Critical Datasets –
Automatically Checked

• APF data sets 

• LPA data sets 

• Page data sets 

• Swap data sets 

• ESM data sets 

• RRSF data sets 

• SMF recording data sets 

• System dump data set 

• TSO user administration data set 

UADS 

• SYS1.NUCLEUS and SYS1.LPALIB  

• JES2 and JES3 checkpoint data sets 

• JES2 and JES3 spool data sets 

• JES2 and JES3 parameter data set 

• JES2 and JES3 STC/TSU proclib 

• MSTR proclib  

• MSTR parameter library 

• MSTR VIO administration 

• DFHSM data set BCDS, MCDS, OCDS 

• HFS data sets 

• DMS database DMSFILES 

• DMS authorized parameter library 

• DMS default parameter library 

• CA1 tape management catalog TMC 

• DFSMS SCDS and ACDS (integrity) 

• IODF file, if DSN could be found 

• Couple data sets 

• RMM control dataset 

• TLMS volume master file VMF 

• ABR archive control file ACF 
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System Sensitive Datasets
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System Sensitive Datasets – SYS1
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Authorized Libraries

• Many system functions are sensitive and access to these functions must be 

restricted to authorized program to avoid compromising the security and 

integrity of the system and these programs are contain in authorized libraries. 

• LPA & LINKLIST Libraries

• APF List

• INSPECT:

• Access higher than read as it is not needed for these libraries

• Users with access higher that read

• Protection of dynamic APF (SETPROG) – Review ESM definitions 

• ESM FACILTY definitions CSVAPF.**

• ESM OPERCMDS definitions for SET or SETPROG command

• LNKAUTH=APFTAB (more restrictive) versus LNKAUTH=LNKLST
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Authorized Libraries
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Program Properties Table (PPT)

• Many programs, predominantly in the system software area, require specific 
characteristics.  To facilitate this requirement, MVS contains a facility that enables certain 
properties to be attributed to specific programs.  Such properties as non-cancelability and 
non-swappability are important to ensure the effectiveness of online systems.  An extreme 
characteristic that may be permitted, is the ability to bypass password security restrictions. 

• Each entry in the Program Properties Table (PPT)  describes one program and assigns 
that program certain attributes or privileges.  

• The two attributes of concern are:

• The bypass password attribute (PASS vs. NOPASS), that indicates that 

the indicated program can bypass dataset security

• Privilege Protect Key specifies a number from 0 – 15 which controls what 

memory the program can update.

• Most non-privileged programs execute with protect key of 8

• Protect key values of 0 – 7 are considered “privileged” and permit the 

program to obtain all the privileges of the operation system.   Once a 

program has this privilege it can bypass security of the system.
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Command Authority

• Execution of operator and/or system commands 

should be controlled by ESM

• INSPECT:

• JES2 parameters for command authority on:

• INTRDR

• JOBCLASS

• TSUCLASS

• STCCLASS

• SDSF

• Netview

• Check for other products bypassing ESM for operation 
and/or system commands, like Omegamon etc.
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JES2 / Opercmds / SDSF
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SuperVisor Calls (SVCs)

• Supervisor call (SVC) is a processor instruction that directs the 
processor to pass control of the computer to the operating system’s 
supervisor program.  System vs user-written.

• The coding of SVCs require exceptional assembler skills and 
usually lead to compromising z/OS integrity.  Many vendors and 
customer have problems with their SVCs.

• Most of them are defined statically in SYS1.PARMLIB (IEASVCxx)

• Sometimes dynamically defined / hooked in

• INSPECT:

• Software products use of SVC and request a “statement of 

integrity” – especially if vendor written (user SVC)

• Use of assembler compilers on production system.  Monitor use

• Review IPL messages for IEASVC00 messages indicating SVCs 

that are not found 
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Baselines

• Use the baselines to create “Where we are”

• Examples to consider

• z/OS Integrity
• z/OS itself
• System Critical Datasets
• Authorized Libraries
• Program Properties Table (PPT)
• Command Authority (System, Operator)
• User Supervisor Calls (SVCs)

• ESM 
• ESM System Options
• Critical User Attribute (CUA)
• Public Data Sets and Resources
• Password (Default and Trivial)
• Common ESM Problems

• What do these look like?
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ESM Systems Options (SETROPTS)

• The SETROPTS list contains installation options that impact 

the manner in which security is installed in your environment. 
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Critical User Attributes (CUA)

• Critical User Attributes are these attributes that 
provide a user with extended capabilities such as:
• Security administration functions
• Unix System Services (e.g., UID(0)
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Public Access to Data Sets and 
Resources

• Evaluate the need for a data set or general resources 

with a UACC value higher than NONE

• It may have been acceptable before, but remember the HTTP 

server on z/OS can read data sets as well. 

• INSPECT

• The need for Universal Access definition

• Use of ESM global access control for data sets and resources

• Data sets that have UACC higher than NONE

• SYS1.PARMLIB

• SYS1.PROCLIB
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Passwords

• Password quality is still a major concern

• ESM options for length and contents

• ESM exits can augment; content filtering for trivial 
passwords

• INSPECT:

• ESM PASSWORD options

• ESM exits implemented to augment password control 
(dictionary attack)

• Procedure for ESM user definitions

• What is a the default/initial password
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Passwords
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Common ESM Problems

• USER/GROUP Maintenance

• Finding user and grouping inconsistencies 

• PROGRAM Class Maintenance

• Check for obsolete conditional permission lists when program definitions have 

been removed

• Check for non-existent data set/volume program combinations

• Checking  for program definitions not describing any physical module

• DATASET Maintenance

• Finding and protecting unprotected data sets checks depending on the current 

protection setting

• Removing unused discrete definitions - resulting from volume-level operations

• Finding and removing redundant discrete definitions 

• Removing unused generic definitions (after deletion of 'subject' data sets)

• Finding and resetting unnecessary ESM-indicated bits (where no discrete 

definition exists)

• STARTED Class Maintenance

• Finding inconsistencies in started task definitions
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Examples of ESM Clean-Up



Beyond Baseline: Clean up and Control

• Now you have use the baselines – you can clean up

• BUT

• How do you maintain and prevent re-contamination?

• After the fact – clean up 

• using SMF event reporting

• Utilizing your baseline comparison reports

• Before the fact – prevent the problem

• Once your policies are defined and codified

• Establish a means to prevent conditions outside the policies from 

taking place – control and verify commands, before their 

execution can undo



Beyond Baseline - Control

• ESM enforces controls consistent with its architecture

• ESM allows events contrary to your policy

• Control the commands BEFORE they cause problems

• Prevent

• Modify 

• Additional pre/post commands

• Extend or reduce the security level of the issuer (sub-delegate 

ESM authorities



Beyond Baselines – Maintenance

• z/OS is an evolving platform

• Technical expertise and awareness is paramount

• Honing skills must be ongoing

• Products employed to evaluate and control must grow

• Automate processes where possible –

• Machine speed / reaction time

• Repetitive tasks

• Consistent and continuous monitoring to enable timely 
detection and enforcement



Beyond Baselines – Moving Forward

• Now 

• Baselines to measure progress

• Baselines to compare changes

• Clean up the environment

• Prevent subsequent contamination

• You can answer the question: 

How Secure is My Mainframe?



QUESTIONS

?
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