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Session Contents

The days are over when connectivity problems in the System z could be solved by
z/OS personnel only.

In today's modern multi-tier multi-platform application designs a new approach in
network diagnosis is required.

While the z/OS packet trace is always a good start on the quest to the real root
cause of a problem, unfortunately outside the zSeries the SYSTCPDA packet
trace is not known well enough to serve as a trusted evidence.

This session will demonstrate how the use of wireshark helped to speed up
problem resolution for problems that surfaced on z/OS but had their root cause
outside the mainframe.

This session is a preparation for the wireshark hands-on lab session
10828: Taming the (wire)shark
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WebSphere MQ-FTE Performance Problem

* Understand Problem Environment: WMQFTE V7.0.4.1
_ We have a performance problem with WMQFTE,
- What is the concern? Our support person asked me to open this ...’

- What is the impact?

- What is the root cause? Pf"fm”,‘ance problem!
Classic
et s get started... \/

* Understand the Topology /
:}Q -

- What platforms are involved?
- What does the network infrastructure look like?
- What TCP/IP parameters are configured?

* Evaluate possible solutions/circumventions
- Ease of implementation
— Scope of responsibility
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What is WebSphere MQ ? swaRe

g + Consactions « Rt

* Reliability * Rapid development
* Assured message delivery * Reduced Complexity
* Performance * Ease of use
* Ubiquitous
*  Breadth of support for platforms, = Message

programming languages and API

@ Queue

* Loose application coupling
* Location transparency
* Time independence
* Realtime / Near Real time

e Data transparency (with WebSphere
Message Broker)

* Platform independence Q Manager Channels | Q Manager

| Application A Application Z

* Scalability
* Incremental growth

4 - SHARE in Atlanta
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What is MQ-FTE File Transfer Edition? swaRe

swiogy + Consactions + R

* Adds file transfer services to WebSphere MQ to enable managed file movement

*  Multi-purpose solution combining file transfer and messaging

4 N
[/ Reliable — leveraging the WebSphere MQ transport
[ Multi-purpose — transfers both messages and files

[ Auditable — logging subsystem tracks transfer at
source and destination for audit purposes

[V Centralized — monitoring, control and configuration

[ No need to program — no MQ skills required

¥ Graphical tooling — visual configuration and status

[ Moves Massive files — no size limit, Kb, Mb, Gb...

I Command line interface — for advanced users

[V Scripting support — enables scripting of complex
multi-step transfers in XML using Apache Ant

[/ Flexible backbone — moves files from anywhere to
everywhere in network

[ Integration with MQ-enabled apps and ESBs |/ ( b If, c a |/ ui'

 Automatic file character conversion

[/ Security of file payload using SSL

[/l Support for wide range of platforms
. Y,
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* Performance Reports

Mame

Initial Last
Release | Release | Updated

- http://tinyurl.com/7kh6urn WeBSphere 1G e Tansiel ES6on | osiiov00 | oshiovos

WebSphere MQ File Transfer Edition
Performance Report - System Z W7.0.1

15Dec09 ‘ 15Dec09 ‘

WebSphere MQ File Transfer Edition
Performance Report - Solaris W7.0.1

0SMovD9 03MovD9

 FP11 SyStem Z mt's see what we have

Transfer Rate to Agent on Linux using Local Queue k

Using Sender-Receiver Channels
3 CP LPAR on z10 EC64 running z0S 1.11

(]
=

%]
o

[+]
=

-
=
L

(]
L

Transfer Rate: MB/Second

|| Z

1 1 File Size (M) 100 1024

N

|l Write from MV'S datasets using BINARY mode 0 Write from USS files using BINARY mode @ \Write from MVS datasets using TEXT mode O Write from USS files using TEXT mode ‘
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SYSTCPDA Packet Trace — Session Report SHARE

IP CTRACE COMP (SYSTCPDA) SUB( (TCPIP1l)) OPTIONS ( (SESSION))

...the folks involved with this project wanted the
diagnostics to help determine why rate of

28160 packets summarized

Local Ip Addre=ss:
Eemote Ip Address:

Host:

Client or Server:
Fort:

Application:

Link speed (parm):

Connection:

First timestamp:
Last timestamp:
Duration:

Average Round-Trip-Time:

Final Round-Trip-Time:
Final =state:

Cut-of-order timestamps:

Data (mantity & Throughput:

Application data bytes:
Segquence number delta:
Total bytes Sent:

BEytes retransmitted:
Throughput:

Bandwidth utilization:
Delay ACK Threshold:

throughput is not comparable to Connect Direct.

Local,
Tnknown,
1321,

BEemote
Unknown
1414

10 Megabits/ =

lE:EE:E?.SE&
SoinZis=-21  854Kbls, 70% of what?
2. 'Which bandwidth is available ?

24 How fast is C:D?

ESTABLI
@
Cutbound w
129312168 =
126312168 = 7 |
12333946 /
B75 Kilpbytes/s PN
905 L — KR
D

OPTIONS (SESSION SPEED (10,10))) . SHARE in Atlanta
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SYSTCPDA Packet Trace — Conversion -

Tnchagiogy « Consactans ¢ Ransly

IP CTRACE COMP (SYSTCPDA) SUB ( (TCPIP1))
OPTIONS ( (SNIFFER (1500 TCPDUMP)))

f/BURKSHIF JCOB (7904,HCS),BURKHAR, MS5GLEVEL=(1,1) ,MSGCLASS=K, CLASS=h,

r
1
1

iy NOTIFY=§S¥SUID., REGION=0M, TIME=150

vy SET INDUMP='CNICP.GS100.P81535.C838. PKTRACE.$DUP00OL"
S SET SNIFF='CNTOP.G5100.P81535.C838.D0227.IEASYSXA.PCAP®
i SET MIGLIB='TOP.ZOSR1C.MIGLIB®

il OTHERWISE THE SNIFFER FILE WILL BE EMPTY!!!

v/ff* THIS JOE CONVERTS A PACKET TEACE TC SHNIFFER
v/ /% ATTENTICN: PLEASE VERIFY THE TCPIP JOBWAME IS CORRECT

e ]

o CTHEEWISE THE SNHIFFER FILE WILILI. BE EMPTY!!!

'/ /IPCSBTCH EXEC PGM=IKJEFTO1, DYNAMWNBR=30

E;’ISTEFLIE DD DISP=S5HR, DSN=&MIGLIE.

'/ /IPCSDDIR DD DISP=5HR, DSN=&5YS5UID..Z0S51C.DIRECTRY Convert the SYSTCPDA to
+//IPCSDUMF DD * tcpdump format in BATCH

1/ /BYSTSERT DDN SYSOUT=*
'/ /SYSPRINT DD SYS0QUTI=*

DROED

CTRACE COMP (SYSTCEDA) SUEB((TCEIERA)) -
OPTIONS ( (SNIFFER (1500 TCPDUME) -
MOREASSEMELY)) ENTIDLIST (4)

END

)
[ tﬁ

./ / INDMP DD DISP=5HR,DSN=&INDUMP. . =)
+//SNIFFER DD DSN=&SNIFF., 5
'/ DISP=(NEW,CATLG),LRECL=1560,3PACE=(CYL, (550, 50) ), RECFM=VE, DSORG=P5! w
v/ /* DISP=5SHR ] S
' //IPCSPRNT DD SYSOUT=* ! ~ ~7
.//IPCSTOC DD SYSOUT=* : ///
i/ /SYSUDUMP DD SYSOUT=* :
\//SYSTSIN DD = ]
PROFILE MSGID : PN
IPCS NOPARM : ””’?ﬁZ?!!X\
SETD PRINT NOTERM LENGTH(160000) NOCONFIRM FILE (INDME) 5 —«(Z/;:jg .

-
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MQ-FTE Performance Problem
Statistics — Conversations

WebSphere MQ FTE uses 3 'channels’,

Bl Conversations: d0223.#1-2000.pcap 2 for control flows - 1 for transfer,
| Ethernets 1| Fibre channell FopLtpv4s alLpyalLirsl e e lLrsyp )L scrp] TCP: 3 |Zoken Rina L DoP LOEE L L
TCP Conversations
Address A A |Port A 4 | Address B 1 PortB Y |Packets 4 (Bytes 91 |Packets A—B 1 |Byies A—B 1 |Packets A—F 1
10,83.123.104 1921 10,199, 105,195 1414 1980 29632 553 203 9 505 432 1077
10,199, 105,195 42436 10.83.123.104 3101 10 2 500 & 1972 4
10,83.123.104 1908 10,199, 105,195 1415 10 3324 & 2736 4
| 1l ] [i]
[ ] Mame resolution [] Limit to diplay filter
I Help ] I Copy I Follow Stream ] [ Close ]
10.83.123.104 10.199.105.195
1908 P 1415: first
1921 — 1414: second
3101 - 42496: third
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MQ-FTE Performance Problem  amr

Tnchagiogy « Consactans ¢ Ransly

— Segmentation Offload

"4 d0223.#1-2000.pcap

File Edit ¥iew Go Capture Analyze Statistics Telephony Tools [Internals  Help
DweeN EEXRE A¢20T78EE acQ0 #0
Filter: |ip.ﬁ|==2|]'|]' M Bupression.. Clear Apply
Mo.  [Time ipttl  liplen ipid scpot  dstpot  in_flight tep ws teval Info M
/6 0.001418 200 8937 Oxtedb 1921 1414 58032 16383 2005849884 1921 > 1414 [PSH, ACK.
78 0.000040 200 12468 Oxfes2 1921 1414 49152 16383 2005849884 1921 » 1414 [PsH, AcCK [ |
BO 0.051214 200 7180 0xfeSc 1921 1414 49152 16383 2005849934 1921 > 1414 [P5SH, ACK.
B2 0.000588 200 Oxfesl 1921 1414 47744 16383 2005849935 1921 > 1414 [PSH, ACK.
B4 0.001198 200 10892 OxNeb8 1921 1414 49152 16383 2905849936 1921 = 1414 [P5SH, ACK.
86 0.001498 200 19068 Oxffe70 1921 1414 59288 16383 2005849937 1921 = 1414 [P5SH, ACK.
B8 0.000057 200 gafere 1921 1414 49152 16383 2005849937 1921 = 1414 [P5SH, ACK.
a0 0.051113 200 7180 0xfe80 1921 1414 49152 16383 2005849987 1921 = 1414 [P5SH, ACK.
82 0.,000595 200 9940 0xfess 1921 1414 49152 16383 2905849988 1921 = 1414 [P5SH, ACK.
a4 0,001228 200 8076 Oxfesc 1921 1414 46336 16383 2905849989 1921 = 1414 [P5SH, ACK.
896 0,001534 200 2948 0xfe92 1921 1414 49232 16383 2905849990 1921 = 1414 [P5SH, ACK.
ag n Anann 700 71 7AR NvfFadd 1071 1414 40157 1A282 700584400481 1071 « 1414 TesH  arw’
MQ Client
delays: 51 ms
SEGOFFLOAD
10.83.123.104 10.199.105.195
1908 - 1415: first
']921 — 1414 Second
3101 = 42496: third

-
[ tﬁ

-
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IO Graph — Throughput of a TCP connection suas:
Print the TCP Sequence Graph over time — IO Graph

"4 d0223.#1-2000.pcap

File Edit View Go Capture Analyze Statistics  Telephon

Y4 Warcshark 10 Graphs: d0223.F1-2000.5ca0 Steady increase of sequence numbers

Pauses in transmission A —
‘ l -
H,\HH,H,H,H,\H,H,H,H,HI\HH,‘ HH‘H MR On )
3.00s 4.00s 5.00s 5.00s 7.00s 2.00s 3.00s 10.00s
I(_] | T | u
-iGraphs - s
| Graph 1 Color |Fitter: | | | Cale{ SUM v | Style: |Line v ||| Tickinterval{001sec v
| Graph 2| Color |Fitter: | | | Cale{ SUM v | Style: |Line v ||| Fieels pertick: 1w
[Graph 3] oo [Fiter: | [tcp dstport=-1921 | Cale{ MIN v [tep ack | Style: | Dot el |
|G|E||:||‘| dl Cu:ulu:ur[Fi_ﬂer:”tu:p.src:pu:urt::'lErE'l |Ca|-:: MIMN{T) w ltcpseq | Style: |Impulse L Y fods
B _ - _ Unit: Advanced... W
[Glaph 5] Color [Fl_ﬂer:” |Ca|-:: SLIM{™) W | Style: | Line W ceale: | Ao "

Help Copy Save | | Close

-
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MQ-FTE Performance Problem - Throughput sua=:
Print the TCP Sequence Graph over time

VUP Grapn 4: aULss.

"0l d0273.#1-2000.pcap
File Edit View Go Capture Analyze Statistics

"4 Wireshark 10 Graphs: d0223.#1-2000.pcap

Time/Sequence Graph (Stevens)

— 10000000
— 5000000
i M
|_|_|_|_|_|_|_|_|_|_|__ 0 -
0.0s 5.0s 10.0=
| i |
-Graphs ¥ fods bytes
| Graph 1 Color |Fitter: | | | Cale{ SUM v | Style: |Line v ||| Tick interval{ 0.1 sec il
| Graph 2| Color |Fitter: | | | Cale{ SUM v | Style: |Line v ||| Fieels pertick: 2 I~ F
[Graph 3] oo [Fiter: | [tcp dstport=-1921 | Cale{ MIN v [tep ack | Style: | Dot el |
|GIE||:||‘| dl Colar [Fi_ﬂer:”tu:p.src:pu:urt::'lErE'l |Ca|-:: MIN{) w ltcpseq | Style: |Impulse L -E ;tt:us y J
; A L
| Graph 5 | Color |Fitter: | | | Cale{ SUM v | Style: |Line v S;lE: Mx;an-:e —

Help Copy Save | | Close

-
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MQ-FTE Performance Problem - RTT
Statistics — TCP Stream Graph — Round Trip Time

"4 d0223.#1-2000.pcap

=

Tnchagiogy « Consactans ¢ Ransly

File Edit ¥iew Go Capture Analyze Statistics Telephony Tools [Internals  Help
Bue EEX2E|lAa¢s9TL(EE QA0 BB % B
Filter: |ip.ﬁ|==2I}D M Bupression.. Clear Apply
Mo.  [Time ipttl  liplen ipid scpot  dstpot  in_flight tep ws teval Info M
/6 0.001416 200 8932 Oxtedbh 1921 1414 58032 16383 2005849884 1921 = 1414 [P5H, ACK.
78 0.000040 200 124688 Oxfe52 1921 1414 49152 16383 2005849884 1921 » 1414 [PsH, AcCK [ |
B0 0.051214 200 7180 OxfeSc 1921 1414 49152 16383 2905849934 1921 > 1414 [PSH, ACK
82 0.000588 200 9940 Oxfesl 1921 1414 T e e e e e e o
84 0.0011958 200 10892 Oxfe68 1921 1414 49152 Founs Te Trme Grash
86 0.001496 200 19068 Oxfe70 1921 1414 59288 e
88 0.000057 200 2332 oxfefe 1921 1414 49152 B
a0 0.051113 200 7180 Oxfe80 1921 1414 49152 S " = =
92 0.000595 200 9940 Oxfeds 1921 1414 49152 _|
94 0,001228 200 8076 Oxfedc 1921 1414 46336
96 0.001534 200 2948 Oxfed2 1921 1414 49232 7]
ag n Anann 200 21288 NvFadd 1071 1414 da152 | ooa —

MQ Client

RTT: 54 ms

SEGOFFLOAD
TTL=200

10.83.123.104
1908

3101 =

Number of “bytes in flight”:

RTT =54 ms

49152-58032

nnnnnnn

Seqguence Number[B]

13

)
[ tﬁ

SHARE in Atlanta



IO Graph — bytes in flight vs adv. windowsize sua=:
Outbound Bytes in flight — inbound advertised windowsize

B,
U

[=]

&:

(%]

]

o
&
Eh:

P
P

-Graphs K Puis
| Graph 1 Color | Fiter: || |Cale{ SUM) v Tick interval:
| Graph 2| Color | Fiter; || |Cale{ SUM) v ;
[Gmph 3] Col :'[ﬁlter:”tcp.dstpﬂrt==1921 |Calc: MIM) » |tep window_size] ; ByteS |n ﬂlght 45000-50000
I Graph 4| Colar [ Filter: ] |tu:p.sn::pnrt==1521 |Calc: MIMN™) w |l tcp analysis bytes_in_flight : Ad \VA VVl N d oW S |Ze 2 95_384
=Y o = derimim —

ey wp ey v oy e
0.000929 58 52 Ox434c 1053147045 1414 =

15 0.000045 58 52 Ox434d 1414 1921 384 1053147045 1414 = 1921

17 0.001288 58 52 Ox434e 1414 1921 373 1053147046 1414 = 1921

19 0.000307 58 52 Ox434f 1414 1921 384 1053147047 1414 = 1921 :

21 0.051967 58 52 Ox4350 1414 1921 384 1053147099 1414 = 1921 W|nd0W Scal

23 0.000938 58 52 0Ox4351 1414 1921 308 1053147100 1414 = 1921

25 0.001253 58 52 Ox4352 1414 1921 362 1053147101 1414 = 1921

26 0.00000L 58 52 Ox4353 1414 1921 384 1053147101 1414 = 1921

28 0.000323 58 52 Ox4354 1414 1921 373 1053147101 1414 = 1921

30 0.052041 58 52 Ox4355 1414 1921 373 1053147153 1414 = 1921

31 0.000003 58 52 Ox4356 1414 1921 184 1053147153 1414 = 1921

33 0.000879 58 52 Ox4357 1414 1921 384 1053147154 1414 = 1921 N

35 0.001344 58 52 Ox4358 1414 1921 295 1053147155 1414 = 1921 /EQ\L

37 0.000981 58 52 0x4359 1414 1921 373 1053147156 1414 = 1921 - _~

38 0.000002 58 52 Ox435a 1414 1921 184 1053147156 1414 = 1921 "

. SHARE in Atlanta
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MQ-FTE Performance Problem — Remote Host sua=:

wiogy « Consactians « R

Filter on inbound flows — Identify the remote system

"4l d0773.#1-7000.pcap

10.83.123.104
1908
850kb/s 1921
3101

>

—

-

10.199.105.195

1415: first “Q/
1414: second /\ //
42496: third )

/\

File Edit Wew Go Caplure Analyze Statistics Telephony Tools Internals  Help
Buoee BEEXEE Acr»eTLIEE QAR #BW % 8
Filter: |tcp dstport==1921 w | BExpregsion... Clear Applye
Mo. Time ip il iplen lipid src.port dst port tcpows  tsval Imfo
i a4 0.0003 58 52 Ox4413 1414 14921 384 1053148900 1414 > 1921 [ACK] Seg=1l Ack=1721249
396 0.0022 58 52 Ox4414 1414 1921 384 10531489032 1414 = 1921 [ack] seq=1l Ack=1731121
398 0.0512 58 52 Ox4415 1414 1921 373 1053148954 1414 > 1921 [ACK] Seq=1 ack=1740969
400 0. 0008 58 52 Ox4416 1414 1921 384 1053148954 1414 = 1921 [ACI-C] Seqg= l Aclc l 59985
401 0. 0000 58 52 Ox4417 1414 1921 384 1053148954 1414 = S
403 0. 0004 58 52 Ox4418 1414 1921 373 1053148955 1414 |p ttl 58
405 0.0022 58 52 Ox4419 1414 1921 384 1053148957 1414 . . .
407 0.0512 58 52 Ox441a 1414 1921 384 1053149008 1414 Ip'ld ++ per th ConneCtlon
409 0. 0008 58 52 Oxd441b 1414 1921 306 1053149009 1414 I
411 0. 0000 58 52 Dx-l-llc 1414 1921 38-1 1D53149DD9 1414 TSVAL Increments at 1OOOHZ
MQ Client MQ Server
RTT: 54 ms ip.id++/tcp
SEGOFFLOAD TSVAL: 1000 Hz
TTL=200 TTL=64

Tiny
Windowsize f

—A&a
\_/\3

=
-
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MQ-FTE Performance Problem — 10 Graph suARE
Outbound seg# - inbound ack#

"4l Wireshark 10 Graphs: d0223.#1-2000.pcap

Steady flow
‘l Seqg# and ack# in synch

00 | ax | odos odee Cote b 51 ms gaps in transmission
[ I |
~Graphs - Pois
[Gmph d ] Calor [H_ﬂer:] | | Style: |Line ~ ||| Tick interval:lD.D‘I sEC ~ — 10000000
[Gmph 2] Color [Fl_ﬂer:] | | Style: |Line s ||| Pixels per tick: |5 ~ . __,,-—-"’”ﬂ o
[Gmph 3] Color [H_ﬂer:” | Style: |Line -1 '.L"IBW as time of day g :
IGmph 4| Color [Hﬂer:”tcp.srcporl==1921 | Style: | Impulse ~ -E :'-:us |F' P — L
nit: ackets/ Tic
Graph 5] Color [Fiter:] | | Style: |Line #| | scae: [Aaro ” 5000000
e J[ oo ] RN :
Ixfwm T T T T T T T T T T T T T T T T o
0.0s 20s 4.0s E.0s 8.0s 10.0s
[ 1 |
-Graphs ~ ¥ iz
Graph 1] color [Fiter:] | | Cale SUM() v | style: |Line v ||| Tiek interval{ 0.1 sec v
[Glaph 2] Calor [Fi_rter:] | |Calu:: SUM{T) - | Style: | Line LY Pixels per tick: |5 -
IGmph 3I Color [Fi_rter:] |tcp.d5tpc:rt==1921 |Calu:: MINC) w |tcp.ack | Style: | Impulse w L] View as time of day
Calar [Fi_rter:] |tc:p.5rc:pc:rt==192'| |Calu:: MINC) ~ |tcp seq | Style: |Line ~ =
Uit - |Advanu:eu:|.._ b
[Glaph 5] Color [Fi_her:” |Ca||:: SUME) ~ | Style: |Line ~* N r -
LW

16 - SHARE in Atlanta
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MQ-FTE Performance Problem — BDP suame
http://en.wikipedia.org/wiki/Bandwidth-delay product

BDP Bandwidth Delay Product
Available Bandwidth * Network Delay = size of TCP Receivebuffers

Example: 10 Mb/s link with a delay of 0.054 secs requires 70KB buffer for a
steady TCP flow, for faster links even more...

A high bandwidth-delay product is an important problem case ... because the protocol can
only achieve optimum throughput if a sender sends a sufficiently large quantity of data
before being required to stop and wait until a confirming message is received from the
receiver, acknowledging successful receipt of that data.

If the quantity of data sent is insufficient compared with the bandwidth-delay product, then

the link is not being kept busy and the protocol is operating below peak efficiency for the
link.

17 - SHARE in Atlanta



Thank You for your time! suARE
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Matthias Burkhard U : mreede IP Wizards

IBM . m ip.wizards@groups.facebook.com
mburkhar@de.ibm.com .
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EE Education - IP wizards SHARE

ITS53 EE Implementation and Problem Determination
4 days ITSO Q@ Workshop — 30.April 2012 Miami,FL

Register at http://greenhouse.lotus.com

Lotus GRS Solutions  Products Labs _FAQs
= - N i Rl p

Join the IP wizards community

http://tinyurl.com/ipwizards W1z AR DS
to download wireshark profiles and pOf fingerprints

19 ° SHARE in Atlanta
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http://lotus.greenhouse.com/
http://lotus.greenhouse.com/
http://lotus.greenhouse.com/
http://lotus.greenhouse.com/
http://lotus.greenhouse.com/
http://tinyurl.com/ipwizards

Evaluation Forms — Hands On Lab

We really value your feedback!

Please take a minute to fill out the evaluation
form - leave comments where appropriate.

http://atlanta. SHARE.org/SessionEvaluation

Session 10828: Taming the Shark

You have used wireshark before and found it valuable in your job as a z/OS
TCPIP System Administrator?

Chances are, you've just scratched at the tip of the iceberg.

Come to this session to gain some hands-on experience and see how you
really save time in trouble shooting by using some not-so-obvious filters,
coloring rules and graphical features of the wireshark tool.

You're invited to bring and use your own computer to look at some trace
examples showing real TCP/IP problems.

20 , SHARE in Atlanta
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