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* Overview of OMEGAMON for Mainframe Networksg=§-

* FP3 and z/OS 1.12 SHARE
1.0OSA Express and Interface status and utilization
2.Show all IP Stacks in one view

3.TCP/IP Connection backlog and rejections

4 .High TCP/IP Connection response times
5.Zombie Connections

6.Single Application Focused Network Monitor
/.Bytes backing up on a connection

8.TN3270 Response time analysis

9.FTP Logon and transfer failures

10.EE and HPR performance issues
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Techagiogy « Connectans ¢ Py

 This presentation will highlight best practices from customers
who use OMEGAMON XE for Mainframe Network to monitor
their z/OS Networking environment.

* Some of these best practices will include hundreds of new
metrics that came in with OMEGAMON MFN FP3 and new
interface details from IBM Communications Server for z/OS 1.12

* | created a custom DE Navigator view to highlight the best
practices discusses in this presentation (Available on OPAL
Network Extended)
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Overview

OSA-
Express

TCP/ B[z
S°‘;ket,/ UDP

sadeliaju|

OSA-
Express

saoIna/Aemales

- Solutions that Monitors IBM ZIOS Network performance
* IBM OMEGAMON XE for Mainframe Networks V4R2

* Performance monitoring

* FP3 added hundreds of new metrics, see slide at the end for details
* IBM NetView for z/OS V6R1

* TEP Feeds

* DVIPA — Extensive monitoring

* TCP/IP Connection awareness
Inactive Connections with termination code
HARE in Atlanta

* Real Time Packet and OSA Traces with on the fI¥ anaf¥5|s-::a-



z/OS Network Performance Data Collection Points

- NLDM APl | TCP/IP NMI VTAM API| | SNMP |

z/OS Communications Server

*Collected using the TCP/IP NMI:
*Applications, Connections, TCP/IP Memory Statistics, IPSec
*FTP Sessions and Transfers, TN3270 Server Sessions, Interfaces (z/OS 1.12)

“Collected using the VTAM API:
» VTAM Summary, CSM Buffer Pools

» Enterprise Extender (EE), High Performance Routing (HPR)

“Collected using SNMP:
» Interfaces (z/OS 1.11 or before)

» OSA

“Collected using the “Session Awareness and trace” API:
» SNA Session Awareness and Trace

v'"Move from SNMP and NETSTAT COMMANDS to the NMI API
v'Less overhead
‘/Scalable éHaRE in Atlanta



' Tivoli Enterprise Portal (TEP) Hig

- Common user interface
Manage z/OS system and distributed resources - single user interface.
Displays real time and historical ,and alerts at the same time
All customization and admin through the same interface
Define thresholds and generate events
* Out of the box Best Practices
Workspaces
Situations - Problem Signatures and Expert Advice (ALERTS)
* Create your own views and situations
To match responsibility and skill level

[T LISTENER for: WMQACHIN £ ¥ D B O =%
— " " Active Tirne Stamp for Idle Tirme " Established FRC:
Aplagtritelﬂn LF?DCSI CDI"]AI’]C;"C’?IDI’]S C?I’C];EE:IQDC:]S CDT;;SIDH Connections Active Connections | Since Last USE_H;T’E ClﬁﬂBﬂaECCé:gﬂS Connections | Connect
High Water Mark | High Water Mark Accept P L Backlog | inBack
WMQACHIN | 1414 11 0 0 11| 0805111 00:33:34 008 3100 0 0 = |
ﬂ >|
[C] Active Connections for: WMQACHIN £ ¥ D B O =%
Cannection Time Total Total Out
R?:”D“ﬁte A5ID Stant Cgﬂ'r’:tf;'r?” @- C°”ST:§'°” i Reﬁl’mse &, since Last |@ Di%"é:‘e §, Segments |, of Order
Time Activity Retransmitted Segments
50331 0X0112] 08I04/11 20:37-24 17530 572 16,519.56 0 0 o| ~|
53953 | 0X0112| 08/03/1120°53:29 102965 5.35 102,615.32 0 0 0
40405 0X0112] 08/04H1 19:30:42 21532 5.63 18,260.51” 21 0
e e — — S = 8
"] INACTIVE CONNECTIONS for: WMQACHIN # T M = O % |gh Application Connection Topo... ~ = [ H [ x
4 Rosauree | merma | REMOE Termination Total e D > R ae | — @08 | @
stem 1D |« T e | P Address Part Reasan & segments Rite "
String Code Retransmitted
SA WMQACHIN |876.159.5 | 52107 ressive_Retrans 50 1237
A WMQACHIN | 8.39.66.103 | 30040 | Client Sent Reset 0 0 & - - = Fﬁ/ EJ :
A WMQACHIN [976.133.99 | 49761 cessive_Retrans 17 9300
SA WMQACHIN | 9.39.66.103 | 34836 | Client_Sent Reset 0 0 -
4 »
1 + || Total: 11 Selected: 0 Last refreshed: 0
[T] JoB ovERVIEW s T OB O %
Jdnh GPU Step Proc SvtClass TCE | SRB IFA | IFAORCP 2P | 7P on GP | Indeper
Mame | Percent| Name | Step | 7Pe|SYEISS|Tooyg | ASID | JESJOBID | porcont| percent| Percent| Percent | Percent| Percent | Enclave
WMORCHIN 0.0 | WMORCHIN |MQ70 |STC |OPSDEF 1| oHo112|sTCOSE0S 0.0 0.0 0.0 0.0 0.0 0.0
4 »
205 Job summary for WMQAGHIN



Tivoli Enterprise Portal Situations and Thresholds

e
VieW Thresholds J g HE-IS-iF?T?QSE Qrigin Mode | Systemn 1D
Highlight metrics in a table you are viewing TCPIPMYSA | MVSA
o ’ ~ TCPIPMYSA | MYSA
Response Time GE 5.00

Notification, though the TEP or OMNIBUS or even an email

Situations J

=l ﬁ Mainframe Metwiorks
= & TCPap
= B TCPIPMySA,
Bl Applications
Bl Address Space
= Mk Connections
'E? MaT_Conn_FEnd_Trip_Time
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Situation Expert Advice

®<

Initial Situation VYalues

= f&g TCPP

= S ToPPMysa
Address Space
=
Gateways and Devices

Applications
% FTP

Cannections
< | ¥

@ MN3T_Conn_Rnd_Trip_Titr

452 MFN zi0S CICS Storage

| %23 Physical ||

#53 zos_and_Storage |

A~ E] Res_pnnse Apnplication Caonnection Laocal Fareign Connection Connection ETyI?tEaasl g;t“:'é Tota
Time Mame Type Fart Socket Mumber State E e, Sent Bivites
f CICSAQRS | TCP_Connection | 18085 | 9652431243440 | 6745433 ESTABLISHED a4 789 15—
L 6.16 ¥
K O 8 O
Current Situation Values
W
— [) Resronse | Application Connhection Lacal Foreign Connection|  Connection gﬁfsl g;t:é Total | E
Titne Marme Type Fart Socket Murmber State Recaived | Sent Bytes | Re
i HY CICSACORS | TCP_Connection |[18085 | 9.65.243.124:3440 | 6745433 ESTABLISHED g84| TAS | 1643 ==
O O ’

& Command Yiew

Take Action

~Action
Marne: |Dru:up w |
Comtnand:  |drop

~Destination Systems

Ale » O R @ &
Expert Advice -
N3T_Conn_Rnd_Trip_Time
Situation Description Connection round trip time
Sunoested Actions
The response time for the last TCP segment transmitted on the
connection. Itis the elapsed time, in tenths of a second,
starting when the segment was sent and ending when the
acknowledgment was received. Round trip time Is not
end-to-end response time since it does not account for B
application time. However in conjunction with the round trip
variance, it is a good indication of the general health of the
L4 route. >
i "'P" Expett Advice |

*|nitial Situation Values:
*Current Situation Values:

*Expert Advice:
*Take Action:

*‘Reflex Automation:
*Event Forwarding:

Captures metrics at timed triggers
Compare current metrics with initial metrics
Provides suggested actions
Issue commands from TEP
Automatically issue commands
Can forwards alerts to OMNIBUS

)
[ *.,
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OSA-Express and Interfaces

* Interface Status
* (Enhancement with z/OS 1.12)

 Situation on OSA Interface Status.
 Alert of OSA Interface down.

* Check Microcode level

* Adjust MTU size to reduce fragmentation
* zEnterprise — Monitor new OSA types

* Previously hidden outbound prioritie queues (z/OS 1.12+)

Out of Box Expert Advice
Interfaces Out of Box Expert Advice
* Device Inactive OSA Express
* High bandwidth Utilization * High BUS Utilization
* No traffic ¢ Channel utilization
* QDIO is Accelerating Bytes * Missed packets

* Max Staging queue depth * Not Stored Frames
-+ DLC Read deferrals
* DLC Read Exhausted

SHARE

— Next a customized OSA WORKSPACE prmm————rep e



Tip#1 Tuning OSA-Express

Metworks_|| || sfa OSA Interface Topology - - Interface Hames and System IDs S T MO H O = |
& *omEG =]
H *oMEG MWVSA 1 1

m MVSE
4 MVSC
o2 Ne I E mlzl
E Interface Statistics OSA only - all LPARS z/05 1.12 onby s T M0 H O % E Interface Write Queue Statistics £ T
Device Total Cuthaund t’ Total Inbaund Fram
System ID | Interface Name Inierare @ orDatapath Packets Discarded | Ad(ress |4\ Packets Discarded | || System D | Interface Name || "orac® | () Irersce ) BOI0 InvalidatEIn
w Status for Mo Storage | Yelsion in Eror w Suppo
MwSE QSAFBCOL QSA QDIC ethernet 0SD 4| = || MySA QSX3400P QSAG.. Ma Yes
WS QSAFBCOL 0S5A QDIO ethernet 05D 4 [l L=E QSX3400P OSAQ.. Mo es
iS4 EZEOSMO1 Q5A ADIC ethernet CSM 32 WS4 QEX3400P QO5AGL.. Ma es
=S EZBOSMO02 OS5A QDIO ethernet OSM 32 [l L=E QSX3400P OSAQ.. Mo es
MVSA  |OSAFECOL | OSA QDIO ethernet OSD 2| |[mvsa  [oswazoop 0540 Mo Yes
MvsA  [0Sxa200F | 0SAQDIO ethernet 0S¥ o[~l[mvsa | osSw3zoop 0SAQ.. Mo Yes
[ XN =N GOV ANND () (=¥ n LI MVSA OSXSQDDP S NU YES
A I g
(7] 0sa Interface Status ¢ 3 0 H O % [T] Interface Read Queue Statistics S F O H O =
IF Device Duplicate Actual TCF Segmentation F Q
Interface Interface Actual rarmne ueue
Address | [ or Datapath |13 {8y Address v Inbound i Offload Systern 1D | Interface Name | M2Mace | QDIO Ivalidation | Warkload | Queue 10| 88!
Wersion Status Status Count Tme Performance Type | - Value Active ¥ Status | Accelerator| T o | Name Interr
0| 0SAQDIO ethern... | DYMAMIC 8952 |HNo OSABY | hvsE OSAFECOL Mo Yas PRIMARY 1| s0s
0| 05A GDIO ethern... | DYMARMIC 24992 |No QOSA-E MYSC OSAFBCOL Mo Yes PRIMARY 1 410
1| 0SA QDIO ethern... | BALANCED 1500 | Ho Q5A-E WY SA EFEOSMOT Mo Yas PRIMARY 1
1| 05A GDIO ethern... | DYMNARMIC 1500 | No QOSA-E WY SA EFEOSMOZ Mo Yes PRIMARY 1
T SA QSAFBCOL Mo es FRIMARY 1| 4,126
WS4 QEX3200P Mo Yes PRIMARY 1
T SA Q5X3400F Mo es FRIMARY 1

Examples for areas for tuning
*Discards due to no Storage
*Outbound Queue Priorities

*MTU Sizes

*‘Duplicate Address Count

- SHARE in Atlanta

= Next, Monitoring Multiple IP Stacks ORI



Tip#2 Look for Errors IP Stacks

@---|0H BERO8UE| OfES QLAAOND DAY 2B @40 05 3]
o Havigator = M H x | £ ¥ 0O B 8 |ﬂTCP Connection Counts and byte rates for all stacks £ =2 M B O =
[ wiew: |Nemfc|rks_Sample - |Select @& B3
h >Networks sample
Metworks_Sample =View Workspace TCP Connections Eite Rate
% FOMEGAMOMNEE_MAIMNFRAM Hetworks see: azoT r2,000,000
FH *OMEGAMOMKE_MAINFRAM T A
orkspaces 2807
1P Stacks | [ eiEEla
—{} Connection Rate 1
- OSA Express 2001 L1 200,000
1L EE and HPR. T
LFTP 1807
|k TN3270 1201 200,000
_ Zombie conhections 1
a0
1 L 400,000
4':'_.
0 Lo
7 | m DEMOMYSS DEMOMYES DEMOMYS
I'—‘Kg Physical Bg MNetwarks. 1| 3 Orcr semsion count .'Eh,rte Rate
7] IP Stacks all LPARS S +2 @M H B =
@ G
) R Input Qutput TCF LIDP DR Input Cutput
System ID P A%I:clisrtess Cugr;i%ttmn E:tt?a Apglé%arﬂun FPacket Packet |1 Retransmitted |4y Mo Port |8 Input Dilsnfaurtds Discard D?sLnjztgrudts Discard
Count Count Segments Count Errars Percentade Percentad
MWSE 93968146 a3 BO936 15 22910455 1920994 0 3508 0 0 0 0
hWS 93968145 73 BETER 15 8812621 483417 L 11045 0 0 0 0
58 93963147 F16 1841080 121 20837787 | 17073446 7499 11239 4853 I} I} I}
Rl |

* Number of Connections

* Retransmitted Segments
* UDP No port Count and input errors
* Monitor DVIPA from NetView

Out of Box Expert Advice
IP Stack

* Input Discards

* Output Discards

Next a Connection Backlogs (e R R



Exceeding Backlog Connection Limit

=

SHARE
Tnchagiogy « Consactans ¢ Ransly

Application WL” not be aware that connections are being rejected

Backload < d
Limit
L S Application

Backlog
Connections
Rejected
Out of Box Expert Advice

Application problems

« Backlog Connections Rejected
* Connections backlogged

- * Not Accepting Connections
"+ Rejecting new connections

Next a Connection Backlog WORKSPACE




Tip#3 Monitor Connection Backlog Rejections

=

SHARE
E Listeners with Connections in Backlog or Rejected N
L : Backlog Total Backlog | Backlog Connections
System 1D Aprﬂléiﬁgnn L;gﬁl B C:iﬁnanaecc;:gns h Eﬁfrﬁi?g Connections riE Connections Rejected
E Fejected Fejected Time Stamp
ﬁ MwSE FORTMAF1 111 1] 2 1] 6 ) 081211 14:54:40
ﬁ MWSE DEZSDIST 446 5 10 1] a
ﬁ it/ S FORTMART 111 1] 2 1] 6 | 08M1aM114:11:03
ﬁ M58, CHEGDSST | 1920 1] 10 1] £ ) 0872011 10:05:35
ﬁ hlt S8, FORTMART 111 1] 2 1] 6 | 08Ma8M1 14:3527
.-'ﬂ? kAL TN Pl I L B | f=t e ln [m} A [m} bl bl | nrafdrnddd 4 A- 22747
‘ %
| | | — \ Il \
Maximum Connections
connection Queued
requests Exceeded
Queued Backlog Limit

‘Increase Backlog Limit (TCPIP profile or in Application)
*Stagger automatic logons, if possible.

LLE P
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Next a high TCP/IP Connection response times iuu s




TCP/IP Connections Response times

Retransmissi
/§;<.+\ N

v Discards

Discards

Out of Box Expert Advice

i’ Connections
Response time . Rgtransm|SS|ons
Discards
Out of order segments

Round trip time
Round trip time variance

([ ]
. . [ ]
Response time Variance
([ ]
(]

Retransmissions, discards and out of order segments

szAnga-u;

Next : Visualization correlation of response time issues




Tip#4 Correlate Response Times with Errors

Total Segment Retransmiszions or Duplicate Acks
u] 10 20 30 <40

Q747 .89

] 91224015

¥ Qe 1423

o.72.212.43

078218 .43

Select the Time Span for Historical Navigation E

40 S0 =] ]
. ) Real time -
Response Time 110 Seconds

) Real time plus Last - Hours
DHespnnse Time .Duplicate ALCE=s @ Last :

.' Total Segments Retransmitted Last pararnetat

@ Usze detailed data

Time Column

@ Last 24 Haurs.

] connections with Response times >.5 seconds all LPARS O Use S“mma”sz e
Shift Al shifts
B Q 1 — Tl
_ Inbound Qut of )

. . Application Remote iy Fesponse - Connection Ente Local
Beoiillug e Susle L Paddress L Time | BE#EEfm = segﬁﬁﬁﬁts M e Rate IP Addres
08i05M1 02:30:00 | MWSA DDS0903 | 9164158174 39.07 9392 ZEFH600 | 9.39.681 4';|
08r05M11 03:30:00 | MWSA THAa270 9.78.218.43 10.16 0 0]9.39.68.14]

R ﬂﬁ

& Last 24 Hours.

*See if poor response time correlates with any errors.
*Duplicate ACKs, out of Order Segments, Segments Retransmitted

*Turn on history to see when problems are occurring " SHARE in Atlants




Filter Data from all z/OS LPARS

z/OS

OMEGAMON |
MFN Agent

*Filter can be at TEPS Server or z/0S Agent
‘Filtered Query is dynamically pushed to z/0OS Agents
*Performance gain is dramatic and immediate

- SHARE in Atlanta

Next: Finding missing connections




* OMEGAMON for MFN default filters can hide problems =

|

Tnckagiogy a

* |t is simple is to override these filters.

)
)

)
)
)
)
)

J
0]

Ll OSA-Express LPARS
L] 0SA-Express Ports
Ll TCPIP Address Space
Ll TCPIP Applications
= L TCPIP Connections

All Connections no Filter
All connections V4201 no filter

E All Connections with All Attributes no fi

E Ernie Application Connections Mo Filte

EW _All_Conn

All Connections with All Attributes
All Connections with All Attributes
All Connections with All Attributes
All Connections with All Attributes
All Connections with All Attributes

All Connections with All Attributes

J Specification | Cluery Hesults Source

Specification

f

ﬁ‘ Crigin Mod

=
== SNODES

L pa | =

o

:“L""

.

- SHARE in Atlanta
ot in Atidanta

Next: Let's see filters can find zombie connections e S R R



Tip#5 zombie connections

* Connection that do not get dropped

* Connections could start to backlog

* Connections with no traffic for a long time
* Connection may be hung(not established)

ie connections - XPBASE - Ernie Gilman

*ADMIN MODE*

[& Tracerte IP Address

Zommand Input

Hostname or IP Address |E 48421 |
Packet Size: [

|
[ TV reesae[ ]

Interface:

Source IP Address, 49.39.68.147 Port: 33434
Max (hops): ’307 Try: ’37
Tos b wan B
Debug: (] MoMame: [
Verbose O MoRoute: [
LimDisp: O Addrtype: O IPwd

O 1Py

Command Output

08/05/11 22:02:24 TRACERTE 5.48.42.1
08/05M11 22:03:24 CSVIR12: Traceroute to 9,428,421 (9.48.42.1)

08/05i11 22:03:34 1 netGdrouter.demopkg.ibm.com (3.38.68.1) 0ms 0ms 0ms
08/05111 22:03:24 7 aus-pd-9a-v794 austinibm com (3.3.53.195) 1 ms 1ms 1 m: -
08/05i11 22:03:24 3 aus-co-b-v838 austinibm.com (9.41.2153) O0ms 0ms 0ms

w Help 0805111 22:03:24 4 aus-bd-b-ged.austinibm.com (9.41.214) 1 ms 1 ms 2ms
m— 08/05i11 22:03:24 5 aus-sc-a-v256 austinibm.com (8.41.1.8) O0ms 0ms 0ms
— _ . o _ . 08/05i11 22:03:24 B aus-pS-baustinibm.com (9.41.4.14) 1 ms 1 ms 3ms
Jbd MBS @8 0 H ®SEL  QhEEGE OR Y |Epursesememmnsn e e o p | D
| | How to issue POPUP commands e e
How to issue POPUP commands
| Right Click anywhere on a connection and select: DROFP PING TRACETE MNSLOOKUP ¢r EXPORT
"1 TCP connections with no activity for >10 Mins - all LPARS s 3 M B O =
' Time Inbound Hex
Application Remole Remole Local Lol Bryie ) Connection . )
Bystem ID | * "y ame PAddress | Port | IPAddress | Port | 2510 | po (@ E'ngw'l-t:“ 4 e L oo s| Crnnestion
MVSA | BBOSD02S | 9.38.66.147 9550 | 9.39.68.147 | 13452 |:|:-m19F| 0 11,884.23 CLOSE_WAIT 23 0X00051DSCA
bWSA BEBOSO0Z2S 03968147 9558 | 9.39.68.147 1834 ]
MVGA BBOSOD2S | 03068147 | 09558 83960147 | 1832 Time = Inbound
MVSA | IBMSMV31  [965.252.47 254693966147 | 999 (| 4y Since Last | ld I'~ Byles
MVEA | 1072 9.39.68.147 Ping IP Address 4241
WIS ADMIFOTC | 93962147 1205
rvea ATIMIGET 11 LT Tracerde IP Address e l] 11””13 I:I_IE_“"T 23
mMELookup IP Address I] ?[.134 m_w"'r 23
Next: Filter for zombies Comm 0 17,322.36 _ 0




How to create a filter in Query Editor

rs
J Specification ‘I Clery Results Source |
Specification
f ck
ﬁf Cirigin Mode ﬁf Ein-ggnl_eaat ﬁf Beale ﬁf e ﬁ‘ By
d . IP Address IF Address Fa
Activity
1 ¥ ¥ ¥ ¥ ] [«
2 == ENODES ="127.00.1 ="
£ —
F ]

Connections with no activity for > 10 Mins (600 seconds)
Filter out addresses such as loopback
Filter will automatically be pushed out to the MFN Agents

LLE P
- ™
. SHARE in Atlanta



Tip#6 Create Application Network Filtered Views

Examples:
*Connect:Direct
‘MQ

*CICS
‘WebSphere

Address
Space

CPU
*Storage

*Priority

Application

Application
Listener

Connection Rejections
Backlog limit

Number of Connections
- Connection Rate

TCP/IP
Connections

*Response times
*Buffers queued
*Connection hangs

*Congestion
* Reset windows
* Retries,
* QOut of order

*Listener and connection feeds from OMEGAMON MFEN
°Inactive connections feeds from NetView for Termination reasons
*Address Space feeds from OMEGAMON on z/OS

SHARE

Next: Create filtered view on application R F R



Application Monitor View

[] LISTENER for: WMGQACHIN S FT O H O %=
Application Local Active Accepted Connection o Acth A'I;]mecﬁtampt_fnr Slc_iIeT[net Semer | Connections (I:Estabhst_hed o FRC{
Marme Paort | Connections | Connections Fate LONAECLONS clive Lonneclions | since Las LIp Time | in Backlog -Onnections | L.onnec
High Water Mark | High Water Marl Accept in Backlog inBack
WMQACHIM 1414 11 0 0 11| 08/05M1 00:33:34 0.08 31.00 0 0 =
Rl | D]
[] Active Connections for: WMGQACHIN S T M B B %
Connection . . Time . Tatal Total Out
Rn'ajrggte ASID Start Cgr&r::t?gr?n - CD%?:{:E“DH b 1N RE%?,EQSE &y Since Last | Di%llz:te 4y Segments |8y of Order
Time Activity Retransmitted Segments
50331 0X0112 | 080411 20:37:24 17530 572 16,519.56 0 0 0| =
59953 | 0X0112| 08/03M1 20:53:29 102865 5.35 102,615.32 0 0 o| ==
49405 0X0112| 08/04/11 19:30:42 21532 5.63 13,2&11.51” 21 0
i - =
1 [] INACTIVE CONNECTIONS for: WMGQACHIN # % [ H 0O % | Application Connection Topo... ~ = [0 H [ =
- YRR et Remote Termination Total Evte Q04 s 4 @ 'ﬂﬁ: @ O
stem 1D | = . s Fort Reasaon Segments Rate EI
] String Code Fetransmitted
FSA WMQACHIN | 9761595 - lirE Excessive Retrans 50 1237
ISA WMQACHIN | 939661023 | 39940 | Client_Sent Reset 0 0 @ El E( EI
VSA WMQACHIN | 976.133.99 | 49761 Qadeaa Rl in0 S 17 9800
ISA WMQACHIM | 93966103 | 34836 0 0 E|
4 | | » || Total: 11 Selected: O Last refreshed: 0
] JOB OVERVIEW s 3T M BH O %
Jakb ZFLU Step Proc SvcClass TCE SREB IFA IFA on CF ZlIF ZIF on CP | Indepen
Mame Fercent Marme Step Type | BveClass Feriod ASID JESJOBID Fercent| Percent | Percent| Percent | Percent| Percent | Enclawe o
WMQACHIN 0.0 | WMQRCHIN | MQ70 STC | OBPSLEF 1 0X0112 | STCOS8035 0.0 0.0 0.0 0.0 0.0 0.0
Kl | 4
zZI03 Job summary for: WMQACHIM
Next: Monitoring Connect:Direct (NDM)




Monitorino

Connect:Direct (NDM

*We see the status of the C:D Listners (Default Ports 1363 & 1364)
*Notice we have bytes backing up for one of them

=

SHARE
*Check the Dataset response time (MSR)
*C:D address space CPU utilization with drill down to the current WLM.
7] TCP Listener P A = R
- . Hex . . Active Time Stamp for
Qrigin Maode Apﬁ';iﬁgm L;gzl Systemn (D Cn_ll_liiggnn ASID connection IPlﬂzc?;?elss ﬂ Cnrfﬂ:’?inns C?;;EEE:[[;?”S Cnr%naet;tmn Connections | Active Connections
Humber High Water Mark | High Water Mark
TCPIP:MVSA | CDCOMM | 1363 | MVSA 01/23M208:37:58 | 0X0033| o0X2R2nF92R|9.30.68.147 0 0 1| 01HM8M2 16:41:57
TCPIP:MVSA | CDCOMM | 1364 | MYVSA 012312 08:37:58 | 0X0033| 0X2R2nF929(9.30.68.147 5 5 1| 011812 16:41:57
Rl | »
[7] Active connections S ¥ 0O H B =
_— Inhound Inbound Hex . Connection i
sysam D PR L | s | 'Fed|@ Bves |ousuesbaal comecton | @ RS | Coeen |Remete pap| e | Cgrneton
Buffered | Time Stamp HNumber Time
ﬁ MYSA CDCOMM | 9.39.68.147 |9.39.68147 | 1363 0 0X308BR4AD 34760 | 01/231208:37:58 T2 0K | 0123M2 . 439
ﬁ MVSA CDCOMM | 9.39.68.147 |9.39.68147 | 1364 CARGE 01/231208...| (X3020BEEB 2147483647 | 01/2312 08:37:58 | 16481 0X..| 012312 .. g9
4 |
[7] connect Direct Datasets s T [0 H B % || Application Active TCP Connection Topology by Remote IP Address only S 2 0 H B =
Dataget with @ Fercert| 5 Highest) Total |Lanl @ @ & 4 (@ @ [ &3 || |
Largest Allocation Used |~ MSR | Datasets| £
(@’ COMNDIR.USER XFER.OUT 99.75 21 2 E‘
—I‘ ‘ CDOONN
[7] zi0S Address Space Utilization S T DB B x
Job SvcClass CRL TCE SRE
Mame Difpe diliace Perind Q Fercent | Percent | Perce @
# |cocomw |Batch |BATMED 2 722| 14 - 93968147 BB
1 . |'r...+.-.|--'1r\n|.....o....|-q

N

ext: Traffic backing up

| Lastrefreshed: 01/23/2012 09:38 Al




Svtes backing up for a connection

SHARE

+ Connactigng ¢ Fmw

*Check connection status connections with bytes backing up inbound or outbound
*Notice some of these may be zombies connections.

*Remote endpoint unable to keep up.

*Ceck for Segment retransmissions .

*Backup can cause significant CSM storage usage Issues

*Recommendations:

*Create warning situations based on Bytes Buffered.

*Trigger Critical Situations if number of Bytes Buffered continues to increase

*In severe cases, consider automatically dropping the connection in Situation action tab.

[7] connections with Bytes Buffered £ FMB-B
Application Inhound Inbound Outhound | Outhound 3 Time Percent Total :
systernin| Mame. |@~ Bytes | QueuedData| Byes  |Queued Data pre | @ Cogedion | Remole | ROMOIE| i gincelLact (@ Segmems (& segments | CWURE |4,
and Part Bufferad | Time Stamp | Buffered | Time Stamp Activity Retransmitted Retransmitted
# |mvsa  [ADHCDS.. 0816/11 08.. 0 319 [ESTABLISHEDIN 5.39.66.103 | 16016 023 12 96
% hSA RD4ZRS.. 84 | 0971611 13... 0 1] ﬂLﬂSE_WﬂIT 9.39.68.147 6714 41,976.91 0 0 1
gé'f iS4 RO4ZRS.. 84 | 09/08r11 04... 0 0 | CLOSE_WAIT §.38.68.147 6715 761,977.05 0 0 1
# mvsa  |RD4ZRS.. 84 | 09/03111 05... 0 0| CLOSE_WAIT 9.39.68.147 | 6715 761,977.05 0 0 1
AN RD4ZRS.. 84 | 09HEI11 15 0 0| CLOSE_WAIT 9.39.68.147 B715 34,776.94 0 D 1
g’ﬁ /54 RDAZRS . 84 | 0970811 06... 0 1] El.'ﬂSElWﬁ[T §.39.68.147 6714 769,577.01 0 0 1
ﬁ M EA RO4ZRS... 84 | 09/08/11 06... 0 0| CLOSE_WAIT §.35.68.147 6715 760.577.01 0 0 1
] v e s ———— ma | mmaa i a a s - e e a e - - o a _——— amm A - -~ -

.-.'h § i -
- -
. SHARE in Atlanta

Next: TN3270 R I



"TN3270 High Response Time Exception View

» TN3270 Response time r=
SNA time is application

IP time is the network
Drill down to TCP connection to see errors

Response time distribution by buckets
Sliding window buckets set in Comm Server

* TN3270 Server status from NetView

! SNA Response Time - _Out of Box Expert Advice
> :ﬁp:::aiinsf::e TN3270 Response times
Drill to Eonnection * Average IP response times
’ * Average SNA response times

* Average total response times
- High number of long responses

SHARE
Next: Let’s see a how this looks R I R A R



Tip#8 TN3270 High Response Time Exception View

¢ . DH NAPED8UE| OfHY QLEACUINEAVI o NA4D0NE | O]
= Havigator S I o TH3270 Average Reponse times > .5 Seconds s 2 [0 H O % | loresponsetimesby.. < = [ H O =
[F view: [Netwarks (MFN) = | | &3 B B
Networks ( MFN ) - A | Meucket 1
= FH *OMEGAMONKXE_MAIMFR Heucket 2
= MVEA 9.190.179 .95 g 100 17093l oot 5
= [& TCPIPMyEA Oeucket 4
Address Spac 078218581 B euckets
- 075218551
Applications u
Connections ) 0782081751
Gatewsays and 0.78.200.1754
L FTP || oiz1255574 S
Interfaces
IF Filters 0.48.07 122+ 918128557
IPSec Tunnals — A
DISA 0 200 400 B00 £00 1,000 1,200
TCRIP MEmDB Millizeconds 04507 122+
1 I | E Dﬁverage IF Response Time
. 4| » Eﬁwerage SHA Responsze Time
o Physical D@NehﬁmrksJ— R m
("] TH3270 SESSIONS with response time > .5 seconds S 2 M BH O %
@ Q
ShA . Averane Response Time Total
L Rermote Session | Average Total | Average [P Averae SHA . . .
System ID | Application ﬂ By ] (h . : Transaction Collection Transzactions
g IP Address End Response Time Response Time | Response Time o e Detected
ﬁ S, [SS8MGR | 97828 F 1123 931 142 2 07261 212816 G|
ﬁ S A, DOCTS0.., | 9.78.208.... a61 320 541 Of 07261 21:24:33
ﬁ A5 A, DOCTEO.. | 9181.256. G0 471 1549 Of 07261 21:28:29 1Dj
- | }

-

:D SHARE in Atlanta
Next: FTPs 3



Tip#9 FTP View of Logon and Transfer Problems

Session

* FTP Session logon failure reason codes
* FTP Transfers, How long it took
* Drill down to connection for performance issues

Lagin

LIser D SESSi0n SeSSi0n Failure
I SELTE BEG! = Reason Description

hS5149 02017108 09:07:03 | 021 7i08 09:07:03 §Password_not_valid
hfS5519 0201708 09:07:52

S Last Reply
on Serer| 1o Clint’ [ | Duration | ® Tranamitteg | CoMMmand | to Cllent Name.
escription
MS514 240 1140 175 IR RETRIEYE | Requested _file... §M5519.ELVIS. .
mMS514 240 490 429056 RETRIEVE | Reguested file... §MS5519.ELVIS. .
mMS514 240 1140 175 I8 RETRIEVE | Reguested_file... §MS519.ELVIS...
mMS514 240 a00 429056 RETRIEVE | Reguested file... §MS519.ELVIS. ..
MS514 2a0 1160 175 I8 RETRIEVE | Reguested_file... §MS519.ELVIS. .




[& FTPs - XPBASE - Ernie Gilman

*ADMIN MODE*

File Edit Yiew Help

ER

@ - UE M ASEA0H HetES Q220N 0aME? B@&EC DB 5!
= . £ [ E | .[loFTP Transfers > 10,000 bytes - Top 10 by duration in last ftp interval S 2 0 H O =
Ej View:ﬁ S 2
iE Metwiorks « Bytes Transmitted
= B *OME 24,300,000 24,700,000 25,100,000 25,500,000 25,900,000 2,300,000
IEI g_l rl.l1 T '-""\-h____ I I |
0.76 1358 F T |
EX: : —
076 1358 ¢ |
F |
t 21%) 97614581 [
& 1 *OmMET ] 4,000 &,000 12,000 16,000 20,000 24,000 28,000 22,000 26,000 40,000 44,000 42,000 52,000
1 4 Duration in Milliseconds Seconds
o) NEM_‘IL [ Transmission Duration # Bytes Transmitted
[7] FTP Transfers - Active # 2 M BH B % ||[7]FTP session logon errors 2 0 H O =
B G B G
ote |P Local Local IP | UserID nﬁSBEerrl;rE;r Client Fale Transmissi System ID Applicatign | 4 FLaE;Igulpe FTF Rermote Remao
ort P Address Part | on Server Extended Lser D Start [ame Reason Description Twpe IP Address Fort
5374 | 9.39.68.147 35399 | METOPZ2 |WETOPRPZ2 Server 08r25M1 16:37 || MVSA FTPDZ2 Password_not_valid Serer | 93966103 445';|
'S4, FTPDg2 Password_not_wvalid Semver [ 9.39.66.103 3448
hilf 58, FTRDZ Password_not_walid Berver | 9.39.66.103 34410
‘ I.‘.l N CThrrA = e A -~ 1 [naln A e kel Jf
[7] FTP Transfers - Conpleted at least 10,000 bytes 10longe... < = [0 H B x
o C 1 FTP Transfers - Conpleted in error S 3 M H O =
: I‘—*‘I-c.
Last Reply
Last Reply ; Transy
L TCPRIF Semer . . to Client
e Narme. SystemiD| STC | o il Ao p | Logumng ||t Cren R _
Mame session ID Closing_data_connection_-—-_reguested_file_action_successful
METOP2.MLUISIC MP 3 M54 TCPIF | 0xX05740847 | FTPD106226 LI Closing_data_caonnection_--_requested_file_action_successful
METOPZ MUSIC MP3 MW A TCPIP | 0X0971ESFS | FTPD 06221 Reguested_action_abored - local_error_in_processing
METOPZMUSICMP3 | MVEA TCPIP | 0xX09704554 | FTPD106215 RequESted"aEﬁDn"ahDHEd"__"lmal"ermr"m"pmessmg
MNETOPZMUSICMP3 | MVSA TCPIP | 0X0970241E | FTPD106215 | - - -
e S — Py — ——— e —————— r_l X

._l‘_} Hub Tirne: Thu, 087252011 04:37 P

@ Sermer Availahle FTPs - X*FPEASE - Ernie Gilman

=ADMIN MODE*




a1l FTP Duration > 28 Seconds s % |

[

Bytes
0 10,000,000 20,000,000 30,000,000 40,000,000

DHETES2.DBZCOM.BACKUP. TRST __.4-"""“

DHETES3.DBZCOM. BACKUP. TRS T Ff

DHETESS.DBZLA BACKUR.TRST
fufdds1 226/ cookbookispring.jarf
fufdds1226)cookbookfzpring.jart

DHETA1G. TEST. XMIT,
ftmpfahuo.tar.gzt
DNETSS1.PHD.PHDZ0000 1 T

0 100,000 200,000 200,000 400,000 500,000
Mifiseconds

OF TP puration e Bytes Transmitted

: Out of Box Expert Advice
! FTP Session Errors:

* Network or socket errors

* Error reply from server

* Invalid sequence from client

* Resource shortage (storage...)

- FTP Transfer Errors

> File, system or network errors et
I e e 888 s ..



Summary of Enterprise Extender and HPR

=

Tnchagiogy « Consactans ¢ Ransly

- t Advi
HPR )

* Low initial throughput rate

* Path Switches

- ARB Mode Red, Persistent*

EE

* High retransmissions

* Out of Sequence buffers

UDP

* High Discard Rates

* Long Queues exceeding Queue Limit*

APPN Sessions

Network Priority Mappings

UDP Ports

12000 G
12001 D
12002
12003 D
12004 D

SNA Path Switch Timeout

*Simple to create

LL2 (LIVTIME 10 Seconds)
Network 1 Minute
High TP(2) 2 Minutes
Medium TP(7) 3 Minutes
Low TP(0) 8 Minutes

:“L""

.

- SHARE in Atlanta
ot in Atidanta




Tip#10 Show EE and HPR on one View for all LPARs

@ - Bl QhAACHLOOERENEs2RE&08B68 | B
"] HPR all LPARS s 2 [ H B % | HPR Topology S 2 [ H O %
B Q AMAALMPAse | =F— F@E|lmI[]

@ - FEY QhAECHAODAREsRELADHE | B
| HPR all LPARS s 2 [0 H O % g HPRTopology =
5 Q ©0asBA® | =T— @OE|@|[]

Loc: B
. , Remuote . ARE
Recording Time | System D Sessions @' RTF I
CP Mame Mode Marr - _

08/05M1 21:00:00 | MYSA USIBMMR. NDCMYSE 11 | Yellow CMNRL =
0870511 18:00:00 | MYSA USIEMNR. NDCMYSE 11| Yellow CNR( || DSIEMNRNDEMVEE @

080511 19:00:00 | MYSA USIEMMR. MDCMYSE
08r0ar1 180000 | MYSA LISIBMME . HDCMYSE _
08/06M1 20:00:00 | MYSA USIBMMR. MDCMYSE ~
08/05M11 19:00:00 | MYSA USIBMMNR. NDCMYSC -}
08/05M1 19:00:00 | MYSA USIBMMR. NDCMYSE =
08/05M 1 19:00:00 | MYSA | USIEMNR.NDCMYSE USIBMNRNDCMVS A
08/05M1 20:00:00 | MYSA USIBMMR. NDCMYSC -l EE
@ Last 4 Hours., Total: 4 Selected: 0 Last refreshed: 08/06):

"] Enterprise Extender all LPARS S 2 0 H B x
Percent of Packet Transmit | Receive
i FLI Local Remote RTF . Fackets " Bytes | Byles
Qrigin Mode | Systerm D . Sessions ; Fackets Retransmizsion Eyte Eyte :
Mame IF Address | |P Address | Pipes Retransmitted Retransrmitted Rt Fate Fata gent | Received
YTAMMWSA | MDA EX000012 | 9.39.6812 (96518966 1 2 0 o 0 33 33 33 33
J i

""I-
i

. SHHRE in Atlanta



TCP/IP and VTAM Address S

aces, Storage and Buffers
Out of Box Expert Advice

VTAM and TCP Address Space '

SHARE
0 0 0 - P S———
* CSA%, ECSA %, CPU % , Paging Rate, and Buffer Pool shortage
=2 0 # [7] TCPIP Address Space all LPARS £ =2 M H O =
[ view:| | @ Q
2 [Networks] R Host 705 CPU | Paging | ©SA Usage | CSA Percent E”éi' E:Dstil Connection|  Byte | Application
& ~omEG ¥ IP Address Release |Percentage | Rate | Below 16ME | Below 16ME i W Count Fate Count
[+ *OMEG
= &8 hivSE 93868146 |zZ08_1.12 1] 1] 136 0| 26032 1 a3 Bra9g 14
—{| MWEC 93868145 |zZ08_1.12 1] 1] 136 0| 26032 1] 73 118353 14
. Pl 5, 93868147 |z08_1.12 1] 1] 136 0| 34392 1 87| 1288346 121
7] TCPIP Memory Statistics all LPARS S ¥ M B O =
ECSA ECSA Percent ECSA Authaorized Authaorized FPercent Autharized | Bahit Camman | B4hit Caomn
System D | IP Address Storage Storage Storage Frivate Storage | Private Storage Private Storage Storage Storage
InUse Frea InUse In Use Free In Use In Use Frea
hivSE 935968146 3,071,680 8,817 608 9 456 181,120 aar,
T|_| m hitSIC 93868145 3,070,848 9.040,392 9808 187,504 aat,
Pl 5, 93868147 B,361,080( 61,608 a0 11,187 544 24,208 333568 715,
o Ph-!,.-_‘IL j | | -
[7] vTAM Address Space all LPARS £ 2 0 H B =
B Q
system D | . CPY Pagina | CEABEIOW | conp o] Caﬁw CSA | DASDSIO |NCP8IO| CTCaI0 | 0f3 | LOEEl | otner gio | B0 HAlE
Percentage | Rati The pls!gmg trate xivhe[r; trdm mostrecent |, |Percentage| PerSec | PerSec | PerSec | o o - Fer Sac FerSec Systerm
MYEC 0 FAMmping Iienal enees. . 4225 2 0 0 0 0 0 0 0
MR 0 0 84541 | 2| 10213686 3 0 0 0 0 0 0 0
[7] cSmM Storage Statistics all LPARS £ ¥ O B B =
Fercent ECSA | Percent ECSA Storage Storage Storage haxirmum Starage Storage Storage Allocated Storage
System IO InUse Allocated In Lse Across | Free Across | Allocated Across | ECSA Storage | In LUlse Across | Free Across Across DSP InlUse Across
Storage Storage ECSA Pools | ECSAPoOlS ECSA Pools Allowed DSF Fools DSF Fools Foaols Fools
WS 1] 2 248 1800 2383 122880 5208 1616 Ba24 5456
bS58 1 3 a1z 2340 4160 122880 23008 a648 28656 23820
Rl | | 4




* Overview of OMEGAMON for Mainframe Networks=§"

* FP3 and z/OS 1.12 RARS
1.0SA Express and Interface status and utilization
2.Show all IP Stacks in one view

3. TCP/IP Connection backlog and rejections

4.High TCP/IP Connection response times

5.Zombie Connections

6.Single Application Focused Network Monitor

/.Bytes backing up on a connection
8.TN3270 Response time analysis
9.FTP Logon and transfer failures
10.EE and HPR performance issues




Additional Information:

* https://www-304.ibm.com/support/docview.wss?uid=swg21290883

- OMEGAMON XE for MFN V4R2 Fix pack 3 4.2.0.3-TIV-KN3-IF0001
Matching PTFs UA58835, UA59029, UA59138 , UA59709
IBM Tivoli Monitoring V6.2.2 Fix Pack 6.2.2-TIV-ITM-FP0005
OMEGAMON for DE licence
Matching PTFs UA60941, UA60942 ,UA60943, UA60944
Download Network_Extended DE Navigator View from OPAL
Watch Demo: http://www.youtube.com/watch?v=jVjonG6Zfrw

Pulse 2011 Session 1254: Solving Application and Network
issues using IBM’'s OMEGAMON Mainframe Networks

by James T Sherpey Il . SHARE in Attanta
e IR


https://www-304.ibm.com/support/docview.wss?uid=swg21290883
https://www-304.ibm.com/support/docview.wss?uid=swg24028577
https://www-304.ibm.com/support/docview.wss?uid=swg24028620
http://www.youtube.com/watch?v=jVjonG6Zfrw

HHHHHHH
=3
Top 10 Tips for z/OS Network =~ *****

Performance Monitoring with
OMEGAMON

Ernie Gilman
IBM

Session 10723

LR
s # i
- SHARE in Atlanta
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