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The value of WebSphere MQ - Connectivity to,
from and within your Enterprise

Provides a Universal Message Bus for access to  Regional Office
data wherever it exists to support your business @)

Branch ©
Provides a comprehensive range of Outlet O%%\%] )
Messaging capabilities to support your O
Business requirements for )
data integration —
-- Managed File Transfer
-- messaging integration patterns
-- reliability and availability QoS
-- SOA foundation

Sensor =’
Provides appropriate data access e.g. RFID

and data privacy controls to help Store
meet audit and regulatory requirements

WMQ Telemetry is a step in O]
extending the reach of WMQ to a wider =
world of data relevant to you business

Pervasive
Device

Recently announced (at Im Pact 2011)
technology demonstrator of MQ Web Messaging
using HTML5 WebSockets continues this progress




How WebSphere MQ meets your -
Connectivity needs

Dynamic network that delivers the data you require from wherever it resides to
wherever you want it in whatever way you want it at whatever time you want it

Universal Messaging

1. Anything Anywhere
» Any skills

+ Any traffic

+ Any language

+ Any environment

2. Best Delivery
« Choice of service

* Resilience, Integrity, Security
« Throughput, Latency

» High availability

3. Scale Dynamically
Start small
Grow incrementally
Streich elastically

Scale admin A SHARE;.- Atlantz




Universal Messaging — Anything to and s )

from Anywhere

(" . .
Any skills messagl

*Use the resources at hand web 2.

*Reduce dependency on specialists

-Leverage infrastructure throughout org

( Any traffic

*Reduce maintenance by consolidation
*Unlock value of data

K-Modernize infrastructure

-

Any programming language
*Bridge the “new” with the “now”
*Protect existing investments

.
( .
Any environment Jms TCPI
-Connect new innovations pub/sub o
*Extend core investments . J2ME
_*Span independent departments we: RFl
( | .
Any platform g .
Virtually any commercial IT platform a G Ty A

*Over 80 platform configurations

. . . AIX, Alpha, Apple Mac, BS
*Native exploitation of IBM System z

NLPOS9, NonStop, NUMA-
OpenServer, SG_I, Solaris, €

\_
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Universal Messaging — Best Delivery

Meet wide range of business requirements within a common infrastructure

-

Choice of service

-Offer whole range over single network
*From transactional to low latency

*Enable more granular optimization

\_

Resilience, Integrity, Security

-Choice of persistence strategies
*Message queue for high resilience
*Message storing for high speed
-Granular security for data and transport

7~
Throughput, Latency

-Daemon-less, Peer-to-peer, Shared memory
*Re-play for late joiners
*Re-ahead delivery for consuming apps

g
(1 . .
High Availability

-Choice of availability strategies
*Software-only for ease (multi-instance)
*Hardware-based for highest recovery

\_ *Shared queues z/0OS for continuous availability




Universal Messaging — Scale dynamically

Grow at your speed while protecting your existing investments

fScaIe admin

-Manage larger networks with fewer resources
Remote admin across entire network

Self and zero admin clients and devices
Leverage Tivoli to auto-generate topology view

Stretch Elastically

*Vertical scaling leveraging multi-processor, multi-core
*Horizontal scaling leveraging distributed clustering
-Shared queues leveraging System z parallel sysplex Universal Messaging
\-Cloud deployments

-

Grow incrementally

*Expand network one node at a time
-Share resources across departments
*Plug in services and apps as needed

4 EE 00
Start Sma" Universal Messaging
*Easy to try, quick to start —v
*Reduce required IT resources i""’ersa' Messaging

«Address needs of Growth markets Universal Messaging

\_
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IBM represents a 76%
market share in the Market
60% of the top Orientated middleware

10 insurance market 0
companies in MEHBOS,c  RAIFFEISEN

the Global 500

se WS B N software 240 bition worth

All of the top 10 moved per day

) ) over Financial
banks in America

are WMQ ¥, United \r;‘v:,'l'gets using
customers Utilities

90% of the
Fortune 100 are
WMQ customers

‘#ﬂf === ENASTMAN 02 Prudential @ Financial K Aetna

Growing and thachng Your Wealth®
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IBM Messaging Continues to Evolve

=
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MQ Advanced

WebSphere MQ V7.1
Announced: 4 October 2011
Availability: 11 November 2011

[ Msg| Security
]
MQ Telemetry

]
MQ File Transfer

J

MQ Low Latency

MQ Express y
4
MQ V7.0.1 y
Everyplace V7 ? 4
MQSeries & T ]
e V5.3 Managed .
- File Transfer WebSockets Preview
ys V51 HVE
ya V21 JMS 1.1 |
el NET RCMS HTTP Smart sensors
] XML "~ common criteria AJAX and devices
T : JMS REST
. clustering mobile SSL Web 2.0
Mal multi-platform SOAP Pub/Sub
Assured re-branding
delivery
1990s 2000s 2010s

- SHARE in Atlanta



WebSphere MQ V7.1: Feature Summary

g

3
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New Feature

Benefits

Details

Multi-Version Install
capability on Distribute
platforms

akes it easier to deploy and upgrade

Unix and Windows support for multiple versions of MQ V7.x
(AND one copy of MQ V7.0.1) down to fixpack levels.
Relocatable installation support.

Applications can connect to any Qmgr

Enhanced Security

oo and Auditi

IP address Authorisation capability
Additional crypto algorithms
More granular authorisation for non-local queues

Application Activity Reports

Cloud Support

&
'y

Simplifies Suj Dignc

Wal HVE images, Integrated with IBM Workload Deployer

Enhanced Clustering

Improves ease-of-use

Authorisationon Cluster Q rather than XMIT Q on Dist. Platforms
ST on-Group Support

Multicast capability

i
New messaging QoS provides low lat
with high fan-out capability

R/S)
Add @.‘

Provieey

n now map to multicast Group

vy s%ace

nigfberability with

LLM

Vi

Improved scalability and
availability on z/OS

Further exploitation of z196

Customer control over CF storage use
CF Connectivity Loss improvements

Co essor linear

scaling

ontenm all .

Improved Performance on
Dist platforms

Improved multiprocessor exploitation

Various code improvements \/

CSS: F S
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WebSphere MQ V7.1: Feature Summary e

» This page shows the highlights of the new release in one chart. The
rest of this presentation goes into the details.

* A one-word summary of this summary is “simplification”: making it
easier to own, run and work with MQ.

e One part of the MQ V7.0.1 rationale was to deliver new function via
the service stream, without requiring a full new release and migration
cycle. Lessons learned from that have fed into V7.1, which has been
designed to be more capable and more flexible when adding function
through this channel.

* These new functions can be optionally enabled. The default is that
new function requires adminstrative action to enable it, so that there is
no unasked-for change in behaviour when you install a fixpack

NOTES

- SHARE in Atlant:
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WebSphere MQ Telemetry
Summary
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Extending the reach of WMQ - =
MQ Telemetry Transport (MQTT)

o Incilustrial control systems (aka SCADA) are well-suited to a messaging
solution
* Loose coupling, multi-protocol, separation of concerns...
. IBMI OcIJIeveIoped a protocol designed for the constraints of the SCADA
wor

« Later renamed MQ Telemetry Transport — (MQTT) due to broader
telemetry adoption

Designed to expect and cater for frequent network disruption
Built for low bandwidth, high latency, unreliable, high cost networks
Tailored for resource-constrained client application environments

Published protocol for ease of adoption by device vendors and third-
parties -

« Traditional messaging qualities of service provided where environment
allows

© SHARE in Atlant:
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Multiple Business scenarios suitable for

—
_SI'IAHE

pehogdagy - Conmerars - Fmisin

MQTT

Scenario

Key Industries

Benefits

Automated Metering

Chemical & Petroleum
Energy & Utilities

Smart metering of home energy to improve
efficiency

predict

Distribution Supply
Chain and Logistics

Retailers
Distributors
Consumer products
Transportation

Shipping company improves customer
loyalty improvement through up-to-date
tracking info.

Transportation company improves customer
safety and satisfaction with improved fleet
tracking

Industrial Tracking &
Visibility

Automotive

Industrial manufacturing
Aerospace

Defence

Manufacturing company automates
inventory checking to improve management
of stock and optimize production rates

Healthcare Personal &
Resource Tracking

Pharmaceutical companies
Health trials

Hospitals

Nursing Homes

Medical organization increases safety and
quality of patient care

Hospital reduces waiting lists and improves
efficiency with surgery equipment tracking

Location Awareness
and Safety

measure

Chemical & Petroleum
Energy & Utilities
Homeland Defence

Gas company improves pipeline monitoring
and control

Government improves early-warnin _
capability by monitoring dams and flood-risk
areas

Executive Alerting

Insurance
Banking

Bank alerts Personal Account Managers
when new clients open key accounts

. SHARE in Atlanta




Multiple Business scenarios suitable for £

 And Facebook !
 See

which references a Facebook Blogpost at

- SHARE in Atlanta
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Extending the reach of WMQ with WMQ £

SHARE

Telemetry o el

Client

« Highly scalable
* A single queue manager can handle up to
100K concurrently connected devices
 Fully integrated / interoperable with WMQ [ Backend Se"’er]
Publishers and subscribers can exchange
messages with MQI and JMS applications WebSphere
« Ships with two types of client: MQ
* Basic
direct connectivity from a device
* Advanced:
Acts as a “concentrator/hub” for mini-networks of Telemetry devices
Can connect to multiple backend servers
Can failover to alternate backend server

MQ Telemetry
Can buffer messages Daemon for
« Provides rich security Gl
* Network: SSL [ Y ]
* Authentication: JAAS Telemetry Client

e Authorisation: OAM

 In addition any 3" party, open source or roll your own MQTT

client can be used : SHARE in Atlanta




WMQ V7.0.1 Telemetry improves s )

SHARE
Inchoglogy - Conmecmans ¢ Fmisity

Electricity Usage

Consert developing an Intelligent Utility Network
offering for optimizing load on electricity grids

Business Parther Needs

= Needs robust middleware
technology to connect to
remote smart meters

= Needs to be able to rapidly
scale solution nationwide

Real Results A
= daily energy savings of 15-20%
= utilities to reduce peaks and avoid punitive charges

= electricity through better peak load management |

18

E in Atlanta




WMQ V7.0.1 Telemetry transforms s )
Patient Care sHaRE

=z s e OF Jude Medical created a remote pace-maker
monitoring solution to provide better patient care

Client Pains

= Physicians needed better
monitoring of cardiac patients

» [mprove efficiency of checkups
* Meet Healthcare data capture

standards
Real Results A
. higher level of patient care and peace of mind
- administrative efficiency and maintenance
. conform to standards and ease integration of data
19 S'HK{E in Atlanta




Extending the reach of WMQ — B2C and B2E &
with MQ Web Messaging LiLL

* Connectivity for B2C & B2E with WebSockets
« Tech preview at Impact

«  MQ Web Messaging is designed with the
following primary intentions:

» 1st class web support built on web
standards (IETF and w3C)

 Aimed at the new class of Rich Internet
Applications that run in web browsers SRS S

»  Works seamlessly on both Mobile and

-

Opera

Fixed devices with a modern web browser.
* Provides efficient message and event
distribution to and from the web browser.
Unlike HTTP messages / events are
“Pushed” each way. %
Maozilla Firefox etscape

* A publish/subscribe messaging paradigm

accessed via JavaScript API - : y
* Provide traditional messaging qualities of | £« Sa
service in a modern way - - -'

Tencent Traveler Maxthon Chrome

1] “Gﬂ
- SHARE in Atlanta
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WebSphere MQ
Low Latency Messaging
Summary

1] “Gﬂ
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IBM WebSphere MQ Low Latency Messaging swa=e

Peer-to-peer messaging transport optimized for ultra low latency, high-throughput delivery
» Capable of over 90 million messages per second over native InfiniBand
e Can bridge to MQ networks with DataPower XM70
« WMQ LLM is also included in WebSphere Front Office for Financial Markets

Low Latency capabilities

« Less than 10 microsecond latency « Multicast & Unicast distribution
at high throughput rates * Message store for reliable delivery
 Stream failover for high availability « Highly configurable API
» Dynamic congestion traffic control * Ordered (FIFO) delivery
 Flexible message filtering e Infiniband & 10GbE support

“Ultra-fast delivery with
low latency & high availability”

- SHARE in Atlanta




WMQ LLM V2.6 Performance

» Setting the Bar for Throughput High Throughput

T L 10 Gigabit Ethernet
98 m I I I IO n messages per second on Native Infiniband
and Shared Memory

75 m I I I IO n messages per second on 75,914,578

10 Gigabit Ethernet 25,253,255
9,724,107

* Industry Leading Latency 985,846
1 microsecond for shared memory 98,225

2 microseconds over Native InfiniBand

4 5 Low Latency
" microseconds over Ethernet (10 GbE*) Single hop Average

System Configuration

= |BM HS22 blades: 2 x Quad core Intel Xeon E5570 2.93GHz
14GB RAM. Linux RHEL 5 update 3 (x86_64 64 bit)

= Voltaire 40 Gb IB Switch Module / BNT 10Gb Ethernet Switch
Module

= Mellanox ConnectX MT26428 HCAs / Chelsio T320 Dual Port
10GbE Adapter

= *10GbE using RoCEE

. SHARE in Atlant:
s ieeceseeseess
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Responding faster with WMQ LLM A

.

{r Bolsa de Comerico de Santiago dramatically

LRSS EE  accelerate their trading rates and throughput

(Customer Needs \

=Needed to better integrate with
international financial markets
=Needed to support higher
volumes of traffic and fulfil more of
its customers’ transactional

\requirements /
\

Real Results
= Able to scale 100 times to millions of messages per second

» Reduced latency from 2 secs to milliseconds per transaction
= Increased customer access to additional market data sources

J
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WebSphere MQ
Advanced Message Security
Summary

@n“l:-.:

a
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Extended data security and integrity with £
WMQ AMS

Adds message-level security to existing MQ V6 and V7 networks

» Protecting customer data application-to-application, at rest (queues, logs) and in
transit

Provides message-level integrity

« Assuring that the data has not been changed in transit
End-to-end secure delivery

* Receiver validation of sender; only the intended recipient(s) can view data
Assists regulatory compliance (PCI, HIPAA, SOX, et al.) for audit and privacy

MQ Msg
- SHARE in Atlanta
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WebSphere MQ V7.0.1 Advanced Message s )

Security

SI'IAIIE

spmiEr o ¢ P

= End-to-End Message Security - Secures application
data even before it is passed to MQ

= Extension to base MQ — No changes to existing

WebSphere MQ standard security:

=Message data can be encrypted in transport
(SSL) but not when it resides in the queues

=Authentication is based on Operating System
identifier of local process

WebSphere MQ Advanced Message Security

Supplements WMQ's security features:

+ Assurance that messages have not been
altered in transit

+ Assurance that messages originated from
the expected source

+ Assurance that messages can only be
viewed by intended recipient(s)

+ Administered using queue based policies
created from the WMQ Explorer or
command line tooling.

WebSphere MQ Advanced Message Security

.:.'-'f‘\,_

a

= 5 A¥larmt=
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Securing private customer information with s}
WMQ AMS SHARE

A large North American life insurance provider, delivers high quality
customer service, in support of growing membership

(CIient Pains \

= Negative exposure due to loss of
customer personal insurance
information and credit card data

= Securing large volumes of personal
kdata traversing multi-channels j

Solution Benefit h

» Standardize governance and lower total cost of ownership with little or
no changes to existing applications

= Simplified installation and maintenance to prevent operational downtime
\ » Limits access to secure data, reducing opportunities to compromise data

RE in Atlanta




WebSphere MQ
File Transfer Edition
Summary

" "Gﬂ
- .
- SHARE in Atlanta
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Shortcomings of Basic FTP g
(or “Why do we treat file data differently ?”) sua=e

Limited
Security

(%] Often usernames and
passwords are sent with file
— as plain text!

(%] Privacy, authentication and

encryption often not be

Limited
Reliability
Unreliable delivery —
Lacking checkpoint restart

— Files can be lost
[¥] Transfers can terminate

without notification or any available
record — corrupt or partial | Non-repudiation often
files can be accidentally lacking

used
File data can be unusable

after transfer — lack of

Character Set conversion

o Limited
Limited visibility and
Flexibility traceability

[x|Changes to file transfers often require 8
many ftp scripts that are typically scattered
machines and require platform-specific skills to ate

ers cannot be monitored and managed
entrally or remotely
(%] Logging capabilities may be limited and may only

XlAll resources usually have to be available record transfers between directly connected
concurrently systems

X ' :

Oftgn only one fip fransfer can run ?t atime [x]Cannot track the entire journey of files — not just

X Typically transfers cannot be prioritized from one machine to the next but from the start of

its journey to its final destinationg g ARE i1 Atlants




N
ﬁ...

What is Managed File Transfer? AR

“Reliable, controlled, auditable movement of files around an organization”

¥ Auditable ‘I‘Records complete and detailed audit I(?,g of entire file journey
What went where, when and to whom

¥ Reliable F!Ie contents not corruptgd or partially trangmltted
Files only appear at destination whole and intact

¥ Secure Files content encrypted during transmission

File access authenticated and controlled

Eliminates need to manually detect problems and restart transfer

M Automated
Providing scheduling and triggering for event-driven transfers

M Centralized Remote control and monitoring of file progress from anywhere
Able to deploy and re-configure file transfers instantaneously from
: anywhere
M Flexible Managing transfers end-to-end across a network — not just between 2
points

M Any file size No upper limit on the size of file than can be moved

M Integrated With SOA infrastructure: Messaging, ESBs, Governance, B2B and BPM

M Cost Effective  Provides a consolidated transport for moving both Files aﬁﬂlMB@age‘s :
T e e e e e ettt ety




WebSphere MQ File Transfer Edition e

« WMQ FTE adds managed file transfer services to WMQ V6 & V7 networks
« Enables reliable, secure and traceable file transfers
« Replaces costly, ad hoc solutions that lack management controls

File transfer capabilities » Code page conversion

- Any file size (KB, MB, GB...) * SSL security

- Powerful graphical tooling - Distributed job automation

 No need for programming * Multi-purpose solution — transports
- Reliability leveraging MQ both messaging and files

- Full logging for audit ~ » Many supported MQ environments

- High-performance /L :

ore MQ File Trans

- SHARE in Atlanta




End-to-end encryption using WebSphere
MQ Advanced Message Security

FTE
Agent

\&
IHQ%

svrconn
channel

|

VVebSpherg
MQ
Queue

Manager

- J

(. ) (. )
svrconn |\WebSphere| sndr/rcvr |WebSphere
channel MQ channels MQ

Queue Queue
Manager Manager Py

J \
P—Q—»I

sndr/rcvr
channels

FTE
Agent

VVebSpherg
MQ
Queue

Manager

P J

« WMQ FTE already supports
transport level encryption
using SSL

» Data is encrypted before it
Is sent over a channel and
decrypted when it is

* V7.0.3 (when combined with WMQ
AMS v7.0.1) allows file data to be
encrypted at the source system and
only decrypted when it reaches the
destination system

 This helps reduce encryption
costs

» Data is secure even when at rest
on a queue




FTE V7.0.4 — MQ File Transfer Edition and qu
Connect:Direct
Data Centre Trading Partner

— file transfer requirements

FTE C:D Bridge
Mediates between

FTE and C:D networks

« Leverage WebSphere MQ File Transfer Edition to move
files around your MQ network

e Develop a protocol standard for trading partner exchanges
over the security and strength of Connect:Direct

* This new integration feature allows organizations to
leverage their combined investments in both their
WebSphere MQ and Connect:Direct infrastructure for
mission-critical managed file transfer throughout their
organization. " SHARE in Atanta
e L S R A R AR R




Improved File Transfer with WMQ FTE RARS

gher Standards . .

ell Meijer replaces aging home-grown file transfer tool
ek INCreasing reliability and visibility of transfers

Customer Needs

= Needed to overcome file size
limitations & increase reliability

= Remove bottlenecks slowing
delivery of pricing & PoS data

= Replace difficult to maintain,
time-consuming and costly tools

\

Real Results
= Timely delivery of critical file data without size limitations

» Improved visibility & audit of files transfers across business

» Reduced admin costs through automation, detection and resending
failed transfers due to network outages /

- SHARE in Atlanta
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Why WebSphere MQ ?

Leader in Messaging technology innovation

Broad coverage of platforms, technologies, languages
Draw skills from a larger pool — use who you have today
Over 9,300 certified developers for IBM Messaging alone

Over 10,000 customers using IBM Messaging Backbone
Over 90% of the Fortune 50 and 9 of the Fortune 10
Over 80% of the Global 25 and 7 of the Global 10

Government client sends 675 million messages per day*
Banking client handles over 213 million messages per day
on z/OS alone*

Financial Markets client handles $1 trillion worth of traffic
per day on one MQ network*

Banking client sends $7-$35 trillion worth of traffic per day
on just one MQ-based SWIFT gateway*

Over 120 patents and filings within messaging space
New WebSphere MQ family products
Regular enhancements, updates and new releases

* Results reported from actual WMQ i’mgmugt},ons; antz
s ieeceseeseess




Universal Messaging with
WebSphere MQ

Any gki"s : Any platform

Any.QoS

Any network # . SN e Any speed

- . -." il : -- . o "

. Any data i Any dellvery Iev
ik Any dewce -, |

" SHARE in Atlanta
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Questions? SHARE

As a reminder, please fill out a session evaluation

- SHARE in Atlanta
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