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uick Facts

rvice executable

or automation



tant Directories

It location sftp looks for keys,



rate the ssh Keys

dsa -f
)st_dsa_key -N "

etc/ssh/ssh_host_rsa_key

s are in /bin if that directory isn’t
y in PATH statement

opy keys to /.ssh; copy in /etc/ssh acts as a
backup




nfiguration Files

ontains parameters that
1 use

nfig - Only needed if implementing a
erver for inbou connections

n_hosts - List of servers and associated
ey identifiers

E Cbnfig ration files located in /sample



1o0wn_hosts

ress key-type key

company.c h-rsa <key string>



nating Logins

b public key to target server
associate with login ID

get server from its
nistrator and add to known_hosts for

authentication







to OMVS Example

M=IKJEFTO1

OPTS (OWRO OCREAT,OTRUNC),
MODE=SIRWXU, |
='/sftpdir/outbound.txt’
IN DD *

SYSTSPRT DD SYSOUT=*
/SYSPRINT DD SYSOUT=*



to MVS Example

M=IKJEFTO1

stderr’, PATHOPTS=(ORDONLY)
SFTP.STDERR',DISP=SHR

N DD *
D(INHFS) OUTDD(OUTMVS) TEXT
RT(YES) PATHOPTS(USE)

SYSTSPRT DD SYSOUT=*
/ /SYSTSIN DD *



Example

A.FILE"

dir /winconvert' newfile.name
ir / winconvert

-F crnl used to add line feed/carriage return in
mainframe data sets sent to Windows servers



ting sftp

ke

program for executing OMVS



xecution Example

M=BPXBATCH,PARM='sh sftp -b

s account@sftp.somecompany.com’
=!/sftp/log/ test.ftp.stdout’,
[HOPTS=(OWRC OCREAT,OTRUNC),
IMODE=SIRWXU
DD PATH='/SFTP/log/ test.ttp.stderr,
1IOPTS=(OWRONLY,OCREAT,OTRUNC),
VIODE=SIRWXU

/SYSOUT DD SYSOUT=*

/SYSPRINT DD SYSOUT=*




tinuation Problems

be ended at column 71 and
n 16 on the next line

V
nand lines in O

ed to put long batch
files

ARM lines end with ; and new lines add a
between quoted phrases



/STDERR DD SYSOUT=*



Output
OMVS for STDOUT and

T redirected to SYSOUT



5IDOUT/STDERR to SYSOUT
EXAMPLE

=BPXBATCH,PARM='sh sftp -b
5 account@sftp.somecompany.com’

T DD SYSOUT=*
T DD SYSOUT=*



Key Problems

rver fails to authenticate to

I target server presents
IP and /or hostname and doesn’t match
_hosts

ostKeyChecking in ssh_config can be set

to no temporarily to allow the target server’s

~ public key to automatically be loaded to
known_hosts



ore Key Problems

uthentication fails for login ID,
system is correctly configured

‘ logs to make sure the right keyring is
g used on host system



Adding Keys to known_hosts

IVS directory and move to






uestions?



