Business Service Management for Performance

eeeeeeeeeee

CSI| Mauit:
Forensics in the Case of

the Attacked Browser

Share Session
Session 10393

Laura Knapp
WW Business Consultant
Laurak@aesclever.com

02/03/2012 © Applied Expert Systems, Inc. 2011



Business Service Management for Performance

Background

Incident Evaluation

Trace Evaluation

______________________________________________________________________________________________________________________________________________|
02/03/2012 © Applied Expert Systems, Inc. 2011



Business Service Management for Performance

What is Computer Forensics

« Computer forensics involves the
preservation, identification, extraction,
documentation, and interpretation of
computer media for evidentiary and/or root
cause analysis

* Network or TCP/IP forensics involves the
preservation, extraction, documentation and
Interpretation of TCP/IP data for evidentiary
and/or root cause analysis

 Doesn’t prevent computer crime

« After the fact investigation

» Forensics experts follow clear, well-defined
mythologies and procedures
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What is Network Forensics

» Network forensics entails monitoring network
traffic and determining if there is an attack and if
so, determine the nature of the attack

« Key tasks include traffic capture, analysis and
visualization

» Network forensics systems can be one of two
kinds:

« "Catch-it-as-you-can" systems, in which all

S passing through a certain traffic

point are captured and written to storage
with analysis being done subsequently in
batch mode

« "Stop, look and listen" systems, in which
each packet is analyzed in a rudimentary
way in memory and only certain information
saved for future analysis
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Employee Trust

eConstruction Company

«Senior IT person also in charge of security
sUsed cost issue to convince upper management
to let him store data at his home rather than pay
for external off-site storage

«Conflict arose between the Employee and
Employer

*Employee sent email’s to clients of the
construction company indicating he had personal
iInformation

*Took 6 months to shut down the rogue employee
after the employee used the internet to threatened
people at which time the FBI became involved
«Construction company was fundamentally out of
business

http://www.cio.com/article/454614/IT_Security _Pros_Share_Horror_Stories

5
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Process Vulnerability

«Security administrator asked to shut off web
security monitoring system as it was interfering with
marketing’s ability to access the corporate web site
for creation and editing.

Director said ‘switch off’ not..... find a work
around...find a fix....just ‘switch it off’

sUsers quickly found that out that all web controls
were no longer active

A report surfaced that a user had used a desktop
to access porn

*Due to the use of generic accounts tracking
activity to a user was not possible

*Took 3 months, CCTYV, internal and external police
to finally catch the culprit

*To make matters worse the company dropped any
further work on a security framework and made the
security positions obsolete

© Applied Expert Systems, Inc. 2010
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Security experts beaten at their own ga

By Tom Sanders
Feb 9, 2007 1:35 PM
Tags: security | experts | beaten | own | game

RSA Conference delegates leave themselves wide open
to attack.

Maore than half of the computers used by security experts attending the RSA
Conference in San Francisco this week lack the proper protection and may
have been compromised, according to wireless security firm AirDefense.

The company scanned all wireless traffic on the first day of the conference
and found a total of 623 Wi-Fi enabled notebooks and mobile phones.

Some 56 per cent of these devices were configured automatically to log-on
to networks with common names such as ‘Linksys’ or T-Mobile’, a feature

known as an open access wireless account.

Attackers could exploit the feature through a so-called man-in-the-middle

*RSA conference 2007
*Over half the computers lacked
proper protection
*Many configured to
automatically log on to WiFl
networks like ‘Linksys’ ‘T-Mobile’
* Five rogue networks mimicked
common hotspot names
*These could easily insert man
in the middle routines and
capture data
*The RSA conference had a SAFE
WIFI network but it was to00000
complex to use and the help desk
line was long and slow

© Applied Expert Systems, Inc. 2010



Business Service Management for Performance /=
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2009 Litigation Highlights

that 2 former Starwood execs looted >100k Starwood
computer files.

U.S. v. Chung (2009) — Boeing employee
convicted at trial for passing trade secrets to Chinese
government for 30 years. Co-defendant convicted and
jailed for 24 years; Chung, 74 years old, received 15
years in prison.

-US v. Zhu (2009) - Indictment alleging Chinese
national employed as engineer at US environmental
company stole software from his employer and sold
modified version to Chinese government.

US v. Lee (2009) — Former technical director of
paint and coating company quit 2 weeks after return
from business trip to China; discovered downloaded
trade secrets, deleted files, one way ticket from Chicago
to Shanghai.

Vistakon v. Bausch & Lomb (2009) —
Subsidiary of J&J alleges that B&L misappropriated
trade secrets in an effort to recruit sales force to bring
new contact lens product to market quickly.

© Applied Expert Systems, Inc. 2010
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The Impact of a Digital Crime

*Disruption to organizational routines and processes
*Direct financial losses through information theft and fraud
*Decrease in shareholder value

sLoss of privacy

*Reputational damage causing brand devaluation
sLoss of confidence in IT

*Expenditure on information security assets and data
damaged, stolen, corrupted or lost in incidents

sLoss of competitive advantage

*Reduced profitability

sImpaired growth due to inflexible
infrastructure/system/application environments
Injury or loss of life if safety-critical systems fail

Theft of trade secrets exceeded $1 trillion in 2008 and
continues to escalate _
*Over 40% of U.S. businesses have reported intellectual

%

10
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Incident Reporting

Law Enforcement report?
Regulatory agency report?
Insurance claim?

Disciplinary action?

Dismissal action?

Vendor report?

Update disaster recovery plan?
Update software to new versions?
Update employee training?

Public Affairs report?

CEOQO report to employees?
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Incident Response Process

Complete IR Checklist=

Define Roles

Establish Policies
Identify Tools
Network Preparation

Incident Preparation 1

i

Incident Detection 1

Who/What/Where/\When @

Incident Description
Hardware/Software
Personnel Involved
Network

Completed IR Checklist.

Activate IR Team 1

i

4

Is it really and Incident?

Initial Response 1:>

Firewall Logs

IDS Logs

Suspicious User
System Administrator

Verify Incident

o Affected Systems
» Users Involved
» Business Impact
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Incident Response Process Response

Management Approval
”Response Strategy 1:> Dollar Loss

* Downtime

o Legal Liability

e Publicity

» Intellectual Property

System Criticality
Information Sensitivity
Perpetrators

Publicity

Skill of Attacker
System Downtime
Dollar Loss

Accumulate Evidence

Best Evidence Rule
Chain of custody
Data \Volatility

” Forensic Duplication1
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Incident Response Process Improvements

New Procedures Recovery
Reinstall files
Reinstall from CD-Rom
Secure System
Turnoff unneeded services
Apply patches \/
Strong Passwords
Strong Administration

| Documentation {

» Document everything as it occurs
« Support both criminal and civil prosecution

* Produce the final report

* Process imgrovement
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Elements of Digital Forensics

f
: : : Application
Business Applications Security
Applications Services
Management . .
Servicges < p Application Servers
(Remote/Smart Center)
; Data Privacy
" Database/Data Privacy services
anaged \J
Hosting
Services
HW Platform, OS, Storage ! _
Identity
Services
Managed
Network LAN/WAN Network Access Managed
Services Security
. Services
Colocation
Services 1 Facility/Infrastructure
IT Services Risk/Compliance Security

17
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Network Forensics Elements

Security has to be applied within a business context
and fused into the fabric of the business

Secure the
scene and/or network
components
involved
Acquire details
Governance withq i
(Organization) | J
or ng
\ Crime is
committed

Gather dEtr?l"efI Authenticate that

erE)VIrcl)(nmentg details have
ackgroun not been altered)
information

Analyze the details
without
alteration

18
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Forensic Tools

* |IDS (Intrusion Detection System) attempts to detect
activity that violates an organization’s security policy
« Firewall allows or disallows traffic to or from specific
networks, machine addresses and port numbers
* Network Forensic Analysis Tools (NFAT) synergizes with
IDSs and Firewalls. .
* Preserves long term record of network traffic

» Allows quick analysis of trouble spots identified by
IDSs and Firewalls

* NFATs must do the following:
o Capture network traffic

* Analyze network traffic according to user
needs

* Allow system users discover useful and
interesting things about the analyzed traffic

02/03/2012 © Applied Expert Systems, Inc. 2011 19
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NFAT Tasks

« Traffic Capture
 What is the policy? e e ——
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 Interacting with NFAT

« Appropriate user interfaces,
reports, examine large
guantities of information and
%
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PCAP Attack Situation*

A malware attack is suspected and you need to identify the malicious web

p ag eS . "?"' CleverView® for cTrace Analysis

File Help
HS&0E«=> 0% 3 HB Y
J ¥ Traffic Errors a.z Session Errors Resp. Time Thresh. ¥ Application Errors ® INIT Packets ® TERM Packets M
Traces |
‘race Inventory  —mport Trace
—Settings
Import Trace Trace File Tolm
IC:\My Documents\AES\cTrace Files\Honeypot\suspicious-time_pcap Browse |
Analyze Trace Database Name
IC:\My Documents\AES\cTrace Files\Honeypot\suspicious-time.mdb
ew Trace Repo I lgnore r lgnore Non-IP r Apply Filter To
Errors Packets Load
Transfer Trace
Results

Trace Results Summary

Import Time : .499 seconds

File Size (bytes) 11044480
Number of bytes read  :335204
Number of packets found :744
Unrecognized Packets found : 0

I

m

Record Types Found
IPv4 Packet Traces (TRCIDPKT) : 745

Packet Detail Summary T

Control
’7 Start | Analyze ‘

Status

* Excerpts fromne HONEYPUT PRUJECTT ZU1U FOrensic Challenge

02/03/2012 © Applied Expert Systems, Inc. 2011 21
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What Can You Learn from the Trace?

List the protocols found in the capture.
What protocol do you think the attack is
based on?

List IPs, host names/domain names.
What can you discern based on this
information? Do you think it is a real
situation?

List all the visited web pages? Which
ones might contain malicious javascript
and who is connecting to them? Describe
the nature of the malicious web pages.
What are the overall actions performed by
the attacker?

What steps slow the analysis down?
What Operating Systems, software, and
vulnerabilities were involved?

02/03/2012 © Applied Expert Systems, Inc. 2011
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What Can You Learn from the Trace?

List the protocols found in the capture. What protocol do you think the
attack is based on? Tools used: CleverView for cTrace Analysis

‘race Inventory  Trace Inventory
Import Trace Trace Name Trace Type Path Create Date Import [ A R P
aeslinux.cap pcap C\My Documents\AES\cTrace  |09/02/2009 13:05:23 |06/22/2
Analyze Trace suspicious-time.pca El C\Wy Documents\AES\cTrace  |07/12/2011 08:50:09 07122 D N S
mp— DHCP
Transfer Trace H TT P
NetBIOS
<l I
Record Types Found
IPv4 Packet Traces (TRCIDPKT) : 268
Packet Detail Summary
Mumber of TCP packets found : 189 =
Mumber of UDP packets found - 55
Mumber of ARP packets found : 23
i
4 »
Use Query Builder function to view protocols in trace
02/03/2012
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How to Determine Protocols Runing in Trace?

“*[CleverView® ace Analysi " — -
File Help

EsS50FH+ QA XHRT
% Traffic Errors 523 Session Errors Resp. Time Thresh. Application Errors INIT Packets @ TERM Packets INIT Errors TERM Errors

Traces Query Builder } Packet Summaryl Session Summary

Run Query Build Query

Records Selection Protocol Application Selection
Save Query Start Record End Recor b i il OIELN [ SNM .
| Query Builder allows
Load Query Local Date/Time Selection I UDP ~roP [ LNS

Start Date (mm/dd/y Start Time (hh-mm's

| | viewing only specific
End Date (mm/dd/ End Time (hh:mm:s ; =y ; i::x ; :1:(
ARP
common
Port Selection . .
fgo'll:lra?fr\]tt:e?: and From P (" Traffic From Port 1to ¢ Traffic Between Port 1 an prOtOCOIS/ap pl ICatI O ns

Port 1[133

IP Address Selection Or po rtS

IP Address Criteria
" Traffic To and From | ¢ Traffic From IP 1to IP ¢ Traffic Between IP 1an

Sessions Selection
Session Details

IP Address 1 IP Address |
Port 1 Port 2

02/03/2012 © Applied Expert Systems, Inc. 2011 24
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What Can You Learn from this Trace? ARP

File Help
He&O0E e = Q® 3 [ME P
¥5 Traffic Errors n-s Session Errors Resp. Time Thresh. ¥ Application Errors @ INIT Packets @ TERM Packets INIT Errors TERM Errors

Tracesl Query Builder Packet Summary l Session Summaryl

Packet Summary

ID Timestamp | Doadf@M | ocalip Rmt. IP Protocol | Messages ocal | pmt port oA | ACK ] yndow
5 14:00:29:6694 60 [10.02.15 10.0.2.15 ARP__|ARP Request from 10.0.2.15 : Who Has 10.0.2.15
B 14:00-29-9753 60 [100215 10.02.15 ARP__|ARP Request from 10.0.2.15  Who Has 10.0.2.15
7 14:00-30-9711 60 [100215 10.02.15 ARP__|ARP Request from 10.0.2.15  Who Has 10.0.2.15
20 14:00:37-9682 60 [100215 10.02.2 ARP__|ARP Request from 10.0.2.15 - Who Has 10.02.2
21 14:00:37-9683 60 [10.022 10.02.15 ARP__|ARP Reply from 10.0.2.15 - Answering 10.0.2.2
106 14:00-59-6378 60 [10.03.15 10.03.15 ARP__|ARP Request from 10.0.3.15 - Who Has 10.0.3.15
107 14:01-00:1565 60 [10.03.15 10.03.15 ARP__|ARP Request from 10.0.3.15  Who Has 10.0.3.15
108 14:01:01:1602 60 [10.03.15 10.03.15 ARP__|ARP Request from 10.0.3.15  Who Has 10.0.3.15
123 14:01:08:5411 60 [10.0315 10.032 ARP__|ARP Request from 10.0.3.15 - Who Has 10.0.3.2
124 14:01:08:5416 60 [10.032 10.03.15 ARP__|ARP Reply from 10.0.3.15 - Answering 10.0.3.2
380 14:01:54:7888 B0 [10.0415 10.0.415 ARP__|ARP Request from 10.0.4.15 - Who Has 10.0.4.15
381 14:01:55.4530 B0 [10.0415 10.0.415 ARP__|ARP Request from 10.0.4.15 - Who Has 10.0.4.15
382 14:01:56.4552 B0 [10.04.15 10.0.415 ARP__|ARP Request from 10.0.4.15 - Who Has 10.0.4.15
403 14:02:06:5130 60 [10.04.15 10.04.2 ARP__|ARP Request from 10.0.4.15 - Who Has 10.0.4.2
404 14:02:06:5131 60 [10042 10.04.15 ARP__|ARP Reply from 10.0.4.15 - Answering 10.0.4.2
702 14:03:59:9930 60 [100515 10.05.15 ARP__|ARP Request from 10.0.5.15 - Who Has 10.0.5.15
703 14:04:00-0869 60 [100515 10.05.15 ARP__|ARP Request from 10.0.5.15 - Who Has 10.0.5.15
704 14:04:01-0888 60 [10.0515 10.05.15 ARP__|ARP Request from 10.0.5.15 - Who Has 10.0.5.15
712 14:04:04:1816 60 [10.05.15 10052 ARP__|ARP Request from 10.0.5.15 - Who Has 10.0.5.2
713 14:04:04:1817 60 [10052 10.05.15 ARP__|ARP Reply from 10.0.5.15 - Answering 10.0.5.2

ARP was used once per client computer

02/03/2012 © Applied Expert Systems, Inc. 2011 25
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What Can You Learn from this Trace? DHCP
= —
! CleverView® for cTrace Analysis
File Help
Hz80B2> QR MR ?
J ¥ Traffic Errors 52 Session Errors Resp. Time Thresh. % Application Errors @® INIT Packets @ TERM Packets INIT Errors TERM Errors
Tracesl Query Builder Packet Summary | Session Summaryl
—Packet Summary
Datagram Local Seq. Ack. Window
D Timestamp Size Local IP Rmt. IP Protocol | Messages Port Rmt. Port e Hiber Size
1 14:00:29:6517 328 0.00.0 205.255.255.255 UDP dhcp : client request: discover find DHCP servers bootpe bootps
2 14:00:29:6520 576 10.0.2.2 10.0.2.15 UDP dhep : server reply: offering ip address 10.0.2.15 bootps bootpe
3 14:00:29:6558 354 0000 255.255.255.255 UDP dhcp : client request: request new ip address bootpe bootps
4 14:00:29:6559 576 10.0.2.2 10.0.2.15 UDP dhep : server reply: ACK use of 10.0.2.15 (ok to bootps bootpe
102 14:00:59:6264 328 0000 255.255.255.255 UDP dhcp : client request: discover find DHCP servers bootpe bootps
103 14:00:59:6287 576 10.0.3.2 10.0.3.15 UDP dhcp : server reply: offering ip address 10.0.3.15 bootps bootpc
104 14:00:59:6310 354 0000 255.255.255.255 UDP dhep : client request: request new ip address bootpe bootps
105 14:00:59:6312 a76 10.0.3.2 10.0.3.15 UDP dhcp : server reply: ACK use of 10.0.3.15 (ok to bootps bootpe
376 14:01:54:7459 328 0.00.0 255.255 255 255 UDP dhcp : client request: discover find DHCP servers bootpc bootps
377 14:01:54:7604 a76 10.0.4.2 10.0.4.15 UDP dhcp : server reply: offering ip address 10.0.4.15 bootps bootpc
378 14:01:54:7626 354 0000 255255255 255 UDP dhcp : client request: request new ip address bootpc bootps
379 14:01:54:7627 576 10.0.4.2 10.0.4.15 UDP dhep : server reply: ACK use of 10.0.4.15 (ok to bootps bootpe
698 14:03:59:9317 328 0.00.0 205.255.255.255 UDP dhcp : client request: discover find DHCP servers bootpe bootps
699 14:03:50:0722 576 10.0.5.2 10.0.5.15 UDP dhep : server reply: offering ip address 10.0.5.15 bootps bootpe
700 14:03:59:9734 354 0000 255.255.255.255 UDP dhcp : client request: request new ip address bootpe bootps
701 14:03:50:9735 576 10.0.5.2 10.0.5.15 UDP dhep : server reply: ACK use of 10.0.515 (ok to bootps bootpe

DHCP was used once per client computer

© Applied Expert Systems, Inc. 2011
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What Can You Learn from this Trace? DNS

CleverView® for cTrace Analysis

File Help
BFE&0E+> QRLHT®:?
J ¥ Traffic Errors o-s Session Errors Resp. Time Thresh. % Application Errors @ INIT Packets ® TERM Packets INIT Errors TERM Errors

Tracesl Query Builder Packet Summary |Se55i0n Summaryl

—Packet Summary
ID Timestamp Da;?fgam Local IP Rmt. P Protocol | Messages IL,‘;‘;la' Rmt. Port Nﬁm h‘j\::]'ber gi"'zg‘do‘”
214 14:01:12:0541 62 10.0.3.15 19216811 UDP dns : client query (Standard) 1029 dns
216 14:01:13:0465 62 10.0.3.15 192.168.11 UDP dns : client guery (Standard) 1029 dns
217 14:01:13:3491 78 192.168.1.1 10.0.3.15 UDpP dns : server response (No Error) dns 1029
259 14:01:14:7508 70 10.0.3.15 192.168.11 UDP dns : client guery (Standard) 1029 dns
260 14:01:14:9145 162 192.168.1.1 10.0.3.15 UDP dns : server response (No Error) dns 1029
292 14:01:26:0975 &0 10.0.3.15 192.168.1.1 UDP dns : client query (Standard) 1029 dns
293 14:01:26:1000 186 192.168.1.1 10.0.3.15 UDP dns : server response (No Error) dns 1029
300 14:01:26:2666 50 10.0.3.15 19216811 UDP dns : client query (Standard) 1028 dns
301 14:01:26:2686 213 192.168.1.1 10.0.3.15 UDP dns : server response (No Error) dns 1029
317 14:01:26:7471 64 10.0.3.15 192.168.11 UDpP dns : client query (Standard) 1029 dns
321 14:01:26:9129 194 192.168.1.1 10.0.3.15 UDP dns : server response (No Error) dns 1029
539 14:02:10:6273 62 10.0.4.15 192.168.11 UDP dns : client guery (Standard) 1029 dns
540 14:02:10:6287 78 19216811 10.0.4.15 UDP dns : server response (No Error) dns 1029
587 14:02:16:4353 70 10.0.4.15 192.168.11 UDP dns : client guery (Standard) 1029 dns
588 14:02:16:4396 165 192.168.1.1 10.0.4.15 UDpP dns : server response (No Error) dns 1029

DNS was used to resolve WEB Server Names

02/03/2012 © Applied Expert Systems, Inc. 2011 27
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What Can You Learn from this Trace? ICMP

File. Help
BEergd&0B > QR 3HER TP
K5 Traffic Errors o.s Session Errors Resp. Time Thresh. % Application Errors @ INIT Packets ® TERM Packets INIT Errors TERM Errc

Tracesl Query Builder Packet Summary ‘ Session Summaryl

Packet Summary

D Tmestamp | Doedr @™ | ocallp Remote IP Profocol | Messages

10 14:00:32:1061 68 |10022 100215 ICMP__ | Transit TTL exceeded
13 14.00.32.9765 68 [10022 100215 ICMP__[Transit TTL exceeded
kK 14:0102.2964 68 |10032 100315 ICMP__|Transit TTL exceeded
114 12401031716 68 [10032 100315 ICMP__[Transit TTL exceeded
385 1401576135 68 |10042 100415 ICMP__|Transit TTL exceeded
388 14.01.68 4587 68 [10042 100415 ICMP__[Transit TTL exceeded
707 14:04021820 68 |10052 100515 ICMP__|Transit TTL exceeded
710 14.04.03.0025 68 10052 100515 ICMP__[Transit TTL exceeded

ICMP reported Transit TTL exceptions
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What Can You Learn from this Trace? NetBios

]

R e )
- NetBios Uses ports 137, 138, 139

B2 Traffic Ervors 13 Session 5 Resp. Time Thiesh. 9 Application Errors @ INIT Packets @ TERM Packats

Traces | Guery Busder Packet Summary | session Susmary |

Packet Sumeary - - - - - - - - - -
e Tmesamp | | ocap Protocol | Messages Local | p. poet (20, Ak | Window [
5 1400 32 0551 D6 100215 LDF 137 137
:“ 1400 32 8094 D6 100215 LDF 137 137
[1a 1400335575 % (100215 002255 uop 137 a7
[15 1400343088 9% (100215 10.0.2 255 UDe 137 37
[16 1400351017 % [100215 1002255 3 a7 137
|ibd 140035 8514 96 100215 10.0.2 255 uoe 137 137
14 0036 G050 96 1 2.1 1 upe T 137
140037 3551 96 1 2.1 1 uoe ¥ 1237
14 00 38 1065 9% 21 uoe ar 37
140038 1081 % 21 uoe a 137
140038 BELD 26 21 uoe ar 1237 v
T 14,00 38 8651 % 24 uoP Tar 57 B R e — S ————
7. 14 6114 D6 21 LDF 137 137
:’4 1400 30 6122 D6 100215 1 LDF 137 137 LMkt
;; BN . T o = =5, Tratfic Erroes * ors i $ Application Errors ® INIT Packets ® TERM Packets  INITE
109 1401022508 9% (100315 1 3 137 137 !
12 1401 02 S92 96 100315 1 uoe 137 137 Traces | Query Bulder "xwwlmwl
5 1401037446 96 1 3.1 1 upe T 137
& 140104 4542 96 [10.03.1 3 3 T 137 Packes Summacy — = =
T 1401 05 2452 9% A1 uoe T 37 Timestamg Datagrar Profocol  Messages Windos
B 1401059963 9% 1 uoP T 137 = Swe | Loal® — | Pen  FePot Mumber | Sge
7] 400 06 4TS % 1 5 uoe a7 [T L 1400411157 214 100215 10.0.2 255 uoe 138 138
o T ET) - : ) 7 7 78 400410 | 20 [100215 1002255 uDe” | E 138
&0 TR o i o o4 = 79 ioazeie) | 21410021 1003255 uDe” | E 138
Az 1401 082518 3 T ERE 003 (3 137 iEl ] 12o04aties | 214 J10D215 1002288 upe ] 1 1ae
165 1401.09.0005 96 (100315 10.0.3 255 UDP 137 137 i 1400 45 6267 214 100215 10023288 e BT 1
(166 140109.0014 96 [10.0315 10.0.3.255 uDe 137 137 2 1400311291 2 100238 Wozdst o | IET 138
[178 1401097587 9 [10.0395 10.0.3.255 uoe 137 [ 2 lapoaniam | e jwoel uoe 128
A YT S T O LT ¥~ o . o | veootovss |z 00 T3 £
o LARLE > ! 2 ! uoe ’ o 212 1400192962 214 1 1 uoe 18
1 400 10 500 » ! 2 ! uoe ’ ur 213 14010113447 29 1 1 uoe 18
1] 140121 235 9% A1 uoe T 37 = — =
7 140122 085 [ 1 g 7 137 1 27971 L e 138
0 140122 837 [ 1 5 [ a7 [F LY. ] L L 138
o 1401238875 % 1 55 uoe. 137 [EH el ! b 138
7] 140124 3403 3 1 55 3 137 iE e uoe 128
= B == B B = = = nn uoe 3 138
amr uoe 138 138
20 3318 uoe 138 138
A3 T3 il uoe 138 138
332 3509 1 LDe 138 138
- 333 3555 4. [ 138 138
NetBios announcement e
@ 1402 06 5513 214 100415 =2 [ 138 138
I-H‘ 1402 06 5522 220 100415 [ || 138 138
L - I-I»S? 14.02 08 0592 214 100415 [+ | 138 138
534 402098532 | 214 [100415 g | E 138
u I I 58 1402170540 | 214 [100415 g | E 138
(583 1402126319 | 296 [10.0.415 g | E] 138
. (581 1402136388 | 206 [10.0.415 upe | E 138
[585 402146470 | 206 [10.0.415 upe | E 138
clients but no responses EEITES B = =S5
N 509 14.02 22 7350 214 [100415 [ | ET] 138
610 1402 22 7351 214 [100418 une | 138
611 140222 TIT 244 1 41 uoe 138
616 2452012 226 1 41 uoe 138
a3 14.00 22 TE20 244 1 41 uoe 18
Tar 14.04.11. 2058 214 1 a1 uoe 18
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What Can You Learn from this Trace? HTTP

" CleverVie ace Analysi

File Help
HES0B++>QRIMR TP
% Traffic Errors 5. Session Errors Resp. Time Thresh. % Application Errors @ INIT Packets ® TERM Packets INIT Errors TERM Errors

Tracesl Query Builder Packet Summary \ Session Summarﬂ

Packet Summary

D Timestamp | DA2AM || ey Rt 1P Protocol | Messages pal | port| Sed - Ack - Window

22 14.00:37.9894 48 10.0.2.15 192.168.56.50 TCP__ |syN 1063 nitp  |28274224 |0 64240

23 14:00°-37-9914 44 1921685650 [100215 TCP__ [ACKSYN hitp 1063 [576001  [28274224 65535

24 14.00.37.9925 40 10.0.2.15 192.168.56.50 TCP__ [ACK 1063 nitp 28274224 [576002 64240

25 14:00-38°0367 426 100215 192 168 56.50 TCP_ |ACKPSH - command = GET 1063 hitp  [28274224 [576002 64240

26 14.00.36.0796 40 192.168.56.50 |10.0.2.15 TCP__|ACK nitp 1063 |576002 28274227 |65535 HTTP

27 14:00-38°0877 1488 [1921685650 [100215 TCP__ |ACKPSH - nitp reply code = 200 hitp 1063 576002 |28274227 |65535

28 14.00.36.0878 414 192.168.56.50 |10.0.2.15 TCP__ |ACK PSH nitp 1063 [577450 28274227 |65535

29 14:00°-38°0896 40 100215 192 168 56 50 TCP  [AcK 1063 http  [28274227 [577824  [64240 re rese ntS the
32 14.00.36.1884 535 10.0.2.15 192.168.56.50 TCP__|ACK PSH : command = GET 1063 nitp  [28274227 [577824 64240 p

33 14:00-38:1885 40 192 1685650 [100215 TCcP [AcK hitp 1063 577824  |28274232 |65535 . . .
34 14.00.36.1898 266 192.168.56.50 |10.0.2.15 TCP__ |ACK PSH__ niip reply code = 304 nitp 1063 |577824 28274232 |65535 majorlty Of traﬁlc
35 14:00-38:2673 470 100215 192 168 56.50 TCP_ |ACKPSH - command = GET 1063 hitp  [28274232 [578050 64014

36 14.00.36.2698 40 192.168.56.50 |10.0.2.15 TCP__|ACK nitp 1063 [578050 28274237 |65535 .

37 14:00-38:2764 619 192 1685650 [100215 TCP_ |ACKPSH - nitp reply code = 404 hitp 1063 578050  |28274237 |65535 th t

38 14:00-38:2791 48 100215 192 168 56.52 TCP__[sYN 1064 http [12320438 [0 64240 In e race
39 14.00:38:2811 44 192.168.56.52  |10.0.2.15 TCP__[ACKSYN nitp 1064 [640001  [12320438 65535

40 14:00°382819 40 100215 192 168 56.52 TCcP  [AcK 1064 hitp  [12320438 [640002 64240

41 14.00.36:3080 477 10.0.2.15 192.168.56.52 TCP__|ACK PSH : command = GET 1064 nitp  [12320438 [640002  [64240

42 14:00°38:3081 548 100215 192 168 56.50 TCP_ |ACKPSH - command = GET 1063 hitp  [28274237 578620  [63435

43 14.00.36.3082 40 192.168.56.52  |10.0.2.15 TCP__|ACK nitp 1064 640002  [12320443 |65535

44 14:00°38:3082 40 192 1685650 [100215 TCP  [AcK hitp 1063 578620  |28274242 |65535

45 14.00-38.3098 48 10.0.2.15 192.168.56.50 TCP__[sYN 1065 niip 39860038 [0 64240

46 14:00-38:3108 48 100215 192 168.56 .50 TCP__[sYN 1066, nitp  [28101477 [0 64240

47 14.00.36:3120 516 192.168.56.52  |10.0.2.15 TCP__ |ACK PSH . htip reply code = 302 nitp 1064 640002  [12320443 |65535

48 14:00-38:3121 267 192 1685650 [100215 TCP_ |ACKPSH - nitp reply code = 304 hitp 1063 578620  |28274242 |65535

49 14.00:38:3131 44 192.168.56.50 [10.0.2.15 TCP__[ACKSYN nitp 1066 |704001  [28101477 |65535

50 14:00:38:3133 44 1921685650 [100215 TCP__ [ACKSYN hitp 1065 [768001  [30860038 65535

51 14.00.38:3142 40 10.0.2.15 192.168.56.50 TCP__ [ACK 1066 nitp  [28101477 [704002  [64240

52 14:00-38:3142 40 100215 192 168 56.50 TCcP [AcK 1065 hitp 30860038 [768002 64240

53 14.00.36:4280 482 10.0.2.15 192.168.56.50 TCP__|ACK PSH : command = GET 1066 nitp 28101477 [704002  [64240

54 14:00-38:4281 40 192 1685650 [100215 TCcP [AcK hitp 1066 704002 [28101482 |65535

55 14.00.36.4292 481 10.0.2.15 192.168.56.50 TCP__|ACK PSH : command = GET 1065 nitp  [39860038 [768002  [64240

56 14:00°38°4203 40 192 1685650 [100215 TCcP [AcK hitp 1065 |768002  |30860043 |65535

57 14.00.36.4325 484 10.0.2.15 192.168.56.52 TCP__ |ACK PSH . command = GET 1064 nitp  [12320443 [640478  [63764

58 14.00.36.4326 40 192.168.56.52  |10.0.2.15 TCP__|ACK nitp 1064 640478  [12320447 |65535

59 14:00-38:4328 629 192 1685650 [100215 TCP__ |ACKPSH - nitp reply code = 404 hitp 1066 704002 [28101482 |65535

60 14.00.36.4328 629 192.168.56.50 |10.0.2.15 TCP__|ACK PSH . hiip reply code = 404 nitp 1065 [768002  |39860043 |65535
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List Key IP Addresses in this Trace - 192.168.56.52

Tools used: CleverView for cTrace Analysis, WHOIS

Clients:
10.0.2.15, 10.0.3.15, 10.0.4.15, 10.0.5.15...all use
8fd12edd2dc1462

Attacker:
192.168.56.52 (hostname: sploitme.com.cn)

Services:

10.0.2.2,10.0.3.2, 10.0.4.2, 10.0.5.2 (DHCP servers and
gateways)

192.168.1.1 (DNS)

Simulated hacked hosts:
192.168.56.51 (hostname: shop.honeynet.sq)
192.168.56.50 (hostname: rapidshare.com.eyu32.ru)

External hosts:
www.honeynet.org, www.google.com www.google.fr,
www.google-analytics.com

The clients are most likely VMs,
as each has its own subnet, but
they share an ethernet adapter, a
DNS server (single MAC address,
multiple IPs per subnet) and a
DHCP server (on a different
subnet).

Attacker and hacked hosts reside
in the same private subnet. (Not a
real-world scenario.)

Hacked Site #1 is probably a ripoff
of the well-known rapidshare.com.
Hacked Site #2 is an e-commerce
site, either innocent (but exploited
to serve malicious JS) or

malevolent.
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List Key IP Addresses in this Trace —

Devil in the Details

CleverView® for cTrace Analysis

File Help
BB+ 9307
i Traffic Errors & Session Errors Resp. Time Thresh. 9 Application Errors INIT Packets ® TERM Packets INIT Errors TERM Errors

Traces} Query Bui\der} Packet Summary‘ Session Summary Packet Details

Packet Details
Packet Details  Hex ~ EBCDIC & ASCII
Hex Decode

Packet ID : 41
CTRACE Header
L 0 E-ID Time 1 CI Ld LINK/JOB SAD DAD Time 2 SP DP TCB ASID R
02 01 0000 CSFE9848 070000 OD DDDCCCD4 CC444444 0000 CA33 FFO029F4 2E 2E 5501 30 oo
23 00 0001 51SSEDE7 020020 1D 36721320 66000000 AOZF 0884 FFE0TID4 E1 E1 2402 52 80

LOPBACK FF
IPv4 Header .
VTL IDFOtPCSSAD DAD H tD t I
4 0 0D 08 40 8 0 FR 0000 cCaA33 OS e a-l S
5 01D 1D 00 0 & 22 ROZF 0884

TCP Header

SP DP SEQ RCE O CW CS UP
0z 05 4677 00CO 5 1 FF 46 00
4B 00 9FFA 0942 0 8 A0 91 00

,,,,,, 5523230048773 = SEERRES

4R0DFAICCIFSEQOBTIE4FTIBOSBOT
t: Mpzilla/5.0 (Windows; U; Windows NT 5.1; en-US;

BEBE233333333246766672323230046667T73276772676626776666T6662T676627
3BFF20090824069256FEF3ESE3DAL133504A04584FE4DCC100C93149FEFEE4DCBE S MA( : A reSS

cko/20090824 Firefox/3.5.3..Accept: text/html,application/xhtml+x

EE267T6666ETEE6E2TE637332322223733230046667724666766632662772663733
DCC100C93149FEFEDCBID0ESCAFABIDOEEDAL33504DCIETS175A05EDS3C5EBLDD
ml, application/xml;q=0.9,*/%;g=0.8. Accept-Language: en-us,en;g=0

230046667724666666063267672660067600466677246677673245423333232776
ESDA133504D5E3F49ETROTAS0C456C145DA133504D3812354R083FDEE59DIC5 46
.5..Accept-Encoding: gzip,deflate..Accept-Charset: IS0-88509-1,utf

2327129292272 ANNALETPAEETE I IV INNALEALATERRIVEALTRERETANNGAAL TS

02/03/2012 © Applied Expert Systems, Inc. 2011 32



F -
i i an =
Business Service Management for Performance A e oy

List the WEB Sites involved and the Malicious Sites?
Tools Used: CleverView for cTrace Analysis: Microsoft Security Bulletins

http://rapidshare.com.eyu32.ru/login.ph Contains an encrypted iframe to page
http://sploitme.com.cn/?click=3feb5a6b2f
Connected to by 10.0.2.15 and 10.0.3.15 Decryption is done easily by replacing eval() and

document.write() with alert()

http://sploitme.com.cn/?click=3feb5a6b2f Sends a redirect to
http://sploitme.com.cn/fg/show.php?s=3feb5a6b2f
Connected to by 10.0.2.15 and 10.0.3.15 Probably this is a traffic distribution system

atate Sl el inal=elelng kel iie [Salel W lalaizisi=sii=l | Contains a 404-disguising page with an encrypted

b5a6b 2f javascript, also easily decoded by replacing eval() with
alert()

Connected to by 10.0.2.15 The javascript doesn’t contain any malicious behaviour,

with User-Agent: Mozilla/5.0 (Windows; U; perhaps because the exploit pack doesn’t contain an exploit

Windows NT 5.1; en-US; rv:1.9.1.3) for sent User-Agent (Mozilla/5.0 (Windows; U; Windows NT

Gecko/20090824 Firefox/3.5.3 5.1; en-US; rv:1.9.1.3) Gecko/20090824 Firefox/3.5.3), which

corresponds to Firefox v3.5.3

http://www.microsoft.com/technet/security/current.aspx
I
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List the WEB Sites involved and the Malicious Sites?
Tools Used: CleverView for cTrace Analysis: Microsoft Security Bulletins

:/Isploitme.com.cn/fg/show.php?s=3feb5a6b2f The decoded javascript contains an MDAC exploit (MS06-014) which
has its effect (download&execute a binary) on the browser. The version
First request by 10.0.3.15 of the browser is Internet Explorer v6 accordingly to the User-Agent
with User-Agent: Mozilla/4.0 (compatible; MSIE 6.0;

Windows NT 5.1; SV1)

http://www.honeynet.org/ Contains no malicious content

http://www.google.com/ Sends a redirect to http://www.google.fr/
http://Iwww.google.fr/ Although it contains a cryptic javascript, it's no malicious

http://sploitme.com.cn/fg/show.php?s=3feb5a6b 2f The 404-alike page now doesn’t contain any javascript, probably

because of an IP ban given by the exploit pack to prevent multiple
Second request by 10.0.3.15 infections of the same victim
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List the WEB Sites involved and the Malicious Sites?
Tools Used: CleverView for cTrace Analysis: Microsoft Security Bulletins

http://shop.honeynet.sg/catalog/

Requested by 10.0.4.15

http://sploitme.com.cn/?click=84c090bd86
Requested by 10.0.4.15

http://sploitme.com.cn/fg/show.php?s=84c
090bd86

Requested by 10.0.4.15
User-Agent: Mozilla/4.0 (compatible; MSIE 6.0;
Windows NT 5.1; SV1)

http://sploitme.com.cn/fg/show.php

Requested by 10.0.5.15
User-Agent: Mozilla/5.0 (X11; U; Linux i686; en-
US; rv:1.6) Gecko/20040614 Firefox/0.8

Contains a differently encrypted and inserted iframe to
http://sploitme.com.cn/?click=84c090bd86
Decryption: replace document.write() with alert()

Redirect to
http://sploitme.com.cn/fg/show.php?s=84c090bd86

Malicious javascript contains following exploits:

1. MDAC exploit (MS06-014)

2. IWinAmpActiveX exploit (I think it's not gonna work
because of an incorrect “classid”)

3. DirectShow exploit (MS09-032)

4. MS Access Snapshot Viewer exploit (MS08-041)
5. Msdds.dll COM exploit (MS05-052)

6. Office Web Components exploit (MS09-043)

The exploits are being executed in a chain, one after
another. All exploits are targeted to perform a
download&exec of the same binary.

The page doesn’t contain malicious content for the same
reason as
http://sploitme.com.cn/fg/show.php?s=3feb5a6b2f by
10.0.2.15

or because no ‘s’ variable is specified

02/03/2012
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esclever.com
H did | he D lled Information on Web Si ?
oW dai get the Detalle ormation o e Ites”:
¥ CleverView® for cTrace Analysis
File Help
EFSO0E«~-QALELY H
5 Traffic Errors 325 Session Errors @ Resp. Time Theesh, 3 Application Errors @ INIT Packets ® TERM Packets INIT Errors TERM Errors OWS Log I n to
lm:csl Query Huluurl Packet Suninw.uyl Session Eumvnaryl Packet Detairs  Sequence of Execution I .
—— rapldshare.COI n/ey
Local 192 168.56.50 Remate [ 10.0.2.15 Protocd TCP  Sessions Count © 3
Elapse Time | Datagram Seq, Ack. Window
1] Timestamp (R mim 5 ttt) Size Messages LocalPort| Direction | Rmt Port e pimber St u . u
2 1400:37.9804 | 00:00:00.0000 a8 |svn nitp < 1063 |28274224 [0 4240
23 1400579614 | 00.0000 0020 44 [ACKSYN nitp > 1063 576001 | 28274224 |65535
24 14:00:37:9825 00:00:00:0011 40 ACK http [— 1063 28274224 |576002 64240
25 14.00.28.0267 00.00 000442 426 ACK PSH . command = GET hitp o 1063 |28274224 |5TE002 64240
26 14.00 360796 | 00.00.00.0429 a0 [Ack niip — 1063 |576002 | 28274227 |69535
a7 1400360877 | 00.00 000081 1488 |ACK PSH_ hiip reply code = 200 nitp > 1063 |576002 | 28274227 |B5535
) 1400380678 | 00.00 00 0001 414 [ACKPSH nitp > 1063|5070
E= 74 .00 30 0096 30 ACK Tillp [ 063 |3 i CleverView® for cTrace Analysis
32 14.00.25.1864_| 00.00.00.0988 535 |ACK PSH_ command = GET hitp — 10683_[2  Fjle Help
33 1400361885 | 00.0000.0001 a0 [AcK hitp = 0635 . -
—] € C = . D
34 140036 1868 | 00,0000 0013 266 |ACK PSH_ htip reply code = 304 nitp > 06 |5 WME@SOE = Q® 2 H T
35 140036:2673 | 0000000775 470 |ACK PSH . command = GET hitp 1063 (2 Y5 Traffic Errors 5.8 Session Errors Resp. Time Thre H Applicatiffn Errors INIT Packels ® TERM
% 14.00 28 2608 00.00 00.0025 40 ACK hitp 1063 |§
37 1400362764 | 00.00.00.0066 619 [ACKPSH . nilp reply code = 404 niip 0653 |5 Traces | Query Bullder | Packet Summary | Session summary Packet Detgl | sequence of Execution
az 1400363081 | 0000000317 648 |ACKPSH  command = GET nitp 063 |
a4 140038 3062_| 00,0000 0001 40 [ack nitp 1063 |5 Packet Detalls
a8 1400383121 | 00.00.000038 2567 |ACKPSH_ hilp reply code = 304 hilp 1063 |5 Facket Detalls  Hex © EBCDIC & ASCH
&1 14.00.36.4544_| 00.00.00.1823 W0 |ACK hitp 1062 _[21 L
&7 1400366320 | 00.00.00.1376 398 |ACK PSH . command = GET nitp < 063 [ S
68 1400366321 | 00.00 000001 40 [AcK nitp > 1063 |5 i ok it
68 14:00.38:6347 | 00:00000026 615 |ACKPSH : hilp reply code = 404 hitp L 0 E-ID Time 1 er Ld LINE/JOR = DAD Time 2 8P DP TSB ASID R
70 14.00.36.7901 | 00.00.00.1554 40 JAcK hitp OF 01 0000 CSPES455 0B0000 OA EDCCCEDC cC444444 @00 CA33 FFOO25F4 2B 2E 5501 30 00
&1 1400452767 | 00.00.064666 40 [ACKFIN mip 10 00 0001 S1SGCEE7 0100A0 1A 25966259 66000000 Mfo2r 0862 FPE071iDd E1 E1 2402 52 80
83 1400452760 | 00.00°00 D002 an_ [AcK nitp > SNIFFSNT FF
o1 1400452607 | 00:00:00.:0038 40 [ACKEN niip — IFvd Headex o
0 T T — En s s
45 14:00.38:3098 1 _00.00.00.0000 L Mip — 5 0 1A 1C 00 O 6 28 AOZF 0882
50 1400363133 | 00.00.00.0035 a4 [ACKSYN nitp >
52 1400363142 | 00,0000 0009 40 [ACK nitp < TCP Header
55 14:00:36:4262 00:00:00:1150 481 ACK PSH : command = GET hitp W S up
£ 14.00.28.4202 00.00.00.0001 40 ACK hitp ¥ 28 00
&0 14003654326 _| 00.00.00.0035 629 |ACK PSH . hilp reply code = 404 nitp AD A2 00
66 1400365903 | 00,0000 1675 a_ [AcK nitp <

Used ‘Sequence of Execution’ to see
between the
involved sites, then looked at the

the communication

packet details

4452266666276 724555232300467 732767667667 62666267 TII2TTOOSTETR4666
S40rCr7oEE0e008440FlElDAGFI4A021009436Gl25E3FDESOSI2E2SDASIS2DLTSE
/login.php HTTP/1.1..Host: rapidahare.com.eyu32.ru..User—RAgen

REG667TIZ53IZ56666 L3
GRODFASCCIFSEQOET Pl ESE1EIS07S
t: MozillafS.0 (Windows; U; Windows NT 5.1; en~-US; rv:1.9.1.3) Ge

Z4523233266255327733

666233333333 24676667 2323230046667 732767 726766267 TEEEETECE2TETES2T
IBFrF20090624060256FEFIESEIDALIISO4A04584FE4DCCl00COIl40FEFBG4DCDE
cka/20090824 Pirefox/3.5.3. . .Accept: text/html,application/xhtml+x

G62E7T766E67E66276637332322223733230046667724666766632662772663733
DCClO00C932149FEFEDCBIDOESCAFABIDOEEDALZISOADCIETS17SA0OSEDSICSEBIDD
ml, application/xml;g=0.%,*/%;g=0.8..Accept-Language: en-us,en;qg=0

2AODIBEET I EREEERE3IEETETZREEEETEOOIBEETTZABETTIETIZIS 42
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What are the Overall Actions Performed by the
Hacker?

1. Hacked sites are initialized with javascript code that adds a hidden
iframe pointing to sploitme.com/cn?click=x using or

2. Aclient surfs to a hacked site and his browser requests
sploitme.com.cn/?click=x which is redirected to
sploitme.com.cn/fg/show.php?s=X
A 404 page is displayed which is intended to confuse the client
The browser executes the javascript which goes through a series of
exploits to see if one is successful. ( IS an example)
5. If an exploit is successful it executes a file at

sploitme.com.cn/fg/load.php?e=X.
6. Some of the items performed by this malware:

1. Client computer is a BOT for sending spa,

W
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http://en.wikipedia.org/wiki/SQL_injection
http://en.wikipedia.org/wiki/Cross-site_scripting
http://www.symantec.com/connect/blogs/directshow-exploit-wild
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What Steps Slow Down the Analysis Process?

Iframe’s are difficult for human’s to understand

Malicious page is disguised to look like a 404 page

Javascript is coded using a

The sent exploit set depends on what browser the victim is using

Victim’s IP address is ‘banned’ by the exploit pack. In packet 366 the
victim tries to access the show.php file again but gets a ‘clean’ 404 page
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http://www.secguru.com/link/polymorphic_javascript
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What Operating Systems, software, and Vulnerabilities
were involved?

Exploit Vulnerable Component Published
- MDAC RDS.Dataspace ActiveX control Apr 2006 CVE-2006-0003 MSB-MS06-014

. AOL IWinAmpActiveX control (AmpX.dll) May 2009 OSVDB-54706 (none)

_ DirectShow ActiveX control (msvidctl.dll) Jul 2009 CVE-2008-0015 MSB-MS09-032
Office Snapshot Viewer ActiveX control Jul 2008 CVE-2008-2463 MSB-MS08-041
COM Object Instantiation (msdds.dll) Aug 2005 CVE-2005-2127 MSB-MS05-052
Office Web Components ActiveX control Jul 2009 CVE-2009-1136 MSB-MS09-043




AEC
Business Service Management for Performance Fan_ .=

Summary

» [Forensic science is application of science to
guestions of interest to the legal profession

» Several unigue opportunities give computer
forensics the ability to uncover evidence that would
be extremely difficult to find using a manual process

« Computer forensics also has a unique set of
challenges that are not found in standard evidence
gathering, including volume of electronic evidence,
how it is scattered in numerous locations, and its
dynamic content

» Searching for digital evidence includes looking at
“obvious” files and e-mail messages

* Need for information security workers will continue to
grow, especially in computer forensics

» Skills needed in these areas include knowledge of
TCP/IP, packets, firewalls, routers, IDS, and
penetration testing
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AES Sessions at Share

Mar 12, 2012: 1:30-2:30 10715:
Mar 14, 2012: 8:00-9:00 10397:
Mar 14 2012: 1:30-2:30 10395:
Mar 14, 2011: 1:30-2:30 10720:

Mar 15, 2012: 3:00-4:00 10401:
Mar 16, 2012 9:30-10:30 10393:

Mar 16 2012 11:00-12:00 10414

02/03/2012 © Applied Expert Systems, Inc. 2011

41


https://share.confex.com/share/118/webprogram/Session10715.html
https://share.confex.com/share/118/webprogram/Session10715.html
https://share.confex.com/share/118/webprogram/Session10397.html
https://share.confex.com/share/118/webprogram/Session10395.html
https://share.confex.com/share/118/webprogram/Session10720.html
https://share.confex.com/share/118/webprogram/Session10720.html
https://share.confex.com/share/118/webprogram/Session10401.html
http://share.confex.com/share/117/webprogram/Session9290.html
https://share.confex.com/share/118/webprogram/Session10393.html
https://share.confex.com/share/118/webprogram/Session10393.html
https://share.confex.com/share/118/webprogram/Session10414.html
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